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If you picked up this book, it’s probably not out of mere curiosity or just for fun. You 
may be a government employee who just learned that you are under investigation 
by your agency’s Office of Inspector General (OIG). Maybe you are a government 

contractor—or work for one—and the OIG has asked to interview you. Or you could be 
the owner of a private company that does contracting work for a federal agency and 
the OIG sent you a subpoena demanding documents. 

Whatever your situation, you may be feeling nervous or even a little panicky. We 
understand that feeling because we’ve heard our own clients describe it over and 
over. Our clients have expressed their worries about their careers and the effect of the 
investigation on their family and their reputation. They tell us that they are afraid that 
their co-workers will find out about the investigation, or that they will have a hard time 
finding a new job if the investigation turns out badly. OIG investigations can lead to 
criminal prosecutions or severe employee discipline, including termination. Plus, there 
is always the risk of public humiliation if the allegations make their way to the media 
because of the seriousness of the offense or the salaciousness of the wrongdoing. 

After representing many clients in OIG investigations, we realized that there were few 
resources available to explain the process and offer practical advice. That’s why we 
wrote this book: to help you survive a stressful and difficult process. Even though we 
can’t describe the details of our clients’ stories (because of our ethical obligations to 
maintain their confidences), we can use what we’ve learned representing them to help 
you.



Our Top Tips for Surviving an 
OIG Investigation

We realize that you may not have the time or energy to read the whole book right now, 
so here are our top tips for surviving an OIG investigation. Most are focused on the 
beginning stages of the investigation, since that is when you make critical decisions that 
will help determine the outcome. We reference the sections of the book that may be 
helpful if you’d like to read more about any particular tip. 

1. Do NOT agree to an immediate interview. 
The OIG investigator (some are called “agents” or “special agents”) may stop by your 
office or call to ask if she can interview you right then. Politely decline and explain that 
you may want to hire a lawyer so you need a little time before the interview. You can 
schedule an interview for a few days later, by which time you should have spoken with a 
lawyer. See Chapter 6 for a description of the risks of being interviewed and some tips 
for your interview. An investigator sometimes will tell you a little something about the 
probe to gain your trust and persuade you to talk, but don’t succumb to the temptation. 
All of our clients tell us, “I didn’t have anything to hide” or “I just wanted to help.” Both 
of those may be true, but you need to prepare for the interview so that you are not 
caught off guard by the questions and unintentionally tell the investigator something 
that is incorrect. 

2. Call a union representative or a lawyer.
You need someone to advise you through this process from the very beginning. This 
book only scratches the surface of important decisions that will need to be made as you 
navigate the process. If you are a federal employee, your union may have information 
about OIG investigations or other resources to help you. An experienced lawyer can 
help answer your questions about the process and—maybe more important—act as 
the intermediary between you and the OIG. Once you have retained a lawyer, the OIG 
cannot contact you unannounced and seek to interview you. See Chapter 7 about using 
the resources of your union representative or a lawyer. 

3. Find out what the investigation is about. 
You or, preferably, your lawyer should find out the subject of the investigation from the 
OIG investigator before you agree to an interview. That way, you will know what is being 
investigated and may be able to figure out if you are the target of the investigation. It 
also will help you prepare for the investigation. See Chapter 1 about common issues 
6
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that are investigated by OIGs and Chapter 6 about preparing for your interview. You 
may already have an idea of the subject(s) from your first encounter with the investigator, 
but it always helps to confirm and try to get more information.

4. Do not destroy any documents. 
You may be tempted to delete emails or destroy documents related to what the OIG is 
investigating, even out of concern that the investigators  might misunderstand something. 
That is exactly the wrong approach for two reasons: First, it’s a crime—obstruction of 
justice; Second, basic computer forensics can determine if you have deleted emails or 
documents (yes, even if you “double-delete” them). It is likely that someone else has a 
copy of the document anyway. 

5. Do not talk to anyone else about the investigation. 
Even though you will be eager to talk to your colleagues about your recollection of 
what happened, resist that urge. The government can be aggressive if it thinks you 
tried to coordinate your story with another witness. At its most extreme, it could be 
considered criminal witness tampering. There is an appropriate way to reach out to 
a colleague through your lawyer to minimize these risks, but you must avoid doing it 
yourself. You also should not discuss the case with family or friends, at the risk of making 
them witnesses. It’s probably ok to talk with your spouse, because of marital privilege 
that protects them from being called as a witness, but no one beyond that.

6. Keep in mind this could be a criminal investigation. 
Keep in mind that this could be a criminal investigation. Even though the investigator 
who contacted you is from the OIG and she may have said it was an OIG investigation, 
there could be an informal, or even a formal, criminal investigation as well. Chapter 3 
describes how an OIG case can become a criminal case and what happens after that. 

7. Gather key documents. 
Although you need to be sure to follow all internal rules about copying or printing 
documents (particularly anything sensitive or classified), you can gather all of the key 
documents in one place. You can print emails or documents and review internal ethics 
policies. Be careful about writing down a narrative of what happened, unless your lawyer 
has told you to do so. Your narrative will be privileged (meaning confidential and not 
obtainable by the OIG under most circumstances) only if written at the direction of your 
lawyer. You do not want the OIG to get a copy of it, because it potentially could be used 
against you. 



8. Don’t use your work computer, work mobile device or 
work email to communicate with your attorney, or about the 
investigation.
If you do, you may be waiving attorney-client privilege. At best, you will have to fight to 
“claw back” privileged communications if the OIG searches your emails. 

9. If you do agree to an interview, be truthful.  
We cannot emphasize enough how important it is to be truthful during an interview. 
Lying, shading the truth or omitting key facts will only create problems for you down 
the road, including the possibility of a criminal charge for making false statements to a 
federal agent.

10. Relax. 
This is the simplest advice and the hardest for our clients to follow. Until you know that 
there is a reason to be worried, do not work yourself up into a frenzy of “what-ifs.” It 
may be that you are a minor witness in a small investigation into an internal matter. If 
so, then there’s no reason to panic. Your lawyer can help evaluate the risks with you 
to determine whether you need to worry about the investigation or whether you can 
simply cooperate and put it behind you.

8
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When and Why Were OIGs Created?

In 1978, Congress passed the Inspector General Act, which first created OIGs within 
each federal agency. Currently, there are 75 OIGs in the federal government. For 
Cabinet-level agencies such as the Departments of State and Education, an Inspector 

General (IG) who is appointed by the president with congressional approval heads the 
office. Other agencies, known as “Designated Federal Entities” (such as the Securities 
and Exchange Commission (SEC) or Federal Energy Regulatory Commission (FERC)), 
have an IG who is appointed by the agency head.

Each of the 75 OIGs serves as an independent investigative arm that reports both to 
the head (or deputy) of the federal department (or agency) and to Congress by way of 
semi-annual or other reports. An agency may request that its inspector general conduct 
a specific investigation, such as when Attorney General Jeff Sessions in February 2018 
asked the Department of Justice (DOJ) OIG to investigate alleged abuses by the FBI of 
surveillance authority under the Foreign Intelligence Surveillance Act (FISA). No head of 
an agency may prohibit or prevent the OIG from initiating or conducting an investigation 
or audit. In the (very) rare instance that the IG becomes aware of “particularly serious or 
flagrant problems, abuses or deficiencies relating to the administration of programs and 
operations,” the IG can send a letter to the agency head, who must then notify Congress 
within seven days (the “Seven Day Letter”). That almost always triggers hearings on 
Capitol Hill. 

Each federal OIG’s mission is to 1) “conduct and supervise audits and investigations 
relating to the programs and operations” of the agency, and 2) “to prevent and detect 
fraud and abuse in such programs and operations.” In short, OIGs investigate waste, 
fraud and abuse within government agencies and report their findings to Congress. 

The OIG’s Role in Investigating Private Entities
Private entities with business or personal affairs that involve programs funded by a 
government agency fall within the purview of that agency’s OIG. For example, if your 
company has a contract with an agency to do work, then you could be investigated 
by the OIG. Certain agencies that have many public-facing programs, like the Social 
Security Administration (SSA), also use their OIGs to investigate potential crimes by the 
public, such as false claims, misuse of benefits and bribery.

OIGs occasionally lend their investigators’ expertise to related criminal investigations 
and task forces. For instance, Amtrak OIG investigators supported an FBI-led Greater 
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Palm Beach Health Care Fraud Task Force in Florida that was investigating health-care 
schemes related to addiction recovery “sober homes” and the opioid crisis, because 
some cases involved fraudulent claims submitted to Amtrak’s insurance providers for 
train-system beneficiaries. Health-care fraud comes up often as the underlying subject 
matter for an OIG’s involvement in investigating private entities, as evidenced by the 
U.S. Department of Health and Human Services (HHS) OIG’s full roster of active criminal 
and civil enforcement cases.

On the whole, departments and agencies whose core functions involve investigations 
and law enforcement, e.g. DOJ and the SEC, most often rely on their OIGs to investigate 
internal incidents and employees, while the non-enforcement-oriented entities like the 
SSA and Amtrak will utilize their OIGs to investigate private parties, i.e. outward-facing 
investigations.

CIGIE and the Guiding Principles of an OIG
In 2008, the Council of Inspectors General on Integrity and Efficiency (CIGIE, pronounced 
“Siggy”) was formed to, among other things, standardize, coordinate and improve 
certain practices by federal OIGs. CIGIE, in turn, publishes the Quality Standards for 
Investigations (QSI, last updated in 2011), which provides “comprehensive, relevant, 
and sufficiently broad” standards to accommodate the audits and investigations of all 
member offices. Each OIG may have its own individualized policies and procedures, 
although not many have published them for the public. The OIGs that have made their 
policies available, such as the Department of Defense (DoD), expressly adopt the QSI 
as a baseline.

The QSI is quite broad and, unfortunately, no requirement appears to exist for individual 
OIGs to publish specific investigative standards and procedures. 

Thus, many OIGs have kept their investigative process under wraps, in stark contrast 
to law enforcement agencies such as DOJ, which publishes and continually updates its 
enforcement manuals. 

Additionally, five OIGs have been provided law enforcement authority outside of the IG 
Act: DoD, the U.S. Postal Service, the Department of Agriculture, the Treasury OIG for 
Tax Administration, and the Special OIG for the Troubled Asset Relief Program. These 
OIGs are further governed by the Attorney General Guidelines for Offices of Inspector 
General with Statutory Law Enforcement Authority.
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Complaints and Oversight
CIGIE also provides oversight and handles complaints against its member OIGs through 
its Integrity Committee. All allegations of misconduct against the IGs themselves, 
designated OIG senior staff, and the most senior employees in each OIG’s Office of 
Special Counsel are within the jurisdiction of the Integrity Committee. (Most OIGs 
have an Office of Special Counsel that serves as in-house counsel to the inspector 
general.) Notably, OIG line investigators/agents and counsel are not within the Integrity 
Committee’s authority, and therefore no real mechanism exists to review potential 
misconduct during an ordinary OIG investigation unless it reaches certain “covered 
persons” in the OIG, i.e. very senior staff. 

To put in perspective just how limited the Integrity Committee’s jurisdiction is: during 
the fiscal year 2018, in which thousands of OIG investigations were conducted, the 
Integrity Committee received 63 complaints, or less than 1 per member OIG. Of these 
63 complaints, only five were investigated by the IC and another 18 were referred to 
another agency or to the Integrity Committee chairperson for further investigation. 
Wrongdoing was substantiated by the IC in only one of the opened cases (at time of 
writing). In other words, CIGIE’s oversight of OIG investigations through its Integrity 
Committee appears to be limited.

To see a list of all federal OIGs and their contact information, click here.

https://www.ignet.gov/content/inspectors-general-directory


Chapter 2:
How an 
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OIGs across the federal agencies commence thousands of investigations 
each year. Unfortunately for the subjects of these investigations, the 
triggering source of the investigation may not be readily apparent. 

Nor will the investigating agents disclose how a particular investigation commenced 
— in most cases, OIG complaints and complainants are protected from disclosure by 
federal statute or regulation.

There is no published formal procedure on how an investigation begins, i.e., how much 
(or how little) information is necessary to cause an OIG to open an investigation. Baseline 
standards do exist, such as the previously mentioned Council of the Inspectors General 
on Integrity and Efficiency’s (CIGIE’s) Quality Standards for Investigations (QSI). But 
those standards were last updated in 2011, and because they are sufficiently broad to 
be applied across all agency OIGs, the QSI will not tell you anything about specific OIG 
procedures for determining whether a particular lead should turn into a full investigation.

From our experience, there are five typical ways in which a matter is brought to the OIG 
for investigation:

1. Whistleblower hotline.
An OIG’s whistleblower hotline (or online complaint form) is available to individuals both 
inside and outside the agency. Its purpose is to encourage reporting of fraud, waste 
and abuse without fear of reprisal or embarrassment. It is a useful tool and has led to 
many justified investigations. However, it can and has led to unsupported investigations 
based on personal animus.

Similarly, some agencies have a dedicated office for whistleblower complaints that 
screens internal and external complaints and conducts the first level of investigation. 
The organization varies—that is, some agency whistleblower offices are within their 
corresponding OIGs and others remain separate. If these administrative investigators 
find that the alleged misconduct is substantiated and falls within the domain of the OIG, 
they will stop their investigation and refer the matter to the OIG. 

We have seen instances where a whistleblower is a fellow federal employee with an ax 
to grind with a supervisor or colleague, usually as a result of a poor performance review, 
missed promotion or workplace grudge. We have even seen investigations start as a 
result of a disagreement outside of work and having nothing to do with the agency—
the complainant simply wishes to harass a federal employee. 
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From the Department of the Interior Office of the Inspector General Complaint Hotline Page.1

I need more 
information. 

Submit a general 
complaint.

Submit a 
confidential 
complaint.

Submit an 
anonymous 
complaint.

Submit a 
whistleblower 

retaliation 
complaint.

Before I file a complaint, I would like some 
additional information on the process, what to 
expect, my rights, or other resources.

I am providing my name and I agree that 
DOI OIG can disclose my name and other 
information I provide, if necessary, to ensure 
my issues are addressed.

I wish to be confidential, meaning I am 
providing OIG my name, but I request that the 
OIG not disclose my name outside the OIG. 
This option is appropriate for complainants who 
fear reprisal. 

I wish to be anonymous, meaning the OIG will 
not know my name. If I make this selection, 
I understand that the OIG will not be able 
to contact me, and the OIG may not have 
enough information to pursue my concerns. 

I believe I have been retaliated against for 
making a protected disclosure. I understand 
I cannot file an allegation of Whistleblower 
Retaliation Confidentially or Anonymously, as it 
may be necessary for the OIG to coordinate 
with my agency concerning the allegations. 

https://www.doioig.gov/oig-hotline-forms
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Assessment of credibility is one of the factors an OIG considers in deciding whether 
to investigate. If the complainant chooses to remain anonymous, however, the OIG 
may not be able to make a credibility determination until after the investigation has 
begun. Should you surmise who made the complaint about you and their motive, the 
OIG is restricted from confirming that information and will generally not respond to 
arguments about improper motive or harassment. The OIG likely will proceed with an 
investigation, regardless of the motivation of a complainant, unless the information 
provided is demonstrably false and insufficient. This can be maddening for the target 
of the probe.

2. Results of a periodic audit or examination.
The OIG also sources its investigations from its audit and examination functions. OIG 
audits are used to analyze agency processes and procedures and overall efficiency of 
agency infrastructure and initiatives, and for SWOT-like analysis of agency programs. 
(A SWOT analysis examines strengths, weaknesses, opportunities and threats.) On 
occasion, these audits will uncover specific instances that result in spin-off investigations. 

The U.S. Department of Health and Human Services (HHS) OIG is a prime example, as its 
investigations sometimes originate from its Office of Evaluations and Inspections (OEI). 
HHS administers many programs such as Medicare and the Centers for Disease Control 
and Prevention (CDC), among others, with extensive direct contact with the public 
or outside, private entities. Given the significant interaction and reliance on private 
healthcare providers and laboratories, HHS is particularly susceptible to fraud, and the 
agency’s OEI is constantly auditing its programs to limit the weaknesses and loopholes 
that bad actors can exploit. Although much of the fraud is perpetrated by third parties, 
sometimes federal employees get swept up in the OEI’s and, subsequently, the OIG’s 
net.

3. Automatic flagging of information activity by IT or email 
programs.
This category of investigation sources is fairly straightforward. If you access blocked 
websites at work, improperly send confidential or protected information via email 
or social network sites, or otherwise misuse your work computer and mobile device, 
chances are you will trigger some agency warning set up by your agency’s information 
technology (IT) department and find yourself explaining your conduct to the OIG.

The reasons for strict IT monitoring should be obvious: the U.S. government has been 
the victim of numerous hacking instances, including the jaw-dropping 2014 breach of 
the Office of Personnel Management (OPM) that exposed millions of federal employees’ 
records. Ignorance or mistake is no excuse. Every agency has some type of training and 



17

policy on proper use of its information technology that you receive on your first day and 
then periodically. You may not even remember it, or just sign/certify it without a second 
thought. But the agency considers you to have been put on notice.

4. Referral from another agency or DOJ.
Law enforcement components throughout the federal government (FBI, DEA, USPS, 
etc.) will often come across federal employee conduct that may constitute fraud, waste 
or abuse, but not rise to the level a crime. Or they might have limited resources to 
investigate. This type of referral is a less common source of OIG investigations than the 
categories described above.

5. News media reporting.
This category of sources for OIG investigations has grown in recent years. The public’s 
24-7 consumption of news, competition by media outlets for audiences, and a casual 
acceptance of leaking as a government check-and-balance mechanism has seemingly 
deputized journalists as frontline investigators, and they regularly break detailed accounts 
of government corruption or ineptitude. Embarrassed executive and legislative branch 
officials then scramble to demand proper investigations by OIGs. 

Sometimes a public official, private citizen, or even the President of the United States 
may clamor for an investigation into a federal employee’s conduct or an agency practice, 
and the resulting media coverage becomes so great that an OIG is compelled to open 
the investigation. Because the OIG rarely comments on investigations, it is hard to be 
certain if or when an investigation began, or that it was directly caused by media coverage 
and the resulting attention. In the case of the Environmental Protection Agency’s (EPA’s) 
OIG investigation in 2017-18 of then-EPA Administrator Scott Pruitt, for example, an 
abundance of news stories about his “excesses” prompted official public letters urging 
the EPA watchdog to investigate.

No matter how the investigation starts, it is serious business. Chapter 5 outlines all of 
the tools and methods in an OIGs investigative arsenal.



Investigative Caseload Number
Cases Open at Beginning of Period 33

Cases Completed but Not Closed* at Beginning of Period 4

Cases Opened During Period 13

Cases Closed During Period 19

Cases Completed but Not Closed at End of Period 4

Open Cases at End of Period 27

*A case is “completed” but not “closed” when the investigative work has been performed but disposition 
(such as corrective administrative action) is pending.

Criminal and Civil Investigative Activities Number
Referrals for Criminal Prosecution to DOJ 9

Accepted 3

Indictments/Informations 8

Arrests 4

Convictions 4

Referrals for Criminal Prosecution to State and Local Prosecuting Authorities 0

Referrals for Civil Prosecution to DOJ 0

Referrals for Civil Prosecution to State and Local Prosecuting Authorities 0

Monetary Results Number
Criminal Fines/Restitutions/Recoveries/Assessments/Forfeitures $106,089

Civil Fines/Restitutions/Recoveries/Assessments/Forfeitures $0

Administrative Investigative Activities Number
Removals, Retirements, and Resignations 1

Suspensions 1

Reprimands/Warnings/Other Actions 4

Complaints Received Number
Hotline Complaints 241

Other Complaints 204

Total Complaints During Period 445

From the SEC OIG Semiannual Report to Congress, November 2018. 2
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https://www.sec.gov/files/Semiannual-Report-to-Congress-April-1-2018-through-September-30-2018.pdf
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This chapter has two goals. First, it will describe the organization of a typical Office 
of Inspector General (OIG), including the role of each type of employee within 
an OIG, so that you understand exactly who you will be dealing with when you 

are under investigation. Second, it will explain how an OIG investigation can turn into 
a criminal investigation and how OIGs work cooperatively with other government 
agencies. 

Who Is Investigating You?
Your first contact with your agency’s OIG will almost certainly be with an OIG agent. In 
fact, for many employees, their only contact with the OIG may be the agent. It is very 
common never to talk to or hear from anyone higher in the organization. 

Depending on the size of the office, OIGs often have many layers of bureaucracy in 
them — from the Inspector General to the newest agent. It is important to understand 
how OIGs are organized, so that you can recognize where your contact fits into the OIG 
structure. 

Many OIG websites have an organizational chart that lists the various roles within the 
office. As an example, the Department of Health and Human Services (HHS) OIG chart 
is on page 22.
 
OIGs have several responsibilities, which can vary across offices. But all of them have 
an “audit” function and an “investigative” function. Audits are regular examinations 
of certain operations within the agency. At times, matters requiring investigation 
arise during the regular audit of a department. For example, a biannual audit of the 
procurement department may discover that many contracts are being filled through a 
sole-source process rather than a regular request-for-proposal (RFP) process. The audit 
section of the OIG will refer any suspicious contracts to the investigative section. 

Most relevant for our purposes, though, is the investigative function. That’s the arm of 
the OIG that is focused on investigating waste, fraud and abuse. 

There are four primary participants in the investigative section of an OIG:

1. The Inspector General (IG). 
This is the head of the entire office. Technically, the IG is the final decision-maker on 
all matters, but because this role covers so many responsibilities, many decisions are 
delegated to the Deputy Inspector General. 

20
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2. The Deputy (or Assistant) Inspector General. 
This is the person who oversees day-to-day investigations. As a practical matter, the 
deputy IG will make the final decisions about investigations. 

3. Attorneys. 
OIGs also have attorneys working within the investigative section, advising or investigating 
alongside the agents. They will report to the deputy IG about the status and substance 
of investigations. There is a wide variance among agencies as to whether the subject 
of an investigation will ever have contact with an OIG attorney. Many times, the subject 
will only be interviewed by the agents.

4. Agents. 
Each office has agents (sometimes called “special agents” or just “investigators”) 
assigned to investigations exclusively, or who spend part of their time fulfilling 
the investigative function. These individuals may be armed, though they do not 
have the authority to arrest anyone. Most agencies require that OIG agents have 
some investigative experience, such as working for another agency or for a police 
department. 

As mentioned above, the agent will be the one to contact you about an investigation, 
whether you are a witness or the subject of the investigation. Chapter 2 describes in 
more detail how an investigation begins. 

The reason the structure of an OIG is important is that you should understand that 
there are several layers within the office. If the investigation seems to be going badly 
in dealings with the agent, then it is possible for your lawyer to ask to speak with the 
lawyer overseeing the case or even to the Deputy IG or the Inspector General.
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Organization Chart, HHS Office of Inspector General.

https://oig.hhs.gov/about-oig/organization-chart/index.asp
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How an OIG Investigation Becomes a Criminal 
Investigation
If there is only one thing you take away from this book, it is that an OIG investigation 
can turn into a criminal investigation. In fact, the OIG agent who interviews you may 
actually be conducting not only an OIG investigation but a criminal investigation as 
well. At a minimum, that agent is trying to determine whether you committed a crime, 
as well as a violation of federal or agency-specific policy. 

This may sound confusing and counter-intuitive. How can an employee of a federal 
agency investigate a criminal case? Isn’t that what the Department of Justice (DOJ) 
and its prosecutors do? 

As we note in Chapter 1, there are many examples of cases that started as OIG 
investigations and turned into serious criminal cases. Here’s how it works in practice: 
An OIG opens an investigation into, say, a conflict-of-interest issue. An employee at 
the agency was in charge of awarding a $5 million contract, and the company that won 
the contract employs the agency employee’s cousin. The employee never disclosed 
the family relationship to the agency.

The OIG agent reviews the documents—the records showing who worked on the 
contract within the agency, documents obtained by request (or subpoena) from the 
company awarded the contract, the ethics office disclosure records (which may never 
have existed for this contract) and so forth. The OIG agent also will review the agency 
employee’s emails sent from his work computer to his cousin at the bidding company 
about the timing of the contract award. The agent decides that there is sufficient 
evidence of a conflict of interest under the agency’s ethics policies, which prohibit 
participating in the award of a contract to any blood relative. 

The agent also decides that this case is serious, because the employee’s conduct may 
also violate the federal statute prohibiting conflicts of interest, 18 U.S.C. § 208, which 
would be prosecuted by DOJ.

The agent likely will discuss the situation with the OIG lawyer overseeing the 
investigation (if there is a lawyer assigned) and possibly with a higher-level 
administrator, such as a Deputy IG. If he obtains permission to refer the case to the 
DOJ, then he will do so. 

Referring a case means sending a formal letter to DOJ, or using a less formal means 
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such as a telephone call or email, asking that DOJ look into certain allegations. The 
referral is usually very short but describes the evidence obtained by the agent so far. 
It is not a public document, and the employee who is the target of the investigation is 
not sent a copy of it or told about it. 

OIG cases are most often referred to federal prosecutors. Federal prosecutors 
work both at local U.S. Attorney’s Offices and at the headquarters of the DOJ in 
Washington, D.C. (colloquially referred to as “Main Justice”). Each state has at least 
one U.S. Attorney’s Office and perhaps multiple offices, depending on the size of the 
state. But OIG cases can be referred to other government agencies as well—such as 
the Securities and Exchange Commission (SEC), other agency’s OIGs or local police 
departments. 

For example, if an employee allegedly shared confidential government information 
with a friend who bought stock based on the information, this could be insider 
trading. The OIG may refer such a case to the SEC, which investigates insider trading 
in the civil context, and to DOJ, which investigates insider trading in the criminal 
context. An OIG that learns that a government employee has been stealing credit 
card information may refer the case to a U.S. Attorney’s Office or even to a local police 
department. 

If the prosecutor believes there is enough evidence to open a formal criminal 
investigation, then she could use a grand jury to issue subpoenas and take 
testimony from witnesses. What’s more likely is that the prosecutor is not sure that 
there is enough evidence to warrant a grand jury investigation and instead works 
cooperatively with the OIG to continue investigating the case without a grand jury. 
The OIG agent will check in with the prosecutor from time to time about the case. 

This type of post-referral cooperation is very common, and it puts you in a fair amount 
of danger. On the one hand, your contact is still the same OIG agent, and you may be 
lulled into thinking that the investigation is purely an administrative one. You will be far 
more willing to sit for a voluntary interview and explain what happened, not realizing 
that there is an informal criminal investigation that parallels the OIG investigation. 

Having a lawyer in this situation is extremely helpful. Your lawyer will press the OIG 
agent as to whether there has been a criminal referral. The agents will often be 
cagey about the referral but will usually admit that one was made. Your lawyer can 
then reach out to the prosecutor to find out the status and get a feeling for whether 
the prosecutor believes the allegations are serious. Your lawyer will also remain your 
point of contact with the OIG agent and the criminal prosecutor (or FBI agent, if one 
becomes involved).  
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It may seem unfair, but you likely will not be told if the prosecutor has decided not 
to continue a criminal investigation after a referral. Some prosecutors will let an 
employee’s lawyer know that the criminal investigation has been closed (or that one 
was never opened in the first place). But the lack of information flowing between the 
subject of the investigation (you) and the criminal investigators can be surprising. The 
prosecutor may not even tell the OIG investigator.

The risks to someone subject to a criminal investigation are serious. In Chapter 4, 
we describe the types of investigations and common violations of law investigated 
by OIGs. Then, Chapter 8 explains the outcomes of these investigations, whether 
criminal, administrative or regulatory.

You may be lulled into thinking that the investigation 
is purely an administrative one. You will be far more 

willing to sit for a voluntary interview and explain 
what happened, not realizing that there is an informal 

criminal investigation that parallels 
the OIG investigation. 
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This is a story of sex and money. For two decades, Leonard Glenn Francis (a/k/a 
“Fat Leonard”) was a Singapore-based business executive known for “his charm 
and his appetite for excess.”3  He showered Navy officers “with gifts, epicurean 

dinners, prostitutes and … cash bribes” so that they would leak classified information, 
which he in turn “used to defraud the Navy.”4 Over the years, Francis spent over half a 
million dollars bribing Navy officers, “along with hundreds of thousands of dollars paid 
in meals, women, alcohol and entertainment.”5 The Department of Defense OIG has 
a criminal investigative arm made famous in the television series—the Naval Criminal 
Investigative Service (NCIS). NCIS estimated that Francis had stolen approximately 
$35 million from the Navy over the course of the scheme.6

Francis’ company specialized in “servicing ships, specifically the Navy’s 7th Fleet in 
the Pacific, the largest forward command in the world. When a ship or submarine 
came ashore in the region for a port visit, Francis’ firm, Glenn Marine Defense Asia, 
[(GMDA)] could provide whatever the crew might need: barges that emptied hundreds 
of gallons of sewage, divers that scanned the harbor for explosives, vans that took 
sailors into town to get drunk.”7

In exchange for Francis’ bribes and extravagant gifts, Navy officers would feed Francis 
classified information so that Francis’ company was in the best position possible to 
bid on the Navy’s business. Not only that, in return for the bribes, Navy officials would 
give Francis a leg up by tipping him off to investigations into his company.8

NCIS, the Navy’s law enforcement arm that operates like an OIG on steroids, had 
opened at least 27 investigations of Francis’ company starting in 2006. All were closed 
without ensnaring Francis, either because of pressure from high-ranking Navy officers 
or, in some instances, because of what turned out to be a mole within NCIS.9 After 
three years of secret investigations and a sting operation with federal prosecutors, 
NCIS finally arrested Francis in San Diego in September 2013.10 In January 2014, 
Francis pleaded guilty to conspiracy to commit bribery, bribery, and conspiracy to 
defraud the United States.11 Four other GDMA executives pleaded guilty to conspiracy 
to defraud the United States, and three of them were sentenced to more than 40 
months in prison.12

That was only the beginning. The Fat Leonard scandal went deep into the Navy. The 
Department of Justice has filed criminal charges against at least 33 defendants, and 
the military examined an additional 550 active-duty or retired military personnel for 
possible military law or ethics violations. Most shocking, about 60 of those 550 were 
current and former Navy admirals.13
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Here’s where the Fat Leonard investigation stands as of 2019:

• 16 Navy officers, including a Rear Admiral, pleaded guilty to charges including
conspiracy to commit bribery, making a false official statement, and conspiracy to
defraud the United States.14

• 11 Navy officers have not pleaded guilty and are waiting for trial.15

• 7 Navy admirals and two captains have been demoted to lower ranks and/or forced
to retire early.16

• 5 Navy sailors were charged with crimes under military law.17

All of this began with an OIG investigation. Admittedly, the Department of Defense 
OIG has more serious powers than other OIGs, including the ability to subpoena 
testimony by people outside the agency. Nonetheless, the investigation exposed a 
staggering depth of corruption within the Navy.

3Craig Whitlock, “The Man who Seduced the 7th Fleet.” The Washington Post, May 27, 2016.
4Craig Whitlock and Kevin Uhrmacher, “Prostitutes, vacations and cash: Navy officials “Fat Leonard” took down.” The Washington Post, Updated 
Sept. 20, 2018.
5Jesse Hyde, “Fat Leonard’s Crimes on the High Seas.” Rolling Stone, March 11, 2018.
6Id.
7Id.
8CS, “Just when you think “Fat Leonard” can’t get worse, an NCIS agent is sentenced to 12 years for bribery,” The Contracting Education Academy at 
Georgia Tech (accessed April 10, 2019).
9Jesse Hyde, “Fat Leonard’s Crimes on the High Seas.”
10Craig Whitlock, “The Man who Seduced the 7th Fleet.”
11U.S. v. Francis, Plea agreement (S.D.Cal., Jan. 15, 2014).
12Craig Whitlock and Kevin Uhrmacher, “Prostitutes, vacations and cash: The Navy Officials “Fat Leonard” took down.
13Id.
14Id.
15Id.
16Id.
17Id.

https://www.washingtonpost.com/sf/investigative/2016/05/27/the-man-who-seduced-the-7th-fleet/?utm_term=.653feaa88bf2
https://www.washingtonpost.com/graphics/investigations/seducing-the-seventh-fleet/
https://www.washingtonpost.com/graphics/investigations/seducing-the-seventh-fleet/
https://www.rollingstone.com/politics/politics-news/fat-leonards-crimes-on-the-high-seas-197055/
https://contractingacademy.gatech.edu/2016/10/18/just-when-you-think-fat-leonard-cant-get-worse-an-ncis-agent-is-sentenced-to-12-years-for-bribery/
https://contractingacademy.gatech.edu/2016/10/18/just-when-you-think-fat-leonard-cant-get-worse-an-ncis-agent-is-sentenced-to-12-years-for-bribery/
https://www.justice.gov/sites/default/files/opa/press-releases/attachments/2015/01/16/francis_plea_agreement_comp.pdf
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Once you learn that you are under investigation, your next two questions likely 
are “What kind of investigation?” and “What do they think I did wrong?”

The answers to these two key questions will determine how you or your lawyer will 
respond to the investigation, including whether it makes sense to agree to a request for 
a voluntary interview. Let’s examine each question in turn.

What Kind of Investigation?
As a government employee, you are (unfortunately) subject to multiple kinds of 
investigations:

1. Administrative only.
In some agencies, you could be subject to an investigation that is purely administrative 
in nature. These investigations may be conducted by agents within the agency but are 
not technically OIG investigations. For example, allegations of sexual harassment may 
be handled by the agency’s Equal Employment Opportunity (EEO) office. There may 
also be a preliminary administrative investigation before a matter is elevated to an OIG 
investigation. At the end of an administrative investigation, the matter may be closed 
without any action against you. Alternatively, it may be referred to the OIG within the 
agency for further investigation, or some negative employment action may be taken 
against you. The employment action could be as minor as an informal reprimand, but 
could progress to loss of bonus, a demotion or even termination.

2. OIG investigation.
That’s the focus of the rest of this book. This is an investigation that is formally opened 
and conducted by the Office of Inspector General within your agency. 

3. Criminal investigation.
As described in Chapter 3, sometimes the OIG will refer a matter to a prosecuting 
authority for investigation. This could be the federal Department of Justice or a U.S. 
Attorney’s Office, or it could be a state Attorney General’s Office, or even the local police 
department. This is by far the most serious type of investigation, because the possible 
penalties go far beyond an adverse employment action: you could go to prison. The 
good news is that a criminal investigation must be opened by a prosecutor, and that 
prosecutor will evaluate the matter in terms of whether the evidence is sufficient to 
prove the charges “beyond a reasonable doubt.” That is a much higher burden than an 
OIG must meet in proving a case. 

The bad news is that being under criminal investigation is life changing. You will absolutely 

30



31

need a lawyer, as the stress is incredible and it will negatively affect your entire life during 
the investigation. Additionally, even if the agent to whom you are speaking works for 
the OIG, she may be coordinating with a prosecutor who is considering criminal charges 
against you. 

4. Audits.
Every OIG has not only an investigative function but also an audit function. An investigation 
focuses on a particular person or persons, or everyone involved in a particular event or 
transaction, such as the awarding of a specific contract. An audit is quite different. It 
examines a particular process or procedure within an agency, such as procurement. In 
large agencies, an audit will have a very narrow focus. For example, it may examine 
whether information technology contracts followed the agency’s procurement policies 
and regulations for a certain year. Audits may seem innocuous to employees, but 
OIGs use audits as a way to uncover specific instances of waste, fraud and abuse. If an 
OIG finds a suspicious event during a routine audit, then it will refer the matter to the 
investigative side of the OIG to look into it further. 

For example, an OIG may investigate compliance with telework policies for employees 
within a certain division over a six-month period. If it learns during the audit that 5 
percent of teleworking employees have not submitted the proper documentation for 
teleworking, it may open an investigation into those specific employees to determine 
if they are properly teleworking. Audits start very general but can quickly turn very 
specific. If you are one of the employees who may not have been following policy, you 
may find yourself subject to an OIG investigation.

Does It Matter What Kind of Investigation?
From a government employee’s perspective, the short answer is no, it does not matter 
what kind of investigation it is. Here’s why: All investigations create risks for employees. 

One risk is that the government thinks you did something wrong as part of your job and 
subjects you to employment discipline. 

A second risk may be that the government thinks you did something wrong that may be 
a crime and refers the matter to a state or federal prosecutor’s office, which then opens 
a criminal investigation or brings charges. 

A third risk is that the government believes that you did something wrong during the 
investigation, such as obstructing justice or tampering with witnesses. It may be that 
you did nothing wrong substantively, but if the agents believe that you tried to impede 
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their investigation, then you face a whole new kind of risk: criminal charges based on 
your conduct during the investigation itself. 

There are a lot of things that an employee may do (unintentionally or not) to make the 
situation worse. For example, an employee may be evasive or even lie during an interview. 
That’s a potential violation of a federal statute that prohibits making false statements to 
a government agent (18 U.S.C. § 1001). An employee may delete important emails or 
throw away documents that are relevant to the investigation. That may be obstruction 
of justice (18 U.S.C. § 1505). An employee may talk to another employee about the 
substance of their upcoming interview. That could be considered witness tampering (18 
U.S.C. § 1512). All three of these are criminal statutes, potentially punishable by many 
years in prison.

No matter what kind of investigation it is, you need legal advice to avoid all of these 
risky areas. So, even though the audit may not be focused on you specifically, if you lie 
during an interview in the course of that audit, it could be considered a false statement. 
Even if you are just a witness—and not even the subject—in an investigation, destroying 
documents or trying to influence someone else’s testimony to the OIG could be 
problematic. 

Even beyond the risks described above, each of the non-criminal investigations could 
still lead to a criminal probe.  

What Are the Most Common Subjects 
of Investigations?
OIGs have a mandate to investigate “waste, fraud and abuse,” but that is a broad 
phrase. Below is a list of some of the most common types of matters investigated by 
OIGs across the country:

1. Conflicts of interest.
Conflicts of interest exist when an employee takes some action in his official capacity that 
also financially benefits himself, his family, members of his household or close friends. 
There is a criminal statute that prohibits conflicts of interest by government employees 
(18 U.S.C. § 208). In addition, agencies usually have ethics rules that prohibit conflicts 
of interest, and those rules may be even broader than the federal statute. It’s important 
to note that there is no financial amount too small to potentially be flagged as a conflict 
of interest. As long as the agency’s action benefits the employee (or his family, etc.) 
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financially in some way, then it is a problem under the statute and the agency’s ethics 
rules. The good news is that conflict of interest allegations can be avoided by disclosing 
the potential conflict and seeking the appropriate waiver from your ethics office. 

2. Time and attendance violations.
Like the extreme example of the investigation into EPA-employee-turned-fake-CIA-
agent John Beale in OIG In Action — EPA Employee Defrauds Agency With Claims of 
Being a Covert CIA Operative, OIGs will investigate falsification of time entries. These 
types of investigations can take many forms: teleworking employees who are not really 
working; failure to take vacation days for time off; abuse of sick leave policy; leaving 
the office during the work day without taking leave and so forth. These investigations 
are governed by internal rules and regulations about how to track time and rules about 
when leave must be taken. However, if the conduct is serious enough, these violations 
could lead to fraud charges, because the employee is basically taking salary from the 
agency without performing the promised work. 

3. Contracting or procurement improprieties.
These types of OIG investigations may involve investigating not only the employees 
involved in the contracting process but also the outside contractor. OIGs may investigate 
whether the contract was improperly sole-sourced, rather than handled through an 
RFP or open-bidding process. An OIG may investigate whether the bidders bribed 
the individuals involved in the process to win the bid. Or it may investigate whether 
government employees improperly provided confidential information about the bidding 
process to a potential bidder. 

4. Misuse of position.
This is a broad category of wrongdoing that is prohibited by certain federal regulations. 
Because it is so broad, it can be harder to predict what conduct violates it. For example, 
federal regulation 5 C.F.R. § 2635.702 states that “an employee may not use his public 
office for his own private gain or for that of persons or organizations with which he is 
associated personally.” This is a lot like a conflict of interest. But the regulation goes on 
to say that “[a]n employee’s position or title should not be used to coerce; to endorse 
any product, service or enterprise; or to give the appearance of governmental sanction.” 

5. Misuse of government title.
Government employees also have certain limitations as to how they can use their titles. 
Under federal regulation 5 C.F.R. § 2635.807(b), there are limits on when a government 
employee may use her title when she is speaking or writing for publication. 
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6. Personal use of government property.
Government employees have an obligation to protect and conserve government 
resources, and, under regulations 5 C.F.R. § 2635.704 and .705, may only use those 
government resources for official government business. This also includes a prohibition 
against using the time of another government employee for one’s personal benefit. Of 
course, these prohibitions generally don’t apply to extremely minimal situations—you 
could make a personal photocopy or two, or print your children’s sports schedule, or 
allow a subordinate to get you a coffee when he’s already doing so for himself. But, with 
any of this conduct, there is always a gray area, and OIGs love to seize on conduct in 
that gray area to accuse an employee of wrongdoing. 

7. Sharing confidential or classified information.
There are numerous statutes and regulations that prohibit taking or using confidential 
government information. Some of the statutes can result in serious consequences, such 
as those that protect national security information. Others protect the more mundane—
but still confidential—information. Sharing this information may be a crime even if you 
do not benefit from it. Prosecutors also have won convictions against government 
employees who shared information as part of an insider-trading scheme. An employee 
might, for instance, share information for the financial benefit of someone trading in a 
stock whose price was affected by the later public release of the confidential information. 

8. Fraud.
OIGs may investigate employees under a straightforward fraud theory, with an underlying 
violation from one of the above categories. For example, the time-and-hour violations 
could lead to a fraud charge because the employee defrauded the government out of 
salary or bonus payments. Or, an employee may have aided and abetted contracting 
fraud by assisting a third party in obtaining a contract with the agency without following 
agency procedure. 

For instance, if the employee was a procurement official and awarded a sole-source 
contract to a friend in return for a percentage of the contract price, then that may be 
considered fraud (or bribery, which is discussed below). 

9. Travel and other reimbursement improprieties.
There have been numerous OIG investigations of government employees for violating 
agency policies on travel reimbursements or other types of expense repayments. 
Government employees may be investigated for traveling first class when it is not 
permitted or for seeking repayment for non-reimbursable items such as mini-bar items 
or gym fees, if a careless finance department, for example, provides the reimbursement 
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even inadvertently. These may appear like minor offenses since they involve relatively 
lower dollar values, but the public appearance of government employees taking 
advantage of the reimbursement process often drives OIGs to investigate them as 
serious offenses. 

10. Bribery.
OIGs also will investigate allegations of bribery. In this context, bribery means that 
someone gives a government employee something of value in return for some sort 
of benefit. It can have a fairly broad meaning, though it most often is considered a 
quid pro quo situation: the third party gives the employee something explicitly for the 
benefit. That benefit can be in the form of giving the third party a contract, hiring her for 
a government job or making sure an agency does not take any adverse action against 
the third party.

11. STOCK Act.
The Stop Trading on Congressional Knowledge (STOCK) Act was enacted in 2012 and 
prohibits the use of non-public information for private gain. The act aimed to prevent 
insider trading based on non-public government information. Despite its name, the 
statute applies not only to congressional employees but to all federal employees. It 
includes criminal penalties for violations. 
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An Office of Inspector General (OIG) has numerous powerful tools at its disposal 
to investigate you. It’s not quite the FBI, but many of the methods used in an 
OIG investigation are the same as those used in a criminal investigation. This 

chapter will describe some of the most common investigative tools and methods used 
by an OIG.

This is not an academic exercise. You should understand all the ways an OIG can gather 
information about you. Knowing that the OIG may read your personal emails or see 
what websites you have visited at work may change your strategy.

OIG investigations are governed by an internal investigative manual. Unfortunately, that 
manual is generally not a public document. In other words, you may be investigated 
but you’re not likely to know the standards or processes governing that investigation. 
Although OIGs tout their “transparency,” investigations are nearly entirely opaque to 
the targets. 

As mentioned in Chapter 1, there is a very general manual of sorts, called the Quality 
Standards for Investigations (QSI) by the Council of Inspectors General on Integrity and 
Efficiency (CIGIE). One of the opening paragraphs lays bare the fact that OIGs will use 
any means necessary to investigate a broad array of allegations (emphasis added):

Investigations vary in purpose and scope and may involve alleged violations of criminal 
or civil laws, as well as administrative requirements. The focus of an investigation 
can include the integrity of programs, operations, and personnel in agencies 
at Federal, State, and local levels of government; procurement and grant fraud 
schemes; environment, safety, and health violations; benefits fraud; the background 
and suitability of individuals for employment or a security clearance designation; 
whistleblower retaliation; and other matters involving alleged violations of law, rules, 
regulations, and policies . . . They often require using specialized investigative 
techniques; examining complex financial transactions, contracts, grants, and 
business operations; and interviewing government and corporate officials.

Let’s look at some of the investigative techniques that OIGs will use, both non-specialized 
and specialized.

1. Reviewing internal agency documents.
The easiest method for an OIG to gather information is from the agency’s internal 
systems. Looking at documents and emails maintained by the agency does not take 
much effort. All an OIG needs to do is request the documents from your department or 
division or work with the agency’s IT department to get a download of documents.

Emails are always fertile ground for investigators. An email itself may be evidence of 
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wrongdoing, such as if you sent confidential information to a third party or even to your 
personal email account to do work over the weekend. More often, though, emails are 
problematic because they are a real-time window into what steps you took with respect 
to a decision. Investigators can trace your every step—who you told about the decision, 
what you told them and when. They may be informal in tone or easily misinterpreted by 
a dogged agent. Inside jokes may take on a sinister meaning.

The agents will also review internal documents to see whether you knew what you were 
doing was improper. This will include a review of documents like:

a. Ethics training documents
b. Internal ethics rules or guidance
c. Agency-wide policies
d. Department- or division-wide policies

Plus, agents will seek and review documents from other parts of the agency about you. 
For example, if you are being investigated for an ethics violation, the OIG will ask the 
appropriate ethics officer for any documents or communications related to you. If you 
are being investigated by OIG for a possible conflict of interest, the OIG will ask for your 
financial disclosures. And if the OIG finds other potential wrongdoing in any documents 
they are reviewing, you can expect the scope of the investigation to expand.

2. Information from other employees/supervisors.
The OIG will interview other employees and supervisors to learn the facts of what 
happened as well as to understand what policies and procedures cover what happened. 
For example, if you allegedly hired your neighbor without going through the correct hiring 
process, then you can bet that the OIG will talk to people in your department or division 
to find out what the proper practice was, as well as compare the practice to the written 
policies. The OIG will also learn if you were told to use a different practice or warned 
against your conduct contemporaneously. If you were warned—even informally—that 
what you were doing was wrong, it is much harder to contend later that you acted 
accidentally or did not realize that you could not do what you did. 

Because these are likely to be voluntary interviews, they are subject to the same 
limitations that we describe in Chapter 6. The OIG agent will need to give the correct 
warning to the employee or supervisor before the interview begins, so that the person 
understands all of her rights.

3. Requests to other federal agencies.
Under the Inspector General Act of 1978 (IG Act),18 an OIG may make requests for 
information from other federal agencies as well. And, as long as it is “practicable and 



not in contravention of any existing statutory restriction or regulation of the Federal 
agency from which the information is requested,” the other agency must provide the 
information. 

4. Subpoenas to third parties.
The IG Act also permits an OIG to demand documents and information by issuing 
an administrative subpoena. A subpoena is simply a written request for documents. It 
indicates which OIG is requesting the information and then the categories of information 
requested. It also sets a deadline for responding to the subpoena. 

There is no limitation on to whom an OIG can issue a subpoena. An OIG can send a 
subpoena to your friends, family, personal internet service provider or email provider, cell 
phone company, investment advisor or bank. OIG subpoenas are often used to obtain 
emails from personal accounts, so even if you sent an email from your Gmail account, 
the government can find it. Although providers generally don’t save text messages 
for as long a time as emails, it is possible that an OIG will be able to obtain your text 
messages as well. 

The IG Act provides an OIG with the power to enforce a subpoena in federal district 
court. This means that the person or company receiving a subpoena cannot simply ignore 
it or decide not to respond. If the recipient does not respond or does not respond fully, 
the OIG could seek enforcement in court. Once the court issues an order to respond to 
the subpoena, failure to respond is contempt of court. 

It’s possible for a recipient of a subpoena to challenge the scope of the demand, to 
try to avoid responding to it, but the courts have used a very low standard to judge 
whether an OIG subpoena is appropriate. If the subpoena meets the following three 
criteria, then the court will approve it and the recipient of the subpoena must respond:

1. The OIG has the statutory authority to issue the subpoena (which it does under
the IG Act);

2. The information sought is reasonably relevant to the OIG’s inquiry (the court will
ask the OIG to define its inquiry, and the OIG will define a broad inquiry so that
the subpoena is relevant);

3. The request is not unreasonably broad or burdensome.

Most targets of OIG investigations are surprised to learn the extent of an OIG’s power 
to subpoena third parties. They think that if the misconduct took place outside of the 
office, on personal time and not involving work computer systems, then the OIG will not 
be able the prove it. But given the OIG’s broad subpoena power, it is very possible that 
the OIG will find out what happened.
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5. Interview of target of investigation (you).
Whether you are a current or former agency employee, the OIG can request to interview 
you. Your employment status makes a big difference in your rights and in the procedure 
by which an OIG can obtain the interview. However, except for investigations conducted 
by the Department of Defense OIG, no OIG can force you to be interviewed. 

Because your interview is so important—and so risky—we discuss the legal implications 
in Chapter 6 and offer several tips. 

6. Interviews of third parties.
The OIG can try to interview people who do not work for the agency, including 
representatives of private companies. But, except for Department of Defense OIG 
investigations, an OIG cannot compel these interviews. Often, however, recipients of 
requests for interviews from any government agent are inclined to cooperate. This is 
because they feel they have nothing to hide and the well-trained agent only reinforces this 
belief. As a result, OIGs often obtain interviews of third parties. Because the interviews 
are voluntary, any statements made by the interviewee can be used against both the 
interviewee and you. 

7. Other specialized work.
Depending on the nature of the probe, an OIG may engage in other types of investigative 
work. For example, agents may use computer forensics to determine when you logged 
into your computer and when you reviewed certain documents. They may use other 
forensic work, such as determining when you used your key card to enter or leave the 
building. Financial analysts may delve into your stock trading records and cell phone 
records to see if you traded on non-public government information. 

Most of this type of specialized work happens after the government has used its authority 
to request documents and electronic information from your agency, from other agencies 
and from third parties. An OIG also may engage in this type of analysis after interviewing 
witnesses.

Conclusion 
We hope this description of investigative tools used by OIGs will show you just how 
powerful an OIG can be. If an OIG hears about specific misconduct and learns information 
to narrow down when and where the misconduct occurred, it can use these tools to 
obtain the evidence it needs to either give to your supervisor to take administrative 
action, or to refer the case to law enforcement to begin a criminal investigation.
18(5a U.S.C. § 6(b)(1))
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Whether you are a current or former agency employee, the Office of Inspector 
General (OIG) can request to interview you.

Deciding whether to cooperate with that interview 
request is the most important decision you will make.

Too many of our clients hire us after this interview and after they have already dug 
themselves a hole too deep to escape. 

This chapter will describe your rights not to be interviewed when you are a current 
employee, and provide our top 10 tips if you decide to be interviewed. 

Can Former Employees Be Forced to Answer 
Questions?
Depending on whether you are a current or former employee, there is a big difference 
in your rights and the procedure by which an OIG can obtain an interview with you. 

Except for investigations conducted by the Department of Defense OIG, no OIG can 
force you to be interviewed if you are a former employee. As we discuss in Chapter 
7, you may want to resign your position at the agency to avoid being interviewed and 
making statements that may incriminate you or expose you to severe discipline based 
on the interview.

The Rights of Current Employees—Taking 
the Fifth
In private companies, your employer can force you to be interviewed as part of an 
internal investigation or face termination. But the situation for employees in the public 
sector is quite different. The interrogator in that situation (the OIG) is the government, 
not a private entity. All citizens are entitled to certain protections against the government 
compelling incriminating statements. Specifically, the Fifth Amendment to the U.S. 
Constitution provides that no person “shall be compelled in any criminal case to be 
a witness against himself.” Since OIG interviews are often precursors to—or intended 
to be used in—criminal investigations, the government cannot force you to sit for an 
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interview that may result in incriminating you. 

Typically, when the government is asking the questions, you have the right to “take the 
Fifth.” In other words, you have the prerogative to assert your Fifth Amendment rights 
and refuse to answer the questions. As you have seen on television and in movies, law 
enforcement will give a person in custody a Miranda warning (“You have the right to 
remain silent…”). Agency employees who are being questioned by the government will 
receive similar warnings. The type of warning to be given depends on 1) whether the 
interview is voluntary or involuntary, and 2) whether the person can be prosecuted for 
the conduct under investigation. 

Is the Interview Voluntary or Involuntary?
Deciding whether an interview is “voluntary” or “involuntary” is not as easy as it seems. 
If you will not face any serious penalty for refusing to be interviewed, and you still agree 
to be interviewed, then the interview is “voluntary.” If you will be fired if you refuse to 
be interviewed, then the interview is almost certainly “involuntary.” 

In some agencies, threats of employment action short of termination and consistent with 
employee handbooks and policies may technically render the interview as “voluntary.” 
So, your employer could threaten to change your job assignment or transfer you to a 
less desirable position to encourage you to cooperate with the interview. And if you 
agree to be interviewed anyway, the interview is voluntary and your statements can be 
used against you.

If the interview is involuntary (and you answer the questions), then the government is 
compelling your statements. That means that your statements cannot be used against 
you in a criminal investigation.

Derivative Use
There is a very important caveat to the rule that compelled statements cannot be 
used against you. This rule means that, quite literally, the government cannot use your 
statements against you, such as by introducing them as evidence in a criminal trial 
against you. It does not prevent the government from making “derivative use” of those 
statements to gather other evidence. 

For example, let’s assume that you say during an involuntary interview that you received 
bribes for giving out a particular contract to a company owned by your friend, John 
Smith, and deposited those bribes into your personal bank account. If you were charged 



with a crime, the government cannot use as evidence in its criminal case your statements 
that you took a bribe. But the government can subpoena your personal bank account 
records to learn when you received payments from Mr. Smith. The government could 
show the jury that you received those payments right before you awarded the contract 
to Mr. Smith’s company. 

Warnings About Waiver of Rights
The federal government (and some state governments) must give you a warning about 
your rights before the interview begins. When the interview is voluntary, these warnings 
are often referred to as “Garrity warnings.” In a Garrity warning, you will be informed 
that your statements are being made as part of an investigation and that if you choose 
to answer the questions, then your statements may be used against you. 

When the interview is involuntary and you are being compelled to answer questions, then 
you will be given what is referred to as a “Kalkines warning.” A Kalkines (KAHL-kines) 
warning informs you that your statements are being made as part of an investigation 
and that your statements cannot be used against you in a criminal proceeding. (They 
can still be used against you in the administrative proceeding, though.)
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GARRITY WARNING:
You are being asked to provide information as part of 
an internal and/or administrative investigation. This is a 
voluntary interview. You do not have to answer questions 
if your answers would tend to implicate you in a crime. 
No disciplinary action will be taken against you solely for 
refusing to answer questions. However, the evidentiary 
value of your silence may be considered in administrative 
proceedings as part of the facts surrounding your case. 
Any statement you do choose to provide may be used as 

evidence in criminal and/or administrative proceedings.

KALKINES WARNING:
You are being questioned as part of an internal and/or 
administrative investigation. You will be asked a number 
of specific questions concerning your official duties, and 
you must answer these questions to the best of your 
ability. Failure to answer completely and truthfully may 
result in disciplinary action, including dismissal. Your 
answers and any information derived from them may be 
used against you in administrative proceedings. However, 
neither your answers nor any information derived from 
them may be used against you in criminal proceedings, 
except if you knowingly and willfully make false 
statements.

These warnings are generally given in writing. The agent will ask you to sign the warning and 
give you a copy of the signed warning. This is the agent’s proof that you understood your 

rights. You should keep a copy of the signed warning for your records as well. 
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Top 10 Tips for Your Interview
If you decide to agree to an interview, here are a few tips:

1. Bring your lawyer. 
OIGs allow legal representation at interviews, even though they will not bring it up 
themselves.

2. Try to find out the topic of the interview ahead of time, so 
you can prepare. 
A lawyer will be much better able to learn from the agents what the topic will be. You 
should not agree to an interview about unknown topics. 

3. Prepare for the interview by reviewing key documents.
Again, a lawyer can help you prepare. In particular, a lawyer can advise you about what 
possible wrongdoing occurred and whether that wrongdoing has criminal penalties. 
She also can help develop a defense to the allegations that you can advance during 
your interview. 

4. Tell the truth during the interview. 
Always. This is the most important tip. If you remember nothing else about this list, 
remember this tip. If you do not tell the truth, you may commit a separate federal 
offense—making false statements to a government official.

5. Listen carefully to each question, and answer only that question. 
You do not need to offer any additional information. For example, you may be asked 
about your hiring practices in July or August 2017. Provide information about those 
months only. The agents can follow up with additional questions if they want to. 

6. If the interview strays into areas that you do not know about, 
ask to stop the interview so that you can prepare for those areas. 
(This works only for a voluntary interview where the ground rules allow you to stop 
the interview at any time. If you are compelled, pursuant to a Kalkines letter, you must 
answer.) 

7. Take your own notes during the interview.
Since the OIG likely won’t let you record the interview (they have discretion as to whether 
to allow the target to record the interview), you will want to have some record about what 
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you were asked. It’s ok if the interview slows down a bit while you write down questions 
and your answers as well. Do not let the agents hurry you through the interview. 

8. Make sure you understand the questions. 
Sometimes, agents will ask very vague questions or use terms you may not understand. 
You or your lawyers should ask for clarification or ask the agent to repeat the question. 
Be sure you understand the question before you answer it. 

9. After the interview, ask for a transcript of the interview, if it 
was recorded. 
The OIG likely will decline, possibly on the basis of an exemption for an active 
investigation or for other reasons. Even if it agrees, getting the transcript could take 
months, or require using the Freedom of Information Act (FOIA).

10. If you receive a transcript, review it carefully to make any 
necessary corrections.
Follow up with the agents if you need to correct any testimony at all. A lawyer can assist 
you in correcting any testimony after the interview. 

Tell the truth during the interview. Always. This is 
the most important tip. If you remember nothing 

else about this list, remember this tip.
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THE OIG IN 
ACTION 

DEA agents, parties and prostitutes
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Fat Leonard is not the only big story that illustrates how sex, money and 
government don’t mix. From 2005 to 2008, 10 U.S. Drug Enforcement 
Administration (DEA) employees in Colombia allegedly participated in sex parties 

with prostitutes funded by local drug cartels. The Office of the Inspector General in 
the Department of Justice (DOJ OIG) was particularly concerned because the alleged 
misconduct took place at locations leased by the government and because some of 
the employees held Top Secret clearances.20

The OIG investigation resulted in employee discipline. Seven employees were 
suspended for some period of time. Another employee received a letter of caution. 
Yet another retired before the investigation was completed.21 Furthermore, DOJ OIG 
looked into instances where security personnel were not informed promptly about this 
high-risk sexual behavior, which potentially exposed DEA employees to “coercion, 
extortion, and blackmail and present[ed] security risks for these components,” 
according to the DOJ OIG report on the investigation.22

In addition to immediate disciplinary actions, the DEA employees involved also 
were subject to a three-year period of ineligibility for favorable personnel action.23 

This means that they could not be promoted or given a raise for that period of 
time, though some still received performance awards and/or a time-off award for 
performance unrelated to the misconduct. According to DEA’s policy, employees 
“who are subjects of a significant ongoing misconduct investigation are not eligible 
for favorable personnel action unless DEA officials are able to make a determination 
as to the likely outcome of the particular case.”24 

That was not the end of these allegations. In early October 2018, a DEA regional 
director in Bogota, Colombia, was reported by the Associated Press to be under 
investigation due to an anonymous complaint claiming he directed his driver to hire 
prostitutes.25 Another anonymous complaint accused the same official’s deputy of 
having a sexual relationship with a subordinate. 26 That complaint claimed that the 
regional director was aware of the relationship and that “favoritism has created a 
(sic) low morale within the admin staff” in Bogota. 27 The regional director under 
investigation denied the allegations and retired from the DEA. 
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20DOJ OIG, “The Handling of Sexual Harassment and Misconduct Allegations by the Department’s Law Enforcement Components,” 28, 61. 
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Misconduct Incidents Referenced in the OIG’s March 2015 Report,” 12.
22DOJ OIG, “The Handling of Sexual Harassment and Misconduct Allegations by the Department’s Law Enforcement Components,” 61.
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26Id.
27Id.

His deputy retired shortly after the anonymous complaint was filed. 

As demonstrated above, an adverse investigation finding will not only cause 
immediate disciplinary action but also hinders long-term career prospects. 

The reputational harm from an investigation can be severe, even if an OIG does not 
find any misconduct.

https://www.wsj.com/articles/justice-department-watchdog-cites-drug-agency-sex-parties-1427385926?mod=article_inline
https://oig.justice.gov/reports/2015/e1504.pdf
https://oig.justice.gov/reports/2015/e1601.pdf
https://oig.justice.gov/reports/2015/e1601.pdf
https://www.apnews.com/2f1efb591fb54d519c706792f0629763
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With apologies to all the other chapters in the book, this just might be the most 
important chapter for federal employees seeking immediate help.

You may not be able to undo the series of events that triggered the investigation, but 
you will be able to get some perspective and much-needed (calming) advice by quickly 
seeking out your federal employee union representative and an experienced attorney. 

Union Representation
As a member of a federal employee union, you can learn a lot from stewards (union 
representatives) about how the investigation will proceed. The union will typically 
assign a steward to counsel you on your rights and the investigative process, and 
potentially negotiate the terms of your interview and a resolution of the case. Since the 
representatives are among your colleagues, they are readily accessible and the only 
cost to you is your union dues. They may have relationships with agency management, 
including the Office of General Counsel, that would facilitate meetings and advocacy 
for your position internally.  

As colleagues, they also know what you are going through—the stress of trying to do 
your job while knowing someone in your own building is trying to build a case against 
you—and invariably play the roles of therapist, coach and confidante. Additionally, you 
may have meetings or calls with the union’s leadership and attorneys. Union officers are 
a font of institutional knowledge, keeping an informal log of all disciplinary results and 
the mitigating and aggravating circumstances of each. 

Union attorneys bring legal expertise into your corner, holding the line against the OIG 
for the benefit of all union members. As discussed in Chapter 10, union membership 
is often a prerequisite for a union attorney to represent you. Should your seniority or 
service time be a factor in the potential discipline you face—if you are on an initial 
probationary period, for example—the union attorney is your best bet for guidance on 
that, too.

It is incumbent upon you to request the presence of your union representative at an 
investigatory interview (also known as exercising your Weingarten rights) or disciplinary 
proceeding. But not all jurisdictions recognize the employee-union representative 
privilege, so the union representative may not be bound by confidentiality in the 
conversations between you. The union representative should inform you of the standards 
from the outset, and it is advisable for you to take great care in divulging details to the 
representative.   
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The union representative may not be bound by 
confidentiality in the conversations between you.

Your Attorney
While the union is your asset on the “inside,” your attorney brings to bear investigations 
strategy and experience gained across various agency OIGs. And unlike your 
conversations with the union representatives and union attorneys, your communications 
with your counsel are privileged. Just don’t email your attorney from your work email—
then things can get sticky, as we mention in the Top Tips #8.28

Once you have retained counsel, the OIG understands that it must communicate only 
with the attorney and not you. In addition to giving an objective perspective and a 
buffer with OIG, hiring an attorney eliminates the risk of you saying something that can 
be construed by a zealous investigator as false or obstruction of justice and make your 
position worse. Throughout the investigation, there will be several important points at 
which your attorney can provide valuable assistance:

1. Determining how OIG views you. 
Are you a subject or witness? Are the alleged violations merely agency policy, or possible 
criminal conduct? These are two questions your attorney will ask the agent(s) right off 
the bat.

2. Getting the OIG to stand down (initially). 
It can be very disorienting when the OIG shows up and demands to speak with you but 
offers little in the way of why. The OIG knows this and takes advantage of this imbalance 
of information. You might be inclined to cooperate without asking questions because 
you fear the alternative…and you don’t even know what the alternative is! Once you 
have an attorney, some of that fear and intimidation dissipates. Investigators understand 
that in order to speak with you, especially on a voluntary basis, they will have to tone 
down the pressure and give your attorney some information.

3. Analysis of your exposure.
Some of the terms thrown around by the OIG will sound ominous. Misuse of Position? 
Conflict of Interest? The Computer Fraud and Abuse Act? But what are the elements of 
this conduct and how often has it successfully been proven? This is when your attorney 
can help you maintain perspective and calm. 
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4. Negotiating the terms of your interview. 
You don’t have to submit to an interview without terms, even if you are still an employee 
of the agency. Your attorney will find out which warning, if any, you would receive 
(Kalkines, Garrity, etc.—more on these in Chapter 6) and what that means for your 
employment and/or the potential that this case could result in a criminal referral. In 
some cases, declining an interview might lead to discipline—this is agency-specific. 
And like in all law-enforcement interrogation scenarios, absent some form of immunity, 
you can decline to answer specific questions by asserting your Fifth Amendment rights 
(see Chapter 6). 

Your attorney would also represent you at the interview (instead of, or alongside your 
union representative).

5. Monitor the investigation’s progress. 
Even if you choose not to voluntarily participate in an interview, your attorney would 
check in with investigators to determine the status of the investigation. In some 
investigations, the view of your conduct may shift as the OIG conducts interviews and 
reviews documents, causing you to reevaluate your posture towards cooperation.

6. Speaking with third parties and their counsel. 
The ability to speak with possible witnesses (or their counsel) is a critical role of an 
attorney. You cannot do this without risking the appearance of witness tampering. Your 
attorney will do her or his best to learn what, if anything, witnesses will say about your 
conduct, as well as gather other evidence.

7. Advocacy and strategy. 
An experienced attorney takes every opportunity to advocate on your behalf with OIG 
or reframe the way investigators view you or your conduct.  Examples of this advocacy 
include attorney proffers (further explained in Chapter 9) and white papers setting out 
a position on a legal issue or complicated fact pattern. Your attorney will also evaluate 
when and how to volunteer information to foster rapport and credibility.

8. Review and respond to a draft report of the investigation.
Before any report of an investigation is finalized, and possibly made public, some OIGs 
will allow you and your counsel to review and raise inaccuracies or submit a response to 
certain findings. These OIGs might even publish the response. 

9. Advocacy and strategy. 
Negotiate collateral issues, such as employment consequences and security clearances.



Together, your union and your attorney can be a formidable one-two punch against 
the OIG, providing you with valuable intel, advocacy and guidance and, importantly, 
helping you keep your sanity during a fraught period. The sooner you can enlist their 
help, the better.

Your attorney may have to counsel you on one of the 
hardest decisions of your career: should you resign to 
effectively end an investigation—before the agency can 
make the decision for you—or stick around and fight?

28 Convertino v. DOJ, 674 F. Supp. 2d 97, 110 (D.D.C. 2009) (DOJ employee had reasonable expectation of privacy when using his work email to 
communicate with his attorney, in part because DOJ did not have a policy against such use).
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By now we have told you a lot about OIG investigations — how they start, their 
focus, some of the methods used by investigators. The major indicator of the 
seriousness of the case, however, is what might happen at its conclusion. 

OIG investigations end in one of two ways: a referral to criminal or regulatory authorities 
or the closing of the probe upon a finding that allegations were unsupported. These 
ending points are compounded by secondary or collateral effects, such as administrative/
disciplinary proceedings and public reports (see Chapter 10 for a deeper dive into 
these). This chapter will briefly outline the possible outcomes of OIG investigations and 
what they might mean for you.

Referral29

Referral to the local U.S. Attorney’s Office (USAO) for criminal prosecution or to the 
appropriate regulator for further investigation is merited in some cases: a crime occurred. 
In other cases, the referral is the product of an OIG culture that rewards investigators 
based on referral statistics or “scalps,” and thus creates incentives against objectively 
considering exculpatory or mitigating evidence. OIGs are notorious for referring their 
investigations for criminal prosecution, even in cases of minor infractions. 

We have seen the conditions giving rise to this unfortunate result all too often. After 
investigating the matter for months or even years, an OIG investigator may be so dug in 
that they will not be able to view the matter objectively. They distrust defense counsel 
and avoid meaningful dialogue. The investigator, who is likely not an attorney, will not 
be able to properly assess criminal burdens of proof, federal rules of evidence, litigation 
risk or the administrative procedures that govern regulatory investigations and charges. 
Most OIG attorneys, who counsel investigators throughout the investigation and 
write or edit the investigation report, have not served as prosecutors or in regulatory 
enforcement and therefore similarly lack experience to determine whether the allegation 
of fraud, waste or abuse is provable in court. OIG decision-making, then, becomes an 
echo chamber, where minor indiscretions or policy violations are considered crimes and 
referred outside of the agency for further proceedings.

This does not mean, however, that any further action will take place. Annual statistics show 
that the USAO will decline to prosecute a majority of referrals, for a variety of reasons. 
At the heart of every decision to decline is the judgment that a criminal prosecution is 
simply not worth the use of the office’s resources. The actual reasons—litigation risk, 
low penalties suggested by the U.S. Sentencing Guidelines, or low USAO enforcement 
priority—are rarely stated. On occasion, the USAO will decline prosecution and note 
that internal agency administrative discipline is available. In the case of the latter, the 
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message to OIG is clear: “Take care of the problem yourself.”

There are situations where a USAO will decline prosecution but tell the OIG to come 
back if it uncovers additional evidence. To the USAO, this is a polite way to decline that 
leaves the door open. For the OIG, this is encouragement to continue the investigation 
with renewed vigor.

The USAO may preemptively decline prosecution while an investigation is ongoing. 
This is often the case where the OIG wants to compel a current employee to submit 
to an interview without violating the employee’s Fifth Amendment right against self-
incrimination. Once the USAO declines prosecution, the OIG may issue a Kalkines 
letter (see Chapter 6), which would require the employee to give an interview or risk 
termination.

Chapter 9 covers what happens if the USAO accepts the criminal referral.

Closing an Investigation
The OIG will close an investigation when it finds the allegations of fraud, waste or abuse 
unsupported or inconclusive. Allegations are unsupported where investigators review 
all documents and speak to relevant witnesses and determine that no misconduct 
occurred. This is obviously the best possible outcome.

A finding that allegations are inconclusive usually comes when the subject of the 
investigation resigns (e.g. Environmental Protection Agency Administrator Scott Pruitt 
in 2018) and the OIG cannot compel the subject to sit for an interview, or cannot force 
the production of documents and interviews of key witnesses. As Chapter 5 sets forth 
in greater detail, the OIG has substantial investigative powers, but can be limited when 
the subjects of or witnesses to the alleged conduct are no longer federal employees. At 
that point, the OIG will realize that its investigative resources are better spent on other 
matters and close the investigation.  

If the OIG closes an investigation, it must still write a closing memo explaining its steps 
and findings. Because the OIG cannot brag about another successful investigation, 
closing memos are not made public; however, they are accessible through FOIA or the 
Privacy Act (see Chapter 12 for how to request these).

As you might discern from this chapter, the end of an OIG investigation does not mean 
that you are out of the woods. You may still be subject to administrative discipline by 



your agency, or the OIG may still publicize the allegations of your misconduct in a 
standalone or semiannual report. These collateral consequences may complicate the 
resolution of your investigation, and we address these in Chapter 10.

The end of an OIG investigation does not mean that 
you are out of the woods.

29OIGs refer investigations to federal, state and local law enforcement, as well as for regulatory enforcement. The majority of federal 
agency OIGs refer investigations to federal prosecutors. For the purposes of this chapter, we will focus on referrals to USAOs.
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As described in Chapter 8, many OIG investigations are referred to criminal 
prosecutors. A referral is the process by which an OIG informs a prosecutor 
that a crime may have been committed. It is a suggestion (or a request) that 

the prosecutor open a formal criminal investigation into the conduct. This chapter will 
describe the different prosecutors who may receive an OIG referral, how a prosecutor 
will handle a referral and the basic steps in a criminal investigation if the prosecutor 
follows through on the referral. 

Who Are the Prosecutors?
OIG investigations may be referred to either state or federal criminal prosecutors. The 
different types of criminal prosecutors are:

1. Federal prosecutors in U.S. Attorney’s Offices across the country.
2. Federal prosecutors in the U.S. Department of Justice in Washington, D.C.
3. State-level prosecutors—often called “district attorneys” or “state’s attorneys.”

As we highlighted in Chapter 8, OIG cases are most often referred to federal prosecutors. 
Federal prosecutors are located in two places.

First, there are the 94 U.S. Attorney’s Offices that are located across the country (including 
a shared office between Guam and the Northern Mariana Islands). The U.S. Attorney’s 
Offices are part of the U.S. Department of Justice.

The number of U.S. Attorney’s Offices in a state depends on the number of federal 
judicial districts, which in turn is based, in most cases and approximately, on population 
and geographic size. Some states, such as Iowa, have only one judicial district and thus 
have only one U.S. Attorney’s Office. California and New York each have four districts. 
North Carolina and Pennsylvania each have three districts. Alabama (population 4.9 
million) has three districts while Maryland (population 6.1 million) has only one. The 
districts (and thus the U.S. Attorney’s Office within a district) are given a geographic 
name, such as the “U.S. Attorney’s Office for the Southern District of New York.”

Each office is headed by a presidentially-appointed U.S. attorney. But, more relevant 
to OIG investigations are the dozens of assistant U.S. attorneys (or AUSAs) who work 
in each office. The AUSAs are the line attorneys who will talk with the OIG and handle 
day-to-day cases. They are the prosecutors who handle individual matters. 

The U.S. Attorney’s Offices do have geographic limitations. As a general matter, the U.S. 
Attorney’s Office for the Southern District of California can only investigate and charge 
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crimes that were committed in that part of the state. If you are a government employee 
who works for the Department of the Interior near Denver, Colorado, your case likely 
would be referred to the U.S. Attorney’s Office for the District of Colorado. Many cases 
against federal employees are handled by the U.S. Attorney for the District of Columbia, 
only because that is where so many federal employees work.

The second location where you’ll find federal prosecutors is in the Department of Justice 
(DOJ) in Washington, D.C. It is sometimes referred to as “Main Justice” to distinguish 
it from the U.S. Attorney’s Offices across the country. DOJ has several divisions: the 
Criminal Division that handles criminal cases, as well as the National Security Division, 
the Civil Rights Division, the Antitrust Division, the Tax Division and the Civil Division. 

The Criminal Division is the most relevant for our purposes. Here is its organizational 
chart from DOJ’s website in late 2018:
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The OIG in your matter could refer the case to one of several sections of the Criminal 
Division, depending on the alleged wrongdoing. For example, if you are accused of 
engaging in some sort of hacking from your government computer, then your case 
may be referred to the Computer Crimes and Intellectual Property Section. Most OIG 
cases, though, are referred to the Public Integrity Section (sometimes called “PIN” 
or just “Public Integrity”). Public Integrity handles all manner of investigations of and 
prosecutions against elected and appointed officials, as well as federal employees. 

What Happens After a Case is Referred?
This book focuses on federal prosecutors, since state prosecutors each have their own 
set of practices that may vary considerably among the states. Once your case is referred 
to a federal prosecutor, the next steps depend on a lot of factors. 

If the OIG investigation is in its early stages, then the prosecutor may decide to take 
no action right away and instead wait to see what evidence the OIG is able to gather. If 
the OIG investigation has already uncovered significant evidence of criminal conduct, 
particularly of an ongoing or dangerous crime, the prosecutor may decide to open a 
grand jury investigation immediately. 

Those are the two ends of the spectrum. Many cases fall into the middle. A third option 
is for the federal prosecutor not to open an investigation right away, but instead to 
monitor and perhaps informally advise the OIG investigation. If she chooses this option, 
she can still suggest investigatory steps to the OIG, such as having the OIG subpoena 
certain documents or interview a specific witness. In other words, the federal prosecutor 
is having the OIG do her work for her—at least for now. 

What is dangerous about this third option is that the 
government employee likely does not even realize that 
a criminal prosecutor is interested in the case when 
agreeing to an interview.

Thinking that it is “just an OIG investigation” may result in risky complacency about 
engaging counsel or preparing fully for the interview. If the employee realizes that 
his answers are being scrutinized as evidence of a crime, then he may be much more 
hesitant to agree to an interview.
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This book will not go into great detail about federal criminal investigations, but an 
overview of the key steps will be helpful. This is an extremely simplified description of 
the process and every case is a little bit different. Your lawyer can explain the process in 
much more detail. 

1. Prosecutor opens a formal grand jury investigation. 
Although a prosecutor can interview witnesses on a voluntary basis without opening 
a grand jury investigation, a grand jury authorizes more helpful investigative tools. 
A grand jury is made up of 12 to 23 citizens, and its primary role is to determine if 
there is probable cause that a crime has been committed. If probable cause exists, the 
prosecutor will move to step 2.

2. Grand jury issues subpoenas for documents. 
Like an OIG, a grand jury can issue subpoenas for documents, called subpoenas duces 
tecum (DOO-ces TEE-kum). The grand jury technically issues the subpoena, but it is the 
prosecutor who really decides what documents to request and from whom. 

3. Prosecutor engages in voluntary witness interviews.
The prosecutor can ask witnesses to appear for voluntary interviews and ask questions 
about anything related to the investigation. Although witnesses need not appear, 
many feel they have nothing to hide and find it difficult to say no to a friendly-seeming 
prosecutor, so they ultimately appear for the interview. 

4. Grand jury issues subpoenas for grand jury testimony.
If a witness will not appear for a voluntary interview and if the witness’ testimony is 
necessary to convince the grand jury to return an indictment against you, then the 
grand jury can issue a subpoena for testimony. That means the person must show up 
and testify under oath before the grand jury. 

5. Analysis of evidence and legal theories of indictment. 
The prosecutor and agents (FBI agents, OIG agents or other federal agents) will analyze 
the evidence gathered and decide whether to ask the grand jury to return an indictment 
on specific criminal charges against the target of the investigation. They can bring in 
outside experts such as accountants or computer forensic personnel to build the case 
for indictment.  

6. Indictment by grand jury.
If the prosecutor thinks there is probable cause to believe a crime has been committed, 
she will ask the grand jury to “return” an indictment on certain criminal charges. This 
simply means that the prosecutor asks the grand jury to vote to issue the indictment. The 
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grand jury very frequently returns an indictment against the target of an investigation. 
(Cue the old joke about a prosecutor being able to indict a ham sandwich).

You may be wondering when you will learn that a grand jury is investigating you. Since 
grand jury proceedings are protected by strict secrecy rules, it may not be easy to find 
out if you are under investigation. You may learn about it from colleagues who are 
interviewed or subpoenaed to testify before the grand jury, or simply hear rumors about 
it. The prosecutor may also send you a “target letter,” informing you that you are the 
target of an investigation and giving you the opportunity to meet with the prosecutor 
to discuss the case. If you suspect a criminal investigation, your lawyer can contact the 
prosecutor and try to find out what is going on, the scope of the investigation and so 
forth. 

In this type of white-collar criminal case, your lawyer will engage in substantial discussions 
with the prosecutor in an effort to convince the prosecutor not to ask the grand jury for 
an indictment. Sometimes those discussions involve an “attorney proffer” during which 
your lawyer will meet with the prosecutor to describe evidence showing that you did 
not commit a crime or to make a case that what you did is not illegal under the law. 
The prosecutor may also offer a “reverse proffer,” which is a meeting where you may or 
may not be present and the prosecutor lays out her case for you and/or your lawyer and 
shows the documents that she believes prove your guilt. 

If the evidence against you is strong, then you may decide with your lawyer to engage in 
plea discussions to work out a resolution. In this case, you would decide to plead guilty 
to a certain crime or crimes, and the government would agree to drop the rest of the 
charges or to seek a defined sentence against you. You also may agree to cooperate 
with the prosecutor in her efforts to charge someone else with a crime by providing 
information during voluntary interviews. This cooperation can result in a much lower 
sentence down the road.

If you choose to defend yourself against the indictment in court, rather than plead 
guilty, then you will receive “discovery” from the government—all of the documents 
used during the investigation as well as documents that are potentially exculpatory (this 
exculpatory material is called Brady material). Eventually you will receive transcripts of 
grand jury testimony and witness interview memos written by the agents or prosecutors. 
All of this discovery allows your lawyer to present your case to the jury and try to win an 
acquittal at trial.
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How Long Will a Criminal Investigation Last?
Most federal white-collar crimes have a five-year statute of limitations. This means that 
the government has plenty of time to engage in an investigation and to decide whether 
to indict you. This long time period also means that the investigation could be hanging 
over your head for a very long time—causing stress and attorney’s fees to accrue. These 
risks are why hiring a lawyer who is qualified to represent you in the OIG investigation 
as well as any follow-on criminal investigation is a crucial choice. 
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John C. Beale is a former Senior Policy Adviser at the U.S. Environmental Protection 
Agency (EPA). Following an OIG investigation, he pleaded guilty in September 2013 
to theft of government property.30 He was sentenced to 32 months in prison and 

was ordered to pay almost $1.4 million in restitution and forfeiture to the government.31  
Beale’s long-running scheme allowed him to wrongfully collect more than $350,000 in 
salary from the EPA when he was not showing up for work for weeks at a time (He had 
told his colleagues that he was an undercover government agent working overseas.) 
and, later, even after he ostensibly retired.32

Beale was hired as a consultant to the EPA in 1988 by a close friend and Princeton 
classmate, Robert Brenner.33 Beale became a full-time GS-15 Step 10 employee in 
1989.34 During Beale’s tenure at the EPA, he was rewarded handsomely and received 
several awards. For example, Brenner twice recommended retention-incentive bonuses 
for Beale, once in 1991 and again in 2000, each representing 25 percent of his base 
salary.35 Such a bonus is rare and designed to reward and retain employees with unique 
skills by guaranteeing a bonus for three consecutive years.36

Beale also already had been granted the Gold Medal for Exceptional Service, EPA’s 
highest honor, in 1989, the same year he was hired full-time, in recognition of his 
contributions to the Clean Air Act Amendments.37 In 2005, he received a Meritorious 
Executive Rank that carried a monetary award of $28,201.38 One of Beale’s colleagues 
commented that Beale was one of the most capable people he knew during his career 
of more than two decades at the EPA.39

But unbeknownst to Beale’s colleagues and family, Beale had been living a double 
life since 1994, when he started claiming to be a Central Intelligence Agency (CIA) 
employee.40 He often insinuated that he worked for the CIA and offered details about 
his covert operations in email correspondence and other communications.41 Beginning 
in 2000, Beale “began to place ‘D.O. Oversight’ [Directorate of Operations, the CIA 
unit formerly known as the Clandestine Service] on his calendar for every Wednesday, 
to validate his absences from the EPA.”42 When Beale told his supervisor that he needed 
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30 Office of Inspector General, Environmental Protection Agency, “Early Warning Report: Internal Controls and Management Actions Concerning John 
C. Beale Pay Issues,” p. 6, Office of Inspector General, Environmental Protection Agency, Washington DC; Report No. 14-P-0036 (2013), (accessed
April 10, 2019).
31Id.
32 Patrick Sullivan, “The EPA OIG’s Investigation of John C. Beale,” p. 1. Statement of Patrick Sullivan, Assistant Inspector General for Investigations
Before the Committee on Oversight and Government Reform, U.S. House of Representatives, October 1, 2013, (accessed April 10, 2019).
33Id.
34Id.
35 Patrick Sullivan, “The EPA OIG’s Investigation of John C. Beale,” p. 2. 
36Id. at 2.
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to take frequent absences to work for the CIA, Beale’s lies gained legitimacy. His covert 
agent status “was an open secret – something many people were aware of but knew 
they were not supposed to disclose or discuss.”43

In September 2011, Beale supposedly retired, even co-hosting a joint retirement 
party on a yacht with two other EPA employees.44 In March 2012, the then-Assistant 
Administrator for the EPA’s Office of Air and Radiation (OAR) was notified by “a number 
of her staff that John Beale was still on the payroll and had not retired.”45 The Assistant 
Administrator asked her staff to investigate the matter, checked in with Beale about 
his retirement status, and eventually referred Beale’s misconduct to the EPA’s Office of 
General Counsel (OGC) around Nov. 1, 2012.46 Three months later, the OGC “reported 
the misconduct to the OIG.”47

In his first meeting with the OIG investigator, Beale had lawyered up and appeared 
very confident, refusing to cooperate.48 After having reviewed Beale’s emails and phone 
records, as well as conducted interviews with 25 of Beale’s former colleagues,49 the 
investigator discovered that Beale was making domestic phone calls from his home in 
Arlington at times when he claimed to have been overseas working for the CIA.50  The 
investigator also took the obvious step of calling the CIA, confirming that Beale had 
never worked there.51

The OIG investigator then referred the case to the U.S. Attorney’s Office.52 A federal 
prosecutor showed the information to Beale’s lawyer.53 This time around, Beale was 
finally ready to “walk investigators through a decade of falsehoods.”54

Beale admitted that he never worked for the CIA and that he was improperly paid for 
a total of 2.5 years of EPA work—six months in 2008 and then for two years between 
2011 and 2013, when he supposedly had retired—at a cost to the federal government 
of approximately $350,000.”55 Beale was working on his house, exercising and reading 
books during these periods.56 In addition, the OIG investigation revealed that the EPA 
“erroneously paid him bonuses for 16 extra years, costing the government more than 

37Office of Human Resource Management, Environmental Protection Agency, “Excellence In EPA FY 1989 Awards Report,” p. 8, Report EPA 210-
R-89-001. Environmental Protection Agency, Washington, DC; OCLC 23131813 (1989), accessed October 29, 2018.
38“The EPA OIG’s Investigation of John C. Beale,” p. 4.
39Michael Gaynor, “The Suit Who Spooked the EPA.” Washingtonian, March 4, 2014, (Accessed April 10, 2019).
40 Patrick Sullivan, “The EPA OIG’s Investigation of John C. Beale,” p. 3
41Id. at 3–4.
42Id. at 3.
43Id.
44Id. at 6.
45Id..

46Id. at 6-7.
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47Id. at 7.
48Michael Gaynor, “The Suit Who Spooked the EPA.” 
49Id.
50Id.
51Id.
52Id.
53Id.
54Id.
55Patrick Sullivan, ‘The EPA OIG’s Investigation of John C. Beale,” p. 4.
56Id at 4.
57Id. at 2.
58Id. at 4–6.

$500,000.”57  Beale also confessed to committing travel-related fraud, lying about having 
contracted malaria while fighting in Vietnam in order to receive parking accommodation, 
and exceeding per diem rates allowed for his business trips.58

Beale’s case shows that employees better take OIG investigations seriously and act 
proactively. OIG investigators are resourceful and can refer cases to the U.S. Attorney’s 
Office, elevating an internal investigation to a criminal one, and in a case like this, 
getting to the bottom of a fraud that had gone on for the better part of two decades.
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Chapters 8 and 9 cover the direct and very serious consequences of investigations 
by an Office of Inspector General (OIG), but several collateral effects of such a 
probe can be just as disruptive and worrisome. This chapter will describe the 

secondary impacts of an otherwise non-public OIG investigation—while it is going on 
and afterwards—on your career and life.

Public Reporting
Each of the 75 federal OIGs have reporting requirements mandated by the OIG Act of 
1978 as well as by individual OIG rulemaking. These requirements include, for example, 
posting a final “work product,” i.e. the “report of investigation,” within a few days of its 
submission to the head of the agency, and producing a semiannual report, the summary 
of all activities undertaken by the OIG during the previous six months.

Reports of investigation typically focus on a common event, complaint, course of (mis)
conduct or series of conduct by one individual or entity. Recent examples of these reports 
include the Department of Interior’s October 2018 Investigative Report of Alleged Abuse 
of Position by Secretary Ryan Zinke,59 the Securities and Exchange Commission’s 2016 
report on alleged bias of Administrative Law Judges60 and the Department of Justice’s 
December 2018 report on the findings of ethical and sexual misconduct by a senior 
DOJ official.61 One conclusion we can draw from nearly all these reports: the OIG will 
group as many possible allegations into one investigation as possible.

Once the report of investigation has been posted to the 
OIG website, it stays there for posterity. 

The allegations may be found to have been unsupported (e.g. the Zinke report) or they 
may be more than substantiated (e.g. senior DOJ official misconduct). In either instance, 
the allegations, which may be salacious or, at the very least, impugn the judgment of the 
target who was investigated, are likely to follow the target professionally and personally.

The frequency, depth and style of investigative reports and the extent to which they 
identify individuals involved vary across the agencies. The DOJ OIG posts relatively 
frequently (nearly 20 individual reports in 2018 alone), while the SEC OIG had not 
posted a single standalone investigative report in nearly three years, as of this writing. 
Reports range from one-page summaries to in-depth memoranda dozens of pages 
long that detail investigative steps, applicable administrative or criminal statutes, and 
recommendations for future agency or criminal action. Most reports do not identify 
federal employees at or below a certain pay grade (such as GS-15), or private citizens.



OIG semiannual reports are aligned with the federal fiscal year and usually are issued in 
late May (covering the previous October through March) and in late November (for the 
period of April through September). Originally created as a summary reporting tool to 
Congress, the semiannual report attempts to justify the OIG’s existence (and budget) 
with a short paragraph for each investigative report issued during the previous reporting 
period, along with a paragraph for additional unreported or unresolved investigations 
that occupied the IGs time that period.

The semiannual report summary paragraphs read like excerpts from a salacious tabloid:

EPA Employee Worked 10 Years Under False Credentials 

An investigation of a GS-12 employee, who was hired in 2008, found that the employee 
knowingly provided false information relating to qualifications as an engineer to gain 
employment with the EPA. The employee provided false information while filling out 
and submitting a Standard Form 85, Questionnaire for Non-Sensitive Positions, and two 
electronic questionnaires for investigations processing. During follow-on investigations 
conducted by the U.S. Office of Personnel Management and the EPA Personnel Security 
Branch, as well as during interviews conducted by OIG investigators, the employee also 
provided false information. The employee claimed to have the required education for 
the engineering position applied for and held. It was discovered that the employee had 
obtained previous employment with a state agency under the same false pretenses. 
EPA management issued a notice of proposed removal to the employee. The employee 
retired after receiving the notice. 

Environmental Protection Agency OIG Semiannual Report, May 2019. 62

73

https://www.epa.gov/sites/production/files/2019-05/documents/_epaoig_201904-epa-350-r-19-001.pdf


74

However, to your colleagues and others within the agency, there is usually enough in the 
published blurbs to figure out who you are and what you are alleged to have done. If 
the matter is sensational enough, or impacts policy and is therefore of interest to policy 
wonks, it might get picked up in trade publications or Washington, D.C. newspapers. 

In short, making an appearance in a published investigative report or semiannual report, 
even anonymously, will mean that sooner or later someone else may piece together 
your identity.

All of this creates a danger that a search of your name online will reveal the investigative 
results to future employers or others. Even if you are mostly cleared, the summary may 
be written to emphasize the minor wrongdoing that the OIG found. If your name is 
unique enough, then these public investigative results may cause severe reputational 
and career harm down the road. 

Security Clearance  and  Background  
Investigations
OIG investigations can be problematic when you apply for your next federal job or are 
seeking to obtain or renew your security clearance. 

Though the OIG investigation itself is non-public, the agencies or contractors 
conducting clearance investigations have access to a panoply of record systems across 
the federal government that may turn up some or even all of the underlying details of 
your investigation. Additionally, many reports and forms generated by investigations 
have designated “routine uses” under the Privacy Act, allowing the agency to share 
investigation documents and findings with others. And if the background/clearance 
investigators learn of your OIG investigation before you have disclosed it, this may 
serve as the fatal blow to your candor, and consequently your application or clearance.

In 2017, the U.S. Court of Appeals for the District of Columbia ruled that the Department 
of Homeland Security OIG could, on its own initiative, share a report of investigation 
concerning a former employee with that person’s current employer, the Department of 
Defense.63 The employee, Harriet Ames, was under investigation by DHS OIG and, seeing 
the writing on the wall, found a new job at DoD before OIG could finish its investigation. 
DHS OIG nevertheless shared its findings with DoD pursuant to its routine-uses statement 
under the Privacy Act, and Ms. Ames was terminated. In upholding the OIG’s disclosure, 
the D.C. Court of Appeals effectively held that DHS OIG had a responsibility to provide 
DOD with all information necessary to the continuing determination of whether Ms. 



75

Ames met eligibility requirements for a security clearance and of her fitness to be a 
federal employee.

The SF-86 questionnaire, used for security clearance applications, specifically lists as a 
routine use the disclosure of your security clearance background investigation to other 
agencies for certain purposes. This allows the agencies, where necessary, to compare 
your disclosures with their records. Several of the SF-86’s questions elicit, at least 
indirectly, whether you had ever been subject to an OIG investigation (e.g., Section 
13A.5 of the questionnaire) and its outcome.

Ultimately, records of an OIG investigation — even closing memos — may exist and 
follow you around as you move through the federal government or apply for a security 
clearance. However, background investigations and security clearance applications are 
quick to disclaim that each individual is considered in their totality and no single answer 
or factor is disqualifying, save for lack of candor. It is therefore vital that you attempt to 
learn—through the Privacy Act or FOIA requests—what is contained in any OIG report 
or investigative file, and disclose it accurately and consistently on your background and 
security clearance questionnaires.

Debarment 
Debarment, or the exclusion of participation in certain federal programs as a service 
provider or contractor, may become a problem for a federal employee who later 
wishes to do business with a federal agency.

Nearly all OIGs have, as part of their mandate, the ability to recommend the 
suspension or debarment of individuals or organizations wishing to do business with 
the federal government. Actions of debarment or suspension are not agency-specific, 
but are government-wide. A federal employee who leaves under the cloud of an OIG 
investigation may find that their OIG investigative file creates a hurdle or at least extra 
scrutiny when, as a private-sector employee, she attempts to win a contract with a 
government agency.

Adverse Employment Effects
Finally, the OIG often makes recommendations to the relevant agency units to determine 
whether an administrative or disciplinary action should be taken.

The recommendation and transmission of investigative records to other agency units 



(e.g. the Office of General Counsel (OGC), Human Resources) is generally one of the 
routine uses under the Privacy Act for OIG records. Here, the OIG not only will make the 
recommendation that internal discipline up to and including termination be considered, 
but it also will forward selected documents—usually those most damning—to the 
decision-maker.

Despite the use of cherry-picked documents, the OGC or HR department of most 
agencies is required to follow its own process for determining and meting out discipline. 
In certain instances, the review is de novo (i.e. from scratch). After having gone through 
a stressful and opaque OIG investigation, you may now find yourself fighting to keep 
your job or pay grade.

Fortunately, and unlike the OIG investigation, the disciplinary process comes with 
notifications and deadlines for your response to any proposed employment action. 
Here is where you will need to refocus your best evidence and arguments in support of 
your case, or why the OIG’s findings are incorrect or incomplete.

Remember, the OIG’s investigation and findings are not infallible. The OIG considers 
itself as an independent watchdog that monitors an agency. In some cases, that 
“independence” has manifested itself into contentiousness and distrust between the 
agency and its self-styled watchdog. The OGC and other agency components may 
therefore look for reasons to find the OIG recommendations and findings unsupported.

59U.S. Department of the Interior Office of the Inspector General, “Investigative Report of Alleged Abuse of Position by Secretary Zinke.” U.S. 
Department of the Interior. (accessed April 10, 2019) 
60Carl W. Hoecker, “Transmittal of Report of Investigation Case No. 15-ALJ-0482-I,” Jan. 21, 2016. U.S. Securities and Exchange Commission Office of 
Inspector General.
61 DOJ OIG, “Findings of Misconduct by a Senior DOJ Official for Ethical Misconduct, Sexual Harassment, Sexual Assault, and Lack of Candor to the 
OIG.” (accessed April 10, 2019)
63Ames v. Dep’t of Homeland Sec., 861 F.3d 238 (D.C. Cir. 2017).
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Office of Inspector General (OIG) investigations receive less publicity and scrutiny 
than criminal or regulatory actions. As a result, not much has been written about 
them, so you might have the impression that few people, let alone federal 

employees, have been through what you might be going through and that no one can 
offer advice on what to expect. This chapter will dispel that idea by providing three 
helpful resources for federal employees who find themselves under investigation by an 
OIG.

Federal Employee Unions
If your agency has one, and you are eligible to join, the federal employee union is 
perhaps the most useful ally in your battle with the OIG.

Union representatives have a wealth of knowledge that can provide immediate relief 
from the stress of an investigation, as we outline in Chapter 7. First, they are typically 
your colleagues and may know you personally, providing a level of empathy and 
understanding that you will not find from even the most skilled lawyer. Second, they can 
help you make several key decisions and avoid making critical mistakes at the outset of 
an investigation. Third, they can quickly marshal all necessary resources, such as lawyers 
and bargaining unit representatives. This can give you both confidence and peace of 
mind. Union representatives may also accompany you to OIG interviews and, if it comes 
to it, the administrative or disciplinary meetings that result from the investigation. 

Unions also serve as the institutional repository of OIG investigations and resulting 
discipline at their respective agencies. In some instances, unions keep records of 
investigations, allegations, results and corresponding discipline for their agencies. This 
can help you get a sense, from the outset of investigation, of the range of outcomes 
based on similarly situated predecessors.

Some of the largest federal employee unions are the American Federation of Government 
Employees (AFGE, with 700,000 employees), the National Treasury Employees Union 
(NTEU, with 150,000 employees across 33 agencies) and the National Federation of 
Federal Employees (NFFE, with 110,000 employees across 33 agencies).

OIG Semiannual Reports
As we write in Chapter 10, every federal agency OIG releases a report every six months 
that, among other things, summarizes its investigative activity for the past half year and 
updates previously unfinished investigations. Some OIGs provide longer summaries for 
more high-profile or lengthy investigations; however, all investigations summarized in 
78



79

the semiannual reports receive at least a paragraph. And you can learn a lot from these 
summary paragraphs.

The summaries provide employee grade level, alleged misconduct, basic findings of the 
investigation, whether the investigation resulted in a referral to the local U.S. Attorney’s 
Office (USAO), and the agency discipline, if any. Reviewing these summaries in five or six 
recent semiannual reports will give you a sense of how seriously the OIG considers your 
alleged misconduct and the resulting range of discipline. You may also learn whether 
the relevant criminal prosecutor has accepted referrals for this type of misconduct and 
what some of the mitigating or aggravating circumstances might be. Finally, you will get 
a sense of whether this type of misconduct may cost you your job or if your resignation 
might take the teeth out of the investigation.

Professional Liability Insurance
Professional liability insurance is almost always offered upon commencement of federal 
employment, but typically ends up at the bottom of a desk drawer with all of the long-
forgotten orientation and training materials. The people who do get this insurance, 
usually those who have experienced first- or second-hand the costs of investigations or 
are by nature risk averse, quickly realize its value when the OIG comes calling.

Once such insurance coverage is triggered, your provider will assign legal counsel for 
you who has expertise in OIG investigations and federal employment actions. The only 
downside is that you likely will not be able to interview and select the lawyer as you 
would a privately-retained attorney. But that is a small concern, since all panel counsel 
are pre-screened for experience and skill.

OIG Website
You can learn a lot from the website of the OIG conducting the investigation.64 At a 
minimum, you can see the types of public reporting done. Some agencies, for example, 
have a policy of only naming Senior Executive Service-level employees who are the 
subject of an investigation. Other agencies do not name any employees. Still others 
may name any employee who is the subject of an investigation, regardless of seniority. 
You can also see who is in the OIG, and you may be able to read the OIG’s policies or 
mission statement to understand what issues are the focus of that office.

64See, for example, the National Labor Relations Board OIG site. 
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In late October 2009, the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) 
began a 15-month operation dubbed “Fast and Furious,” in the hope of dismantling 
cross-border gun-trafficking organizations and prosecuting Mexican cartel leaders.65 

ATF agents conducted “physical and electronic surveillance of the [identified straw 
purchasers of firearms],” as well as “collect[ed] documentary evidence of their activities.”66

One of the ATF’s strategies in Fast and Furious was called “gun walking:” The ATF 
would intentionally allow firearms dealers to sell guns to illegal straw buyers. The ATF 
hoped to then track the guns to cartel leaders and arrest them. The problem, of course, 
was that tracking the guns proved difficult.

On Dec. 14, 2010, Customs and Border Protection (CBP) Agent Brian Terry was shot 
and killed near Rio Rico, Arizona.67 The police found two weapons at the scene that had 
been purchased by a straw purchaser. This straw purchaser was not a mystery man. In 
fact, he was known to the ATF and the U.S. Attorney’s Office through the operation.68 

Ten weeks after the agent’s tragic death, an ATF agent participating in Fast and Furious 
made accusations related to the “gun walking” strategy against his superiors at ATF on 
The CBS Evening News.69 The story attracted attention not only from the media but also 
from the U.S. Congress and the Office of Inspector General in the Department of Justice 
(DOJ OIG).70

Starting with this single agent’s accusation, DOJ OIG began an investigation. DOJ OIG 
“examined the reports of investigation, grand jury material, and other documents from 
the ATF’s investigative file, as well as materials from the U.S. Attorney’s Office.”71 It also 
reviewed thousands of emails of individuals involved, and obtained relevant documents 
from other federal agencies.72 DOJ OIG interviewed over 75 witnesses, including ATF 
agents and supervisors at different levels in the chain of command and other federal 
personnel involved.73

In November 2012, DOJ OIG issued a 514-page redacted report, finding a “pattern of 
serious [management] failures” and referring 14 DOJ employees for possible discipline.74

Here are some of the report’s findings and disciplinary actions: 

• The U.S. Attorney for Arizona “took full responsibility for Fast and Furious in 
testimony to congressional investigators” and left the DOJ for a private-sector job.75

• One Deputy Assistant Attorney General, a career DOJ attorney, resigned.76 DOJ 
OIG determined that he was the “most senior person in the Department in 2010 who 
was in a position to identify the similarity between the inappropriate tactics used in [a 
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previous similar operation] and Fast and Furious.”77 He failed, however, to recognize 
the “‘red flags’ which indicated that ‘gun walking’ might have been occurring.”78

• The Deputy Chief of Staff to the Attorney General was among those criticized for 
his handling of the case. The OIG concluded that he should have promptly informed 
the then-Attorney General of the link between the guns found at the CBP agent’s 
murder scene and the operation.79

• The Assistant Attorney General (AAG) who headed the criminal division later 
resigned from DOJ.80 OIG concluded that the AAG “should have promptly informed 
the Deputy Attorney General or [the Attorney General] about the gun-walking problems 
in the earlier gun probe, Operation Wide Receiver.” 

• The Acting ATF Director was removed from his position and reassigned as “a senior 
adviser on forensic science at the Justice Department’s headquarters in Washington.”81 
He later retired when the DOJ OIG released its report.82

• The ATF Acting Deputy Director resigned, “just days after a congressional report 
on Operation Fast and Furious sharply criticized him and four other ATF officials.”83 
The OIG concluded that he failed to provide complete information and to alert DOJ 
senior officials of his concerns over Fast and Furious.84 The OIG also suggested that, 
had the Acting Deputy Director provided timely and accurate information about Fast 
and Furious, DOJ would have been more prepared to handle the aftermath of the 
operation.85 

• The Deputy Assistant Director for Field Operations was nearing retirement in 
2012 and was under a separate investigation related to his outside employment.86 A 
congressional joint staff report found that he “rubber stamped critical documents” 
throughout the operation.87

• A former Assistant U.S. Attorney in Phoenix who helped oversee the gun-trafficking 
operation, was “transferred from the office’s criminal division to its civil division.”88

• A Special Agent in Charge of the Phoenix Field Division was reassigned.89 A 
congressional report found that he “exhibited repeatedly risky management,”90 and 
DOJ OIG concluded that he provided misleading information about agents’ efforts to 
slow down straw purchases and prevent “gun walking.”91

• The ATF Professional Review Board recommended two other ATF officials be 
terminated.92 They were an Assistant Director for Field Operations and the former 
“No. 2 official in the ATF’s Phoenix Office.”93
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No doubt some of the officials involved were simply following orders and implementing 
an operation that was planned and managed by those much more senior. But the Fast 
and Furious investigation demonstrates that:

It is not enough of a defense to say that a superior ordered 
the actions. Every government official faces liability—at 
least internally—if he or she does not follow the rules.
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Congratulations. You have survived the OIG investigation. You are a little jaded, 
wary, and probably have spent a not-insignificant amount on legal fees. But you 
have emerged on the other side.

What do you do now? What if you have been cleared and feel that the OIG and its 
investigators were particularly aggressive despite a lack of evidence? Fortunately, there 
are a few ways to fight back.

This chapter explores three ways in which you can attempt to right the wrongs of a 
runaway OIG investigation. One major caveat: even after the investigation ends favorably, 
the OIG is still a tough nut to crack — though not impossible.

Freedom of Information Act (FOIA) and Privacy 
Act Requests
FOIA and Privacy Act94 requests may be used to obtain information about the investigation 
and its conclusion that the OIG would not voluntarily disclose to you. FOIA (5 U.S.C. § 
552) involves a third-party request—usually made by the news media or an attorney—
for documents and records. Its sister statute, the Privacy Act (5 U.S.C. § 552a), is invoked 
when an individual requests documents or records about themselves. The latter request 
requires a certification by the requesting individual, as it may involve records that cannot 
be released to third parties.

But what types of documents would you even want after (or during) an investigation? 
First, there are closing memos—reports of investigations that do not result in findings 
of misconduct. If you or your attorney remain in contact with the investigator, you may 
learn when the investigation has been closed and subsequently make the request for 
the closing memo. The memo will be redacted (witnesses, other names, identifying 
details, and sensitive documents may be blacked out), but it will indicate the steps the 
OIG took in your investigation as well as its conclusion.

In addition to the closing memo, there are other documents and records of investigation 
that may be available. Interview transcripts and non-sensitive, non-privileged documents 
created as part of the investigation may also be requested. (In less fortunate cases, 
where the OIG has finished its investigation and made a criminal referral, you may still 
request your interview transcripts.) In most cases, individuals use these documents to 
make public statements about their exoneration, or to present to future employers and 
background investigators who might otherwise have learned of the investigation.

Other documents that may be available include OIG policies and procedures. OIGs 
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are notorious for not releasing their investigation manuals; however, when pressed, 
they have turned over redacted versions. One recent example of this occurred in the 
summer of 2018, when former FBI Deputy Director Andrew McCabe’s attorney sued, 
then agreed with the DOJ OIG for the rolling release (at the rate of 100 pages per 
month) of the OIG’s investigations manual.
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Snyder v. Department of Justice (2018)

In 2018, David Snyder, lawyer for former FBI Deputy Director Andrew McCabe submitted 
a FOIA request to the DOJ demanding DOJ’s Inspector General Manual and several 
other FBI internal policy documents relevant to McCabe’s investigation and discipline. 

Snyder’s efforts to obtain the OIG manual on behalf of McCabe were initially rebuffed. 
First, the OIG denied his request for expedited processing.95 When Snyder offered, at his 
own expense, to review a hard copy of the manual and flag relevant pages for copying, 
he was refused.96

OIG then sent a letter indicating that Snyder’s request was being processed, but that the 
request for the manual had turned up a voluminous amount of potentially responsive 
records and therefore OIG assigned the request to its “complex track.”97

Undeterred, Snyder offered once more to make use of the DOJ’s publicly available 
“reading rooms” to review the manual’s table of contents and narrow his request.98 This 
request was again denied by OIG General Counsel William Blier, who wrote that the table 
of contents contains “information [that] is likely privileged.”99 In the same email, Blier cut 
off further negotiation by announcing that “continuing discussions will [not] lead us to 
agreement.”100

As the result of the OIG’s intractable stance, Snyder filed suit against DOJ OIG and the 
FBI in the Federal District Court for the District of Columbia, claiming several violations 
of FOIA and seeking an order requiring, among other things, DOJ OIG to immediately 
produce the requested manual. Within a few months, DOJ OIG produced a full, unredacted 
table of contents to Snyder. Following a status conference, Snyder and DOJ OIG agreed 
to a rolling release of the manual, at the rate of 100 pages per month. The production 
completion date was initially set for May 31, 2019. However, as of the parties’ latest 
joint status report on May 14, 2019, there are a handful of pages still being reviewed for 
production.

As a result of Snyder’s impressive efforts, an OIG has been forced to publicly produce an 
operative investigations manual for the first time in recent memory.

 95Snyder v. US DOJ, et al., 1:18-cv-1389 (CKK), Complaint [D.E. 1] at ¶6.
96Id. at ¶47.



Making the Request Can Be Difficult
As McCabe’s attorney experienced, requesting documents from the OIG using FOIA or 
the Privacy Act is not easy. There are a number of exceptions to disclosure that the OIG 
may hide behind.

Specifically, exemption 7 of FOIA protects “records or information compiled for law 
enforcement purposes.” That covers a wide swath of documents within the possession 
of OIGs. During an active investigation, exemption 7 protects nearly all documents 
related to the investigation. Once the investigation is over—either through a referral for 
prosecution or closing memo—it is permissible to release the documents.  

If you disagree with an agency’s denial of your request, you may appeal the decision 
through administrative channels, i.e. the agency’s internal appeal authority. The process 
may take months, or even years where the responding agency component—on its home 
turf—continues to invoke new exemptions and make blanket redactions (this actually 
happens). Once all administrative appeals are exhausted, you may finally turn to the 
courts for help. This can be incredibly time-consuming.

Filing A Lawsuit Under The Privacy Act
In situations where the OIG has really overstepped its bounds and pursued investigations 
without justification, an aggrieved employee may have a cause of action under a separate 
section of the Privacy Act. The Privacy Act mandates that agencies, including their 
components, must maintain records accurately and not disclose sensitive information 
outside the agency without proper authorization. When an OIG investigates sloppily 
or leaks information about an otherwise non-public investigation to the public or other 
entities, the Privacy Act may provide a remedy. 

The Privacy Act allows for two types of claims—those for money damages and those to 
remedy the wrong (through injunctive relief). The first category includes situations where 
the agency fails to maintain records accurately or discloses them improperly, and this 
directly causes harm to you. In the case of an OIG investigation, this type of violation 
would occur if the OIG conducted a purposely inaccurate investigation, failed to keep 
all records of the investigation, or disclosed its findings improperly or inaccurately and, 
as a result, you suffered some type of economic harm (such as loss of employment 
or expenses for medical treatment). For a fuller analysis of the Privacy Act, the DOJ’s 
Overview is a terrific resource.

The second category of claims allowed under the Privacy Act—those that remedy the 
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wrong—involves a request to examine records or amend inaccurate records kept by an 
agency. This occurs much less frequently with an OIG investigation, as the subject of the 
investigation is typically not afforded the right to examine or amend OIG investigative 
records under the Privacy Act.

As with FOIA, the Privacy Act also has exemptions. Successfully litigating a Privacy Act 
claim in federal court can be difficult, and for each success, there are a dozen decisions 
dismissing claims. Still, for an OIG overreach, the Privacy Act is one of the few avenues 
for relief and vindication in court.

Council of the Inspectors General on Integrity 
and Efficiency (CIGIE)
CIGIE was established in 2008 to independently establish uniform standards among 
OIGs. In theory, it promotes integrity, efficiency and uniformity through its member 
IGs, all federal agency Inspectors General. It also provides an opportunity, through its 
Integrity Committee, for subjects of investigation to bring complaints against the IG 
or designated senior staff about improper investigation motives, tactics and results. 
Subjects of investigation also can file complaints about other investigation abuses.

Bringing a CIGIE complaint effectively triggers an OIG-style investigation of an OIG. 
However, the governing council of CIGIE is comprised of three (rotating) IGs who are not 
eager to expose their compatriots to scrutiny. Of the 59 allegations the CIGIE Integrity 
Committee received in 2017, it referred only 8 for further review, while closing 51 (with 
1 allegation still pending as of January 2018).

Congressional Intervention
One final opportunity to shed light on an OIGs abuses is through the appropriate 
congressional committees. Admittedly, it is a long shot, but in the right climate, such 
as a high-profile disagreement between an agency director and its IG, members of 
Congress may be more willing to intercede. 

In the Senate, the Committee on Homeland Security and Government Affairs handles 
general oversight of IGs. In the House, it is the Committee on Oversight and Reform. 
Other committees that have jurisdiction over certain agencies, such as the House 
Committee on Energy and Commerce over the Department of Energy, may be interested 
in allegations of abuse at the respective agency’s OIG. Additionally, your Senator or 
Representative may take particular interest in your mistreatment by the OIG.
 100 Id.
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