
ZOOM Video Meeting Top 5 Tips Security Suggestions for Meeting Hosts 
  

·         Require registration: This shows you every email address of everyone who 
signed up to join your class and can help you evaluate who’s attending. 
 

·         Use a random meeting ID: It’s best practice to generate a random meeting ID for 
your class, so it can’t be shared multiple times. This is the better alternative to 
using your Personal Meeting ID, which is not advised because it’s basically an 
ongoing meeting that’s always running. 
 

·         Password-protect the meeting: Create a password and share with your class via 
email or text so only those intended to join can access a meeting. 
 

·         Allow only authenticated users to join: Checking this box means only members 
who are signed into their Zoom account can access this particular meeting. NOTE: 
This does require all users to have an account with zoom. Therefore, eliminating 
the “Just click to the link” to join the meeting. This is recommended but might not be 
a good option for the non-technical users would work better just clicking a link.  
  

·         Disable join before host: People cannot join class before the Leader/Host joins 
and will see a pop-up that says, “The meeting is waiting for the host to join.“ 

  
Additionally:  Enable the Waiting Room 
  
The Waiting Room feature is one of the best ways to protect your Zoom virtual meeting 
and keep out those who aren’t supposed to be there.	
When enabled, you have two options for who hits the Waiting Room before entering a 
meeting:	
1.   “All Participants” will send everyone to the virtual waiting area, where the Host can 

admit them individually or all at once. 
2.   “Guest Participants Only” allows known users to skip the Waiting Room and join 

but sends anyone not signed in/part of your class into the virtual waiting area. 
The virtual Waiting Room can be enabled for every meeting (in your settings) or for 
individual meetings at the scheduling level. 	
 
Update: Starting March 31, the Waiting Room feature will be automatically turned on by 
default. Visit our support page for more information on adjusting your Waiting Room 
settings.	
  
  
 


