
:  

MeetMe is a social app that advertises its ability to allow users to meet new people 

through messages, video calls, and live streams. Mainly used as a dating app, users are 

required to build a public profile that can contain sensitive information. With no option to 

make information private, users can freely view other profiles within their vicinity. The 

app also encourages reaching out to other users- particularly users of the opposite sex- 

and viewing profiles by offering incentives through in-app rewards. 

:  

Kik is an alternative, cross-platform messaging app that allows user to chat 

anonymously without the need for phone service. Along with being able to share most 

any digital media, users can also video chat with one another. According to Forbes.com 

Kik has had issues with child exploitation and sexual harassment for some time now. This 

includes spambots spreading graphic content to users and users themselves taking 

advantage of Kik’s anonymity. This app also allows users to connect and chat with 

random users through the use of special scannable codes that link to individual users and 

group chats. 

  

Live.me is an app in which users are able to view the live broadcasts of other users. This 

app contains features allowing users to locate local broadcasts within their city or town, 

as well as being able to view broadcasts worldwide by selecting specific regions. There 

are multiple reports of sexual harassment, sexual content/partial nudity, and predatory 

behavior seen regularly within Google Play store reviews for the app. This app has a 17+ 

rating that can easily be falsified by users to gain access to the app. 

:  

Yubo is an app that allows users to meet strangers online and video chat with them. 

According to a review published by WebWatchers, even though Yubo is advertised as a 

way to simply make friends, Yubo’s design closely resembles the popular dating app 

known as Tinder. Connections made on Yubo offer users the opportunity to link one 

another through Snapchat. Newly connected users can then find one another’s locations 

through Snapchat depending on their privacy settings. Though Yubo contains age 

restrictions, these restrictions are loosely monitored making it easy to falsify information.  

:  

Whisper is an app that lets users post photos and videos completely anonymously. Users 

can interact with one another by commenting on posts or by messaging other users 

directly. Despite the site claiming that it regulates content posted, many reviews by users 

on the Google Play store report the app to still contain an abundance of nudity and other 



explicit content. It is also reported within Google Play reviews to contain users who abuse 

their anonymity to sexually harass other users. App wants users to be 17 and older but 

users can easily falsify information to make an account. 

  

Chatruletka is a social, “cam-chat” app that connects users with strangers around the 

world via randomly selected video calls. This app follows the format of a similar service 

known as Omegle which also connects users at random for spontaneous one-on-one 

video chats. Omegle, in particular, has been reported for sexual/pornographic content 

presented by some users.  

 

YOLO is an app that works in conjunction with the popular Snapchat app. This app allows 

users to comment anonymously on the stories of other users who also use the app 

depending on their privacy settings. Can be used to cyberbully people or be the victim of 

cyberbullying. 

  

DuckDuckGo is a popular privacy browser app that allows users to browse the internet 

with more privacy and security than the standard browser/search engine. It is used 

primarily to prevent user information related to internet usage from being tracked, sold, 

or recorded by marketing companies. While ensuring the privacy of users, it does also 

mean that no browser history or cookies are saved. This means that the user can look at 

anything they want to on the internet without anyone being able to see what they saw. 

Can be used to access pornography and other explicit content.  

  

Calculator- Photo Vault is an app designed to appear like a normal calculator. Requiring 

a password to access, this app allows users to hide photos, videos, and apps. Users can 

also hide their browser history when using the browser that comes built into the app. 

Similar apps exist that also utilize the guise of a calculator. Can be used to hide naked or 

inappropriate photos of people. 

 POOF is a small, knock off app of Snapchat. POOF lets users message other users 

within visual range. It does not require an internet connection; however, users do still 

require shared wifi and Bluetooth connection. Messages in this app are deleted once 

users move out of range or are inactive for too long. Can be used by sexual predators to 

connect with your child or send them pornographic content. 

 Stops Chrome from saving your browsing activity to 

your local history. No one is able to see the online activity that happened in the incognito 

tab. 


