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INFORMATION TECHNOLOGY USE POLICY 
 
INTRODUCTION 
LifePoint Church uses information technology to create the beset worship experience possible, all for the glorification 
of God, while taking into consideration the needs and desires of the Pastor, Director of Information Technology, LifePoint 
Church Staff, and the congregation.  Individuals who volunteer at LifePoint Church will have access to various 
computers, and information technology systems.  This policy sets forth the general rights and responsibilities common 
to all uses of information technology, from the stand-alone PC to the network systems to services that LifePoint 
Church contracts with. 
 
This policy applies to all individuals who access or utilize these services at LifePoint Church, including guest who use 
our systems to access the public Internet, and volunteers who have been given accounts on LifePoint Church systems 
for specific purposes. It also applies whether access is from our campus or from a remote location. In addition, there 
may be specific policies issued for individual systems, departments and the like. While these principles must be 
consistent with this general policy, they provide more detailed guidance about what is permitted and prohibited on each 
system.  As a user of information technology at LifePoint Church, you are responsible for familiarizing themselves with 
any applicable policy prior to use. 
 
If you have any questions regarding this policy, please contact our Director of Information Technology, Keith Radogna, 
directly.  The church office phone number is (863) 345.3223 or via email through our website at https://lplakeland.com. 
 
GUIDING PRINCIPLES 
The rights and responsibilities governing the behavior of those working at LifePoint, including volunteers, are the same 
in both the virtual and physical offices, and the same disciplinary procedures will be followed when the rules are violated. 
Computers and files on our computers and servers are the property of LifePoint Church; users should not have a 
reasonable expectation of privacy. 

 
APPLICABLE LAWS AND REGULATIONS 
All employees and volunteers of LifePoint Church must obey: 
• All relevant federal, state, and local laws. These include laws of general application such as libel, copyright, 

trademark, privacy, obscenity, and child pornography laws as well as laws that are specific to computers and 
communication systems, such as the Computer Fraud and Abuse Act and the Electronic Communications Privacy Act. 

• This policy as well as other policies issued for specific systems. 
• The policies of other departments and areas of LifePoint Church. 

 
RESOURCE LIMITS 
Technology resources are often limited; what is used by one person may not be available to others. Many systems have 
specific limits on several kinds of resources, such as storage space or connect time. All users must comply with these 
limits and not attempt to circumvent or override them. Moreover, users are expected not to be wasteful of resources 
whether there are specific limits placed on them. Unreasonable use of resources may be restricted. 
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PRIVACY 
Users of LifePoint Church systems shall not attempt to access the private files of others.  The ability to access a file does 
not, by itself, constitute authorization to do so. 
 
The LifePoint Church Information Technology Team routinely monitors systems and services for performance.  LifePoint 
Church does not routinely monitor or inspect individual accounts, files, or communications but reserve the right to 
do so when necessary, including but not limited to: (1) administrators may access user accounts, files or 
communications when there is reason to believe that the user is interfering with the performance of a system; (2) 
authorized investigators may access accounts, files, or communications to obtain relevant information when there is a 
reasonable suspicion that the user has violated laws or policies of the church; (3) co-workers and supervisors may need 
to access accounts, files, or communications used for LifePoint Church business when an employee or volunteer 
becomes unavailable; and (4) when required by law. 
 
Though LifePoint Church will attempt to prevent unauthorized access to private files, it cannot make any 
guarantees.  Information also can be revealed by malfunctions of computer systems, by malicious actions of 
hackers, and by deliberate publication by individuals with legitimate access to the information. Users are urged 
to use caution in the storage of any sensitive information. Again, users should not have any reasonable expectation 
of privacy. 

 
ACCESS 
Some portions of the LifePoint Church network, such as public web pages, are open to everyone.  Other portions are 
restricted in access to specific groups of people.  No one is permitted to enter restricted areas without authorization 
from the Director of Information Technology or to allow others to access areas for which they are not authorized. 
The ability to access a restricted area does not, by itself, constitute authorization to do so. 
 
Individual accounts are for the use of the individual only; no one may share individual accounts with anyone else, 
including members of the account holder’s family. Joint access to resources should be provided from separate accounts 
unless approved by the Director of Information Technology. 

 
SECURITY 
All users of LifePoint Church systems must assist in maintaining the security of our resources.  This includes 
physical security, protecting information, and preventing and detecting security breaches. Backup computer data 
and information that is out of the scope of the Central Backup Process and disaster recovery procedures would 
require that computer information containing Personal Identifiable Information must be kept securely under lock and 
key.  
 
REMOVAL OF DATA 
It is the policy of LifePoint Church that volunteers are not allowed to send, transmit, or take data from LifePoint Church 
premises without written authorization from the Director of Information Technology.  This includes files, pictures, videos, 
and all forms of media created for or developed by LifePoint Church.   
 
PASSWORDS 
Passwords are the keys to LifePoint Church computer systems, and all users are responsible for the security of their 
passwords. Users must report all attempts to breach the security of computer systems or networks to the Director 
of Information Technology. The Internet Protocol (IP) address of every computer will be mapped to its physical 
location in its building to assist in emergency response situations. 
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Users are responsible for all activity that is performed under their account.  Sharing passwords for individual accounts 
is strictly prohibited.  Users are not allowed to share Wi-Fi network passwords with anyone unless authorized to do so. 

 
 ANNUAL BACKUP REVIEW 
The Central Backup Process and disaster recovery solutions of LifePoint Church are reviewed annually in January by 
the Director of Information Technology.  It is the responsibility of the Director of Information Technology to develop a 
backup plan and strategy that best serves the needs of LifePoint Church to ensure that systems and services are 
available for use. 
 
INDIVIDUAL COMPUTER BACKUPS 
Individual computer backups begin as a seed backup (full backup). Monthly backups are then made from that 
point forward.  Monthly full backups are retained for three (3) months.  After three months, the backup is considered 
expired and is no longer stored or available.   
 
Individual computer backups are for the sole purpose of returning a computer into service when a computer becomes 
unstable, corrupt, or inoperative.  Individual computer backups are not used for restoration of files, as personal files 
are not backed up.  LifePoint Church computer users should only store files on file share servers. 
 
FILE BACKUPS 
At LifePoint, we enable the use of Previous Versions on all our file shares to restore files.  This enables end users to 
restore previous versions of files on an as-needed basis, without the assistance of the Information Technology Team.  
To maintain the integrity of our files, previous versions are created daily.  Monday through Saturday, backups are 
created at 5AM.  On Sunday’s, backups of files are created at 2PM. 
 
SERVER BACKUPS 
To ensure our network and servers are always operational, we utilize automated backups to manage our server backups.  
Each server is backed up daily beginning at 10PM.  Operating system drives are fully backed up, and our file share 
drives are backed up incrementally.  
 
CLOUD BACKUPS 
Offsite backups are stored to our contracted cloud provider daily.  The LifePoint Church cloud backup service captures 
only data on our file shares.   
 
OFFSITE BACKUPS 
On a monthly basis, our Director of Information Technology creates an offsite backup of all our files, computer images, 
and server images.  That data is in a water & fireproof safe offsite.  This data is used as a “last resort” in the event 
backups from any of our onsite, and cloud backups cannot be restored. 
 
Additionally, in the event of an anticipated tropical storm, our Director of Information Technology is tasked with 
capturing new backups of every computer, server, and file share.  These new backups are stored in a water & fireproof 
safe, offsite. 

 
ANTIVIRUS/ANTIMALWARE 
Every effort is made by our Information Technology team to keep current antivirus software on our network and its 
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computers. All systems are configured for real-time scanning of viruses and malware.  User accounts are configured to 
reduce the risk of downloading and/or installing software before it has been evaluated by an administrator. No attempt 
to circumvent this configuration by a user should be made. All users are expected to notify an administrator if they feel 
a virus or malicious software has infected their computer. 
 
PLAGIARISM AND COPYRIGHT 
Intellectual honesty is of utmost importance at LifePoint Church. You must not represent the work of others as 
your own. You must respect the intellectual rights of others and not violate their copyright or trademark rights.  
It is especially important that you obey the restrictions on using software or resources for which LifePoint Church 
has obtained licenses to make them available to employees and volunteers of LifePoint Church.  
 
Only the LifePoint Church Director of Information Technology may license software and information technology services 
from suppliers.  Our Director of Media is charged with managing all licensed content, including video and photography.   
 
IMPROPER USE OF TECHNOLOGY 
Anyone who becomes aware of a possible violation of this policy or the more specific policies of the systems that 
comprise our computer network should notify the Director of Information Technology.  
 
The Director of Information Technology will investigate the incident and determine whether further action is warranted. 
The Director of Information Technology may resolve minor issues by obtaining the agreement that the inappropriate 
action will not be repeated.  
 
In cases that warrant further action, and the individual involved is a member of the Information Technology Team or 
Media Team, the respective team Director has the authority to determine the action necessary, up to and including 
removal from the team.   
 
For all other areas, the Director of Information Technology will discuss the matter with LifePoint Church staff and 
determine the action necessary.  
 
Additionally, the Information Technology Team can act to block access and disable accounts when necessary to protect 
the system or prevent prohibited activities. 
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