Staying Safe Online
A Cybersecurity Guide for the St. Paul’s Methodist Congregation

Our congregation depends on digital tools every day—for giving online, receiving announcements, watching worship, and staying connected with one another. As our digital life grows, so does our responsibility to protect it. This guide is not about technology—it’s about being good stewards of our community and one another.

You do not need to be tech-savvy to follow these practices. Think of them the way you might think about locking your car or checking that you recognized a caller before answering the phone. A few simple habits go a long way.
⚠️  Recognizing Scams & Phishing Emails
Phishing is when someone sends a fraudulent email pretending to be a person or organization you trust—in hopes that you’ll click a link, share information, or send money. Our congregation has experienced this firsthand, with scammers sending emails that appear to come from our pastoral staff.

	IMPORTANT: How to Recognize a Legitimate St. Paul’s Email
Every email from St. Paul’s staff will always end in @stpaulsmethodist.com. If an email appears to be from a pastor or staff member but comes from a Gmail, Yahoo, Hotmail, or any other address, it is NOT from us.
Examples of valid addresses: pastor@stpaulsmethodist.com · office@stpaulsmethodist.com
If you are unsure, do not reply. Instead, call the church office directly at 619-435-5691.



Red Flags to Watch For
1. The email address does not end in @stpaulsmethodist.com
1. The message creates urgency (“act now,” “today only,” “I need this immediately”)
1. You are asked to buy gift cards, send money, or provide financial information
1. The tone or writing style seems off or unlike the person it claims to be from
1. There are unexpected links or attachments you weren’t expecting
1. The greeting is generic (“Dear Friend” instead of your name)

	❌  St. Paul’s Staff Will Never Ask You for Money by Email
No pastor, staff member, or church leader will ever send you an email asking for a personal donation, gift cards, wire transfers, or any form of payment.
If you receive such a message — even if it appears to come from Pastor JT, the Executive Pastor, or anyone else on staff — please do not respond or comply. Call the church office immediately to report it.


🔒  Protecting Your Accounts with Strong Passwords
Your online accounts—email, online giving, church apps—are only as safe as your passwords. Here are simple steps to strengthen them:

1. Use a long password. A phrase like “St.Pauls!Coronado2025” is far stronger than a short word.
1. Don’t reuse passwords. Each account should have its own password.
1. Turn on Multi-Factor Authentication (MFA) wherever it’s offered. This means you confirm your login with a second step—like a code texted to your phone. It’s a powerful extra layer of protection.
1. Consider a password manager (such as Bitwarden or 1Password) to safely store and generate strong passwords for you.
📧  Think Before You Click
Many cyberattacks begin with a single click on a deceptive link. Before clicking anything in an email or text message, pause and ask yourself:

1. Was I expecting this message or attachment?
1. Does the sender’s address look right? (Check @stpaulsmethodist.com for anything from our church.)
1. Does the link match where it claims to go? (Hover over it to preview the destination.)
1. Is the message creating pressure to act quickly?

When in doubt—don’t click. Contact the sender through a separate, trusted method (a phone call or a new email you compose and address yourself – don’t use links in the suspected email) to verify.
💳  Giving Online Safely
Online giving is a wonderful convenience, and St. Paul’s takes your financial security seriously. To protect yourself:

1. Only give through our official channels. Links in our weekly email newsletter and on our website are safe and verified.
1. Never send a donation in response to an emailed request. Even if the email appears to be from a staff member, go directly to our website instead.
1. If you are ever unsure whether a giving link is legitimate, call the church office before proceeding.

💻  Keeping Your Personal Devices Safe
You don’t need to be an expert to keep your phone and computer safer. These basics make a big difference:

1. Keep your devices updated. Software updates often include important security fixes.
1. Lock your phone and computer with a PIN, password, or fingerprint.
1. Be cautious on public Wi-Fi (coffee shops, airports). Avoid accessing sensitive accounts like banking or giving portals when on a public network.
1. Back up important files—photos, documents—to a cloud service or external drive regularly.
📞  What to Do If Something Seems Wrong
If you receive a suspicious email claiming to be from St. Paul’s, or if you clicked something and are concerned:

1. Do NOT reply to the suspicious email or provide any personal information.
1. Call the church office directly to report what you received.
1. If you clicked a link and entered any personal or financial information, contact your bank or the relevant account provider immediately.
1. Change your passwords for any accounts you believe may be affected.

	📞  Church Office Contact
If you are ever uncertain about an email that appears to come from St. Paul’s, please contact us directly before taking any action.
St. Paul’s Methodist Church 619-435-5691 or stpauls@stpaulsmethodist.com
You can reach us at the number or address listed in your weekly bulletin or on our website.



"Keep watch over yourselves and all the flock of which the Holy Spirit has made you overseers."
— Acts 20:28
Cybersecurity is an act of care for one another. Thank you for helping keep our community safe.
