
May 4, 2018 

NOTICE TO ALBERTA TENANTS OF AVENUE LIVING COMMUNITIES 

NOTIFICATION OF POTENTIAL LOSS OF PERSONAL INFORMATION PURSUANT TO SECTION 37.1 OF THE 

PERSONAL INFORMATION PROTECTION ACT 

This notice is being issued in accordance with section 37.1 of the Personal Information Protection Act, 

R.S.A. 2003, c.P-6.5, and in accordance with section 19 of the Personal Information Protection Act 

Regulation, A.R. 366/2003.  This notice is being issued in compliance with the Office of the Information 

and Privacy Commissioner of Alberta, Breach Notification Decision dated April 18, 2018 wherein the 

Information and Privacy Commissioner found that a reasonable person would consider there to be a real 

risk of significant harm to those individuals whose personal information was stored in lease application 

forms on the Avenue Living server between August and November 2016. 

On or about November 2, 2016, Avenue Living was contacted by Calgary Police Services (“CPS”) about a 

CPS cyber investigations team matter involving a potential breach/theft of personal information from 

Avenue Living.  CPS informed Avenue Living that it was investigating the fraudulent use of personal 

information by an identity theft group, who used stolen personal information to apply for credit cards at 

multiple retailers, inclusive of Walmart and PC Financial.  Avenue Living fully cooperated with CPS in its 

investigation.  Through Avenue Living’s internal investigation and in cooperation with CPS, it was 

determined that an employee had accessed the organizations’ server after hours for the purpose of 

taking certain personal information of Avenue Living’s tenants.  CPS would not disclose the nature of the 

personal information taken, given that the matter was under criminal investigation.  Avenue Living does 

not know precise details of when the loss occurred since that information has not been disclosed to it by 

CPS, although to the best knowledge of the company, the loss occurred sometime between August and 

November 2016.  Avenue Living does not know the specific personal information compromised by this 

incident, although to the best knowledge of the company the breach relates to personal information of 

those persons who completed an application to lease between August and November 2016 and may 

include such information as: name, address, date of birth, email address and social insurance number. 

Since Avenue Living became aware of the breach, it has taken aggressive harm reduction steps, inclusive 

of full cooperation with CPS in its criminal investigation; immediate termination of the employee who 

took personal information; retention of a third party to conduct a full review of the company’s collection 

and retention policies and practices relating to confidential and personal information; initiation of 

privacy controls with Avenue Living’s intellectual technology department inclusive of active password 

controls, segregating data on server to ensure personal information is not releasable to outside persons 

and daily reports of IP address access to server; retention of outside legal counsel to assist the company 

in responding to this matter and ensuring full compliance with Alberta privacy and personal information 

legislation; notification of the loss of personal information to the Information and Privacy Commissioner 

of Alberta. 

We wish to emphasize that our tenants’ well-being is of the utmost importance.  We take this matter 

very seriously.  Should you think that your personal information has been breached between August and 



November 2016, or have any questions regarding this matter, please contact your local police 

department and the CPS cyber-security team, or contact the Call Center at 1-855-247-1492. 


