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1 Introduction

Privacy is a broad concept with no universally agreed-upon
definition, and problems can arise when developers and users
hold different understandings of the meaning of privacy and
of its value [2, 11]. Current approaches in privacy engineer-
ing are often limited by failures to account for the complex
social interactions that occur between individuals [10]. They
primarily focus on protecting user information from exter-
nal threats such as hacking or unauthorized access, rather
than addressing the dynamic nature of relationships over time
and the potential for information to be shared within these
relationships. For example, domestic and intimate partner vio-
lence has historically been overlooked by security and privacy
(S&P) researchers [13], only recently receiving more attention
by scholars [3, 4, 8, 14–16]. In our work, we aim to uncover
similar gaps between the kinds of privacy threats that receive
attention from developers and scholars versus the kinds of
privacy threats perceived by various users of technology.

2 Methods

We propose to identify these gaps through an interview study
based on the framework of privacy threat modeling. This ap-
proach prioritizes the proactive identification and mitigation
of privacy risks in a system’s design and operation. We be-
lieve threat modeling is particularly effective for exploring
individuals’ mental models of privacy, developing a more
structured and parallel understanding than methods like di-
agramming [5]. This approach also aligns well with the dy-
namic and often unpredictable nature of privacy concerns.

2.1 Interview Protocol
While privacy threat modeling offers the opportunity to elicit
directly parallel information from different groups, it has his-
torically been a technical approach. Even methods that intro-
duced lower thresholds, like the LINDDUN GO card-based
approach, are still targeted at an audience of domain experts
and professionals [18]. One challenge is that we aim to in-
terview privacy experts, developers, but also everyday users.
These different audiences will bring different kinds of exper-
tise to the interview. But we must also ensure that questions
can be answered by all. For example, we have updated the
LINDDUN approach with questions like: Can you think of

any specific situations where organizations could connect
different pieces of information about this person to create a
more comprehensive understanding of them? Ongoing pilot
interviews aim to ensure that the language in our interview
protocol will be as accessible as possible for this diverse set of
participants. We also aim to ease participation by streamlining
the privacy threat modeling interview to 30 minutes.

2.2 Scenarios
We developed several different scenarios to use in interviews,
all of which lend themselves to discussions of social factors
such as cultural norms, social hierarchies, and the dynamic
evolution of relationships over time.

1. Photo Sharing. We have chosen to include this scenario
as it may pose threats to group privacy or bystander
privacy [1,19]—aspects that may be overlooked in threat
modeling by security experts.

2. Workplace Monitoring We chose this scenario, because
it deals with an imbalanced power structure that can
lead to privacy violations. This complexity is not always
addressed by security and privacy experts [9, 12, 17].

3. Parent-Child Monitoring. This scenario involves a
unique relationship that also contains an imbalance of
power. This topic has been studied in the realm of privacy
stewardship in families [6, 7], but with little attention to
the concerns of experts and developers.

3 Discussion

This project aims to understand whether the privacy engi-
neering approaches may fail to adequately account for the
intricate social dynamics among individuals. We make the
assumption that security experts’ primary focus is on shield-
ing user information from external threats, such as hacking or
unauthorized access, may neglect the ever-changing nature of
relationships and the potential for information sharing within
these relationships. To address these issues, we’ve constructed
a semi-structured interview protocol based on the threat mod-
eling structure and specifically designed scenarios. We plan
to conduct interviews with various groups, including users,
developers, and security experts, with the aim to comprehend
the gaps in understanding and approach among them.
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