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Th e Department of Justice has released a document that 
outlines the criteria for the Criminal Division’s evalua-
tion of corporate compliance programs. While not break-
ing new ground, it serves as an important reference point 
for evaluating whether compliance programs measure 
up to the expectations of the enforcement authorities.

By Jason A. Jones, Brandt Leibe, 
and Sara Kay Wheeler

Recently, and without the fanfare that often 
accompanies new policy guidance regarding corpo-
rate fraud, the Fraud Section of the Department of 
Justice posted a document on its website entitled 
“Evaluation of Corporate Compliance Programs” 
(Compliance Guidance).1 Th e stated purpose of 
the document is to provide “sample questions that 
the Fraud Section frequently has found relevant in 
evaluating a corporate compliance program”; it no 
doubt refl ects the infl uence of the DOJ Compliance 
Consultant, Hui Chen.

Th e Compliance Guidance outlines eleven broad 
“sample topics and questions” in a checklist format. 
No topic or question is particularly novel or breaks 
new ground. But whenever the Department issues 
written guidance to corporations regarding how it will 
approach evaluation of corporate criminal conduct 
and remediation, companies should take careful note. 

U.S. Sentencing Guidelines

In 1991, the United States Sentencing Commission, 
an independent agency in the judicial branch of the 
federal government, introduced Chapter Eight, the 

“Sentencing of Organizations” chapter of the U.S. 
Sentencing Guidelines (USSG) Manual. Among 
other things, Chapter Eight provides guidance on 
the sentencing credit an organization may receive if 
it has an eff ective compliance program. 

Since its debut, the chapter has undergone sev-
eral revisions, with occasional tweaks to the broadly 
defined “key criteria” for an effective corporate 
compliance program outlined in Guideline 8B2.1, 
entitled “Eff ective Compliance and Ethics Program.” 
As currently stated, the characteristics of an “eff ec-
tive” compliance program are described as follows:
(a) To have an effective compliance and ethics 

program for purposes of [sentencing], and 
organization shall – 
(1) exercise due diligence to prevent and detect 

criminal conduct; and 
(2) otherwise promote an organizational cul-

ture that encourages ethical conduct and a 
commitment to compliance with the law.

 Such compliance and ethics program shall 
be reasonably designed, implemented, and 
enforced so that the program is generally 
effective in preventing and detecting criminal 
conduct. The failure to prevent or detect the 
instant offense does not necessarily mean that 
the program is not generally effective in pre-
venting and detecting criminal conduct.

(b) Due diligence and the promotion of an orga-
nizational culture that encourages ethical con-
duct and a commitment to compliance with 
the law within the meaning of subsection  (a) 
minimally require the following:
(1) The organization shall establish standards 

and procedures to prevent and detect crim-
inal conduct.

(2)
(A) The organization’s governing author-

ity shall be knowledgeable about the 
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content and operation of the compli-
ance and ethics program and shall 
exercise reasonable oversight with 
respect to the implementation and 
effectiveness of the compliance and 
ethics program.

(B) High-level personnel of the organiza-
tion shall ensure that the organiza-
tion has an effective compliance and 
ethics program, as described in this 
guideline. Specific individual(s) within 
high-level personnel shall be assigned 
overall responsibility for the compli-
ance and ethics program.

(C) Specific individual(s) within the 
organization shall be delegated day-
today operational responsibility for 
the compliance and ethics program. 
Individual(s) with operational respon-
sibility shall report periodically to 
high-level personnel and, as appro-
priate, to the governing authority, or 
an appropriate subgroup of the gov-
erning authority, on the effectiveness 
of the compliance and ethics pro-
gram. To carry out such operational 
responsibility, such individual(s) shall 
be given adequate resources, appropri-
ate authority, and direct access to the 
governing authority or an appropriate 
subgroup of the governing authority.

(3) The organization shall use reasonable 
efforts not to include within the substan-
tial authority personnel of the organization 
any individual whom the organization 
knew, or should have known through the 
exercise of due diligence, has engaged in 
illegal activities or other conduct inconsis-
tent with an effective compliance and eth-
ics program.

(4)
(A) The organization shall take reasonable 

steps to communicate periodically and 
in a practical manner its standards 

and procedures, and other aspects of 
the compliance and ethics program, 
to the individuals referred to in sub-
paragraph (B) by conducting effective 
training programs and otherwise dis-
seminating information appropriate to 
such individuals’ respective roles and 
responsibilities. 

(B) The individuals referred to in sub-
paragraph (A) are the members of the 
governing authority, high-level person-
nel, substantial authority personnel, 
the organization’s employees, and, as 
appropriate, the organization’s agents. 

(5) The organization shall take reasonable 
steps— 
(A) to ensure that the organization’s com-

pliance and ethics program is followed, 
including monitoring and auditing to 
detect criminal conduct; 

(B) to evaluate periodically the effective-
ness of the organization’s compliance 
and ethics program; and 

(C) to have and publicize a system, which 
may include mechanisms that allow for 
anonymity or confidentiality, whereby 
the organization’s employees and 
agents may report or seek guidance 
regarding potential or actual criminal 
conduct without fear of retaliation. 

(6) The organization’s compliance and ethics 
program shall be promoted and enforced 
consistently throughout the organization 
through (A) appropriate incentives to per-
form in accordance with the compliance 
and ethics program; and (B) appropri-
ate disciplinary measures for engaging in 
criminal conduct and for failing to take 
reasonable steps to prevent or detect crimi-
nal conduct. 

(7) After criminal conduct has been detected, 
the organization shall take reasonable steps 
to respond appropriately to the criminal 
conduct and to prevent further similar 
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criminal conduct, including making any 
necessary modifications to the organiza-
tion’s compliance and ethics program.

(8) In implementing subsection (b), the orga-
nization shall periodically assess the risk of 
criminal conduct and shall take appropriate 
steps to design, implement, or modify each 
requirement set forth in subsection (b) to 
reduce the risk of criminal conduct identi-
fied through this process.2

Th e commentary accompanying 8B2.1 empha-
sizes that the requirements “are intended to achieve 
reasonable prevention and detection of criminal 
conduct for which the organization would be vicari-
ously liable. Th e prior diligence of an organization in 
seeking to prevent and detect criminal conduct has a 
direct bearing on the appropriate penalties and pro-
bation terms for the organization if it is convicted and 
sentenced for a criminal off ense.”3 In addition, while 
the Guidelines take into consideration the size of the 
entity in evaluating a company’s compliance regime, 
the commentary states that “[a]n organization’s fail-
ure to incorporate and follow applicable industry 
practice or the standards called for by any applicable 
governmental regulation weighs against a fi nding of 
an eff ective compliance and ethics program.”4

SEC and DOJ Compliance Directives

Th e SEC and DOJ repeatedly have stressed the 
importance of eff ective corporate compliance pro-
grams over the years. For example, in October 2001, 
the SEC issued a report explaining its decision not to 
take enforcement action against a public company it 
had investigated. In that report, commonly known 
as the “Seaboard Report,” the SEC detailed various 
criteria it considers in determining whether, and to 
what it extent, it will grant leniency to companies 
under investigation. Th e Seaboard Report empha-
sizes that companies should have eff ective compli-
ance procedures designed to prevent and detect 
misconduct, and a strong tone from the top.5 

Similarly, three of the DOJ’s “Principles of Federal 
Prosecution of Business Organizations,” which are 

found in the United States Attorneys’ Manual, spe-
cifi cally refer to the importance of an eff ective cor-
porate compliance program and a tone from the top 
refl ecting a commitment to compliance:

In conducting an investigation, determining 
whether to bring charges, and negotiating 
plea or other agreements, prosecutors should 
consider the following factors in reaching a 
decision as to the proper treatment of a cor-
porate target:

 (2)  the pervasiveness of wrongdoing within 
the corporation, including the complicity 
in, or the condoning of, the wrongdoing 
by corporate management …

 (5)  the existence and effectiveness of the 
corporation’s pre-existing compliance 
program …

 (6)  the corporation’s remedial actions, includ-
ing any efforts to implement an effec-
tive corporate compliance program or 
to improve an existing one, to replace 
responsible management, to discipline or 
terminate wrongdoers, to pay restitution, 
and to cooperate with the relevant gov-
ernment agencies …6

Th e US Attorneys’ Manual later elaborates on 
corporate compliance programs:

While the Department recognizes that no 
compliance program can ever prevent all 
criminal activity by a corporation’s employ-
ees, the critical factors in evaluating any 
program are whether the program is ade-
quately designed for maximum eff ectiveness 
in preventing and detecting wrongdoing by 
employees and whether corporate manage-
ment is enforcing the program or is tacitly 
encouraging or pressuring employees to 
engage in misconduct to achieve business 
objectives. Th e Department has no for-
mulaic requirements regarding corporate 
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compliance programs. Th e fundamental 
questions any prosecutor should ask are: Is 
the corporation’s compliance program well 
designed? Is the program being applied ear-
nestly and in good faith? Does the corpora-
tion’s compliance program work? 

…

In evaluating compliance programs, prose-
cutors may consider whether the corporation 
has established corporate governance mecha-
nisms that can eff ectively detect and prevent 
misconduct. For example, do the corpora-
tion’s directors exercise independent review 
over proposed corporate actions rather than 
unquestioningly ratifying offi  cers’ recom-
mendations; are internal audit functions 
conducted at a level suffi  cient to ensure 
their independence and accuracy; and have 
the directors established an information and 
reporting system in the organization reason-
ably designed to provide management and 
directors with timely and accurate infor-
mation suffi  cient to allow them to reach an 
informed decision regarding the organiza-
tion’s compliance with the law. 

Prosecutors should therefore attempt to 
determine whether a corporation’s compli-
ance program is merely a “paper program” 
or whether it was designed, implemented, 
reviewed, and revised, as appropriate, in an 
eff ective manner ...7

In 2012, DOJ and SEC jointly issued a lengthy 
“Resource Guide to the U.S. Foreign Corrupt 
Practices Act.” Th e FCPA Guide was well-received 
by both the white collar defense bar and the corpo-
rate compliance community, in large part because 
of its plain language and clear guidance regarding a 
complicated statute and compliance in general. Th e 
FCPA Guide discusses the importance of corporate 
compliance programs at length, echoing many of the 

positions detailed above and providing citations to 
additional outside resources. 

Th e FCPA Guide emphasizes that “DOJ and SEC 
have no formulaic requirements regarding compli-
ance programs. Rather, they employ a common-sense 
and pragmatic approach to evaluating compli-
ance programs …”8 Th e FCPA Guide lists several 
“Hallmarks of Eff ective Compliance Programs”:

Commitment from Senior Management and a 
Clearly Articulated Policy Against Corruption;
Code of Conduct and Compliance Policies and 
Procedures;
Oversight, Autonomy, and Resources;
Risk Assessment[s];
Training and Continuing Advice;
Incentives and Disciplinary Measures;
Th ird Party Due Diligence and Payments;
Confi dential Reporting and Internal Investiga-
tion;
Continuous Improvement: Periodic Testing 
and Review; and
Mergers and Acquisitions: Pre-Acquisition Due 
Diligence and Post-Acquisition Due Diligence.9

In cases enforcing the FCPA, the enforcement 
agencies also frequently have referred to the impor-
tance of compliance programs in sentencing memo-
randa, settlement agreements, press releases, speeches, 
and other forums. Perhaps the most frequently cited 
recent case is the Garth Peterson / Morgan Stanley 
FCPA matter, which DOJ offi  cials often point to as 
a prime example of the tangible benefi ts of an eff ec-
tive compliance program. In that case, Peterson was 
convicted of conspiring to evade Morgan Stanley’s 
internal controls. DOJ did not take enforcement 
action against Morgan Stanley. Instead, it strongly 
commended Morgan Stanley’s robust compliance 
program in its press release in the Peterson matter:

Morgan Stanley maintained a system of 
internal controls meant to ensure account-
ability for its assets and to prevent employees 
from off ering, promising or paying anything 
of value to foreign government offi  cials. 
Morgan Stanley’s internal policies, which 
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were updated regularly to refl ect regulatory 
developments and specifi c risks, prohibited 
bribery and addressed corruption risks asso-
ciated with the giving of gifts, business enter-
tainment, travel, lodging, meals, charitable 
contributions and employment. Morgan 
Stanley frequently trained its employees on 
its internal policies, the FCPA and other 
anti-corruption laws … Morgan Stanley’s 
compliance personnel regularly monitored 
transactions, randomly audited particu-
lar employees, transactions and business 
units, and tested to identify illicit payments. 
Moreover, Morgan Stanley conducted exten-
sive due diligence on all new business part-
ners and imposed stringent controls on 
payments made to business partners.10

DOJ’s New Compliance Counsel 
and the Recent Compliance Guidance

In November 2015, DOJ announced that the 
Criminal Division’s Fraud Section had appointed 
Hui Chen to serve as its inaugural “compliance 
counsel.” According to DOJ, the role of the com-
pliance counsel is to aid prosecutors’ evaluation of 
compliance programs across all industries and to 
focus on individual culpability for wrongdoing when 
investigating misconduct. 

The role of the compliance 
counsel is to aid prosecutors’ 
evaluation of compliance 
programs across all industries.

Asked about the newly created compliance coun-
sel position, Andrew Weissmann, Chief of the Fraud 
Section, said that a compliance counsel could help 
make DOJ “more adept at evaluating corporate 
claims about compliance; to be sure we are holding 
companies to a high but realistic standard and not 

having the wool pulled over our eyes. I also want to 
reduce corporate crime. One important way to do 
that is to empower a robust compliance function 
within organizations.”11

In contrast to the very public appointment of 
Chen, including myriad public speaking engage-
ments, the Fraud Section quietly posted the 
“Compliance Guidance” document on its website 
in early February 2017.12 Th e stated purpose of 
the document is to provide “sample questions that 
the Fraud Section has frequently found relevant in 
evaluating a corporate compliance program,” and no 
doubt refl ects the infl uence of Chen, even though 
her name is not found in the document.

Th e following “sample topics” are enumerated in 
the Compliance Guidance, along with a series of ques-
tions refl ecting how the Department will evaluate a 
company’s investigation and remediation in that area.

Analysis and Remediation of Underlying 
Conduct. It will not come as a surprise that 
among the fi rst questions the Department will 
ask a company are: What was the “root cause” 
of the misconduct, and how “systemic” was 
the problem? Th e Department will want to 
hear how the misconduct was identifi ed, and 
whether the company’s compliance program 
caught the issue in a timely fashion. If the com-
pany’s compliance program missed chances 
to detect the misconduct, that will of course 
inform the Department’s view of where reme-
dial eff orts should focus going forward.
Senior and Middle Management. When talk-
ing about compliance, one often hears discus-
sion about the “tone at the top,” and the “tone 
at the middle” – concepts that now border on 
the cliché. Th e Compliance Guidance places 
special emphasis on determining whether cor-
porate leadership created an environment that 
fostered misconduct, or whether the miscon-
duct was truly an aberration. Th e Department 
also will seek information as to how leadership 
reacted once the misconduct was uncovered. 
Was there swift investigation and remediation, 
or was the problem allowed to fester and grow? 
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Th e Department will look for concrete examples 
of instances in which senior leadership demon-
strated a commitment to compliance, includ-
ing through remediation eff orts. In addition to 
senior management, the Department will focus 
on what information was provided to the board 
of directors in exercising their oversight role.
Compliance Autonomy and Resources. Th e 
Department frequently has urged companies 
to ensure that their compliance functions are 
substantially independent of corporate man-
agement, properly funded, and have direct 
reporting lines to the board of directors. Federal 
prosecutors rarely sit down with companies that 
have done everything right – the issue is usu-
ally what went wrong, and why. In order to 
assess those questions, the role and autonomy 
of the compliance function will be essential. 
As the Compliance Guidance makes clear, a 
company’s compliance department should be 
active, empowered, experienced, and funded 
at a level that is commensurate with the risks 
faced by the particular business. If a company 
chooses to outsource the compliance function 
or components of it, the company should be 
prepared to explain to the Department why it 
did so, and what eff orts were made to ensure 
that the process would be eff ective.
Policies and Procedures. Th e strength or weak-
ness of existing compliance procedures and con-
trols will determine the extent of remediation 
that will be expected by the Department. Th e 
Department will want to know how a program 
was designed and implemented, and whether 
careful thought (backed by dedicated resources) 
was put into crafting a program targeted to the 
risks faced by the business. Was the program 
“off -the-shelf” and half-heartedly implemented, 
or was it thoughtfully tailored to prevent the 
type of misconduct that ultimately occurred? 
In addition, even if a company has “gold stan-
dard” policies, they will not be useful if they are 
not implemented and integrated in the busi-
ness in a diligent and consistent fashion. Th e 

Department will raise questions regarding how 
particular controls and approval processes were 
implemented to detect and prevent misconduct, 
and whether they should have been improved 
after the misconduct was identifi ed.
Risk Assessment. A company will be expected 
to evaluate and understand the risks that it 
faces in whatever jurisdictions and industries 
that it operates in on a continuous basis. Th e 
Department will want to hear concrete infor-
mation about the methodology a company has 
used to determine that risk – and whether the 
company continues to reassess risk in a periodic, 
organized fashion. 
Training and Communication.  The 
Department does not expect all companies to 
have the same compliance program or training 
regimen. It does, however, expect a company to 
design its training program to address the risks 
the company actually faces. Particular attention 
should be paid to ensuring that training is eff ec-
tively and timely delivered. Is compliance train-
ing done in the local language? How does the 
company monitor and ensure that the training 
was received – and more importantly, under-
stood? Are there resources available to employ-
ees across the globe who may seek advice?
Confi dential Reporting and Investigation. 
Most sophisticated companies have a “hotline” 
for reporting of concerns that employees may 
have. When sitting down with the Department, 
however, companies should be prepared for 
questions about how eff ective the hotline has 
been. For example, how many complaints has 
the company received? If the answer is none or 
very few, the Department may be skeptical that 
the program has been implemented properly, or 
that employees are aware of its existence. Th e 
Department also will seek data and detailed 
information about how particular complaints 
were elevated and investigated, and may ask 
about how the company resolved them.
Incentives and Disciplinary Measures. Once 
misconduct is identified and investigated, 



9INSIGHTS   VOLUME 31, NUMBER 6, JUNE 2017

© 2017 CCH Incorporated and its affiliates. All rights reserved. 

companies face difficult decisions about 
whether particular employees should be disci-
plined. Th e Department will press companies 
to demonstrate that they took misconduct seri-
ously, and it will want to see that disciplinary 
actions were applied consistently and fairly. Th e 
fl ip side, of course, is whether a company pos-
itively incentivizes and prioritizes compliance 
and ethical behavior. Promotions, awards, and 
other incentives for specifi c instances of ethi-
cal behavior will be seen by the Department as 
good indicators of an eff ective program.
Continuous Improvement, Periodic Testing 
and Review. A properly designed and imple-
mented compliance program is not static – it 
must grow and develop along with the busi-
ness, and care must be taken to ensure that a 
company’s controls keep pace with the com-
pany’s evolving risk profi le. Th e Compliance 
Guidance emphasizes the need for continuing 
analysis by internal audit, especially when par-
ticular instances of misconduct arise. A com-
pany should review and audit its program in a 
routine cadence, and should update the policies, 
procedures and related practices accordingly.
Th ird Party Management. Analysis of cor-
porate criminal enforcement actions in the 
past few years, especially in the FCPA context, 
demonstrates that third parties continue to 
present a signifi cant risk for any business. Th e 
Compliance Guidance recognizes that risk, 
and places special emphasis on the processes 
that a company implements to manage it. Th e 
Department expects companies to manage its 
third parties in a manner that corresponds to 
the nature and level of the enterprise risk, and 
to integrate the process into its procurement 
and vendor management systems. It will look 
to see whether a company has evaluated care-
fully whether using third parties is necessary or 
advisable at all, given the particular risks faced, 
and how those third parties are compensated. 
Companies also should be prepared to discuss 
data in this regard. For example, when red fl ags 

arise, how has the company responded? Have 
third parties been rejected by the approval pro-
cess for such red fl ags. If not, why not? 
Mergers and Acquisitions. Th e Department 
recognizes the risks attendant to mergers and 
acquisitions, especially those involving busi-
nesses with an international footprint. Th e 
questions likely to be raised will focus on 
what due diligence eff orts the company made 
both before and after the transaction. What 
diligence did the company attempt before the 
transaction, and did it identify as a risk the type 
of misconduct that occurred? After the trans-
action closed, did the company stop look-
ing, or did it continue to conduct diligence 
and audit the newly acquired business? How 
was the compliance function integrated, and 
how long did it take? If there were delays, the 
company must be prepared to explain why, 
especially if additional misconduct occurred 
during the delay. 

Conclusion

Th e U.S. enforcement authorities have a long 
history of rewarding companies’ serious, genuine 
eff orts to comply with the law. In the past several 
years, the SEC and the DOJ have made signifi cant 
eff orts at transparency in how they expect robust 
compliance programs to look. Building on helpful 
prior eff orts such as the 2012 Resource Guide to the 
U.S. Foreign Corrupt Practices Act, the Compliance 
Guidance is another useful step. While the outline 
does not break new ground or off er a magic formula 
for compliance professionals or corporate executives, 
it does provide a useful roadmap into the types of 
questions DOJ will ask if a company comes before 
the Department and must explain itself. Although 
most companies will never face evaluation of their 
compliance program by the SEC or DOJ, the 
Compliance Guidelines will serve as an important 
reference point for evaluating whether compliance 
programs measure up to the expectations of the 
enforcement authorities.
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