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Company after company has been rocked by 
data security incidents. "Data breach" is now 
part of our common lexicon, and data breach 
liability is a business line item. 

Pharmacies are particularly at risk because 
they collect a range of high- value digital 
information. The FBI, for example, reported 
that each partial electronic health record sells 
for $50 on the black market. Improper 
disposal, lost electronics, criminal hacks and 
unauthorized uses or disclosures of sensitive 
information that violate privacy laws or 
company policies all can trigger data breach 
liability. The risks will only increase as 
pharmacies collect and retain more sensitive 
consumer information to support marketing 
programs, online prescription websites, 
mobile apps and other off-line and online 
services for consumers. 

Following a data breach, regulators and 
litigants will examine a pharmacy's data 
security practices and breach response in 
20/20 hindsight, often under an open-ended 
standard of "reasonableness." A pharmacy 
must be prepared to defend itself in all 
instances, even when the allegations have 
little or no merit. 

Pharmacies, therefore, must carefully assess 
the evolving data security landscape, 
considering the types of sensitive consumer 
information they collect and the growing risks 
of government scrutiny and civil lawsuits. 

Government Scrutiny 

The Office for Civil Rights (OCR) in the 
Department of Health and Human Services 
(HHS), the Federal Trade Commission and 
state attorneys general (AGs) are most likely 
to look into pharmacy conduct following a 
data breach. Each has an arsenal of 
enforcement tools. 

OCR 

The Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) requires 
"covered entities" (including pharmacies) and 
their "business associates" (e.g., pharmacy 
benefits managers) to protect the privacy and 
security of individually identifiable health 
information, known as protected health 
information (PHI). In 2009, the Health 
Information Technology for Economic and 
Clinical Health Act (HITECH) supplemented 
HIPAA, requiring notice to HHS and affected 
individuals in the event of a HIPAA breach. 
Notice to the media is also required in some 
circumstances. 

OCR enforces the privacy, security and 
breach notification requirements, and can 
seek penalties for noncompliance to the tune 
of $100 to $1.5 million per year for violations 
of the same requirement. OCR may also enter 
into settlement agreements that seek 
corrective actions in lieu of monetary 
penalties. OCR has taken enforcement action 
against a number of pharmacies for improper 
disclosure of PHI, including a disclosure of 
PHI to law enforcement that was inconsistent 
with HIPAA, keeping pseudoephedrine log 
books with 



PHI publicly visible at the pharmacy counter, 
failing to treat a customer's insurance card as 
PHI, and disposal of paper patient records in 
publicly accessible garbage bins. Because 
HIPAA and HITECH generally do not 
preempt other privacy laws, pharmacies can 
be subjected to multiple investigations for the 
same breach. 

FTC 

The Federal Trade Commission Act prohibits 
"unfair or deceptive acts or practices." The 
FTC maintains that a company acts "unfairly" 
if it does not have reasonable safeguards to 
protect non-public information linked to a 
particular person, known as personally 
identifiable information (PII), and a company 
acts "deceptively" if its data security practices 
do not fulfill the company's public 
commitments (e.g., in a privacy policy). The 
FTC has limited authority to impose monetary 
penalties, but typically imposes lengthy and 
costly compliance requirements for alleged 
violations. 

There is uncertainty about what practices 
trigger an FTC investigation, but companies 
can glean some clues from the FTC's informal 
guidance and past enforcement actions. 

The FTC certainly has shown interest in the 
pharmacy industry. For example, in 2009 and 
2010 two pharmacies entered into consent 
orders with the FTC and OCR related to the 
improper disposal of physical documents — 
including prescriptions and pharmacy labels 
— in publicly accessible dumpsters. OCR 
imposed corrective action plans and fines of 
$1 million to $2.25 million, and the FTC 
required the pharmacies to establish 
information security programs and obtain 
biennial assessments of PII safeguards for 20 
years. 

State AGs 

Most states require a company to notify 
individuals of a data breach, and some states 
mandate "reasonable" data security practices 
for particularly sensitive information, such as 
social security numbers. State AGs routinely 
pursue violations of these breach notification 
laws, as well as violations of the Unfair and 
Deceptive Trade Practice Acts (UDTPAs) that 
are generally modeled after the broad 
language in the FTC Act. UDT- PAs and 
breach notification laws often overlap in 
coverage, enforcement and penalties, and they 
permit state AGs to seek injunctions, 
restitution and civil penalties of up to $50,000 
per violation. 

State AGs have increasingly investigated data 
breaches, and we anticipate that state AGs 
will continue to take an active enforcement 
role. For example, in November 2015, the 
Connecticut AG imposed a $90,000 fine and 
one- year corrective action plan on a hospital 
whose patients' PHI was on an unencrypted 
laptop stolen from the hospital's contractor. 

Payment Card Data 

Through a series of contractual arrangements, 
merchants (e.g., pharmacies) that store, 
process or transmit payment card data must 
comply with card brand regulations and the 

Payment Card Industry Data Security 
Standard (PCI DSS). Major card brands such 
as Visa and MasterCard require immediate 
notice of a breach involving payment card 
data and frequently require the merchant to 
hire a third-party forensic firm to investigate 
the breach. 



Contractual arrangements enable card brands 
to impose on merchants monetary penalties 
for noncompliance with PCI DSS and an 
"assessment" to collect funds to distribute to 
banks that had to replace cards and reimburse 
fraudulent charges. Assessments can be 
several dollars for each payment card 
compromised in the breach. 

Growing Private Litigation 

Nearly every data breach involving consumer 
information triggers suits based on common 
law claims like negligence, and plaintiffs also 
frequently include claims for untimely 
notification and violation of consumer 
protection rights where permitted under state 
law. Consumers as well as banks may seek to 
bring claims individually or as part of a 
broader class of aggrieved parties. 

Significantly, court decisions have been 
increasingly supportive of plaintiffs' breach-
related claims. For example, a federal 
appellate court decided in 2015 to maintain a 
consumer suit against Nieman Marcus in 
connection with its data breach, and the court 
handling the Target breach denied a motion to 
dismiss and permitted affected banks to 
pursue a class- action suit against the retailer. 
Target recently has negotiated a $10 million 
settlement of the consumer litigation against 
it, while reaching a settlement of over $106 
million with the bank plaintiffs. 

Consumer plaintiffs, in particular, have found 
creative ways to hold companies — including 
pharmacies — liable for data breaches. A jury 
in 2014, for example, found a pharmacy liable 
under an agency theory for a pharmacist's 
misconduct in the handling sensitive customer 
information. As a result of the shifting legal 
landscape, pharmacies now have greater 
potential legal exposure in breach litigation. 

Key Takeaways 

Pharmacies can mitigate data breach risks 
through a combination of effective 
governance programs and a strong response to 
security incidents. 

First, governance programs should identify all 
categories of sensitive data, and should 
prioritize the technical, business and legal 
risks relating to each of those categories so 
that appropriate mitigation controls can be 
implemented. We recommend that 
pharmacies take a holistic approach to privacy 
and security, because an excessive focus on a 
subset of risks (e.g., HIPAA or PCI DSS) 
often results in a blind spot exposed only after 
an incident. This will become even more 
important as new initiatives like online 
prescription websites and mobile apps 
increase the types of sensitive information 
collected. Legal obligations are complex and 
evolving, so it is important to consult with 
counsel regarding security and privacy 
practices. 

Second, many security incidents arise from a 
company's own employees' conduct, and the 
increased focus on external threats may result 
in a lack of attention to internal ones. 
Pharmacies should train employees on data 
security best practices to reduce the risk of 
human error as a contributing factor to 
security incidents. Moreover, pharmacies 
should conduct an appropriate and privileged 
investigation when they become aware of a 
potential incident. Regulatory investigations 
and litigation will frequently involve key 
questions of what the company knew, when, 
and how it handled prior incidents. 

  



Third, pharmacies should maintain a 
relationship with experienced counsel who 
can advise them in the event of a data breach. 
Because pharmacies are subject to action by 
state and federal regulators with overlapping 
areas of authority, it is essential to have 
experienced counsel that can communicate, 
coordinate and work effectively with the 
numerous regulators, law enforcement, 
consumers and potential plaintiffs. 
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