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B i g D a t a

Increasingly everything people do generates data—information that can be collected,

stored and used by companies that make every imaginable product and provide all types

services. Companies should keep in mind that they are becoming big data acquirers and

with that role comes not only many benefits, but also responsibility and risk, the author

writes.

Five Tips For Insuring Big Data Does Not Become Your Company’s Big Problem

BY STEVEN T. SNYDER

B ig data is a big catchphrase for good reason. In-
creasingly everything we do generates data—data
that can be collected, stored and used by compa-

nies that make every imaginable product and provide
all types services. Historically, data collection was rel-
egated to select scenarios where consumers were affir-
matively providing a limited amount of information
about themselves. Now, interconnectivity, online com-
merce and networked social interaction has dramati-
cally increased the amount and types of consumer data
available to companies.

This trend will likely continue as the Internet of
things sees the interconnection of essentially every ap-
pliance and device a person uses, which in turn allows

the collection of data on every aspect of life. A recent
example of this is an electronic toothbrush that commu-
nicates with an application on a smartphone. Previously
the primary way a toothbrush company could get infor-
mation about how their product was used was through
voluntary surveys. Now they are joining most other
companies in being able to tailor an application to in-
centivize a customer to allow details about their usage
and preferences to be tracked by the company.

At the same time the availability of data through in-
terconnected devices is increasing, technical develop-
ments continue to make the collection and storage of
previously incomprehensible amounts of data cheaper
and easier. Although some companies are data acquisi-
tion companies by design, these developments are pro-
viding companies of all sorts the ability to acquire data
from their customers. With the increased feasibility and
ease of data acquisition comes responsibility that must
be managed. Companies should take a measured ap-
proach to data acquisition in recognition that data can
be a liability as well as an asset. This article provides
five important considerations for companies in defining
their data acquisitions strategies.

Tip 1: Recognize That Data Can Be a Liability
With all the buzz about big data, availability, and

ease of collection and storage, many companies are
likely inclined to collect as much data as they can even
if they don’t currently have a use for it. After all, big
data is all about data as an asset that can propel a com-
pany forward in the dynamic age of information and
analytics. Nevertheless, certain types of data can be a
liability and the liabilities associated with collecting and
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maintaining data should be understood by all involved
in the process.

There are two categories of data that can have a high
risk of liability associated with them. The first is data
about consumers, which is governed by a variety of
sector-specific privacy and data security laws. Privacy
and data security concerns are not new to anyone that
has been involved in the targeted collection of data on
individuals. The proliferation of mechanism to collect
data, however, means that these issues are becoming
concerns for more people within companies or seg-
ments of companies that previously have not had to
consider them. For instance, collecting data from an ap-
pliance or device that previously wasn’t capable of col-
lecting or transmitting such data back to the company
could fall under the governance of a number of agen-
cies with rules or statutes relating to notice and disclo-
sures. Further, the storage and security of such data
could also be regulated. Before any company begins to
collect a new type of data or implement a new mecha-
nism for collecting it, they should consult attorneys
well-versed in the implications from both a privacy and
cybersecurity perspective.

The second category of concern is internal corporate
data. This is because companies are not just collecting
large amounts of data on consumers, they are also col-
lecting large amounts of data generated by their em-
ployees. The primary concern with this data is that the
substance of the data could open the company up to un-
necessary legal costs or liability. Ideally all companies
have robust and well defined data retention policies, so
this concern would not be as significant as the first con-
cern. In that case, the policies may simply need to be re-
visited and adjusted to cover larger quantities and new
types of data being acquired.

As companies of all sorts become data

aggregators they need to be keenly aware that

there can be a downside to the possession of data

and keep that in mind as they define policies

and procedures.

The more likely scenario, however, is that companies
don’t have adequate data retention policies for a variety
of reasons. Such policies can be complex and require a
balance between many considerations including litiga-
tion preservation obligations, mandatory reporting re-
quirements and statutory retention obligations. Defin-
ing the precise bounds of data retention obligations is
therefore a fairly involved undertaking and some com-
panies may choose to be conservative and err on the
side of preservation. This of course opens them up to
the perhaps less obvious risks and costs associated with
having more data than necessary, which often arise
during discovery in litigation. In any case, collecting
new types of data presents an opportunity for compa-
nies to revisit this issue and define policies that mitigate
risks from either retaining data for too short or too long
of a period.

Another aspect of liability that should be considered
is that current technology allows the possibility that
enormous quantities of data can be destroyed with a
few keystrokes or mouse clicks. The issue here is that
big data magnifies the risks. In situations where liabil-
ity is defined per individual or per use, the ease of ag-
gregation and ability for mistakes to be made on a
much larger scale greatly increases the liability. As
companies of all sorts become data aggregators they
need to be keenly aware that there can be a downside
to the possession of data and keep that in mind as they
define policies and procedures.

Tip 2: Periodically Review the Acquisition and
Retention of Data

Because data can be a liability, it is imperative that
data acquisition and retention is periodically assessed.
At a minimum the review should include the types and
quantity of data being collected, how it is being stored,
the life cycle of the data, and how it is being used. Each
of these aspects is important. Because privacy and data
security regulation is sector-specific in the U.S., the col-
lection, storage and use of different types of data is gov-
erned by different regulations. Therefore it is critical to
insure that additions to the types of data being collected
are identified and considered prior to commencing the
collection. Ideally, data acquisition policies will specify
data collection, storage, usage and life cycle (i.e., how
long data is kept and how it is disposed of) for various
types of data in compliance with governing rules and
regulations. Even with such policies in place, however,
any changes must be vetted to insure continued compli-
ance.

In addition to company specific changes such as new
business cases, changes in infrastructure, new person-
nel, external changes can also impact data collection
and retention requirements. Ever since the release of
the Framework for Improving Critical Infrastructure
Cybersecurity by the National Institute of Standards
and Technology1 just over two years ago, both manda-
tory and advisory governance of data security in the
U.S. has been evolving rapidly, with many state and
federal entities releasing guidance across different sec-
tors. Due to this rapid evolution, this guidance must be
continuously monitored for impact on corporate data
acquisition efforts. And while governance of privacy (as
opposed to data security) has been more stable, the
changing technology and modes of collection and use
continue to present new questions and challenges.
Therefore, data collection, storage, retention and use
need to be periodically reviewed in consideration of
both the privacy and data security landscapes.

Tip 3: Consider Data Implications in Every
Third Party Transaction

Due to the ever-expanding data sources and uses for
that data, third party transactions increasingly involve
data whether directly or indirectly. Transferring or re-
ceiving data in a third party transaction should involve
determining at a minimum whether such an exchange

1 National Institute of Standards and Technology, Frame-
work for Improving Critical Infrastructure Cybersecurity (Feb.
12, 2014) (13 PVLR 281, 2/17/14).
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is allowable in view of prevailing law or any other
agreements or policies pertaining to the collection of
that data. For example, even if a transfer would be oth-
erwise allowed by law, if a company’s privacy policy
states that information to be collected from a consumer
is solely for the use of the company collecting it, that
company could face liability pursuant to the Federal
Trade Commission (FTC) statute governing unfair and
deceptive acts.2

Another aspect where third parties are increasingly
implicated is when they act as vendors for the collection
or storage of data. Although vendors may provide in-
demnity for their equipment or services as it relates to
data security, the indemnity may be limited or the ven-
dors may not have the resources to provide proper re-
dress for a large company. These concerns are becom-
ing more pronounced as the collection of data increases
in type and amount, implicating a wider variety of com-
panies and vendors, and creating new sources of expo-
sure. Data acquisition and transfers need to be consid-
ered and accounted for in each third-party agreement,
and if necessary, risk should be mitigated in other ways
if contractual remedies are insufficient.

Tip 4: Make Sure Data is Effectively
Anonymized

Anonymization is a convenient way to avoid the re-
quirements of the vast majority of data security and pri-
vacy regulation in the U.S. This is because the prevail-
ing view is that anonymized data contains little risk of
disclosure of confidential or private information be-
cause it is not tied to an individual. For example, the
Health Insurance Portability and Accountability Act
(HIPAA), which governs certain types of health data,
exempts anonymized data because ‘‘there is no reason-
able basis to believe the information can be used to
identify an individual.’’3 Even outside of explicit exemp-
tions in statutes, there may be an assumption that once
data has been anonymized, a company has no restric-
tion on its use and can even publish the data. Such an
assumption may ordinarily be appropriate, unless that
data set can be analyzed and the individuals re-
identified.

Data acquisition and transfers need to be

considered and accounted for in each third-party

agreement, and if necessary, risk should be

mitigated in other ways if contractual remedies are

insufficient.

The concept of re-identification of individuals
through previously anonymized data is not new. One of
the most prominent examples related to Netflix, Inc. re-
leasing a large set of customer reviews as part of a com-
petition known as the ‘‘Netflix Prize.’’ In 2008, two re-

searchers wrote that individuals could be re-identified
through a process that relied on additional information
from another public source.4 The disclosure was scruti-
nized by the FTC and Netflix was sued. In 2010, Netflix,
Inc. ‘‘reached an understanding’’ with the FTC the liti-
gation was resolved with undisclosed terms.5

Anonymizing data has always been a contentious is-
sue with people on one side arguing it is essentially im-
possible to anonymize any large data set and people on
the other defending the practice as low risk and useful.
While that debate will likely never be settled and con-
ceptually the debate has not changed—what cannot be
denied as a technological matter is that many trends
continue to make it easier to re-identifiy data. These in-
clude the increases in types and sources of data being
collected, the amount of data collected, the sophistica-
tion of algorithms and processing power available to
analyze data, repositories of public information to fa-
cilitate the analysis and the frequency with which data
is being generated and acquired.

While statutes like HIPAA have specifications for
anonymization of health information (referred to as de-
identification) that can protect a company that follows
them, for other types of data it is increasingly important
to consider how large data sets may be re-identified. At
the very least, companies should be aware of the poten-
tial for liability before making any large data sets pub-
lic and use established best practices when relying on
anonymity of data as basis to not encrypt it or use other
standard data security protections. Forward-thinking
companies should be considering how this issue may
develop over time and how even their non-public han-
dling of data may be impacted if assumptions about the
anonymity of data in their possession ends up in ques-
tion.

Tip 5: Beware of Data Being Re-Purposed
With increased ease of collection, storage and access,

it is becoming possible for any company to compile data
with little direct cost or inconvenience. These factors
set the stage for the re-purposing of data by others
within the company who did not collect the data and are
not using for its original purpose. For example, many
companies with websites have been soliciting new types
of personal information for the purpose of securing ac-
counts and preventing fraud. Whereas in the past a user
may have only needed an e-mail and a password, now
they may have to provide more personal information
such as a telephone number.

Companies should be diligent in segmenting data

and using appropriate access privileges to mitigate

these risks.

Depending on how data is stored and secured inter-
nally, it can become a problem if an enterprising em-

2 See 15 U.S.C. § 45(a).
3 45 CFR 164.502(d)(1).

4 Arvind Narayanan & Vitaly Shmatikov, Robust De-
Anonymization of Large Sparse Datasets, in Proc. of the 2008
IEEE Symp. on Security and Privacy, pp. 111-125.

5 See Steve Lohr, Netflix Cancels Contest After Concerns
Are Raised About Privacy, N.Y. Times (March 12, 2010).

3

PRIVACY & SECURITY LAW REPORT ISSN 1538-3423 BNA 3-21-16

http://www.nytimes.com/2010/03/13/technology/13netflix.html?_r=0
http://www.nytimes.com/2010/03/13/technology/13netflix.html?_r=0


ployee notices that the company has a certain type of
data and decides it has value—particularly if that per-
son was not affiliated with the collection of the data and
is not familiar with laws and obligations governing its
use.6 Telephone numbers are a good example because
their use is heavily regulated and it is relatively easy to
see how someone with access to a list of customer in-
formation that includes name and telephone number
could find a way to use it for marketing purposes even
though the information was originally collected for se-
curity. While that is probably the most obvious ex-
ample, any data that is used for a purpose other than
which it is collected could at a minimum be inconsistent
with written privacy policies. Companies should be dili-
gent in segmenting data and using appropriate access
privileges to mitigate these risks. They should also es-
tablish procedures that govern the use of various types

of data by any employee to insure the use is legitimate
and consistent with all governing policies and statutes.

Conclusion
Big data is not going anywhere because it is incred-

ibly useful. An almost constant feedback loop of what
we do, what we like, how we interact and how we use
products allows sophisticated analytics that can identify
trends to enhance and enrich our lives. We see it every-
where in what is deemed the ‘‘segment of one,’’ which
is individualized marketing. Sophisticated companies
no longer rely on blasts of the same message to large
groups, but instead target each customer individual.
Companies are just scratching the surface in this area
and as more devices come online, more aspects of our
lives become part of this feedback loop. In their rush to
be part of this exciting landscape, companies should
keep in mind that they are becoming big data acquirers
and with that role comes not only many benefits, but
also responsibility and risk.

6 See, e.g., Telephone Consumer Protection Act (47 U.S.C.
§ 227).

4

3-21-16 COPYRIGHT � 2016 BY THE BUREAU OF NATIONAL AFFAIRS, INC. PVLR ISSN 1538-3423


	Five Tips For Insuring Big Data Does Not Become Your Company’s Big Problem

