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In reaching a decision as to the “proper treatment of a 
corporate target,” the US Department of Justice (DOJ) 
directs prosecutors to consider nine factors in its “Prin-

ciples of Federal Prosecution of Business Organizations.” 
(u.S. deP’t of JuStIce, unIted StateS attorneyS’ Man-
uaL § 9-28.300 (2008) [hereinafter USAM], available at 
http://tinyurl.com/73uustj.) One of these factors is “the 
corporation’s timely and voluntary disclosure of wrongdo-
ing and its willingness to cooperate in the investigation of 
its agents.” Earning cooperation credit is crucial to com-
panies facing millions of dollars in potential penalties as 
well as other consequences in DOJ investigations, partic-
ularly for companies where a high penalty might impact 
the company’s ability to remain in operation. This stark 
contrast in the range of potential penalties is evident in 
Alstom’s December 2014 Foreign Corrupt Practices Act 
(FCPA) settlement. As part of  the settlement, Alstom 
agreed to pay over $772 million as a criminal penalty, the 
largest FCPA fine in history. In a recent speech, Patrick 
Stokes, deputy chief  of DOJ’s Fraud Unit, stated that if  
Alstom had self-disclosed its conduct and cooperated with 
the investigations, DOJ would have sought a penalty as 
low as $207 million—73 percent less than what Alstom 
paid. (Jimmy Hoover, Feds Say Sky-High Fines Show Perks 
of FCPA Self-Reporting, Law360 (Mar. 12, 2015), http://
tinyurl.com/p4bxlc5.)

While the DOJ principles direct prosecutors to con-
sider several factors when evaluating whether a company 
cooperated with an investigation, recent speeches by DOJ 
officials have suggested that prosecutors are now priori-
tizing a single form of cooperation over the other eight 
factors: whether a company is willing to engage in “true 
cooperation,” a phrase not found in the DOJ principles but 
referenced by three top DOJ officials and defined by one 
of  them as a framework in which companies have made 
securing evidence of  individual culpability “the focus” 
of  their internal investigations. (See Marshall L. Miller, 
Principal Deputy Assistant Attorney Gen. for the Crimi-
nal Division, Remarks at the Global Investigation Review 
Program (Sept. 17, 2014), http://tinyurl.com/nblwzrm 
[hereinafter Miller GIR Remarks].) Another DOJ official 
openly acknowledged that the department is “seeking to 
reshape the conversation about corporate cooperation 
to some extent.” (See Sung-Hee Suh, Deputy Assistant 

Attorney Gen., Remarks at the PLI’s 14th Annual Insti-
tute on Securities Regulation in Europe: Implications for 
U.S. Law on EU Practice (Jan. 20, 2015), http://tinyurl.
com/pyrx6hq [hereinafter Suh PLI Remarks].) As this arti-
cle will explain, there are serious questions as to whether 
giving greater weight to this factor is consistent with the 
DOJ principles and whether it may actually inhibit a com-
pany’s ability to identify the relevant facts for presentation 
to DOJ and its foreign counterparts and its ability to iden-
tify remediation measures that will ensure compliance 
with the law. This article will also describe why requiring 
companies to build cases against individual employees 
can be problematic, particularly when the relevant facts 
and evidence are located in certain foreign jurisdictions 
where data privacy or labor laws limit a corporation’s 
ability to disclose employee names or provide certain cat-
egories of  evidence.

DOJ Principles
As noted, the DOJ principles state that when evaluat-
ing the proper treatment of a corporate target (such as 
whether to bring charges or negotiate plea or other agree-
ments), prosecutors should consider, among eight other 
factors, “the corporation’s timely and voluntary disclo-
sure of wrongdoing and its willingness to cooperate in the 
investigation of its agents.” The comments section follow-
ing this list of factors notes that “[t]he factors listed . . . 
are not an exhaustive list of potentially relevant consid-
erations. Some of these factors may not apply to specific 
cases, and in some cases one factor may override all others. 
. . . In most cases, however, no single factor will be disposi-
tive.” (USAM § 9-28.300(B) (emphasis added).)

The DOJ principles provide additional guidance on 
what constitutes effective cooperation. It states that “[i]n 
gauging the extent of the corporation’s cooperation, the 
prosecutor may consider, among other things, whether 
the corporation made a voluntary and timely disclosure, 
and the corporation’s willingness to provide relevant 
information and evidence and identify relevant actors 
within and outside the corporation, including senior 
executives.” (Id. § 9-28.700(A).) The DOJ principles also 
address whether companies must waive attorney-client 
privilege in order to be viewed as cooperating: “Eligibility 
for cooperation credit is not predicated upon the waiver 
of attorney-client privilege or work product protection. 
Instead, the sort of cooperation that is most valuable to 
resolving allegations of  misconduct by a corporation 
and its officers, directors, employees, or agents is disclo-
sure of the relevant facts concerning such misconduct.”  
(Id. § 9-28.720.) The DOJ principles provide examples of 
the types of relevant questions that the government seeks 
to answer: “[f]or example, how and when did the alleged 
misconduct occur? Who promoted or approved it? Who 
was responsible for committing it?” (Id.) Finally, the DOJ 
principles note that “a corporation that does not disclose 
the relevant facts about the alleged misconduct—for what-
ever reason—typically should not be entitled to receive 
credit for cooperation.” (Id.)
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DOJ’s Recent Statements Regarding “True 
Cooperation”
In the past year, three DOJ senior officials have used pub-
lic speaking engagements to introduce a new, apparently 
essential standard for a corporation to receive leniency: 
“true cooperation,” where the emphasis is providing DOJ 
with the evidence needed to pursue charges against cul-
pable employees. In a 2014 speech, DOJ Principal Deputy 
Assistant Attorney General Marshall L. Miller bluntly 
emphasized the need for companies to gather evidence 
against their employees as the critical factor in determin-
ing whether they will receive leniency in corporate criminal 
investigations. Miller stated, in no uncertain terms:

If  you want full cooperation credit, make your 
extensive efforts to secure evidence of  individual 
culpability the first thing you talk about when you 
walk in the door to make your presentation. Make 
those efforts the last thing you talk about before 
you walk out. And most importantly, make secur-
ing evidence of individual culpability the focus of 
your investigative efforts so that you have a strong 
record on which to rely.

(Miller GIR Remarks, supra.)

Miller likewise stated that “whether that cooperation 
exposed, and provided evidence against, the culpable indi-
viduals who engaged in criminal activity” is “in many ways 
the heart of effective corporate cooperation.” Miller added 
that even if misconduct is voluntarily disclosed, DOJ will 
not reward a company for “true cooperation” if a com-
pany avoids identifying the individuals who are “criminally 
responsible.” Miller went even further, stating that “even the 
identification of culpable individuals is not true cooperation, 
if the company fails to locate and provide facts and evidence 
at their disposal that implicate those individuals.” (Id.) The 
DOJ principles, which discuss the need to provide relevant 
facts, do not say that securing evidence of individual cul-
pability must be “the focus” of an internal investigation or 
that providing evidence against culpable individuals is “the 
heart” of effective corporate cooperation. And as this arti-
cle will discuss, in the case of foreign employees, whether 
incriminating facts and evidence are truly at a company’s 
disposal is sometimes quite complicated.

Leslie Caldwell, assistant attorney general for DOJ’s 
Criminal Division, subsequently made similar public state-
ments emphasizing the need to name names of culpable 
employees but appeared to somewhat dial back on the 
statements previously made by Miller. In a November 2014 
speech, Caldwell stated that DOJ does not expect com-
panies to “boil the ocean” in conducting investigations, 
but it does expect companies to provide “useful facts” 
about the individuals “responsible for the misconduct, no 
matter how high their rank may be” in order to “receive 
full credit for cooperation.” (Leslie R. Caldwell, Assistant 
Attorney Gen., Speech at American Conference Institute’s 
31st International Conference on the Foreign Corrupt 

Practices Act (Nov. 19, 2014), http://tinyurl.com/njfnztr 
[hereinafter Caldwell FCPA Speech].)

In an earlier speech, Caldwell appeared to stop slightly 
short of Miller’s previous statements by stating:

We are not asking that you become surrogate FBI 
agents or prosecutors, or that you use law enforce-
ment tactics like body wires. And we do not need to 
hear you say that executive A violated a particular 
criminal law. All we are saying is that we expect you 
to provide us with facts. We will take it from there.

(Leslie R. Caldwell, Assistant Attorney Gen. for the Crim-
inal Division, Remarks at the 22nd Annual Ethics and 
Compliance Conference (Oct. 1, 2014), http://tinyurl.com/
q34uoq9 [hereinafter Caldwell Ethics Remarks].)

But Caldwell echoes Miller’s cautions about conse-
quences for lack of details concerning individual culpability:

[I]f  you delay notifying us about an executive’s con-
duct or attempt to whitewash the facts about an 
individual’s involvement, you risk receiving any credit 
for your “cooperation.” This does not mean that we 
expect you to use law-enforcement style techniques to 
investigate your employees. To the contrary, it simply 
means that when you do an internal investigation, 
and you choose to cooperate with us, you should 
understand that we will expect to hear not just what 
happened, but who did what, when, and where.

(Caldwell FCPA Speech, supra.)

Caldwell did not explain how she would define “white-
washing” the facts about an individual’s involvement, but 
presumably this means something less than making false 
and misleading statements about the facts.

In January 2015, Deputy Assistant Attorney General 
Sung-Hee Suh also made similar points about the need 
to demonstrate “true” cooperation in order to earn coop-
eration credit. Importantly, Suh explicitly acknowledged 
in her speech that DOJ is “seeking to reshape the conver-
sation about corporate cooperation to some extent.” She 
explained that “a corporation’s willingness to cooperate 
in the investigation of its culpable executives” is a “key 
consideration” under the DOJ principles. She noted that

if  a corporation does elect to cooperate with the 
department, it should be mindful of the fact that 
the department does not view voluntary disclosure 
as true cooperation, if  the company avoids identi-
fying the individuals who are criminally responsible 
for the corporate misconduct. Even the identifica-
tion of culpable individuals is not true cooperation, 
if  the company intentionally fails to locate and pro-
vide facts and evidence at their disposal that implicate 
those individuals.

(Suh PLI Remarks, supra.)
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She warned that the DOJ will “be looking long and 
hard at corporations who purport to cooperate, but fail 
to provide timely and full information about the criminal 
misconduct of their executives.” (Id.)

The comments quoted above suggest that securing evi-
dence against individuals may not only be dispositive of 
whether a company will receive significant cooperation 
credit (in contrast to the language of the DOJ principles 
that state that a single factor will generally not be disposi-
tive), but may also be the most heavily weighed factor in 
deciding whether to prosecute the company, enter into a 
nonprosecution or deferred prosecution agreement, or 
reduce the fine or penalty to be imposed.

Potential Fifth Amendment Concerns
If  companies begin internal investigations with a pri-
mary focus on building the facts and evidence related 
to individual culpability, there may be unexpected and 
counterproductive consequences. Such a “prosecuto-
rial” climate could have an immediate chilling effect on 
employee cooperation. For example, employees with 
some knowledge of  the relevant facts, including employ-
ees who might initially be considered “subjects” instead 
of  “targets” of  the investigation, as defined by the US 
Attorneys’ Manual, might be intimidated and unwill-
ing to assist their employers in collecting the relevant 
facts because of  the uncertainty of  their status. This is 
underscored by the fact that many times proof of  a white-
collar crime may not be clear and the related facts are 
often subject to varying interpretations or ambiguous. 
If  employees feel that they are potentially in harm’s way, 
they may be less willing to participate in voluntary inter-
views or to be fully candid and forthcoming in interviews, 
which could limit a company’s ability even to identify, 
much less gather information about, truly culpable indi-
viduals. If  this were to happen, a company might find it 
more difficult to unearth and report all relevant facts to 
enforcement authorities, and its good-faith attempts at 
remediation could also suffer. This would be particularly 
unfortunate in investigations where the available docu-
mentary evidence by itself  paints an incomplete picture 
of  the facts or there is a credible explanation of  unclear 
facts that could have been uncovered with the benefit of 
fulsome employee cooperation.

In addition, where the investigative climate is 
designed primarily to build a case against culpable com-
pany personnel rather than simply to find the facts in 
an objective, nonprosecutorial manner, potentially cul-
pable officers and employees are more likely to engage 
separate counsel and to do so earlier in the process, even 
if  the employees and the company think at that point 
that there has not been a violation of  law. Retention of 
separate counsel typically adds significant additional 
time and expense to the investigation, as each individu-
al’s counsel needs time to review relevant materials and 
prepare their client to discuss the facts. This could delay 
the time it takes for the company to disclose the facts to 

the government and, in the case of  nonculpable employ-
ees, could introduce an unnecessary chill between the 
company and its otherwise valued employees. Moreover, 
if  employees who are represented by separate counsel 
are considered by DOJ to be “subjects” before the rel-
evant facts are known, the good-faith legal advice they 
frequently will receive from their personal counsel is to 
refuse to be interviewed by either the company or the 
government. All of  this could result in the government 
incorrectly assuming that the company is stonewalling 
and attempting to hinder the investigation.

Furthermore, if  DOJ is saying that securing evidence 
against individual employees should be “the focus” of the 
internal investigation and “the heart” of “true” corporate 
cooperation, then there are potential Fifth Amendment 
issues given that companies, in effect, can often pressure 
their employees to participate in interviews or risk ter-
mination. Litigants and the legal community have begun 
to recognize that there is an important question regard-
ing whether corporate cooperation under this framework 
transforms internal employee interviews into state action 
and therefore raises Fifth Amendment concerns. We dis-
cuss three cases below:

United States v. Stein: In United States v. Stein, the 
Southern District of  New York suppressed statements 
made by the defendants when their employer, KPMG, 
conditioned the payment of their legal fees, and in some 
cases their continued employment, upon their participa-
tion in government proffer sessions. (440 F. Supp. 2d 315 
(S.D.N.Y. 2006).) In Stein, DOJ had threatened KPMG 
with an indictment, which the firm believed “would be 
fatal to the organization.” To avoid indictment, KPMG 
conditioned payment of its employees’ legal fees for indi-
vidual counsel on full cooperation with the government, 
which included agreeing to meet with DOJ prosecutors for 
proffer sessions. KPMG later argued to the government 
that it should not be indicted because it had cooperated in 
numerous ways, including by terminating for noncoopera-
tion two employees who asserted their Fifth Amendment 
right not to testify.

The court cited Supreme Court precedent to explain 
the applicable legal standard: “[A]ction by a private entity 
is fairly attributable to the government where there is a 
sufficiently close nexus between the State and the chal-
lenged action of the regulated entity so that the action of 
the latter may be fairly treated as that of the State itself.” 
(Id. at 334 (internal quotation marks omitted).) The court 
explained that this nexus exists either

(1) where the state has exercised coercive power [over 
a private decision] or has provided such significant 
encouragement, either overt or covert, that the choice 
[by the private actor] must in law be deemed to be 
that of the State; or (2) where the private entity has 
exercised powers that are traditionally the exclusive 
prerogative of the State. In other words, state action 
will be found where the government commands or 
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significantly encourages a private entity to take the spe-
cific action alleged to violate the Fifth Amendment, 
as well as where the government is entwined in the 
management or control of specific conduct at issue.

(Id. (alterations in original) (emphasis added) (footnotes 
omitted) (internal quotation marks omitted).)

The court was persuaded by two pieces of evidence that 
KPMG’s actions became state action: (1) the then-current 
version of  the DOJ principles, known as the Thompson 
Memorandum, “which quite specifically tells a com-
pany under investigation, as was KPMG, that a failure 
to ensure that its employees tell prosecutors what they 
know may contribute to a decision to indict and, in this 
case, likely destroy the company”; and (2) the US Attor-
ney’s Office’s (USAO’s) “close involvement in KPMG’s 
decision making process.” (Id. at 336–37.) The court 
therefore held that “the government, both through the 
Thompson Memorandum and the actions of  the USAO, 
quite deliberately coerced, and in any case significantly 
encouraged, KPMG to pressure its employees to surren-
der their Fifth Amendment rights.” (Id. at 337.)

United States v. Ferguson: In 2007, an employee filed 
a motion seeking to exclude statements he made during 
two interviews conducted by government agents, claim-
ing that his employer, General Reinsurance Corporation 
(Gen Re), coerced his participation in the interviews in 
violation of  his Fifth Amendment rights. (United States 
v. Ferguson, 75 Fed. R. Evid. Serv. (Callaghan) 240 (D. 
Conn. Nov. 30, 2007).) In this case, the court held that 
Gen Re was not a state actor. It was not persuaded that 
the Thompson Memorandum had forced the company to 
pressure its employee to cooperate, holding that “[p]rivate 
entities do not become state actors merely because the 
government influences their decisions, such as through 
binding regulations”; rather, “the transformation of  a 
private entity into a state actor requires a nexus between 
the state and the specific conduct of  which plaintiff  com-
plains.” (Id. ¶ 31 (internal quotation marks omitted).)

The court distinguished Stein, noting that, unlike Stein, 
the employee in this matter  

does not allege facts that would show that the gov-
ernment used the Thompson memo and Gen Re’s 
fear of  prosecution in the same coercive manner 
employed by the Stein prosecutors. Without alle-
gations that would prove significant government 
influence over Gen Re, the Thompson memo alone, 
or in combination with the other evidence, does not 
transform Gen Re into a state actor.

(Id.)

The court also noted that, unlike Stein, there were not 
meetings between prosecutors and Gen Re to determine 
how best to pressure employees into cooperation and Gen 
Re did not make open threats about not paying legal fees 
if  employees did not cooperate.

United States v. Carson: In United States v. Carson, the 
defendants sought to suppress statements they made to 
company counsel during an internal investigation, alleg-
ing that the company’s lawyers were state actors. The court 
denied the motion. (Order Denying Defendants’ Motion 
to Suppress Defendants’ Statements, United States v. Car-
son, No. 8:09-cr-00077 (C.D. Cal. May 22, 2012), ECF No. 
774.) It noted that DOJ was not involved in the interviews 
by company counsel nor did it provide input on which 
employees to interview or what they should be asked. The 
court also found that the facts established “no more than 
a unilateral determination” on the part of the company 
to cooperate with the government and that the company 
had a separate business interest in investigating possible 
criminal conduct within its operations.

The court also distinguished the Stein matter factually, 
noting that in Stein, the government coerced KPMG to 
withdraw defense expenses for its employees, which had not 
happened in this matter. The court also noted that Stein 
involved employee statements that were made directly to 
the government, a factor that “certainly enhanced” the 
court’s finding of coercion. It also stated that the fact that 
DOJ’s policies “encouraged disclosure of wrongdoing and 
cooperation is no basis to conclude that every corporation 
doing so ipso facto converts the corporation and its lawyers 
into a government agent.” The court cited the Ferguson 
case for the point that “[c]ooperation with the Government 
does not convert the party cooperating into a state actor.”

It is clear from this series of cases that courts are reluc-
tant to hold that a company’s investigative interviews of 
its employees may implicate the Fifth Amendment, likely 
due to the concern raised by the court in Carson that 
such a holding could mean that every company’s internal 
investigation could be transformed into state action when 
cooperating with the government. But it is important to 
note that Carson and its predecessors were decided before 
the recent DOJ speeches that openly acknowledge a new 
era in which DOJ is “seeking to reshape the conversa-
tion” about corporate cooperation, complete with new 
standards about “true cooperation” and reminders about 
the stark penalties for failing to cooperate. DOJ argued in 
Carson that the government had not “deliberately coerced” 
or “significantly encouraged” anything with respect to 
the company’s internal investigation and employee inter-
views, and therefore it was not state action and thus the 
Fifth Amendment did not apply. A future defendant could 
argue that these recent DOJ speeches constitute “signifi-
cant encouragement” for companies to conduct employee 
interviews designed solely to secure evidence of criminal 
misconduct, which could arguably make their interviews 
attributable to the state for purposes of the Fifth Amend-
ment. Perhaps this is why recent DOJ speeches seek to 
emphasize that “the Criminal Division does not dictate 
how a company should conduct an investigation,” but 
in these speeches, DOJ simultaneously notes the severe 
consequences of  “guilty pleas and landmark monetary 
penalties” when a company is deemed to have not properly 
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cooperated. (Leslie Caldwell, Assistant Attorney Gen. for 
the Criminal Division, Remarks at New York University 
Law School’s Program on Corporate Compliance and 
Enforcement (Apr. 17, 2015), http://tinyurl.com/k6tfpfw.)

The potential Fifth Amendment issue becomes particu-
larly significant in light of the fact that the US government 
has occasionally brought obstruction of justice charges 
against employees who have lied to company counsel dur-
ing internal investigations. (See, e.g., United States v. Ring, 
628 F. Supp. 2d 195, 223 (D.D.C. 2009); United States v. 
Kumar, No. 04-cr-00846 (E.D.N.Y. June 28, 2005).) In one 
case, prosecutors used a broad obstruction statute under 
Sarbanes-Oxley, 18 U.S.C. § 1519, to bring obstruction 
charges against an employee who lied to a company’s 
lawyer as part of an internal investigation before a fed-
eral investigation had even begun. (United States v. Ray, 
No. 2:08-cr-01443 (C.D. Cal. Dec. 15, 2008); see also T. 
Marcus Funk, § 1519: DOJ Fires Its Anti-Obstruction Can-
non, Law360 (Oct. 15, 2010), http://tinyurl.com/pqsfecm.) 
Under these circumstances, while outside counsel may not 
be a “surrogate FBI agent or prosecutor,” counsel inevitably 
become the conduit of information from and about poten-
tially culpable employees if  the company follows DOJ’s 
admonition that this is the heart of any internal investi-
gation if  cooperation credit is sought. The court in Stein 
aptly noted that, with respect to false statements made to 
private attorneys representing corporations that are under 
investigation and cooperating with the government, there 
is “more than a little tension between [the DOJ’s] assertion 
that the acts of companies cooperating with it are not state 
action when the cooperator is induced to coerce third par-
ties for the government’s benefit but are sufficiently related 
to government action that obstruction of the cooperator 
obstructs the government.” (440 F. Supp. 2d at 337 n.114.)

If, pursuant to DOJ guidance, lawyers for a company 
structure their investigations to focus on individuals, a seri-
ous question also arises as to whether the standard Upjohn 
warning provided at the onset of every employee interview 
is sufficient. (See Upjohn Co. v. United States, 449 U.S. 383 
(1981).) As it has evolved, the standard Upjohn warning 
explains that the company may “disclose this discussion 
to such third parties as federal or state agencies, at its sole 
discretion, and without notifying” the employee. (See aBa 
wccc workInG GrP., uPJohn warnInGS: recoMMended 
BeSt PractIceS when corPorate counSeL InteractS 
wIth corPorate eMPLoyeeS 3 (2009), available at http://
tinyurl.com/oady7nw.) It does not explain that DOJ now 
publicly insists that the focus of an investigation should 
be on identifying culpable employees nor does it indicate 
what might happen to an employee after the contents of 
the interview are disclosed to the government.

The Supreme Court in the Upjohn decision recognized 
that lower-level employees often possess information 
needed by a company’s lawyers. In addition to company 
policies that often require employees to comply with com-
pany investigations, courts have likewise noted that “an 
employee, like any other agent, owes the employer a duty 

to disclose to the employer any information pertinent to 
the employment. This includes an obligation ‘to assist [the] 
employer’s counsel in the investigation and defense of mat-
ters pertaining to the employer’s business.’” (United States 
v. Stein, 463 F. Supp. 2d 459, 461 (S.D.N.Y. 2006) (alter-
ation in original) (quoting In re Grand Jury Subpoena, 
274 F.3d 563, 571 (1st Cir. 2001)).) This dynamic, where 
employees, whether located in the United States or in a for-
eign nation, are duty bound to disclose information and, 
per DOJ’s admonitions, companies must focus on secur-
ing evidence of individual employee culpability, gives rise 
to a question of whether the Upjohn warning should be 
modified to address the possible Fifth Amendment issues.

The first modification to the Upjohn warning might be 
to indicate that it is highly probable that the company will 
disclose the information provided by the employee if  there 
appears to be evidence that the employee is culpable. The 
second way the Upjohn warning might be modified would 
be to include a Miranda-like warning notifying employ-
ees that their statements could be used by prosecutors 
to file personal charges against the employee, including 
obstruction charges if  anything said turns out to be false. 
(See Miranda v. Arizona, 384 U.S. 436 (1966); Sehyung 
Daniel Lee, The Benefits of a Miranda-Type Approach 
to Upjohn Warnings, aBa SectIon of LItIG. (Apr. 30, 
2012), http://tinyurl.com/ksz38p8.) But this would have an 
enormous chilling effect, which, as previously noted, may 
hinder a company’s ability to gather the relevant facts or 
even to identify the truly culpable individuals. And while 
the threat of losing one’s job may not meet the standard 
for “compulsion” for legal purposes, there are practical 
similarities between an interview pursuant to a corporate 
internal investigation and an FBI custodial interview that 
make this dynamic troubling, even if  the attorneys are 
not legally considered state actors. If  enhanced Upjohn 
warnings are given and a subject corporation is unable 
to provide DOJ with facts from a number of employees 
who refused to be interviewed, will DOJ conclude that the 
company is not providing true cooperation or, at worst, 
obstructing the investigation?

DOJ officials have discounted these concerns by analo-
gizing the corporate environment to an organized crime 
family. Miller has suggested that requiring companies to 
build cases against their employees is not significantly dif-
ferent than tactics used in “mob” cases:

This principle of cooperation is not new or unique 
to companies. We have applied it to criminal cases 
of  all kinds for decades. Take, for example, orga-
nized crime cases. Mob cooperators do not receive 
cooperation credit merely for halting or disclosing 
their own criminal conduct. Attempted coopera-
tors should not get reduced sentences if  they refuse 
to provide testimony or fail to turn over evidence 
against other culpable parties. A true cooperator—
whether a mobster or a company—must forthrightly 
provide all the available facts and evidence so that the 
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most culpable individuals can be prosecuted.
(Miller GIR Remarks, supra.)

But this view is overly simplified and misconstrues the 
nature of  the legal issues typically unearthed through 
corporate internal investigations, which often are not egre-
gious or blatant, unlike the criminal activity in a mob. 
Moreover, in mob cases, the government is not demanding 
that the target interview others in order to find out who 
may have violated the law. Furthermore, as the Supreme 
Court in Upjohn noted, there is a “vast and complicated 
array of regulatory legislation confronting the modern 
corporation,” and therefore the legal issues that are typi-
cally the subject of corporate internal investigations are 
not clear-cut and the facts and liability of  individual 
employees may be difficult to ascertain. (See 449 U.S. at 
392.) With rare exceptions, corporations are not criminal 
enterprises, and the employment arising from it is nearly 
always legitimate and beneficial to the marketplace. Of 
course employees sometimes commit improper acts in the 
hope of earning promotions or bonuses, or in a misguided 
effort to improve the company’s bottom line. But in most 
cases any misconduct is confined to a small segment of 
the company, and in many cases violations occur despite 
a company’s best efforts and significant expenditures of 
resources to ensure compliance with applicable law. There-
fore, the decision for a company to build a case against its 
employees in the name of cooperation is simply not the 
equivalent of a mobster turning on a fellow accomplice.

Foreign Employees: Collecting Evidence, 
Disclosing Names
As discussed above, there are several reasons why internal 
investigations that place primary emphasis on securing 
evidence against employees can be problematic regardless 
of where the employees are located. However, in several 
foreign countries, there are also significant legal restric-
tions on the ability of an employer to collect and disclose 
an employee’s personal data, including his or her name or 
e-mails, to third parties such as the United States govern-
ment without receiving permission from the individual 
employee. For example, countries within the European 
Union are subject to the European data protection direc-
tive, which restricts the ability of companies to transfer 
their employees’ personal data outside the European Union 
and also to the United States government without their per-
mission or the application of a relevant exemption. (See 
Council Directive 95/46/EC, arts. 7, 13, 1995 O.J. (L 281) 
31 (EU).) Even tighter restrictions are intended to be final-
ized in 2015 as part of the new General Data Protection 
Regulation. (Pulina Whitaker & Clare Lynch, The General 
Data Protection Regulation, kInG & SPaLdInG cLIent aLert 
(Oct. 22, 2014), available at http://tinyurl.com/k52yph8.) 
Potential sanctions for breaching the new regulations will 
be substantial: the data protection authority will be able to 
impose fines up to the greater of (1) 5 percent of its annual 
global turnover, or (2) EUR 100 million. (Id.)

DOJ officials have acknowledged data privacy restric-
tions in their remarks, but they have expressed skepticism 
that these restrictions actually limit a company’s ability to 
identify employees responsible for the misconduct. Miller 
warned that:

Corporations are often too quick to claim that 
they cannot retrieve overseas documents, e-mails 
or other evidence regarding individuals due to for-
eign data privacy laws. Just as we carefully test—and 
at times reject—corporate claims about collateral 
consequences of a corporate prosecution, the depart-
ment will scrutinize a claimed inability to provide 
foreign documents or evidence. We have forged deep-
ening relationships with foreign governments and 
developed growing sophistication and experience 
in analyzing foreign laws. A company that tries to 
hide culpable individuals or otherwise available evi-
dence behind inaccurately expansive interpretations 
of foreign data protection laws places its cooperation 
credit at great risk. We strongly encourage careful 
analysis of those laws with an eye toward cooperat-
ing with our investigations, not stalling them.

(Miller GIR Remarks, supra.)

Caldwell has likewise expressed skepticism about the 
notion of data privacy preventing disclosure of the names 
of culpable foreign employees and the evidence (such as 
e-mails) associated with them:

We find that global companies are increasingly hasty 
to invoke foreign data privacy laws to avoid providing 
evidence to the department. While we recognize that 
some of these laws pose real challenges to data access 
and transfer, many do not. As a result, we are looking 
closely—with an ever more skeptical eye—to ensure 
that these claims are honest and not obstructionist. 
A company that reads foreign data protection laws 
expansively, to restrict its disclosure of documents, 
when it could be read more narrowly, is in dangerous 
territory if  it wants to receive full cooperation credit.

(Caldwell Ethics Remarks, supra.)

In her November 2014 speech, she warned companies 
not to “hide behind” data privacy laws:

The Criminal Division investigates and prosecutes 
a large volume of international cases and through 
these cases, we have developed an understanding of 
these laws. We will not give full cooperation credit 
to companies that hide behind foreign data privacy 
laws instead of providing overseas documents when 
they can. Foreign data privacy laws exist to protect 
individual privacy, not to shield companies that pur-
port to be cooperating in criminal investigations.

(Caldwell FCPA Speech, supra.)
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In a May 2015 question-and-answer session, it was 
reported that Caldwell told the audience that “com-
panies should weigh the benefits of  cooperating with 
US investigators against the seriousness of  a foreign 
jurisdiction’s own data privacy enforcement” given 
that “many countries have data privacy laws that are 
covered in dust.” (Josh Kovensky, Caldwell Discusses 
DOJ’s Evolving Thinking, JuSt antI-corruPtIon (May 
13, 2015), available [subscription only] at http://tinyurl.
com/nav3vk8.) Thus, DOJ officials appear to be taking 
the position that if  certain foreign data protection laws 
can be read expansively or narrowly, an expansive read-
ing puts the company “in dangerous territory.” But, of 
course, US lawyers assisting foreign companies are gen-
erally not qualified to advise or opine on foreign data 
privacy laws, and instead are largely dependent on the 
advice they receive from lawyers licensed to practice in 
the relevant countries as to whether it is permissible to 
disclose foreign employees’ names and e-mails to the 
US government. Is DOJ suggesting that if  a reputable 
foreign law firm provides legal advice on what data can 
and cannot be shared under local laws in a way that DOJ 
would construe as an “expansive reading,” the company 
should second-guess this advice and seek an opinion 
from another law firm and push that firm to reach the 
narrow reading? Or that companies should disregard for-
eign laws if  they are dusty? The subject company clearly 
needs to be able to rely on legal advice when it transfers 
information and data to the United States. The goal, 
of  course, should be to identify the correct reading of 
the law. Given that DOJ states that it has a “growing 
sophistication and experience in analyzing foreign [data 
privacy] laws,” it should be willing to provide meaning-
ful guidance on the laws at issue to US companies. Also, 
given that DOJ has “forged deepening relationships with 
foreign governments,” DOJ should be willing to provide 
the position being taken by the relevant foreign regula-
tor if  it disagrees with the position being taken by the 
subject company. Subject companies are entitled to have 
solid legal advice on which to rely in order to avoid lia-
bility and penalties for alleged violations of  data privacy 
restrictions. This is the most appropriate way to reach 
the “honest” and accurate result.

In addition, DOJ’s comments do not address the possi-
bility that evidence located in foreign countries may not be 
at a company’s disposal in the same way it is in the United 
States due to differences in workers’ rights. For exam-
ple, many European countries have restrictions against 
monitoring employees at work, notification requirements 
to relevant data protection authorities, and applicable 
works councils or trade unions that limit or slow down 
a company’s ability to interview its employees and col-
lect personal data. These employees also have rights to 
object to the processing of  their personal data. (Council 
Directive 95/46/EC, art. 14.) Employees in these jurisdic-
tions often have greater employment protections, such as 
protection against dismissal if  they refuse to cooperate 

with an internal investigation, and the use and collection 
of  personal data must be balanced with the individu-
al’s fundamental data protection and data privacy rights. 
(Council Directive 95/46/EC, arts. 6, 7.)

Settlements Cited by Justice Department as 
Examples
Both Caldwell and Miller provided examples of  recent 
settlements in their speeches to demonstrate the value 
received when cooperation credit is earned and the con-
sequences when it is not. However, as explained below, 
these settlements as described publicly do not provide clear 
guidance as to what the company did to make the secure-
ment of  evidence of  individual culpability “the focus” 
of the internal investigation. The settlements also do not 
explain how relevant data privacy issues were resolved. 
Four of these cases (PetroTiger, Alcoa World Alumina, 
BNP Paribas, and Deutsche Bank) are described below.

PetroTiger: DOJ announced in January 2014 that it had 
brought charges against three of PetroTiger’s executives 
for making improper payments in violation of the FCPA. 
(Press Release, DOJ, Foreign Bribery Charges Unsealed 
against Former Chief Executive Officers of Oil Services 
Company (Jan. 6, 2014), http://tinyurl.com/nkh2ar3.) Both 
Caldwell and Miller referenced this matter as an exam-
ple of the benefits of cooperation. Miller noted that the 
improper conduct was “brought to the attention of the 
department through voluntary disclosure by PetroTiger, 
which cooperated fully with the department’s investiga-
tion. Notably, no charges of any kind were filed against 
PetroTiger, and no non-prosecution agreement was 
entered.” (Miller GIR Remarks, supra.) Likewise, Caldwell 
said that “PetroTiger is a fine example of  the kind of 
cooperation we expect. The company self-reported and 
fully disclosed the relevant facts to us, even though those 
facts implicated two CEOs and a top in-house counsel. 
PetroTiger itself  has not been charged.” (Caldwell FCPA 
Speech, supra.)

This settlement demonstrates that the company pro-
vided “relevant facts” about the three executives but does 
not demonstrate if  or how securing evidence of  individ-
ual culpability was the focus of  the internal investigation. 
In addition, the criminal complaint against the com-
pany’s CEO suggests that the relevant documents were 
located in the United States (specifically New Jersey), so 
data privacy was likely not an issue. (Complaint, United 
States v. Sigelman, No. 13-2087 (D.N.J. Nov. 8, 2013), 
available at http://tinyurl.com/ospz32a.) More specific 
descriptions of  what types of  evidence were provided 
to DOJ about the three indicted executives would be 
instructive for companies looking to model their inves-
tigations after a company that avoided being charged by 
earning cooperation credit.

Alcoa World Alumina: Alcoa pleaded guilty to a vio-
lation of the FCPA in January 2014 and paid a total of 
$384 million in penalties to DOJ and the Securities and 
Exchange Commission (SEC). (Press Release, DOJ, Alcoa 
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World Alumina Agrees to Plead Guilty to Foreign Brib-
ery and Pay $223 Million in Fines and Forfeiture (Jan. 9, 
2014), http://tinyurl.com/kku8lgj.) Caldwell cited Alcoa 
as an example of the benefits of corporate cooperation 
and noted:

The department publicly commended Alcoa for its 
cooperation, which included conducting an exten-
sive internal investigation, making proffers to the 
government, voluntarily making current and former 
employees available for interviews, and providing 
relevant documents to the department. Alcoa’s coop-
eration was mentioned specifically as a factor that 
lowered the size of the criminal fine. In fact, absent 
cooperation, Alcoa could have faced a fine of more 
than $1 billion.

(Caldwell Ethics Remarks, supra.)

However, it is worth noting that Alcoa’s $384 million 
settlement amount is the sixth largest in FCPA history, 
so its cooperation only helped so much. (Richard L. Cas-
sin, With Alstom, Three French Companies Are Now in the 
FCPA Top Ten, fcPa BLoG (Dec. 23, 2014), http://tinyurl.
com/mkehwaj.) In addition, the company’s cooperation is 
only one of several factors listed in the plea agreement as 
reasons for the lowered penalty, so the weight accorded 
to cooperation is unclear. The plea agreement lists other 
persuasive reasons for a lower fine, including the com-
pany’s current financial condition and the fine imposed 
by SEC. (Plea Agreement, United States v. Alcoa World 
Alumina LLC, No. 14-7 (W.D. Pa. Jan. 9, 2014), available 
at http://tinyurl.com/kvbc99z.) What Alcoa did to pres-
ent facts about the culpability of  company officers and 
employees is not discussed.

To date, no Alcoa employees have been charged 
in connection with this matter. To the extent DOJ’s 
praise stems from Alcoa voluntarily making employ-
ees available for interviews, that form of  cooperation 
is fairly common in corporate investigations and not 
the same as the company making extensive efforts to 
secure evidence of  individual culpability the focus of 
their investigation. In fact, Caldwell noted in a separate 
speech that facilitating “the department’s interviews of 
current and former employees, including foreign per-
sonnel . . . is the minimum we expect and need from 
cooperation.” (Leslie R. Caldwell, Assistant Attorney 
Gen., Speech at the New York City Bar Association’s 
Fourth Annual White Collar Crime Institute (May 12, 
2015), http://tinyurl.com/lkvbxyq [hereinafter Caldwell 
White Collar Speech].) Did Alcoa provide information 
about employee culpability and, despite that, was there 
insufficient evidence to indict anyone? Nothing DOJ 
lists in its press release as examples of  Alcoa’s coopera-
tion seems particularly unusual, as companies almost 
always provide this kind of  cooperation, so it is unclear 
why this meets the new standard for true cooperation. 

Finally, and importantly, in terms of  foreign data pri-
vacy, the relevant employee (named “Executive A” in 
the plea agreement) was based in Pennsylvania, so it 
is possible that there were not any applicable foreign 
data privacy restrictions.

BNP Paribas: BNP Paribas paid $8.9 billion to settle 
allegations that it had conspired “to violate the Inter-
national Emergency Economic Powers Act (IEEPA) 
and the Trading with the Enemy Act (TWEA) by pro-
cessing billions of  dollars of  transactions through the 
U.S. financial system on behalf  of  Sudanese, Iranian, 
and Cuban entities subject to U.S. economic sanctions.” 
(Press Release, DOJ, BNP Paribas Agrees to Plead Guilty 
and to Pay $8.9 Billion for Illegally Processing Financial 
Transactions for Countries Subject to U.S. Economic 
Sanctions (June 30, 2014), http://tinyurl.com/k6pqy53.) 
Both Caldwell and Miller cited the BNP Paribas matter 
as an example of  the consequences when companies do 
not properly cooperate. Caldwell stated:

Since it is difficult for me to publicly discuss some of 
the most positive results of cooperation, perhaps I 
can illustrate the point in reverse. In the plea agree-
ment with BNP Paribas, the department highlighted 
the bank’s lack of cooperation with the government 
investigation as a crucial factor in the decision to 
require a guilty plea and record monetary penal-
ties. Significantly, BNP affirmatively hampered the 
department’s ability to prosecute individual execu-
tives and employees for their criminal misconduct. 
To be sure, the breadth of  the pervasive criminal 
misconduct in that case played a large part in the 
resolutions. But, had the bank fully cooperated 
with the government investigation from the outset 
and provided the facts about the involvement of its 
employees, the bank would have been in a much bet-
ter position on its day of reckoning.

(Caldwell Ethics Remarks, supra.)

In a May 2015 speech, Caldwell further explained that 
BNP “not only failed to cooperate with our investigation 
at the outset, but affirmatively hindered the investiga-
tion by dragging its feet, based in part on assertions 
regarding data privacy laws.” (Caldwell White Collar 
Speech, supra.) Neither the plea agreement nor DOJ’s 
public statements provide more detail on exactly how 
BNP Paribas “affirmatively hindered” DOJ’s efforts to 
prosecute individuals and to our knowledge, it has not 
been publicly reported exactly how BNP dragged its feet 
and what the bank’s explanation for that conduct was. 
But it might not be a coincidence that BNP Paribas is 
based in France, which has very strong data protection 
laws, and therefore it could be the case that some of 
the delays were outside BNP Paribas’s control. (Sarah 
Pearce, Data Protection in France: Overview, PractIcaL 
L. (July 1, 2014), http://tinyurl.com/phlp688.) In fact, in 
the subsequent question-and-answer session following 
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her May 2015 speech, Caldwell herself  is reported to have 
stated, “we understand when the company says we can’t 
give you these documents because of  the French data 
privacy law. We understand that there really is a robust 
French data privacy law.” (Josh Kovensky, Caldwell Dis-
cusses DOJ’s Evolving Thinking, JuSt antI-corruPtIon 
(May 13, 2015), available [subscription only] at http://
tinyurl.com/nav3vk8.) Without providing more details, 
it is confusing when the DOJ criticizes a company for 
dragging its feet based on assertions regarding data pri-
vacy laws while simultaneously acknowledging that the 
country in which the company is based has a robust data 
privacy law.

Deutsche Bank: The settlement examples that DOJ 
has provided in its speeches generally demonstrate that 
cooperation is valuable, but still do not provide specif-
ics of  what was done to convince DOJ that “the heart” 
of  the company’s cooperation was the provision of  evi-
dence of  individual culpability, and they are silent as to 
the challenges that these companies faced in navigating 
foreign data privacy restrictions. DOJ has seemingly 
heard these concerns and responded by recently provid-
ing greater details of  its cooperation analysis in an April 
2015 deferred prosecution agreement with Deutsche 
Bank. (Deferred Prosecution Agreement, United States 
v. Deutsche Bank, (D. Conn.) Apr. 23, 2015), http://
tinyurl.com/pzwoa7a.) In this matter, Deutsche Bank 
paid a $775 million penalty for LIBOR manipulations 
and price fixing, which is the largest penalty imposed 
by the Department of  Justice to date in its LIBOR 
investigation. (Caldwell White Collar Speech, supra.) 
As Caldwell described, the Deutsche Bank DPA pro-
vides a “detailed description of  what Deutsche Bank 
did right in terms of  cooperation, and where they fell 
short.” (Id.) These shortcomings include allegedly pur-
posefully withholding certain information from the 
DOJ and committing various data preservation, col-
lection, and production errors, including inadvertently 
destroying relevant audio recordings, as well as not 
being proactive in its investigation and disclosure. (Id.) 
However, Caldwell only stated generally that the bank 
received “some credit for cooperation” for its “even-
tual provision to us of  information about the conduct 
of  specific individuals” without describing what exactly 
that entailed. (Id.)

In the Deutsche Bank matter, data privacy did not 
appear to be an impediment to the production of  data 
to DOJ. But in some cases, companies will ultimately 
not be able to give DOJ the data it has requested related 
to individuals due to foreign data privacy restrictions. 
Miller has asserted that “when prosecutions of  culpable 
individuals are prevented, the government’s interest may 
only be vindicated by prosecuting the corporation itself.” 
(Miller GIR Remarks, supra.) There are plenty of  times 
where the prosecution of  a company’s culpable employ-
ees is prevented through no fault of  the company that has 
fully cooperated—does this mean that DOJ is obligated to 

punish the corporation, even in cases where the corpora-
tion was also a victim of a rogue employee’s unauthorized 
conduct or where the evidence as to “subject” employ-
ees is unclear? With the Alcoa example, was DOJ unable 
to make a case against individuals while also concluding 
that the company did not “whitewash” the facts about 
an individual’s involvement, or are those prosecutions 
forthcoming? We encourage DOJ to provide complete 
answers to these important questions.

Conclusion: Is It Worth It?
This shift in how DOJ prioritizes one factor in its 
approach to corporate cooperation—with senior DOJ 
officials now suggesting that serving up culpable employ-
ees is “the heart” of  effective cooperation—still leaves 
outside and in-house counsel with uncertainties as to the 
benefit the company will receive from such cooperation. 
The shift may be the result of  enormous public pressure 
on government enforcement authorities to bring cases 
against individuals in white-collar matters. (Peter J. Hen-
ning, Pursuit of Individuals in Corporate Misconduct Still 
Arduous, n.y. tIMeS, Sept. 22, 2014, http://tinyurl.com/
lwj2slj.) “Securing extensive evidence” of  individual cul-
pability essentially hands the case to the government with 
less follow-up required. While DOJ suggests that it does 
not expect companies to reach a legal conclusion “that 
executive A violated a particular criminal law,” that may 
essentially be all that is left for DOJ to do after companies 
have built a case factually against an employee in order to 
earn cooperation credit. Should companies that conduct 
internal inquiries before DOJ or a foreign nation initi-
ates a formal investigation resolve all inferences in favor 
of  a conclusion that the law has been violated and that 
subject employees were responsible for the violation? If  
there are two or more ways of viewing the evidence, must 
companies serve up their employees as having committed 
a crime in hopes that they will not be prosecuted?

With the DOJ principles already stating that com-
panies should identify “relevant actors” and disclose 
relevant facts, DOJ appears to be ratcheting the stan-
dards up a notch by expanding what it means to provide 
names and facts. What should a company do if  the focus 
on individuals in certain foreign nations may result in 
arrests of  foreign-based employees or the execution of 
search warrants before all of  the key facts are known? 
Companies and their counsel must weigh the likeli-
hood of  the government learning about the potential 
misconduct with the rewards they will obtain if  they 
voluntarily disclose and cooperate. In our view, a fair 
reading of  the DOJ principles would instruct DOJ to 
evaluate whether companies have reasonably gathered 
and disclosed the most relevant facts encompassed by 
the scope of  the investigation. If  those facts happen to 
exonerate or implicate individual employees or simply 
tell the factual story in a circumstance that is not clear, 
then those facts should be disclosed and the company 
should receive cooperation credit. n




