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Companies across almost every industry regu-
larly collect and store customer information for 
a variety of purposes. For example, owners of 
apartment complexes collect credit card or finan-
cial information to process monthly rents, while 
social media platforms often harvest and store 
user preferences to monetize that information to 
end-users for advertising purposes. Whatever the 
purpose, all this information is valuable. As a re-
sult, each day there are millions of cyber-attacks 
designed to breach the security of this stored in-
formation. Some of these attacks are as simple as 
checking to see whether the virtual door to the 
information is locked—think of a thief checking 
your car door after you leave your vehicle—while 
others enter company systems surreptitiously, ly-
ing in wait to collect and relay secret information 
to the hacker. 

This cyber-security threat carries with it two 
qualities that cause sleepless nights for M&A 
professionals—it is latent and the extent of the 
damage can be difficult to measure. The recent 
breaches at large, blue chip companies demon-
strate both of these qualities. In some instances, 
the underlying breach and related data stripping 
were in place for several months before discov-

ery and were only discovered after the use of fake 
credit cards made from the breached information. 
Once discovered, the scope of the breach—both 
as to number of customers impacted and type of 
information breached—required the engagement 
of outside forensic firms, which after months of 
study often nevertheless have difficulty pinpoint-
ing the full scope of the breach.

This article provides practical tips for M&A 
professionals to address cyber-security concerns 
in negotiating M&A transactions. 

Diligencing Latent Conditions
The inherent issue with diligencing cyber-secu-

rity issues is that the underlying breach is often a 
latent defect, making it very difficult to discover 
during diligence. Instead of looking for the pro-
verbial “needle in the haystack,” the acquiring 
party should focus carefully on the target’s secu-
rity measures and practices in place around data 
security issues. This review may be undertaken by 
in house personnel of the acquiror (e.g., chief se-
curity officer or chief risk officer) or outsourced 
to an industry specialist. The focus of the review 
should be on the rigor of the target’s policies and 
practices, the degree to which the policies and 
practices are consistent (or inconsistent) with in-
dustry experience, and the personnel overseeing 
the target’s policies and practices. Of course, any 
history of data breaches, the circumstances sur-
rounding those breaches and the effectiveness of 
the response to these issues should be included as 
well. This inquiry will help the acquiror make a 
determination as to potential holes in the target’s 
security system and accomplish the end goals of 
any diligence process—making an informed de-
cision regarding material risks in the transaction 
and preparing the acquiring party to quickly im-
plement any necessary or appropriate changes to 
the target’s policies and practices as part of the 
integration process following closing of the deal.

Representations and Warranties
As with any issue affecting the target’s business, 

the acquiring party will want to supplement its 
diligence process with an appropriate set of rep-
resentations and warranties in the acquisition 
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agreement relating to data privacy and security 
issues. These representations will not only cover 
the absence of any known security breaches af-
fecting the target, but will also address the mat-
ters discussed above relating to the policies and 
procedures in place and followed by the target to 
reduce the risk of cyber-security breaches. 

Closing Condition
In addition to a customary “no material 

adverse effect” closing condition, acquirors 
may attempt to negotiate for a specific closing 
condition tied to the non-occurrence of any se-
curity breach prior to closing. This condition 
provides the acquiror with specific protection 
against being forced to acquire a business that 
has what would be a now known defect with 
a potentially unquantifiable scale of liability. 
This condition can be particularly useful in the 
context of technology focused industries, in-
cluding payment systems, merchant acquiring 
and social media transactions. Based on the 
particulars of the relevant industry, the condi-
tion can be drafted to be tied to the expected 
number of customers impacted, the number 
of card numbers or other financial informa-
tion impacted or any other relevant measure. 
These measures are, of course, proxies for the 
expected amount of damages arising from the 
breach, which may also be structured to be the 
base of the relevant condition. 

From an acquiror’s perspective, the condition 
should be drafted broadly enough not to require 
a defined set of facts for the condition to fail—for 
example, if the condition is based on the num-
ber of customers involved, the condition should 
require that the breach not be “reasonably ex-
pected” to involve greater than the stated num-
ber of customers as opposed to stating that the 
breach does “not involve” more than the agreed 
upon number. This formulation is necessary to 
address the fact that the scope, extent and dam-
ages associated with a breach may not be immedi-
ately known or determinable prior to the time the 
transaction would otherwise be required to close. 
Drafting the condition more broadly can lead to 
avoiding time and costly litigation over whether 

the transaction is required to be consummated. 
On the other hand, a target may express concern 
over a broadly drafted condition that affects the 
deal certainty that the target desires once the ac-
quisition agreement is signed.

Indemnity
Another protection for an acquiror to address 

data security breaches in an M&A transaction 
(at least in the context of a private acquisition) is 
an indemnity provision in favor of the acquiror, 
which may be based on the representations and 
warranties described above or may be a stand-
alone indemnity for losses arising out of security 
breaches. Defining the scope of losses associated 
with a security breach is especially important, and 
the acquiring party will want to attempt to in-
clude all actual losses associated with the breach, 
including the costs of remedying the underlying 
security failure and the costs of the multiple law-
suits that may arise from the situation. The target 
will seek to limit the breadth of the losses covered 
by the indemnification, and will seek to have data 
security related matters treated the same as other 
operational matters, including the so-called “bas-
kets”—requiring the acquiror to incur a certain 
level of damages before indemnity is available—
and “caps”— limiting the aggregate amount of 
damages recoverable. That being said, depending 
on the circumstances and the negotiating lever-
age, there may be instances in which acquirors 
should consider negotiating breaches of the data 
security related representations outside of these 
standard limitations. 

In instances in which a particular target has a 
history of breaches or an ongoing breach, the ac-
quiror may want to consider a specific indemnity 
to address the issue. Depending on the facts avail-
able regarding any historical breach, acquirors 
should also consider whether a separate escrow 
should be available for indemnification on this 
issue. For instances in which a breach occurs or 
is discovered between signing and closing, the 
breach-focused closing condition discussed above 
can be a source of leverage for negotiating addi-
tional indemnification coverage. 
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Conclusion
Addressing data security issues is a paramount 

concern in modern day M&A transactions. 
Those concerns are no longer limited to technol-
ogy-focused transactions, but encompass all busi-
nesses where customer information is collected 
and stored for any purpose. Taking a guided and 
focused approach to addressing breach issues in 
M&A transactions can put acquirors in the best 
position available to address circumstances in 
which a prospective hacker finds an open door to 
the information of a prospective target. 
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While the Delaware courts’ recent trend of in-
creased deference to independent directors’ deci-
sions has extended to situations where a control-

ling stockholder has been involved, Virtus v. East-
man Chemical1 indicates the limits of the inclina-
tion to deference in a situation where a controller 
is involved in the sale of a company to a third 
party and the factual allegations raise serious is-
sues about the controller’s conduct. 

The Chancery Court reached its decision on ju-
risdictional grounds without any finding on the fi-
duciary claims made. However, the court’s tone in 
its gratuitous recitation of the detailed facts of the 
case is important in indicating the court’s negative 
view of the target board’s and bankers’ conduct. 

The company, which faced a liquidity crisis 
and ongoing financial deterioration, but which 
appeared to have reasonably good longer term 
prospects, was controlled by a private equity fund 
manager (the “Fund Manager”). The Fund Man-
ager had already extended the fund’s expiration 
twice (which was the maximum allowed under 
the fund’s agreements), hoping for a turnaround 
of the company, which represented the fund’s 
largest investment. The fund had held the invest-
ment for 12 years. 

Generally, absent special circumstances, the 
courts have found no conflict of interest between 
a controller and the other stockholders, even 
when the controller seeks liquidity of its invest-
ment. The rationale has been that the controller 
may be more motivated than other stockholders 
to sell, but that, once the decision to sell is made, 
the controller has an identity of interest with the 
other stockholders in seeking to maximize the 
price. The only exceptions to the rule have been 
when the controller does not have an identity of 
interest with the other stockholders because the 
controller’s need for liquidity is so extreme that 
it can be inferred that the controller would be 
willing to sell at a price below what other stock-
holders would accept, or when the controller will 
receive special benefits in the transaction that 
would outweigh its interest in obtaining a better 
price for the shares.

Here, the court indicated that the Fund Man-
ager may not have had an identity of interest with 
the other stockholders because:

• there was strong evidence that he had reached 
the point that he wanted to sell at any price; 


