
In the not-too-distant past, doctors 
made house calls to check in on their 
patients. For many patients, in-home 
examinations were efficient and 
comfortable—even preferred. Today, 
for some companies, “house calls”—in 
the form of examinations, visits or audits 
by federal and state governmental 
regulators—are becoming more 
frequent, particularly in the realm of 
cybersecurity. As news of the frequency 
and severity of cyberattacks increases 
every month, an increase in these house 
calls by regulators should not come as 
a surprise. Of course, regulators are not 
doctors, and companies’ initial reaction to 
these visits is rarely positive.

Yet this is the new normal. Recent public 
statements and other announcements by 
governmental regulators—particularly 
those with oversight over financial 
services companies—signal increased 
attention and focus on cybersecurity 
preparedness in 2015. For example, in 
mid-January, the U.S. Securities and 
Exchange Commission highlighted the 
importance of assessing cybersecurity 
risks and preparedness, while also 
providing information on priorities 
and timing of their 2015 examination 
program. In mid-February, the SEC and the 
Financial Industry Regulatory Authority 
(FINRA) each published summaries of 
market assessments of cybersecurity 
risks conducted in 2014 through broker-

dealer and (for the SEC) investment 
adviser examinations. Also in February, 
the head of New York’s Department of 
Financial Services (DFS) signaled the 
department’s consideration of new rules 
protecting against “an Armageddon-type” 
cyberattack on U.S. financial markets, 
and the agency released its “Report on 
Cyber Security in the Insurance Sector,” 
summarizing its own survey results 
and announcing increased focus on 
cybersecurity in examinations.

All of these developments should put 
companies on alert that governmental 
regulator house calls, in the form of 
audits and examinations concerning 
cybersecurity, will only continue to increase.

The SEC’s Communications
In January, the SEC announced 

the 2015 examination priorities of its 
office of compliance inspections and 
examinations (OCIE), which examines 
structural risks and trends involving 
multiple firms or entire industries under 
SEC regulation. Demonstrating the focus 
the SEC has placed on cybersecurity, Chair 
Mary Jo White cautioned at a 2014 SEC 
roundtable that “the public and private 
sectors must be riveted, in lockstep, in 
addressing these threats.” Among the 
2015 marketwide risks that the SEC 
has identified as a priority is “assessing 
cybersecurity controls across a range of 
industry participants.”
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This recent announcement about 2015 
priorities builds on similar focus categories 
in examinations completed by the OCIE 
during the second half of 2014. In April 2014, 
the SEC first announced that OCIE would 
be conducting examinations of registered 
broker-dealers and investment advisers, 
focusing on areas related to cybersecurity 
preparedness. On February 3, 2015, the OCIE 
released the results of these examinations, 
conducted on 57 registered broker-dealers 
and 49 registered investment advisers. In 
conjunction with these results, the OCIE 
also released guidance for investors on 
how to best protect their online brokerage 
accounts from fraud. These two recent 
publications illustrate the SEC’s continued 
encouragement of the companies and 
consumers it regulates to prepare for, protect 
against and respond to cyberattacks.

The results of the 2014 OCIE 
examinations underscore the variety in 
degrees of cybersecurity preparedness 
and focus across the securities and 
financial industry. While many companies 
have undertaken meaningful diligence 
in preparing for and planning a response 
to a cybersecurity incident, OCIE cited 
numerous areas in need of significant 
improvement. Most notably, OCIE found 
that interactions and dealings with third-
party vendors and business partners were 
a consistent area of cybersecurity risk 
exposure across the industry. Weaknesses 
in network security relating to third parties 
are not unique to the financial industry, of 
course, and have been at the core of well-
publicized and costly incidents impacting 
Target Corp. and The Home Depot Inc.

To date, the SEC has not announced 
any enforcement actions stemming 
directly from these cybersecurity-related 
examinations. However, in at least three 
situations (once each in 2008, 2009 and 
2011) the SEC issued cease and desist 
orders assessing financial penalties 
against broker-dealers for cybersecurity 
deficiencies, which constituted violations 
of Regulation S-P (regarding protecting 

privacy of consumer financial information). 
Further, public statements from the 
SEC suggest the potential for increased 
investigations, enforcement activity and/
or penalties for companies that do not 
take cybersecurity assessments seriously. 
Perhaps the most stark of these public 
statements was from SEC Commissioner 
Luis Aguilar in June 2014, when he gave 
prepared remarks on “Cyber Risk and 
the Boardroom.” Commissioner Aguilar 
made clear in these remarks that the SEC 
expects that board members will involve 
themselves in the company’s cybersecurity 
strategy before and after a data breach. 
He warned that “[b]oards that choose to 
ignore, or minimize, the importance of 
cybersecurity responsibility do so at their 
own peril.”

FINRA Weighs In
The SEC is not the only financial 

industry regulator that has highlighted 
cybersecurity as a 2015 priority. On 
February 18, FINRA (a self-regulatory 
organization for financial broker-dealers 
overseen by the SEC) issued a report 
announcing the results of cybersecurity 
examinations it had conducted in 2014 
and confirmed that these examinations 
would continue into 2015. The 2014 FINRA 
cybersecurity examinations reviewed 
financial firms’ approaches to cybersecurity 
risk management, including oversight and 
processes for conducting risk assessments. 
In short, the report detailing the results of 
FINRA’s 2014 examinations mirrored that 
of the SEC/OCIE in that it featured in-depth 
assessments of eight key cybersecurity 
topics in order to help firms develop and 
enhance their cybersecurity programs:

1. Cybersecurity governance and risk 
management

2. Cybersecurity risk assessment
3. Technical controls
4. Incident response planning
5. Vendor management
6. Staff training

7. Cyberintelligence and information 
sharing

8. Cyberbreach insurance
Because each of these topics received 

detailed analysis by FINRA, the report is a 
“must read” for broker-dealers.

DFS
In February, New York State’s top financial 

regulator discussed recent guidance 
concerning an examination program that 
will assess how prepared regulated banks 
are for cybersecurity risks. In an interview 
with the Wall Street Journal, Benjamin 
Lawsky, DFS superintendent, discussed 
how the regulator plans to examine banks 
and assess preparedness in a number of 
areas, including detection and defense 
of cyberbreaches, corporate governance 
concerning cybersecurity, multifactor 
password authentication, and security of 
third-party vendors. Lawsky emphasized 
that the cybersecurity examinations will 
be closely aligned with DFS’s “normal” 
examinations, and may be extended to the 
insurance industry, which is also regulated 
by DFS. Lawsky explained during a speech 
at Columbia Law School: “The idea is simple: 
If we grade banks and insurers directly on 
their defenses against hackers as part of 
our examinations, it will incentivize those 
companies to prioritize and shore up their 
cybersecurity protections.”

With a nod to the causes of the recent 
large scale attacks on Target and Home 
Depot, particular attention was paid 
by the DFS to the risks inherent with 
relationships between its regulated 
banks and their third-party vendors. 
In the same interview, Lawsky noted 
that “[b]anks and insurers rely on third-
party vendors for a broad-range of 
services—whether it is a law firm that 
provides them with legal advice or even 
a company that is contracted to run 
their HVAC system . . . those third-party 
vendors often have access to a financial 
institution’s information technology 
systems—which can provide a backdoor 
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entrance for hackers.” Thus, attention in 
these examinations will not just focus on 
the security of information technology 
systems of the banks themselves, but also 
on the representations the banks have 
received regarding the systems of their 
business partners.

Observations and Predictions
As cyberattacks become more 

sophisticated and pervasive, there will be 
increased regulatory scrutiny on these 
issues. Regulatory oversight is becoming 
more robust, and thus more onerous. 
Some companies are pushing back. For 
example, on March 5, Anthem Inc.—the 
victim of a large scale cyberattack in 
February—reportedly informed the U.S. 
Office of Personnel Management’s (OPM) 
inspector general that it would not agree 
to a request for a full security audit of its 
data systems. One potential reason for this 
refusal is that Anthem is still investigating 
and remediating the causes of and fallout 
from its data breach, and an audit by OPM 
at this early stage would only complicate 
things for Anthem and deviate focus from 
its own internal assessment.

As another example, Wyndham 
Worldwide Corp. has challenged the 
Federal Trade Commission’s authority to 
regulate and enforce data privacy and 
cybersecurity laws. At oral argument 
held in the first week of March, Wyndham 
argued to the U.S. Court of Appeals 
for the Third Circuit that the FTC’s 
cybersecurity case against it should 
be dismissed because the FTC has no 
legal authority to enforce cybersecurity 
and data privacy. While we won’t know 
for some time how this challenge will 
come out, this case shows the regulatory 
landscape and legal liabilities in this area 
are still very much in flux. The disputes 
and uncertainties will likely increase as 
companies ratchet up their rhetoric in 
pushing back against regulation, while 
regulators increase their own rhetoric—
along with enforcement actions.

Next Steps
Notwithstanding this legal and regulatory 

uncertainty, cyberthreats are clearly on the 
rise, and companies can take tangible steps 
to protect data. Here are a few suggestions:

Dedicate resources to cybersecurity 
preparedness and incident response:
• Each company will have its own needs 

and its own plans for dedicating resources to 
address those needs. As seen in the tenor of 
recent remarks from regulators like the SEC, 
there is an increasing expectation that senior 
leadership will have consistent involvement 
in analyzing cybersecurity risk and response 
planning, and that even the board of 
directors will have an active oversight role.
• Consider how to involve stakeholders 

from relevant business lines (e.g., IT, data 
security, legal, etc.).
• Many companies have taken the 

prudent step of naming a chief information 
security officer to manage these 
assessments, coordinate with business 
stakeholders, and report back to company 
management and the board of directors.

Document data security policies and 
conduct effective training for relevant 
personnel:
• Helpful resources are available, such 

as the 2014 cybersecurity framework 
published by the National Institute for 
Standards and Technology.
• Given the changing nature of 

cybersecurity and the complexity of 
cyberattacks, it is wise for relevant policies 
to be periodically re-evaluated, and 
response plans regularly drilled and tested.

Incorporate cyberthreats into existing 
crisis management plans:
• These plans typically include 

identification of personnel who should 
be notified upon learning of a potential 
breach, including senior management, 
outside counsel and others who will assist 
with remediation and response.

Consider engaging third-party pro-
fessionals to assist with risk assess-
ments of data security infrastructure 
and incident response plans:

• Much of the public criticism of 
companies victimized by large-scale 
cyberattacks has been directed at the 
alleged inadequacy of due diligence and 
risk assessments before the attacks, and the 
alleged failure of response plans to mitigate 
the impact and scope of these attacks.
• Evaluating third-party vendor 

practices, such as encryption and secure 
access to data systems, also may identify 
areas for improvement.
• Third-party risk assessments and 

analysis of response plans can provide 
companies with confidence that they have 
scoped things appropriately. In addition, 
engagement of outside lawyers can 
ensure proper tracking of legal obligations 
relating to a cyberattack.

By adopting a comprehensive approach 
to data security, companies will be better 
positioned to protect consumer or client data, 
and prepare for increased regulatory scrutiny. 
Companies without robust cybersecurity 
preparedness have struggled to prevent and 
react to attacks. This lack of preparedness 
has cost impacted companies millions of 
dollars as well as public trust. As the spate of 
public statements and examination reports 
demonstrate, regulators are only increasing 
their focus on these issues. Given society’s 
increasing reliance on cybertechnology 
and the frequency of cyberbreaches, we 
can expect this regulatory and enforcement 
attention will only escalate.
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