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Data Breaches

Justices Should Weigh in on Standing Issues
In Breach Class Action, Former Judge Says

T he U.S. Supreme Court should weigh in on the is-
sue of plaintiffs’ standing in litigation over data
breaches, a retired federal appellate judge said

April 20.
The Article III standing question is particularly chal-

lenging in data breach consumer class cases where
plaintiffs often haven’t suffered a direct financial loss
but are trying to show they have been harmed by the
theft of their personal data, Stanley F. Birch Jr., a re-
tired judge for the U.S. Court of Appeals for the Elev-
enth Circuit, and other panelists said at the 2015 Cyber-
security Summit in Atlanta.

‘‘Most courts have held the fact that there’s been a
data breach is not a sufficiently concrete injury to sat-
isfy constitutional requirements for standing,’’ Barry
Goheen, a partner at King & Spalding in Atlanta who
moderated the panel discussion, told Bloomberg BNA
April 21.

The summit was sponsored by King & Spalding and
PricewaterhouseCoopers LLP.

Closely Watching Spokeo. The panelists noted that the
Supreme Court is considering whether to grant certio-
rari review in a case—Spokeo Inc. v. Robins—that
would allow the justices to address whether a citizen
has standing to sue under the Fair Credit Reporting Act
despite a lack of concrete injury.

Spokeo will be considered at the Court’s April 24 con-
ference. The justices could make a decision on certio-
rari as soon as Monday, April 27.

‘‘This is a case to watch. It could be a sea change,’’
Birch said.

The case centers on whether dissemination of inaccu-
rate personal information by data broker Spokeo Inc. is
a tangible harm and a violation of FCRA, 15 U.S.C.
§ 1681.

The district court, reconsidering a prior order, con-
cluded that no injury was traceable to Spokeo’s FCRA
violations (12 CLASS 156, 2/25/11).

The Ninth Circuit reversed, finding that the plaintiff’s
allegation that Spokeo violated his rights under the
FCRA was enough to give him Article III standing.

In March, the U.S. solicitor general filed a brief with
the Supreme Court arguing that it shouldn’t grant re-
view but should let the Ninth Circuit ruling stand (16
CLASS 349, 3/27/15).

Birch said federal appeals courts are split on how
they deal with the question of standing and suggested
the Supreme Court could and should resolve the issue.

If the court takes the case, he predicted a ruling simi-
lar to the court’s 5-4 decision in Clapper v. Amnesty
Int’l USA, 33 S. Ct. 1138 (2013).

In Clapper, the Supreme Court ruled a group of hu-
man rights activists, journalists and lawyers failed to
show they suffered any injury—or the threat of a ‘‘cer-
tainly impending’’ injury—required to establish stand-
ing in their challenge against the federal government’s
foreign wiretapping authority under the Foreign Intelli-
gence Surveillance Act.

‘‘If it goes the other way, the lawyers are going to
have a holiday, because they’re going to be busy for the
rest of their lives,’’ Birch said.

Rapid Evolution of Standing Arguments. But panelist
Christopher L. Dore, a partner with plaintiffs’ firm Edel-
son P.C. in Chicago, disagreed with Birch’s assessment
of Spokeo. He said the court shouldn’t make a ruling
that would make it more difficult for plaintiffs to show
standing in many cases.

‘‘We’ve been operating in this world for some time,’’
Dore said. ‘‘What is the point of having a statutorily cre-
ated harm if you need to prove additional harm on top
of it?’’

The evolution of plaintiffs’ arguments in data breach
cases has been amazingly swift, and they are increas-
ingly focused on overpayment and ‘‘benefit of the bar-
gain’’ theories, Dore said during the panel.

These arguments focus on the idea that consumers
have entered an implied contract with a corporation
and have assumed the corporation will safeguard their
personal data. If the corporation fails to safeguard the
data, then the consumers have overpaid the company
for its services, he said.

‘‘It all started early on with an increased risk of iden-
tity theft,’’ Dore said. ‘‘You basically see it shot down
every time.’’

Plaintiffs also sometimes argue for specific losses,
such as fraudulent credit card charges that haven’t been
reimbursed or the expense of repairing a damaged
credit report, he said. But these types of specific claims
don’t allow for a uniform settlement amount in a class
action.

Dore said that the overpayment theory might not ap-
ply as well in a case involving a retailer—such as Target
Corp., which announced a data breach in December
2013 (15 CLASS 5, 1/10/14).

But, he said, it seems to be getting traction in cases
involving health-care businesses such as Anthem Inc.,
which announced a breach of its information systems in
February (16 CLASS 183, 2/27/15).
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Companies Settle Often, Getting More Proactive. Data
breach cases typically don’t make it to the discovery
stage, as the cases either get dismissed for lack of
standing or the defendant reaches a settlement, Dore
said.

He suggested companies might be afraid that their in-
ternal security practices would be revealed as lacking if
they let the trial reach discovery.

Phyllis B. Sumner, a partner at King & Spalding in
Atlanta, told Bloomberg BNA April 21 that increasingly,
companies are taking proactive steps that could head
off suits, such as offering credit monitoring services af-
ter a data breach.
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