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An expert Q&A with Barry Goheen of King & 
Spalding, examining the key issues, trends and 
strategic considerations relating to standing 
in data breach class action litigation in light of 
the US Supreme Court's decision in Clapper v. 
Amnesty International USA and its progeny.

Large-scale data breaches exposing individuals' personal information 
are on the rise. In the two years since the US Supreme Court's ruling 
in Clapper v. Amnesty International USA, plaintiffs in consumer data 
breach class actions have struggled to establish their claims in court 
due to difficulties overcoming the Article III standing hurdle. Practical 
Law asked Barry Goheen of King & Spalding to comment on key 
issues, trends and strategic considerations relating to data breach 
class action litigation in light of Clapper and its progeny.

Barry focuses his practice on consumer class actions, credit-related 
financial products and services, data breach and privacy litigation, 
and complex litigation. He has served as lead or co-counsel in over 
50 class actions in all areas of the law, including securities fraud, 
consumer protection, data breach and privacy, product liability and 
general commercial disputes in state and federal courts.

HOW DOES THE ISSUE OF STANDING ARISE IN DATA 
BREACH CLASS ACTION LITIGATION?
The failure to establish an injury-in-fact sufficient to support Article III 
standing has been a key, case-dispositive issue in data breach class 
actions. Over the last several years, federal courts have dismissed the 
majority of these types of cases for lack of standing. An injury-in-fact 
is an invasion of a legally-protected interest that is:

�� Concrete and particularized.

�� Actual or imminent.

�� Not conjectural or hypothetical.

(See Lujan v. Defenders of Wildlife, 504 U.S. 555, 560 (1992).)

For more information on standing and the injury-in-fact requirement, 
see Practice Notes, Key Issues in Consumer Data Breach Litigation 
(http://us.practicallaw.com/5-582-9285) and Non-statutory Grounds 
for Challenging Class Actions: Standing and Ascertainability (http://
us.practicallaw.com/5-606-5912).

Data breach defendants frequently challenge plaintiffs' standing in 
their initial responsive pleading to the complaint, typically by filing a 
motion under Federal Rule of Civil Procedure (FRCP) 12. Specifically, 
standing challenges can be made under:

�� FRCP 12(b)(1), which permits the defendant to move to dismiss for 
lack of subject matter jurisdiction.

�� FRCP 12(h)(3), which provides that the court must dismiss the 
action if it determines at any time that it lacks subject matter 
jurisdiction.

Practically speaking, all standing challenges in data breach class 
actions have been asserted in the FRCP 12(b)(1) context. The obvious 
advantage to the defendants is that a successful standing challenge 
results in dismissal of the case, saving them the significant expense 
of discovery, a summary judgment motion and trial.

WHAT IS A TYPICAL FACT PATTERN SEEN IN DATA BREACH 
CLASS ACTIONS THAT INVOLVE STANDING CHALLENGES?
While each data breach incident has its own unique facts, a typical 
scenario that gives rise to a standing challenge can be generalized as 
follows:

�� A business announces it has suffered a data breach that 
has exposed, or potentially exposed, individuals' personally-
identifiable information (PII) to unauthorized persons and 
potential misuse.

�� A class action lawsuit is filed within days of the defendant's 
announcement, frequently before there is any indication that a 
third party has misused the potentially exposed PII.

�� The plaintiffs commonly allege that the defendant's acts or 
omissions caused the compromise of the plaintiffs' PII, which in 
turn exposed the plaintiffs to injury, primarily in the form of the risk 
of future identity theft or similar potential (but not actual) misuse 
of their PII.
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Under this fact pattern, most courts have held that the alleged 
risk of future injury is insufficient to support the injury-in-fact 
requirement and, therefore, the plaintiffs lack standing to sue the 
defendant whose alleged negligence or other misconduct caused the 
compromise.

IN FEBRUARY 2013, THE SUPREME COURT ISSUED AN 
OPINION IN CLAPPER V. AMNESTY INTERNATIONAL USA 
ADDRESSING THE STANDING DOCTRINE. WHAT IS THE 
SIGNIFICANCE OF THIS CASE?
Clapper is the first Supreme Court decision on the standing issue 
since the explosion of privacy-related, particularly data breach, 
litigation began roughly a decade ago.

In Clapper, human rights groups and others challenged the Foreign 
Intelligence Surveillance Act of 1978 (FISA) (50 U.S.C. § 1881a), 
on the basis that the National Security Agency's warrantless 
wiretapping program violated their First and Fourth Amendment 
rights. FISA allows the Attorney General and the Director of National 
Intelligence, upon gaining approval from the Foreign Intelligence 
Surveillance Court, to acquire foreign intelligence information by 
jointly authorizing the surveillance of individuals who are not "United 
States persons" and are reasonably believed to be located outside 
the US. The plaintiffs alleged that they were United States persons 
whose work required them to engage in sensitive international 
communications with individuals whom they believed were likely 
targets of FISA surveillance. (Clapper, 133 S. Ct. 1138, 1142, 1144-46 
(2013).)

The plaintiffs advanced two primary arguments in support of their 
allegations of injury to establish standing:

�� They faced a risk of future injury because there was an objectively 
reasonable likelihood that their communications would be 
acquired under Section 1881a at some point in the future.

�� They suffered a present injury because the risk of surveillance 
forced them to incur costs to protect the confidentiality of their 
international communications.

The Supreme Court rejected both arguments, holding that the 
plaintiffs lacked standing because they:

�� Relied on a speculative chain of possibilities and did not show that 
the future injury they purportedly feared was certainly impending.

�� Could not manufacture an injury by incurring costs in anticipation 
of non-imminent harm.

(Clapper, 133 S. Ct. at 1143, 1147-50.)

While Clapper may have merely reiterated the existing standing 
doctrine and standards, it significantly tightened the well-established 
requirement that an alleged future injury be "certainly impending."

ALTHOUGH CLAPPER ITSELF DID NOT INVOLVE A DATA 
BREACH, IT HAS SIGNIFICANTLY AFFECTED DECISIONS 
ON STANDING IN DATA BREACH CLASS ACTIONS. HOW 
ARE COURTS APPLYING CLAPPER IN THE DATA BREACH 
CONTEXT?
The Clapper case did not arise from a data breach incident, but it 
did originate in the general privacy context. Accordingly, in the two 
years since the decision, courts have frequently cited to or applied 
Clapper in assessing standing in data breach class actions, mostly in 
dismissing cases (see, for example, Storm v. Paytime, Inc., No. 14-1138, 
2015 WL 1119724, at *5-8 (M.D. Pa. Mar. 30, 2015); Peters v. St. Joseph 
Servs. Corp., No. 14-2872, 2015 WL 589561, at *4-7, *8 (S.D. Tex. Feb. 11, 
2015); In re Sci. Applications Int'l Corp. (SAIC) Backup Tape Data Theft 
Litig., No. 12-347, 2014 WL 1858458, at *5-9, *14 (D.D.C. May 9, 2014); 
Polanco v. Omnicell, Inc., 988 F. Supp. 2d 451, 469-71 (D.N.J. 2013)).

The SAIC court best expressed the reasoning of these decisions, 
which draw a firm line of demarcation between pre-Clapper and post-
Clapper cases. Citing several decisions that found standing in the 
data breach context based on a threat of future harm, the court noted 
that those cases "were decided pre-Clapper or rely on pre-Clapper 
precedent and are, at best, thinly reasoned." The court observed that:

"since Clapper was handed down last year, courts have been even 
more emphatic in rejecting 'increased risk' as a theory of standing 
in data-breach cases ... After all, an increased risk or credible threat 
of impending harm is plainly different from certainly impending 
harm, and certainly impending harm is what the Constitution and 
Clapper require."

(In re SAIC, 2014 WL 1858458, at *8 (emphasis in original).)

As the SAIC court noted, there is a significant difference between 
increased risk of identity theft or other future injury and the Clapper 
requirement that the harm be certainly impending for purposes of 
the standing analysis. Accordingly, Clapper has, on the whole, been a 
favorable development for data breach defendants.

ARE THERE CERTAIN JURISDICTIONS WHERE DATA BREACH 
PLAINTIFFS ARE MORE LIKELY TO SURVIVE A STANDING 
CHALLENGE AFTER CLAPPER?
At this time, data breach plaintiffs have the best chance of surviving a 
standing challenge in the Ninth and Seventh Circuits (in that order). 
Before Clapper, each of these circuits' court of appeals had adopted 
an arguably liberal view of standing in data breach cases. Specifically:

�� In Krottner v. Starbucks Corp., the US Court of Appeals for the 
Ninth Circuit held that the injury-in-fact requirement is satisfied if 
the plaintiffs allege a credible threat of real and immediate harm, 
despite relying on allegations of future harm (628 F.3d 1139, 1143 
(9th Cir. 2010)).

�� In Pisciotta v. Old National Bancorp., the US Court of Appeals for 
the Seventh Circuit held that the injury-in-fact requirement is 
satisfied "by a threat of future harm or by an act which harms the 
plaintiff only by increasing the risk of future harm that the plaintiff 
would have otherwise faced, absent the defendant's actions" (499 
F.3d 629, 634 (7th Cir. 2007)).
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Not surprisingly, since Clapper, district courts in these two circuits 
have discussed whether Clapper overruled Krottner and Pisciotta, 
or whether it merely recited the standing inquiry in a different way 
without substantively altering the required analysis.

Pisciotta, in particular, has been heavily criticized because the 
Seventh Circuit supported its reasoning by venturing outside the 
data breach context into areas such as medical monitoring and 
toxic exposure. Consequently, most district courts in the Seventh 
Circuit have applied Clapper, not Pisciotta, to assess standing in data 
breach cases and, for the most part, have dismissed cases for lack of 
standing (see, for example, Remijas v. Neiman Marcus Grp., LLC, No. 
14-1735, 2014 WL 4627893, at *2-3 (N.D. Ill. Sept. 16, 2014); Strautins 
v. Trustwave Holdings, Inc., 27 F. Supp. 3d 871, 876-79 (N.D. Ill. 2014); 
but see Moyer v. Michaels Stores, Inc., No. 14-561, 2014 WL 3511500, at 
*5 (N.D. Ill. July 14, 2014) (stating that Clapper should not be read to 
overrule Pisciotta)).

On the other hand, district courts in the Ninth Circuit generally have 
not treated Clapper as overruling Krottner, as demonstrated by two 
high-profile data breach cases that withstood standing challenges:

�� In In re Sony Gaming Networks & Customer Data Security Breach 
Litigation, the court held that the plaintiffs had established 
standing based on allegations of risk of future injury, finding that 
Clapper neither set forth a new standard, nor overruled previous 
precedent (996 F. Supp. 2d 942, 961 (S.D. Cal. 2014)).

�� In In re Adobe Systems, Inc. Privacy Litigation, the court found 
that Krottner described the imminence standard in terms similar 
to those used in Clapper and that nothing in the Clapper opinion 
reveals an intent to alter established standing principles (No. 13-
05226, 2014 WL 4379916, at *8 (N.D. Cal. Sept. 4, 2014)).

However, in Yunker v. Pandora Media, Inc., another district court held 
that the plaintiffs had not established standing, citing Clapper for 
the proposition that "the possibility of future harm is insufficient to 
establish standing" (No. 11-3113, 2013 WL 1282980, at *5 (N.D. Cal. 
Mar. 26, 2013)).

ARE THERE ANY NOTABLE CASES OUTSIDE OF THESE 
JURISDICTIONS IN WHICH THE DEFENDANT WAS UNABLE 
TO PREVAIL ON A STANDING CHALLENGE?
The 2013 data breach involving Target Corporation is perhaps 
the highest profile data breach incident in recent years. Over a 
three-week period, computer hackers stole credit and debit card 
information and other PII of approximately 110 million customers of 
Target's retail stores. Dozens of consumer class actions were filed 
and ultimately consolidated by the Judicial Panel on Multidistrict 
Litigation.

In its December 2014 decision largely denying Target's motion to 
dismiss, the court spent only two paragraphs of its 46-page opinion 
discussing the injury-in-fact component of standing and did not 
cite Clapper at all. In concluding that the plaintiffs had established 
standing, the court recited the plaintiffs' allegations of injuries, which 
included "unlawful charges, restricted or blocked access to bank 
accounts, inability to pay other bills, and late payment charges or 
new card fees." (See In re Target Corp. Customer Data Sec. Breach 
Litig., MDL No. 14-2522, 2014 WL 7192478, at *2 (D. Minn. Dec. 18, 
2014).)

Arguably, the difference between the allegations in Target and many 
other data breach complaints is that the Target plaintiffs alleged 
that they had sustained present injuries, not that the data breach 
increased the risk that they would sustain injuries in the future.

Nevertheless, the swiftness with which the Target court rejected the 
standing challenge surely will be cited by future data breach plaintiffs 
in opposing motions to dismiss for lack of standing.

TWO YEARS AFTER CLAPPER, HOW DO YOU PREDICT THE 
STANDING ISSUE WILL DEVELOP IN DATA BREACH CLASS 
ACTION LITIGATION?
Since Clapper, the majority of federal district courts have held that 
the threat of a future injury, such as the risk of future identity theft, 
caused by the dissemination of PII arising from a data breach does 
not constitute an injury sufficient to establish standing. This reality 
has forced data breach plaintiffs and their counsel to allege, within 
the bounds of FRCP 11, more concrete injuries to avoid immediate 
dismissal. For more information on the alternative theories of harm 
plaintiffs have asserted to try to establish standing in data breach 
class actions, see Practice Note, Key Issues in Consumer Data Breach 
Litigation (http://us.practicallaw.com/5-582-9285).

Of note is what has not yet occurred since the Supreme Court decided 
Clapper — a decision from a federal court of appeals analyzing 
Clapper in the context of a data breach class action. Most data breach 
plaintiffs have not appealed their dismissals, and most defendants 
that have been unable to obtain an immediate dismissal have quickly 
settled.

However, after the district court in Remijas dismissed the plaintiffs' 
case for lack of standing last year, the plaintiffs appealed to the 
Seventh Circuit, which heard oral argument on January 23, 2015. The 
Seventh Circuit's decision is certain to have a significant impact on 
how district courts, regardless of the circuit, address the continuing 
impact of Clapper in the data breach context.

HOW SHOULD THE POTENTIAL FOR A DEFENSE BASED 
ON THE FAILURE TO ESTABLISH AN INJURY INFLUENCE 
STRATEGY REGARDING EARLY DISPOSITIVE MOTIONS, 
DISCOVERY OR CLASS CERTIFICATION IN DATA BREACH 
CLASS ACTIONS?
The default strategy for defendants in data breach class actions, 
particularly post-Clapper, is to bring a motion to dismiss under FRCP 
12. In particular, defendants typically advance arguments related to 
lack of injury under:

�� FRCP 12(b)(1), asserting that the plaintiffs do not have standing 
and the court therefore lacks subject matter jurisdiction to hear 
the case.

�� FRCP 12(b)(6), asserting that the plaintiffs have failed to state a 
plausible claim for relief.

The standing inquiry is generally the threshold issue. If the court finds 
that the named plaintiffs have standing, then it addresses whether 
they have failed to state a claim, frequently dismissing claims for lack 
of actual harm sufficient to support the plaintiffs' claims under state 
law.
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If FRCP 12 challenges fail, and the case proceeds to discovery, 
defendants might still consider using information obtained during 
discovery to dispute the alleged injury that conferred standing on 
the plaintiff. In fact, that is what the Target court noted in rejecting 
Target's standing challenge (2014 WL 7192478, at *2 ("Should 
discovery fail to bear out Plaintiffs' allegations [that they have 
sustained actual injuries], Target may move for summary judgment 
on the issue.")).

Moreover, defendants conceivably could argue that standing is an 
individualized issue for purposes of class certification if, as the Target 
court suggested, individualized discovery is necessary to confirm 
that each plaintiff sustained an actual injury sufficient to satisfy 
constitutional standing requirements. Overall, however, the issue 
of standing in data breach class actions is ripe for challenge at the 
outset of a case, and at present the law has been favorable to the 
defendants on this issue.


