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A few weeks ago, not long before the United States carried out a 
drone strike in Kabul that killed a humanitarian worker and nine 
members of his family,1 a federal court in Virginia sentenced Daniel 

Hale, a former intelligence analyst, to 45 months in prison for sharing classi-
fied information about the drone program with a reporter.2 Hale’s indictment 
and conviction under the Espionage Act received little attention, probably 
because the prosecution of national security whistleblowers has now become 
routine. During the 20th century, only one person was convicted under the 
Espionage Act for having shared information with the press, but, since 9/11, 
both Republican and Democratic administrations have used the Espionage 
Act aggressively against journalists’ sources. 

This isn’t generally regarded as a scandal, but it should be. It’s morally 
indefensible that we imprison journalists’ sources without even considering 
the value to the public of the information they’ve disclosed, and without 
considering the justifications they offer for their actions. It’s also deeply 
dangerous to our democracy. Twenty years after 9/11, the American public 
is more reliant on national security whistleblowers than ever before. It’s 
worth reflecting on the debt we owe them, and considering the ways in which 
Congress and courts could better protect them. 
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I.

Let’s begin by acknowledging what can’t reasonably be disputed: In 
the years since 9/11, the United States has paid a staggering price for 
excessive secrecy. Time and again, national security policies crafted 

behind closed doors and shielded from public scrutiny have proved to be 
deeply flawed, with far-reaching consequences for life, liberty, and security. 
Mistakes, excesses, and abuses that might have been avoided or quickly 
corrected had they been subjected to prompt outside review have led to 
ill-considered war,3 the gross infringement of human rights,4 the alienation 
of our allies5, the fortification of our enemies,6 the misdirection of colossal 
amounts of money,7 the erosion of the United States’ influence around the 
world,8 and the sapping of Americans’ confidence in the competence of 
their government.9

And yet the price we’ve paid for excessive secrecy would have been 
greater still had it not been for government insiders who disclosed official 
secrets in order to inform the public about official decisions they believed to 
be wrong. Americans learned about the abuses at Abu Ghraib only because 
a soldier, in defiance of orders from superiors, supplied photographs to The 
New Yorker and “60 Minutes.” When we learned about the CIA’s network of 
overseas black sites, it was because intelligence officials uneasy about the 
legality and morality of the CIA’s activities revealed their apprehensions to 
The Washington Post. It was Edward Snowden, a government contractor, 
who exposed the National Security Agency’s dragnet collection of Americans’ 
telephone records and other programs of mass surveillance. Documents 
and videos furnished to Wikileaks by Chelsea Manning undermined official 
narratives about the wars in Afghanistan and Iraq. And when American 
media organizations reported that official statements about American drone 
strikes had dramatically understated the number of bystander casualties, 
and grossly mischaracterized the military’s rules of engagement, they relied 
in part on information supplied by Hale; on accounts from drone operators 
haunted by abuses they had witnessed; and on disclosures by other military 
personnel and public servants, most of them still anonymous, who shared 
official secrets without authorization.

One needn’t believe that these people acted with pure motives, that 
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all of their disclosures were justified, or that none of their disclosures were 
harmful, to recognize the pivotal role that they played. Informed public 
debate about national security policy would have been impossible had these 
insiders not revealed what the government would have preferred to suppress. 
And it’s not simply that the American public would have remained unaware 
of some of the government’s most consequential mistakes and abuses, or that 
we would have learned of them much later than we did. It’s also that these 
mistakes and abuses would have gone uncorrected for much longer than 
they did. In the wake of insiders’ unauthorized disclosures, the government 
made significant adjustments to policies relating to interrogation, detention, 
surveillance, and extrajudicial killing. In some instances, unauthorized 
disclosures provoked executive branch officials to course-correct almost 
immediately. But even when they didn’t spur immediate adjustments to 
government policy, these disclosures fueled investigative journalism and 
civil litigation, and sparked investigations by congressional committees, 
inspectors general, and the military—investigations and processes that in 
many instances led eventually to significant reform. 

Government officials habitually call for the imposition of harsh penalties 
on insiders who share official secrets without authorization. The rhetoric 
has become markedly more heated even as the prosecution of leakers has 
become more frequent, and even as the sentences imposed on leakers have 
become more severe. In the absence of a course correction of some kind, the 
government’s use of the Espionage Act against journalists is likely to become 
even more common. Whatever norms once kept the government from using 
the Espionage Act against journalists’ sources have now been abandoned. 
And new surveillance technologies, and new legal authorities, allow the 
government to identify leakers without incurring the political costs that have 
historically been associated with serving subpoenas on journalists. 

None of this would be troubling if unauthorized disclosures were always 
socially harmful. But a few features of our system make the unauthorized 
disclosure of official secrets not simply inevitable but vital to the proper 
functioning of our democracy. 

First, Executive Order 13526, which establishes the classification system, 
allows the government to classify information without regard to whether 
and to what extent disclosure would aid public deliberation. Under that 
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executive order, an “original classifying authority” may classify government 
information if the information falls within one of a number of specified cate-
gories—e.g., “military plans,” “intelligence activities,” or “foreign activities 
of the United States”—and if disclosure “reasonably could be expected 
to cause damage to the national security that the original classification 
authority is able to identify or describe.”10 If an original classifying authority 
determines that these criteria are satisfied, information can be classified 
even if it is plain that the benefits of disclosure would outweigh the harms. In 
practice, it is common for the government to classify the kinds of documents 
that could be expected to be especially important to the public’s ability to 
understand, evaluate, and influence national security policy—including 
documents that describe government policy, documents that explain the 
government’s understanding of its legal authorities or obligations, and doc-
uments that describe conduct that is unlawful.11 The executive order gives 
decisive weight to the security interest, and no weight at all to the interest 
in informed public deliberation.

Second, despite the limiting language in the executive order, the govern-
ment routinely classifies information whose disclosure could not reasonably 
be expected to cause damage to the national security, as many government 
studies have found.12 J. William Leonard, then director of the Information 
Security Oversight Office, testified in 2004 that “half of all classified infor-
mation is overclassified.”13 Former New Jersey Governor and 9/11 Commis-
sion Chairman Thomas Kean said that “three quarters” of the classified 
material he had reviewed in connection with the 9/11 Commission “should 
not have been classified in the first place.”14 The executive overclassifies for 
many different reasons—among them, that officials are rarely sanctioned 
for overclassifying information;15 that classifying information can afford 
the classifier bureaucratic advantage;16 and that classifying information 
can shield controversial decisions from scrutiny both inside and outside 
the government.17 For these reasons and others, “we overclassify very bad-
ly,”18 as former CIA Director Porter Goss once observed, and the mere fact of 
classification is not a reliable indicator that disclosure could reasonably be 
expected to cause harm.19 

Third, the courts have rejected the proposition that the First Amend-
ment guarantees the public or even the press any general right of access to 



6 KNIGHT FIRST AMENDMENT INSTITUTE

information in the hands of government. Acknowledging the “structural” 
role that the First Amendment plays in “securing and fostering our repub-
lican system of government,” the Supreme Court has held that the First 
Amendment protects the public’s right of access to criminal proceedings and 
certain documents filed in connection with them,20 and lower courts have 
held that this right extends to civil proceedings.21 The courts have declined, 
however, to recognize a more general right of access to government informa-
tion.22 Moreover, even in the narrow circumstances in which a right of access 
has been recognized to attach, some courts have held that the mere fact of 
classification is sufficient to overcome the constitutional right. 23 

Fourth, Congress has not afforded the public or the press a meaningful 
statutory right of access to information relating to national security. While 
the FOIA allows ordinary citizens to request records from the government 
on any topic, it does not permit courts to order the disclosure of information 
that is properly classified, and the courts almost always defer to the govern-
ment’s assertion that the information is properly classified. (Indeed, courts 
have overturned the executive’s classification decisions only a handful of 
times.24) Because the FOIA does not include a public interest “override,” 
courts affirm the government’s withholding of classified information under 
the act without reference to whether the benefits of disclosure are likely to 
outweigh the harms. Indeed, courts affirm the government’s withholding 
of classified records even when they believe that the records describe or 
authorize government conduct that is unlawful.25 

Fifth, the courts have operationalized the FOIA in a way that accommo-
dates selective disclosure. Congress enacted the FOIA in large part out of 
concern that the government had distorted debate about the war in South-
east Asia by cherry-picking the information it shared with the public.26 The 
way the courts have implemented the FOIA, however, facilitates the very 
practice that the statute was meant to foreclose. As interpreted by the courts, 
the FOIA allows the government to disclose classified information unoffi-
cially—through unattributed leaks to the media—without waiving its right 
to withhold that same information in response to FOIA requests.27 As it has 
been interpreted by the courts, the statute also permits the government to 
disclose classified information selectively without waiving its right to with-
hold closely related information.28 
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Sixth, statutory protections for insiders who use internal channels to 
report official malfeasance are weak in the national security sphere.29 The 
whistleblower protections available to other government employees are not 
available to employees of the intelligence agencies. Recent legislation pro-
tects intelligence community employees from reprisal for certain disclosures 
to Congress provided they file a complaint first with the intelligence commu-
nity’s inspector general. This channel, however, is more likely to be useful 
to employees who are concerned about isolated abuses than to employees 
concerned about failures that are systemic—ones that relate, for example, 
to the lawfulness of executive branch policy, or the failure of institutional 
oversight mechanisms.30 And yet these are the complaints that are most vital 
to ensuring that national security policy does not escape popular control. 

No doubt, it would be possible to design a system in which unauthorized 
disclosures of classified information would be less necessary.31 The executive 
branch could narrow the categories of classifiable information, incorporate 
consideration of the public interest into the classification process, or subject 
classifiers’ decisions to additional internal review and audit within the exec-
utive branch.32 Congress could expand protection for intelligence community 
whistleblowers who submit complaints through internal channels, narrow 
FOIA’s national security exemptions, require more robust judicial review 
in certain classes of FOIA cases,33 or modify FOIA doctrine in ways that 
might disincentivize selective disclosure. The courts could construe the First 
Amendment to encompass a general constitutional right to information in 
the hands of the government, and clarify that the mere fact of classification 
cannot be sufficient to overcome this constitutional right.34 

In the system we have now, however, unauthorized “disclosure of some 
national security secrets is not only inevitable but also essential for the 
proper functioning of our government,” as Mary-Rose Papandrea has writ-
ten.35 Without unauthorized disclosures, the public’s ability to understand 
and evaluate national security policy would be almost entirely dependent 
on the goodwill of executive officials. Public debate about national security 
policy would take place in an information environment controlled almost 
entirely by the officials most responsible for developing, authorizing, and 
overseeing that policy.36 The most significant mistakes and abuses—those 
that result in unlawful policies (rather than isolated abuses), or that reflect 
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failures of the oversight system—would be insulated from public scrutiny.37 
And public policy would become unmoored from the democratic consent 
that gives it its legitimacy. 

II.

Unauthorized disclosures of classified information have 
always been crucial to our democracy, 38 but developments over the 
past two decades have made whistleblowing more necessary as well 

as more perilous. Post-9/11 developments have deepened our dependence 
on whistleblowers for multiple reasons. The military and the intelligence 
agencies have grown dramatically in their budgets, personnel, prestige, 
and influence.39 They are relying heavily on potent new technologies whose 
implications for individual freedom and human rights are poorly understood 
even by their developers. And the increased reliance by the military on 
remotely piloted aircraft and covert operations has rendered war, and many 
of its implications, less visible to most Americans.40 

The record of the past two decades reveals the extent of our new depen-
dence on whistleblowers. Consider:

Interrogation 
The abuses at Abu Ghraib came to public attention because a soldier, defy-
ing orders from superiors, supplied photographs to The New Yorker and 

“60 Minutes.”41 The public learned of the CIA’s network of overseas prisons 
because officials who were concerned about the lawfulness and morality of 
the CIA’s policies supplied classified information to The Washington Post.42 
When the public learned, several years later, that the CIA had destroyed 
videotapes of prisoners being waterboarded, this, too, was the result of 
unauthorized disclosures.43 

These disclosures were inflection points in the public debate about the 
Bush administration’s interrogation policies and about the “war on terror” 
more generally, and they led, sometimes circuitously but often directly, to 
institutional reflection and legal reform. At least in part in response to infor-
mation made public by whistleblowers, the military conducted multiple 
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investigations relating to the abuse of prisoners;44 the Senate Armed Services 
Committee undertook a major investigation and held public hearings;45 
and the Justice Department launched criminal investigations.46 Some of 
these investigations and processes were whitewashes or failures but others 
resulted in significant changes to the law and to the practices of the military 
and intelligence agencies. Congress clarified and strengthened the prohi-
bition against cruel, inhuman, and degrading treatment.47 The Defense 
Department narrowed military interrogators’ authority to use techniques 
that had led to abuse. President Bush transferred prisoners out of the CIA’s 
black sites.48 The Office of Legal Counsel withdrew a memo that purported 
to supply a legal basis for so-called “enhanced interrogation techniques,” 
including waterboarding, a technique that the United States had previously 
prosecuted as a war crime.49 When he took office in 2009, President Obama 
shut down the black sites, rescinded related OLC memos, and declared that 
the United States would disavow torture.50 Later, the Senate Intelligence 
Committee undertook a yearslong investigation and wrote a 6,000-page 
report meant to ensure that the “system of detention and interrogation 
described in [the] report is never repeated.”51 These reforms and processes 
came about for many reasons, but it is inconceivable that they would have 
come about if government insiders had not disclosed classified information 
without authorization. 

Surveillance 
The public learned of the NSA’s mass surveillance activities because 
Snowden, an NSA contractor, leaked classified documents to The Guardian 
and The Washington Post. In the months before Snowden did this, govern-
ment officials who spoke publicly about the government’s surveillance prac-
tices described them in terms that obscured the scope and implications of 
those practices;52 the director of national intelligence testified inaccurately to 
Congress that the NSA was not collecting information about large numbers of 
Americans;53 the Supreme Court dismissed a constitutional challenge to the 
NSA’s mass surveillance activities on the grounds that the plaintiffs lacked 
proof that the government was actually engaged in those activities;54 and the 
Justice Department systematically failed to notify criminal defendants of its 
use of evidence derived from the NSA’s mass-surveillance activities, though 
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the law required it to provide such notice.55 Public debate about the NSA’s 
activities was not simply impoverished but profoundly distorted. 

Snowden’s disclosures alerted the public to the scope of the NSA’s sur-
veillance activities, the implications of those activities for the rights of people 
living in the United States, and significant failures on the part of the con-
gressional intelligence committees and the specialized courts tasked with 
overseeing some of the NSA’s surveillance practices. Like the unauthorized 
disclosures about interrogation, Snowden’s disclosures about surveillance 
led to institutional reflection and legal reform. The Foreign Intelligence 
Surveillance Court gave serious consideration for the first time to whether 
the NSA’s call-records program complied with the Fourth Amendment.56 A 
federal appeals court declared the program to be unlawful.57 The Justice 
Department began to comply with its obligation to notify criminal defendants 
of the provenance of evidence derived from the NSA’s mass surveillance activ-
ities, which had the effect of permitting criminal defendants to challenge the 
constitutionality of those activities in court.58 Congress passed legislation 
that dramatically curtailed the call-records program, empowered the FISA 
court to hear from court-appointed amici in certain contexts, and obliged 
the director of national intelligence to declassify and release FISA court 
opinions of broad significance.59 Obama instructed the director of national 
intelligence to establish a “review group” to assess the government’s use 
of communications and surveillance technologies,60 and the review group 
made a series of recommendations that the executive adopted, at least in 
part.61 None of this could have taken place if Snowden had not disclosed 
classified information without authorization. 

“Targeted” killing 
Like the public debate about the NSA’s surveillance practices, public debate 
about the government’s use of armed drones overseas was characterized by 
selective disclosure and official misdirection.62 Even as it normalized the 
practice of extrajudicial killing, the Obama administration refused to dis-
close statistics on civilian casualties, the legal memos purporting to supply 
the basis for the government’s policies, and the standards and procedures by 
which suspected enemies, including American citizens, were added to gov-
ernment “kill lists.”63 The ACLU and The New York Times brought litigation 
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under the FOIA, but the courts proved unwilling to compel the government to 
publish more than it wanted to, repeatedly deferring to government’s asser-
tion that additional transparency would cause grave damage to national 
security.64 At the same time, military and intelligence officials routinely sup-
plied cherry-picked facts to the media under cover of anonymity.65 Through 
a veritable flood of officially sanctioned leaks, they painted a picture of a 
program that was closely supervised, legally sound, and narrowly focused 
on terrorists believed to be planning imminent attacks.66 

The officially sanctioned disclosures did not decrease the necessity 
of unauthorized ones. To the contrary, unauthorized disclosures became 
especially valuable because they served not merely to inform the public but 
to correct disinformation as well. Documents supplied by Hale allowed The 
Intercept to report that many of the government’s targets were not terrorists, 
that most of its strikes were predicated on evidence that was thin and unreli-
able, and that its “body counts” were based on the indefensible assumption 
that bystanders were combatants.67 The accounts of drone operators who 
were distraught by abuses they had witnessed further complicated the 
picture of a program that was supposedly discriminating and, in Obama’s 
description, “kept on a very tight leash.”68 On the whole, unauthorized 
disclosures about the drone program were probably less consequential 
than the ones that shaped public debate about interrogation and surveil-
lance policy, but they nonetheless contributed in important ways to public 
discussion of the legality, morality, and effectiveness of the program, and 
helped spur significant reforms, including ones that brought U.S. policy 
into closer alignment with human rights law and almost certainly reduced 
civilian casualties.69 

Thus, in each of the areas discussed above—interrogation, surveillance, 
and extrajudicial killing—whistleblowers played an essential role. Indeed, 
consider what public debate about the “war on terror” would have looked 
like if the government had been able to conceal, for longer than it did, what 
these whistleblowers disclosed to us. The decisions to hold prisoners in 
secret black sites, to subject them to cruel treatment and torture, to deploy 
the NSA’s awesome surveillance powers against billions of people, to autho-
rize extrajudicial killings that led to the deaths of hundreds of innocents in 
half a dozen countries—these decisions were surely among the most morally 
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treacherous and politically consequential our government made in the two 
decades after 9/11. Would a democracy in which decisions of such moment 
had been concealed from the people indefinitely be worthy of the label? 
The question would be easy to answer even if one were to stipulate (against 
the evidence) that the decisions the government made in secret were ones 
the public would have endorsed. But the question is even easier to answer 
once it is recognized that, in each of the areas addressed above, government 
policy had escaped democratic control. We needed whistleblowers to nar-
row the distance between what the public had consented to and what the 
government was actually doing. Whistleblowers’ disclosures enabled more 
informed public debate, and ordinary citizens used what whistleblowers 
disclosed in order to press for reforms that were in many cases adopted. It 
was whistleblowers’ disclosures, in other words, that allowed the democratic 
process to work. 

The essential role that whistleblowers have played over the past two 
decades is reason enough to doubt the defensibility of our current legal 
regime. But there is another reason, too: Even as post-9/11 developments 
have made whistleblowers more necessary, whistleblowing has become 
more difficult and more dangerous. 

One reason for this is that new technology has made it easier for the 
government to identify leakers. Because virtually all government files are 
now stored electronically, the government usually has a precise record of 
who accessed the files and when. It also has detailed records of government 
employees’ communications and activities. The government determined 
that it was Reality Winner who leaked files relating to Russian cyberattacks 
because the government’s digital records showed that Winner was one of 
six people who had printed the records, and that Winner was the only one of 
the six who had communicated with The Intercept, the media organization 
that published the files.70 It is easier to leak information today than it was 50 
years ago, but it is more difficult to preserve anonymity.71 Snowden assumed 
the government would be able to identify him quickly, and it did.72

New surveillance authorities have also reduced the political costs asso-
ciated with surveillance of journalists. Through mass surveillance programs, 
the government collects journalists’ communications metadata and (some-
times) content without targeting journalists specifically; the collected data is 
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stored in databases that can be queried secretly.73 In addition, the USA Patriot 
Act expanded the government’s authority to use “national security letters” 
to obtain the call records of individuals not themselves suspected of engag-
ing in criminality or espionage. The letters are served on communications 
providers without prior judicial authorization and typically accompanied by 
nondisclosure orders that foreclose the providers from alerting the targets 
of the government’s interest in their communications.74 The letters give the 
government the ability to identify reporters’ sources without paying the high 
political price sometimes associated with serving subpoenas on journalists 
and media organizations.75 During the Obama administration, Attorney 
General Eric Holder adopted guidelines that imposed new restrictions of 
the Justice Department’s use of subpoenas to identify sources, but the new 
restrictions did not apply to national security letters.76 Nor did Attorney 
General Merrick Garland’s more recent amendments to the guidelines restrict 
the use of these letters.77 

Perhaps most significantly, insiders who share official secrets with the 
press face a far more hostile legal landscape than they did 20 years ago. To 
be sure, it has long been the case that government insiders who consider 
supplying classified information to the public or press must contemplate 
the possibility of losing their public service employment, being stripped of 
their security clearances, and being prosecuted under a range of unforgiving 
criminal statutes, including, most significantly, the Espionage Act, which 
criminalizes the unlawful retention and communication of “national defense 
information.”78 The Espionage Act subjects insiders who disclose classified 
secrets to the possibility of harsh sanctions regardless of the value to the 
public of the information they disclose.79 Like the classification system, the 
act gives decisive weight to the government’s asserted interest in secrecy 
and no weight at all to the public’s interest in informed deliberation about 
national security policy. 

But although the Espionage Act was enacted a century ago, only in 
recent years has the government begun using it against government insid-
ers who disclose information to the press. During the 20th century, Samuel 
Loring Morison was the only person convicted under the Espionage Act for 
sharing classified secrets with the press, and President Clinton pardoned him 
in 2001.80 In the years since, however, the government’s use of the Espionage 
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Act against journalists’ sources has become routine. The Obama administra-
tion indicted eight people under the act for leaking secrets to the press; the 
Trump administration indicted another five.81 In a sign of the times, James 
Comey, then the FBI director, told President Trump in 2017 that he “was eager 
to find leakers and would like to nail one to the door as a message,”82 and 
Jeff Sessions, then the attorney general, later told the media that the Justice 
Department was engaged in 27 investigations into classified leaks—a major 
escalation over previous years.83 Thanks to decisions by administrations of 
both major political parties over a period of two decades, whatever norms 
once dissuaded the government from using the Espionage Act against jour-
nalists’ sources seem to have evaporated.84 

III.
 

Legal scholars, press freedom advocates, and others have argued 
that insiders should be protected in some circumstances for disclos-
ing official secrets without authorization. One proposition common 

to many of these proposals is that leakers shouldn’t be held liable under 
the Espionage Act without a court first considering the public value of the 
information they disclosed.85  

In the remainder of this essay, I want to make a case for one version of 
this proposition—specifically, for allowing Espionage Act defendants to 
argue, as a defense to liability, that any harms caused by their disclosures 
were outweighed by the value of the disclosures to the public.86 At the risk 
of disappointing the reader, I’m not going to endorse or even describe any 
particular implementation of this public value defense here, though such 
a defense could be implemented in many different ways. What I want to do 
here is make a case, at a more conceptual level, for recognizing a public 
value defense in some form. The arguments for recognizing such a defense, 
as I’ll explain, are more numerous, diverse, and substantial than commonly 
appreciated. 

The principal argument usually made for affording Espionage Act defen-
dants a public value defense is that doing so would lessen the deterrent to 
socially beneficial leaks. This is a powerful argument, and perhaps reason 
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enough to make such a defense available. In general, of course, we want 
government insiders to respect their nondisclosure agreements. It wouldn’t 
serve the public interest if security-cleared government employees and con-
tractors subjected every classification decision to their own de novo review. 
We want government insiders to hesitate, and to think carefully, before dis-
closing official secrets without authorization.87 At the same time, we need 
government insiders to inform the public when they learn of significant 
abuses or systemic failures. 

A public value defense would allow us to treat different kinds of leaks 
in different ways. It would allow us to distinguish socially beneficial leaks 
from socially harmful ones. While the defense would be unavailable as to 
most leaks (because the leaker would not be able to demonstrate that the 
social benefits of disclosure outweighed the harms), it would, by design, 
change the calculus for insiders with access to information of most value 
to the public. Under the new regime, insiders would consider not only the 
possibility that they would be charged under the Espionage Act but also 
the likelihood that they would be able to satisfy the public value defense. 
The Espionage Act would continue to serve as a strong disincentive to most 
leaks, but the possibility of satisfying the public value defense would reduce 
the disincentive for the leaks that are most important to the public. An 
appropriately calibrated defense would accommodate the government’s 
legitimate interest in protecting (most) classified information but also give 
appropriate weight to the public interest in maintaining democratic control 
over national security policy.

It might be argued that the current system doesn’t in fact prevent the 
public from learning about controversial national security programs the 
government would prefer to keep secret. The same evidence I marshal above 
to establish the indispensability of whistleblowers could be deployed instead 
to support the argument that the threat of heavy penalties does not dissuade 
insiders from bringing crucial information to public attention, at least when 
it really matters. 

But this argument is ultimately unpersuasive. First, we don’t know what 
we don’t know; we know that some abuses were disclosed, but we have no 
idea what abuses might have been disclosed if we had had something other 
than a strict liability regime for leaks. In addition, we don’t know how the 
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availability of a public value defense might have altered the timing of leaks. 
If a public value defense had been available, perhaps an insider might have 
leaked the infamous torture memos in 2002, when they were written; perhaps 
an insider might have disclosed the NSA’s call records program in 2003 rather 
than a decade later; perhaps the public might have learned of drone strikes’ 
civilian toll early enough to compel changes to government policy in 2010 or 
2011 rather than 2013 or 2015. More fundamentally, there is simply no reason 
to believe that the logic of incentives and disincentives that operates in other 
spheres would not operate in this one. It seems reasonable to assume that 
the availability of a public value defense for leaks would have resulted in 
more leaks and a more informed public. 

Another argument sometimes offered in support of the status quo is 
that a public value defense would over-incentivize leaks, perhaps in part 
because it would erode respect for the classification system by encouraging 
insiders to treat the government’s secrecy decisions as something other 
than final and binding. It is doubtful, however, that insiders would sys-
tematically overestimate the social benefits of disclosure, or systematically 
underestimate the social harms—especially because the disincentive to that 
kind of miscalculation would be severe, since a leaker who miscalculated 
in one of these ways would suffer the same consequences she would suffer 
under the current regime. Indeed, it seems quite likely that whistleblowing 
would be undersupplied even if we made a public value defense available, 
because even an insider who is justified in her belief that the social bene-
fits of disclosure would exceed the harms would have to take into account 
the possibility that a jury might disagree—as well as the financial costs of 
mounting a defense to a possible prosecution. For this reason, it is unlikely 
that the recognition of a public value defense would result in a flood of leaks, 
or even an oversupply of them. 

Nor is it likely that the recognition of a public value defense would erode 
respect for the classification system in some more fundamental sense. Con-
sider other contexts in which we recognize analogous “necessity” defenses 
to general criminal prohibitions. The availability of a self-defense argument 
is not usually thought to erode respect for the prohibition against deliberate 
killing. The requirement that military service members refuse orders that are 
unlawful is not usually thought to erode respect for military discipline. To 
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the contrary, it’s frequently suggested that these exceptions are vital to the 
legitimacy of the general rules.88

Thus, the usual argument for extending public value defense to whis-
tleblowers is compelling. Certain kinds of leaks—the ones that are most 
crucial to our democracy—are almost certainly undersupplied under our 
current legal regime, and affording leakers a public value defense could go 
some way towards correcting this. 

But affording leakers a public value defense would have other important 
benefits, too, including some that are perhaps less obvious. For example, 
recognizing a public value defense could help regularize the treatment of 
leakers. Even in a broader landscape that is famously “disorderly,”89 our 
treatment of leakers stands out as especially irregular. Defendants charged 
under the Espionage Act often argue that their actions were justified, but they 
direct those arguments to the executive, which has the power to determine 
whether to offer a plea bargain, how severe a sentence to recommend, what 
the conditions of confinement should be, and whether to offer a pardon or 
another form of clemency. Because the executive is less concerned about 
precedent and consistency than the courts, and more exposed to political 
pressure, and also because the executive branch is poorly positioned to 
assess the value of disclosures relating to misconduct by executive branch 
officials, these decisions are unprincipled. 

Allowing a public value defense would make our treatment of whis-
tleblowers more predictable—that is, more orderly.90 While the executive 
would of course still control prosecutorial decisions, and the president would 
of course still control the pardon power, the courtroom would become the 
principal forum for consideration of the social benefit of the defendants’ dis-
closures, and the question whether the public value defense was satisfied in 
any given case would be answered within a consistent analytical framework 
by actors insulated to some extent from the politics of the moment. 

Allowing a public value defense could also incentivize responsible 
leaking, as Yochai Benkler has observed.91 If the defense entailed a bal-
ancing of costs and benefits, the possible availability of the defense would 
give prospective leakers reason to consider the costs carefully. It would also 
give them reason to mitigate costs to the extent possible—for example, by 
limiting the scope of the information disclosed, redacting some information, 
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or disclosing the information to a news organization likely to exercise inde-
pendent editorial discretion in determining what to publish. With a public 
value defense, the law would recognize and give weight to these efforts at 
mitigation, instead of ignoring them, as it does now. It would encourage 
leakers “to be careful what they leak.”92

Relatedly, allowing a public value defense would more closely align our 
regulatory framework with widely shared intuitions about moral responsibil-
ity. Most of us share the view that individuals sometimes have a moral duty 
to break promises, disobey orders from superiors, or violate the law. Many of 
us believe there are circumstances in which government insiders who have 
agreed to guard the government’s confidences are morally obliged to betray 
those confidences instead—though of course we may disagree about the 
circumstances in which this obligation should attach, and about whether the 
obligation attached in a given case. Important social institutions frequently 
honor whistleblowers and the journalists and media organizations that pub-
lish the information they provide.93 Allowing a public value defense would 
better align our legal system with the widely shared view that whistleblowing 
is justified and socially beneficial in some circumstances. 

And if allowing a public value defense would legitimize some whis-
tleblowing, it would also have the effect of lending legitimacy to Espionage 
Act convictions. Because the current regime denies defendants the oppor-
tunity to argue that their actions were justified, it allows those convicted 
under the Espionage Act to claim the mantle of whistleblowers even if the 
requirements of a public value defense would not have been satisfied in their 
cases. An insider who discloses official secrets of little value to the public, 
or with little regard for the harms likely to be caused by the disclosures, can 
claim the same mantle as one who acted more responsibly. As a result, the 
unavailability of a public value defense has the effect of tainting even those 
Espionage Act prosecutions in which the defense would not have been 
available. 

Recognizing a public value defense could have still other benefits. For 
example, the executive branch might disclose more information of its own 
accord if government insiders could sometimes expect to receive legal pro-
tection for responsibly disclosing official secrets of especial value to the pub-
lic. Under the existing regime, executive branch officials have almost total 
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control over what information the public receives about executive branch 
policy. Empowering whistleblowers would have the effect of subjecting the 
executive branch’s classification decisions to a kind of public interest over-
ride in some narrow contexts. The possibility that a whistleblower might 
disclose information would incentivize government officials to consider 
disclosing the information preemptively. An appropriately calibrated pub-
lic value defense would change the calculus of the executive branch with 
respect to the withholding and selective disclosure of information of unusual 
relevance to the public’s ability to understand, evaluate, and influence 
national security policy.

Allowing a public value defense could also help resolve one of the 
fundamental tensions of the post-Pentagon Papers legal framework. As 
others have observed, there is something paradoxical, troubling, and even 
unseemly about our system’s disparate treatment of whistleblowers and 
journalists.94 Insiders who disclose classified secrets routinely receive the 
harshest punishments; the journalists who report the same secrets are more 
likely to receive Pulitzer Prizes. Allowing a public value defense would 
close this gap to some extent. There would still be (many) circumstances in 
which the insiders who disclosed official secrets could be punished but the 
journalists who published the secrets could not, because the public value 
defense would apply only to some classes of disclosures, and only where the 
harms caused by the disclosures were outweighed by their social benefits. (I 
assume for present purposes that the First Amendment would preclude the 
government from prosecuting a journalist or publisher under the Espionage 
Act except in truly extraordinary circumstances.95) But with respect to some 
class of disclosures of especial significance to the public’s ability to maintain 
democratic control of national security policy, the new regime would treat 
leakers and journalists the same way.

Finally, allowing a public value defense would also provide the courts an 
appropriately central role in protecting a channel of information that is crucial 
to the functioning of our democracy. Given the essential role that whistleblow-
ers play in protecting democratic control over national security policy, the 
treatment of whistleblowers should not be left entirely to the executive branch. 
The courts are better positioned than the executive to assess the social bene-
fits of whistleblowers’ disclosures, because they are relatively insulated from 
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immediate political pressures and accustomed to giving legal effect to demo-
cratic values. Moreover, even if the executive branch is better positioned than 
the courts to assess the risks associated with disclosure of classified information, 
as it is sometimes suggested to be,96 it is not better positioned to assess the risks 
associated with disclosures relating to malfeasance by the executive branch, 
and this is the category of information we are most concerned with here. 97 

***

For the past 20 years, whistleblowers’ disclosures have been vital to our abil-
ity to understand national security policy and to hold government officials 
accountable for their decisions. If national security policy can still be said to 
reflect democratic consent, it’s in large part because whistleblowers shared 
information with the press and public without authorization. As we reflect 
on the two decades that have passed since 9/11, we should recognize the 
immense debt we owe to whistleblowers. Extending new legal protections 
to them should be regarded as a moral and democratic imperative. 
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