ALL INFORMATICN CCHTAIWED
HEREIM IS UNCLASSITIELC

CATE 05-03-201% E'f:I-ISICE bbb
UNCLASSIFIED —FeR-eFHetAEHSEONEY BT«
Domestic Investigations and Operations Guide

DOMESTIC INVESTIGATIONS

AND OPERATIONS GUIDE

FEDERAL BUREAU OF INVESTIGATION
RELEASED MARCH 3, 2016
UPDATED SEPTEMBER 28, 2016

This is a privileged document that cannot be released in whole or in part to persons or agencies outside the Federal
Bureau of Investigation, nor can it be republished in whole or in part in any written form not containing this
statement, including general use pamphlets, without the approval of the Director of the Federal Bureau of
Investigation.

UNCLASSIFIED —FOR-OFHCHAEESE-ON-



UNCLASSIFIED —FOROFRICTATTISE-ONEY
Domestic Investigation and Operations Guide

NOTICE OF SUPERSESSION AND UPDATE:

This document amends and supersedes the previous Domestic Investigations and Operations
Guide (DIOG), published November 18, 2015

PRINTED VERSIONS:

THE OFFICIAL VERSION OF THE DIOG IS POSTED ONLINE AT THE POLICY LIBRARY. PRINTED
COPIES OF THE DIOG MAY NOT CONTAIN THE MOST CURRENT POLICY REQUIREMENTS,

CONTACT INFORMATION:

Questions or comments pertaining to the DIOG can be directed to:
The Resource Planning Office (RPQO), Internal Policy Office (IPO) at
HQ_DIV(0_INTERNAL_POLICY_OFFICE
or the Office of the General Counsel (OGC)

PRIVILEGED INFORMATION:

Any use of this document, including direct quotes or identifiable paraphrasing, will be
marked with the following statement:

This is a privileged document that cannot be released in whole or in part to persons or
agencies outside the Federal Bureau of Investigation, nor can it be republished in whole
or in part in any written form not containing this statement, including general use
pamplilets, without the approval of the Director of the Federal Bureau of Investigation.

IR I O A Y R IN T N AT T I e I Y T I AYY
FOR OIFFICTAL Y INTERNAL NS CHNLY e TN NETYY INSSEMINATYE
'§'_\\n"\§'} LN WVE Y A4 & W % U \‘"}\:, TEORY

b B T T S N T A N o N IR T

il
UNCLASSIFIED - FOR-OFHCHATEESEONEY-



UNCLASSIFIED —EQR-CEEICIA LIS -GN~
Domestic Investigations and Operations Guide

TABLE OF CONTENTS

1 (U) ScOpEe ANA PUTPOSE ..rccrrcrescrinrssrrmsmssssmsessrssssssssssseassssssseserssssssssssssssesssssssssssssasses 1-1
1.2 (L) P OSC et teettunsiene e ecmsueecemsseemssene s e e e mt e s £ 228 422 R 8 £ 4 S5 £ 228 5 £ 1528 R e e et s e 1-1
2 (U) General Authorities and Principles ... s essssssssssssesssssesssssssses 2-1
2.1 (U) Authority of the Attorney General's Guidcelines for Domestic FBI Operations ... .. 2-1
2.2 (U) General FBI Authoritics Under AGG-DOm .o 2-2
2.2.1 () Conduct Investigations and Colleet [ntelligenee and EVIACNCC.. i 2-2
2.22 () Provide [Investigative ASSISTANCC ..o ssstsosnsesssesnsesssesssosssostsstissssssssssssssssssssssnsnes 2-2
223 (U) Conduct Intelligence Analysis and PIanniig. . e ees e et s s seessees e 2-2
224 (U) Retain and Share Informiation. o et eme e e e et e sntsemssns ens s e e 2-2
2.3 (U) FBI a8 a1 INICIITECTICE A fCIICY currrrure e remtseeerare o semsseesens e sems enes sess s st et sees s e semssnes s e s st s e 2-2
2.4 (U) FBI Lead INvestZative AULNOTIICS 1 . e ere e e e semscnessees s s sems e s e sess s s s ennssenssns 273
241 (L) INEPOQUCTION trot s rnsenmesnmsssssmsessensseesseessesssess ot eos s o o 4 40 4SS 1180818 st et ot et et R RO 2-3
242 (U) Terrorism and Counterterrorisim [MveStZalionS. i eseeossmmmisosmosrosseos &= 3
24.2.1 (U) “Federal Crimes of TeITOrSIMN s nissnmisnmosmsssssnsssnsosnsosnseessostsostssssssssssssssssons 2-4
2.4.2.2 (U) Additional offenscs not defined as “Federal Crimes of Terrorism™ ..o 2-7
2423 (U/FOH6Y NSPD-46/HSPD-13, U.S. Policy and Strategy in the War on Terror™ ....... 2-8
243 (U) Counterintelligence and Espionage INVestigations .o cene e semcens 2-8
2431 (U) Espionage Investigations of Persons in United States Diplomatic Missions

ADIOAU. s srsnren oo isse st s st soss st st sr st ot o 194 2SR ESSRELEEL LA AR AR Rk et s an st b o ot 2-8

2432 (U) Investigations of Unauthorized Disclosure of Classified Information to a Foreign
Power or Agent of 2 FOTCIZN POWCE oo een e e sems e e e s nen s 2-8
244 (L) Criminal INVESTIZALIONS c.ocu oo cemems cece e secs e secsscs secuecessecs ot et e sent secs st samssms semssms semssmns 2-8

2.44.1 (U) Investigations of aircraft piracy and related vVIOlationS .o 29
2442 (U) Violent crimes against forcign travelers o mmmmmmmmmssmsmsoss s &9
2443 (U) Felonious killings of state and local law cnforeement officers e 2-9

2444 (U) Investigations of serial KilTINgs e et et srenes 270

245 (U) Authority of an FBI Specitl AZENT. ... s cc et snmt st st sest e cens s s s e o 2-9
2.5 (1) Statts a8 INICTTEL LRI coereeer e et cee e cmee e emeecems smessems s secs e secs e sems s e s sac s snms e s et e 2-9
2.6 (1) Departure from the AGG-Dom (AGG-Dom 1D.3) e ecesecneemsemsccssemsesmeeenens £ 1 0

26.2 (U) Departure from the AGG-Dom in AQVANCC....immemmmsmmmnsmsomenmmomos &= 1 0

263 (U) Emergency Departurcs from the AGG -DomMh oot seersosssessesnse 2-10

2.04 (1)) Records of Departures from the AGG -DOmMi . e ees e ees e ees e ess e eees 2-10

i1

UNCLASSIFIED - FOROFHCHAEESE-OMN-



UNCLASSIFIED —TFOR-OFHCIAEHSE-ONEY—
Domestic Investigations and Operations Guide

2.7 (U) Departurcs from the DIOG ... s sssssssssssssosossosssssssssssessssssssssssonts & 1 1
2.7.2 (L) Departurc from the DIOG.. s sssssssssssssssssssensssnssssssans s sasssasssesesess o7 1 1
273 (U) Emergency Departures from the DIOG ... e e sees st sssceesseensesssesesnaees 2-11
2.74 (1)) Records of Departures from the DIOG ... et cees e et e e sesssems e ses e e 2~ 1 2
2.8  (U) Discovery of Non-compliance with DIOG Requirements after-the-fact ... eeceiees e 2-12
2.8.1 (U) Substantial Non-Compliance with the DIOG.....icrnrnmnsonmrnmmenmsenmissssssssssssissesssessess 2 1 2
2.8.1.1 (U) Substantial NON-COMPIIANCT ... cernsisrissssosssonssonsesnssssssssssssssssrsssssssssesssssssssessssosssonssssss 2= L &
2.8.1.2 (L) OthCr NON-COMPLIANCE cccurenreerreerrernenrecrssesisssissstsosssssssonsassessesnsssssssssssasessesssestsssssssessasseasssssss 2-13
282 (U) Documentation of Substantial non-ComplineC.. .. remenemsenssmmemmssssssssssss &= 1 3
2.83 (U) REPOITINE ATTHOUIEIES . ccueerecm e cems e eceecent e emes et sememesemessemssemeemessensseas e sesssnsssmmsmnssemssesssassssnsee 2= L 3
2.84 (L) ROLE OF OIC QNG OGO e eem e sems e sems e sems ot sess s sesn et e s et sesn e snmmen 2-14
2.8.4.1 (U) DISCONTINUATION OF REPORTING ... eeceveneessessenssnesenssmsssemssnnecenees 2 L&
2.85 (U) Potential IOB matters involving the reports of Substantial Non-Compliance.....e...... 2-14
280 (U) Reporting Non-Compliance With POLICY GUIAES .ooiiieieonmemmeenseensesssosssssmsssssssssesseosse 2-14

2.8.7 () Reporting Non-Compliance with other FBI Policies and Procedures (outside the
DIIOHG) e ceceeeenrinremscemseemseemssenms temssemseemsesmsenmssecssecssesssesssesssont rent e e mes mes s 421 420 £ 1ok e e st o 2-15

2.9 (U) Other FBI Activities Not Limited by AGG-DOMc o reecrerrecrecrenseecrsnaseoseeeesemseeseseseemseemees 2-15
2.10 (U) Use of Classified Investigative TeChnOlOZICS . .. e cere s oo e e vensoees e semsems e emseen 2-15
2.11 (U) Application of AGG-Dom and DIOG ... rmmmmemnmesnseasosissensmmsssmosssonsssnsostssssiossessostis &= 1

3 (U) Core Values, Roles, and Responsibilities..mscnnmsnssnsssnssnssssnssnsssansss 3=1

3.1 {U) TIC FBI'S COTIC VALUCS woiirciesiesisessarsonsssossostsosmmmmmsansssssstsstiostsosstsossostsosntess oot sosssess oot sssasssssssssestosssses 3-1
3.1.1 (L) COMPUANCE corerisivesiecisctieatsomsesessiossissosisssssstsostsosssosttossisos oot iror o st iost sosssosssossssontaos rossessss st sosbossasssn 3-1
3.2 (U) Investigative Authority, Roles and Responsibility of the Director's OffIcC. i 3-2
3.2.1 (U) Director's Authority, Roles and ResponsibDility ..o e 3-2
322 (U) Deputy Director's Authority. Roles and Responsibility oo 3-2
3.3 (U) Special Agent/Intelligence Analyst/Task Force Officer (TFO)/ Task Force Member
(TEMYTask Force Participant (TFPYFBI Contractor/Others - Roles and Responsibilitics .......... 3-3
3.3.1 (U) ROICS AN RCSPONSIDIIIICS. ccosvevrreesnrsrevssessesssmsnsossssonsesssmonocssssstoossestisessomsieonsossivonosstommisssssstassassissses 3= 3
33.1.1 (L) T TN TIE ceeeectsemmeems e ems e censcens e sem e e s et et et s s e e e e e st s s et 5 e e mnr e 3-3
33.1.2 (1) INVESLIZALIVE ACHVITY e errcece e semucems o s senssenssecs s s ss e o s s seessecssecssems sems o s s smersans 3-3
3313 (U) Privacy and CIVIl LIBEITIES oo ereeeeccceceseeeseeeecseemssecsesse s semsscssesssaescomseecssasssass seassemssessssssoes 370
3.3.1.5 (L) COMPLANCE oretresrvnsemsiossseossesnmesnsosmsestsosssmsestsssisossesnssstsosssssssssnssssss s sasssnsssass as sabssnsssasssassssssssssen 3-4
3316 (U) Report NON-COMPLIANCT s sssssssssnsssns sassssssnsssmsssias sssssssssasssssssssssssses 3-4

v

UNCLASSIFIED - FOROFFICIAT USEONLEY



UNCLASSIFIED - FOROFRICTATTSEONETY
Domestic Investigations and Operations Guide

3.3.1.8  (U) ObLain APPrOVAL...miimiii it oo ssniost sossssos sonsesnsost ot s ssstsost tossisos sonsoss 3-4
3319 (U) Auribute Information to Originator in RCPOILS e smonsssnsssnsssnsssnions 3-4
3.3.1.10  (U) Serve as Investigation (7Casc™) ManAGCr .. eeercrsersorsorssossaossessssonsesnssssssssssssssssssss 3-4
3.3.1.11  (U) Create and Maintain RECOPAS/FILES .o e e s sesn nssess s e sansens 3-5
3.3.1.12 (L) INACK DOCUINICILS ..o oo e cemesmescenssmessems oeesems eoeesemsemeesems emeesems meesems ot sess sesssnsn sesssnsnsassanns 370
3.3.1.13 (1) Seek FCACral PrOSCCUIION oo ceee oot eeme e ee e e amessems e s vees e smms st semssess sasssess s sasssnes 3-5
3.3.1.14 (U) Retain ORIGINAL Notcs Made During An InVESHZAION ....erreorreorrerrronseenseessssssssssssesnns 3-5
332 (U) Defmitions of Task Force Officer (TFO), Task Force Member {TFM). and Task
FOree PartiCipant (TEPY .o o mossosssssssssasnsssnsssmsesssesssoss oot sossostassssssees 36
3.3.2.1 (U) Task FOrce OfICer {TIFO) o oot cett e e e sems s sems s semssmes sems s semssms sems s 36
3322 (1)) Task Force Member (TEM ) et ceeet et e e et e semeessmeeseme e emee e e e 3-6
3323 (1) Task Force PartiCipant {TFPY . e eeeiecmecnseemeiemsremeemessens e eces seeesemsmes et semsseesemes sems e 3-7
34  (U) Supervisor Rolcs and RESPONSIDILILICS i mesminseanesmosseneamsssosseonsssniostasss 3-7
34.1 (U) SUPCIVISOT DCIINCA ciuoiriesiensesesenniniecsieasesssssssiootieosossmossassssnsasnsssnsssmsesssesssosssoss sossossassssossioos 3-7
342 (U) Supervisor RCSPONSIDILILICS viieimimicniiiiismesiotieosmommmonmeesssssasnssssssnsesssesssosssosssosstsstissssossioos 3-7
34.2.1 (W) Approval/Revicw of Investigative or ColleCtion ACHVILES .. eeereermommesssssosssosioos 327
3422 (U) Oral AUhOUEY / APPTOVAL oot enesecmecsesr e remeemessene e emes sent e smes et ssosssseassseassnasenss 3-8
3423 (1) No Self-Approval RIULC o e s secssensseessesssees s e 3-8
3424  (U)Ensurc Compliance with U.S. Regulations and other Applicable Legal and
POLICY REQUITCINCNIS 1ivritsireoniemsstiossissssssniost sossssonssossesnsestissisossesnsostsossioosseonsostsoassestosnsssmsestisssisssssss =0
3425 (L) TTIDMINE it sttt ittt s b bbb e et oA RS RS aR R R R E B RS SRR SR RO b0 3-8
3426 (1) Protect Civil LIbertics ard PIIVHCY et e emse e vessseessecssemmsnms e s senssnsssecs 39
3427 (U) Report ComplIance CONCOITIS .o oo cece e eessemssnss rens s sose resssemsecmsemessacssess sasssesssssnsons 3-9
3428 (1) NON-RELAITAtION POLICY oottt estsemssns ens e snas et snms s et e st seesseme s 3-8
3429 (1) Create and Maintain ReCOAS/FILES c et et et ee s eetemes censsms semssmas s s sems s e 39
34210 (UJFOBEY U-1 Nonimmigrant Status CortifiCations .mmmemmsmosnsesosssossenmosnon 3= 3
343 (U) Delegation and Succession it the FBL e 3-8
3431 () DICICZALION covvrvtreenrensasiossseossisnisas o sssstionsesnsost st oo sostsost ostisonsossosssostsoss s sesnssstiossassseonsssass aassase 3-10
3432 (U) Succession: Acting Supervisory ATRONIY v e ees s eme e remseemsecmremssmesenece 3= 1 O
3433 () DD O UTIEIIEAL HOT oot et e e et cenesece et s e neces e st et e nece e s e 2 e s s s re s st s s 3-11
34.33.1 (UffFB'HG-}"DcIcgations of Authority Related to Scnior Exccutives™ - File
319X-HQ-A1700684-XX... SRS £y | |
34332 (UHH-SHQ) ‘Delegations of Authorlt\ Rclatcd to Non- S(,mor Exccutives™
(including All Senior Exceutive Service |SES] and Other Supervisory
Managcment Ofticials) and All Adhoc Dcsignations - File 319X-HQ-A1700685-
34333 (U!H*G'UG) Suu,cwon Plans — Fil¢ 319X- HQ A1538387 ............................................. 3-11
344 (U) File Reviews and JUstification REVIEWS .....c.cocceeeeeeenreereces s soes e e sesssecesecssecssecs seceseessessoneeee 3= 1 1
\

UNCLASSIFIED — FOR-OFHEAEUSEONEY



344.1
3442
3443
34.4.4
3445

3446
3447
3443
3448

UNCLASSIFIED - EOR-OFFSIAEHSEONEY
Domestic Investigations and Operations Guide
(U) Types of Files/Investigations Requiring File Reviews and Justification Reviews..3-12
(U) Frequency of FIIC REVIEWS wciieeniesmosmsesniossiommonmssnosmsssonsssnsssssssssonsssnsestsossioosss 3= 1 &
(U) Delegation of FIle REVIEWS e e eseveceseessssens s sens e senssems e ssssemssess st ssnssssse 3= 1 3

(U) Predicated Investigations and Type 3, 4, and 6 Asscssment — File Review

(U) Type 1 and 2 Asscssments — Justification Review Requirements.... oo 3-16

(W] L File ReVICW RCQUITCIMICNTS civrvsveemsenrssersesseonmesresssssssssssssssssssssonse 3-17

() Documentation Of FIIC REVICWS v s smmsssessssssssessessas 3-17
(U) File ReVIEW EXUIMDIC e est et e s ens e smsscentsnas st censsemssmss s secssems st sanssnas s eent e ee 3 = L O

35 (U) Chief Division Comnsel {CDC) Roles and Responsibilities .o eeeecrecnee 3- 18
3.6  (U) Office of the General Counsel (OGC) Roles and Responsibilities e vececsccnnennieenn. 3-19
3.7 (U) Internal Policy Office (IPO) Roles and ReSPONSIDILITICS. ..mcrmenssemnmmsscssossesnsomsesmsossessssases 3-20
3.8 (U) Office of Integrity and Compliance (OIC) Roles and Responsibilitics .o 3-21

3.9 (U) Opcrational Program Manager Roles and RESpOnSiBilItiCs .o 3-21

3.10 (U) Division Compliance Officer Roles and Responsibilitics. . mmmmemmmommsn 3= 2 1
311 (U) Position Equivalents - FBI Headquarters (FBIHQ) Approval Levels... o eercevcerccaneen 3-22

4 (U) Privacy and Civil Liberties, and Least Intrusive Methods.....c.ccuxsess 4-1

4.7 (U) Civil Libertics And PrIVECY .o ccesemseieseiessseessemssemsemsemesemesemes sesssess semssemsemssmesemessasssossonnsoncssenssemssees F 1

4.1.1
412
413

(U OV BT VIBW e veerceerseerreseenssenss e ensiesssssssesssnsssssssteeemmesmes soesseesseessemssemssems emerms saessanesaessasssesssecesmascmsssassens = 1
() Purpose Of INVESHZATIVE ACTVILY wriurieuriecresncrmersesssosssomssossassssnsasnsssnsssmsesssostsostsoatisstssssssssossens 4-1
() Oversight and SClf-ReQUIATION. .o sonssosssosssssasnsssssssesssostsostsoatisstsssassssssssens 4-2

4.2 () Protection of First Amendment RIZHES . mmmommommonmsonseersessssssssssnmesssostsostsostisssssssssssssssess 4-4

421
422
423
424

(L) FIEC SPCCCN ot crsrennensesssnnessssssesssssssstsosmsssssssnsssntastssssessssssostsosssssssessssssssos oot soctiost sostnesnasss 4-6
(1)) EXCIEise OF RCIIZION et e eetsems e een e smeremeeceesseasemss sostseascoss resesemssasssmnssessstas smmssmnssems 4-7
(1) Frecdorm OF the PreSS . e eeveeseeisemssoesses e e emesseon sosssssssosssssssasssnsssasssnss sasssmmnemssasmssmmssnassass =8

(U) Freedom of Pcacctul Asscmbly and to Petition the Government for Redress of
GIICVANCES couvireirisssincssassssas st issstssnss st sssssssstsssss shasss b bssasestsoss st assssstsostssss ostssas staossbmsnbssnssassebsssseon 4-9

4.3 (U) Equal ProtcCtion UNGACE The LAW .. .iirnnesmcrmsreremminesnssssmsosisossssssostsosssssssssnsessenssseessossiostisstossass 4-11

43.1
432
433

4331

4332

(L) I OQUCTION oottt ceetceemt et e cems st etes e st stsseess rens sans st nns senssmassnss ns sans seas sece ot semesemstmsssnase 4-11
(L) POLICY PrIRCIPICS e oo ercectccmreaeriecs e cmee et seas o enesenseessaseaecssessenssseassnas smss sosssomscmms st semssmmssmnssamane 4-12
(U) Guidance on the Usc of Race, Ethnicity. Gender. National Origin, Religion, Sexual
Oricntation, or Gender Identity in Asscssments and Predicated Investigations.....venn4-13
(U) Individual Race, Ethnicity, Gender, National Origin. Religion, Sexual
Orientation, or Gender [dentity 88 @ FACOT ..o eceverececmecnreerecscesemseseetsemmccsenesemssmmsemessessnenses 4-13

(U) Community Race, Ethnicity. Gender. national origin, Religion. Sexual
Oricntation, or Gender Identity @S @ FACIOT i s s sssssssssssmssnss 4-14

vi

UNCLASSIFIED - FoR-BFHCHAEESE-ONEY

b7E



UNCLASSIFIED - FOR-OFFIEATETSEONEY
Domestic Investigations and Operations Guide

43321 (U)Collecting and Analyzing Demographics v &= 14
43322  (U) Geo-Mapping Ethnic/Racial Demographics .o = 14
43323 () General Ethnic/Racial Behavior ... mossesseessoessesssesnseonss = 1
43324  (U) Specific and Relevant Ethnic Bhavior ..o, 4-15
433235 (1) Exploitive Ethnic BeRaVIOr coe ettt sens s censems s s s s sesseseeess - 1D
4.4 (1) LeasSt INIrUSTVE IMCTROM ottt est e st e st e et e et e et e et e et e et e et s et e et e et 4-15

(U) General Approach 1o Least Intrusive Method COnCOPo s 4-16

4.4.1
442
443
444
445

() Determining INIrUSIVEIICSS mmmrecreermresmsesmsosssonssesnsessessesnssssestsosssosssosssestisssrosstsostsonssonssonss = 1 O

(U) Standard for Balancing Intrusion and Investigative Requirements ..o 4= 18

5 {U) ASSESSIMEITES cerreermesmrssmrsssssrssssssessesssesssssssns srse smesssessesssxss sse srssssessszssxss sxEs sExaszassss 5-1

5.1 (U) OQverview and Activities Authorized Prior to Opening an ASSCSSIMCHL ... e ceeesecee e

5.1
5.1
5.1.1.2
5.1.1.3

5.1.14

5.1.1.5

5.1.1.6
5.1.2

5.1.3

(U) Activitics Authorized Prior to Opening an A SSCSSINEIE o e remsreceseeessseccmsesmsseesssseenes
(1) Prblic InfOrmmiatIon . e et e et sr s aesssnssen s sens et seas sece s s sams es et snms et
(U) Records or Information - FBI and DO it ssssssssnmsessesssossssossarsosssos

(U) Records or Information — Other federal, state. local, tribal, or foreign
ZOVETTUTICTIT ZECTICY wevrerreorrronssorssssssessrassssos oot oetsoss oossemssesssesssson tsossossasssost sesssssasesssaessaos soessootsoas socssesssoes

(1) On-1ine Services and ROCSOUICES ..o ieeeieme e cems e sens e censsemasess esssass s sasssanssnassnns
(L) QLA Y TN IO VICW e e reescemssecrsecrecraeeeees s sens e s s s e e e e s s s sees s s st
(U) Information Voluntarily Provided by Governmental or Privite Entities ...,

(U) Documentation Requirements for Activities Authorized Prior to Opening an
Assessment: (Existing /historical information referred to in section 5.1.1 above) .o,

(U) Liaison ACtivVIties @0t TIIPWITES .o ecs e rem e mesemesecesseessesssemsseceseme sms s emes sesesestsenssesssnsssses

5.2 (1) PUIPOSE QI SCOPC. vttt et e e e eceremesceetesteetsecssems e s e et st et sems e e e et st et eant sect s ss st s e e e

5.2.1

5.3 (L) CIvil LIDEITICS Al PriViCY oot sect e e emee e s ceseseetsemssecesece st e e et ceet et sess s ss e smmenmms e

5.4  (U) Five Types of Asscssments (AGG-Dom, Part ILA 3.} cconcncensennecsnens

5.4.]

(L) ASSCSSINCIL TYPECS terreerrrermeemesnsemssosssostsostsostioesssssssssssesssosseosossasssassssonsesnsosssssssssasssssssssostsosssssssssesessssen

3.5 (U) Standards for Opening or Approving an ASSCSSIMCNL.....mmerieumenmssemsmmmsmeosocsssssssenessssssisenssns

5.6 (U) Position Equivalents, Effective Date, Duration. Documentation, Approval, Notice. File
Review and ReSponsible ENEILY ...t e cecssees s s censsecs o s eemssass s s enmssens

5.6.1

562

563
5.6.3.1

(1) Field Office and FBIHQ Position EQUIVAIENTS wovec ettt se et e
() Effective Date of ASSCSSIMCITS oo o seossssnsssmssnssstssstssstssstisssssssssssss sasssassssseos
(L) ASSCSSINCIL TYPCS rrviseniemiesirinisstississtiosttisisas oo sassss ssssssss st ot stssonsost oot bossostioon sestsosssenosssssnsess

(U) Type 1 & 2 ASSCSSIMCNLS wvnveurnarisssisssronnne

5.6.3.1.1 (L) DIUITEEION e eme et et cems et e e et et sees s s e o e s et s st sems s s e s s et snet st s s

vii
UNCLASSIFIED — FOR OFFICIAT TSEOMNE-

5-2

5-2

5-3

5-3
5-4

.b-4

5-6

e -7

5-7
5-8

5-8

.5-8

5-8
5-9

e 3-8



50312
50313
503.14
50315
56316
5.63.1.7
5.63.18
56318

5632 (L) TYPC 3 ASSCESITICIIIS rvenreerreerreessoessoassemssesssesssasn eossoes soes soatsoussesssesssens oot oot oot soatsout sesssesssesssaonsaonse

(U) Sensitive Investigative Matters (SIM) et ene e eeeeen
(L) FIlE ROVICW ertiesiert e iest e tees e st e et e st e et e et e et e et e et en st enm o
(1) ReSpOnSIDIE ENEIEY .o cese et secs e e s e cess et et s

5.0.3.2.1
50322
50323
56324
5.63.235
56326
5.63.2.7
50328
50329

5.0.33.1
56332
56333
56334
56335
56336
50337
506338
50339

5.6.34.1
5.6.3.4.2
56343
56344
50345
50346
50347
50348
56349
5.6.3.4.10

UNCLASSIFIED FoROHHcHAEHSEONEY-—
Domestic Investigations and Operations Guide

(L) DOCUMECITALION c1evtivirerriresiestnsesiestssssisstsssstsstsssstsstassstsstassstsstsssstsstassstsstassntestassntes
(L) APPIOVAL 10 DPCN oot errees s seerseassemssesses s s soes et soassosssesssessses osses
(L) Sensitive Investigative Matters (STMY e ossseseessoessonssesssesne
(L) JUSHHICAEON REVIEW crt oot est e et e st e st e st e st e et e et en st enm o
(1) ReSpOnSIDIE ENEIEY .o cese et secs e e s e cess et et s

() Type 1 & 2 Assessment Closing....
(U) Examples/Scenarios of Type 1 & 2 Assessments...

(L) Type 3 ASSCSSMCINL CIOSINE coeovreeicrreerrerreerrensees s reesseesseersenssesssesssass s ssos oot socssonssesssesne
(L) Examples of TYPC 3 ASSCESINICILS e erseessoessoersenssesssessseseossses oot socssonssesssesne
5633 (L) TYPC 4 ASSCESITICIILS rvenreerreerreensoerseassemsresssesssaon eossoessoes soatsoussesssesssess ot ees oot soctsoat sesssesssesssasnsaonse

(1) DOCUMENTELION vt e verreeesienrensiens e sens e ees e et e senssnss reessess enssess et snss st enss st ansssentensssanton
(U) Sensitive Investigative Matters (SIM) et ene e eeeeen
(L) FIlE ROVICW ertiesiert e iest e tees e st e et e st e et e et e et e et e et en st enm o
(L) ReSpONSIDIC ENTLY oot enseerseassemssesses s essoessoessoessosssesssesssesmonses
(L) Type 4 ASSCSSMENL CIOSINE coevreeicrreerrenrerrerres s reesseesseersenssesssesssass s sses oot socssoassesssesne
(L) Examples of TYPC 4 ASSCESINCILS oo erseesioessoersestsesssesssesseossses oot socssonssesssesne
5634 (L) TYPC 5 ASSCESITICIIIS rverreerreerreessoessoassenssesssessssen eossoessoes soatsonssesssesssems ot oot oot soctsoutsesssesssesssuonsaonse

(1)) Phitses O TYDPE 5 ASSCESITICIIES wrvecueeriececemseemsec s censsens s e et s s s st et e
(1) DOCUMENTELION vt e verreeesienrensiens e sens e ees e et e senssnss reessess enssess et snss st enss st ansssentensssanton
(L) FILE ROVICW .ttt st bs st sss st s s st sssn s st sssn s st sssn s st assnbestassntes
(L) ReSpONSIDIC ENTLY oot enseerseassemssesses s essoessoessoessosssesssesssesmonses
(1) Authorized Investigative Methods in TYPe 5 ASSCSSIMCITS weeerreerersoersenssemsreonse
(L) Closing TYPC 5 ASSCSSITICTIIS iurececrreessemecemseemsec s cens st sncs e et s st et st s e
(1) Examples 0f TYPE 5 ASSCSSINCIIS co.vru e ceasiea e s cessserssncs e et s st cess st et e
5.6.3.5 (1) THPEC O ASSCSSITICIIES w.curece e ieneceessenseemecems e o s e s st st e b e e et et et s et s e

viii

UNCLASSIFIED —EOR-ORMECHESE-OMNEY-



UNCLASSIFIED - FOROFFRCIATTSEONEY
Domestic Investigations and Operations Guide

5.6.3.5.2  (U) DOCUMCHTALION wueurerreerneornmsssrsssesssonssossssssasnsosssessssssssonsosssssssssnssssessisessoossossiossssonoossessisstsssss 33 L
5.6.3.54  (U) Scnsitive [nvestigative Matters (SIM) coocemcemmmmssmessesmossemseonseastonsssmsnessss 373 1
5.0.3.5.6 (1) FIlE ROVICW e emereesins o semseeessene s ceo s seee sees s eemssees s e st secs st e e ms s sens s ccns semase 5-31
5.6.3.5.7 (U) ReSPONSIDIC ENLILY...corecr e cect e ceee e ecsemee e semeemescecs e emse st semssnss st semssens s snmssess sanson 5-32
5.63.58  (U) Typc 6 ASSESSENE CLOSING cocurnioeeeeemeeccerrercremesseesseessemssasssesssesssnsssessesessemssnesasssecesmasnns e D 3 2
5.6.3.58  (U) Examples/Scenarios of TYPC 6 ASSCSSITICNLS e 5-32
5.7 (U) Sensitive Investigative Matters (SIM) in Assessments and Sensitive Potential CHS or
Scnsitive Characteristic Designations I TYPC 5 ASSCSSITICILS ..o 5-33

5.7.1 (U) SIM Categories M ASSCSSITICTILS . .cu.cm e e remssemsremssems e eme caes sostsesssecssemsesmssnms s ems sens sesssaes secsnemane 5-33
572 (1) Academic NEXUS 111 ASSCSSITICILS oo ieeeeca et e cecu et seesemstosseossssms emsemet e secs ot sesssemssassenses 5-33
5.8  (U) Standards for Opening or Approving the Use of an Authorized Investigative Method.......5-34
5.9 (U) Authorized [nvestigative MethOds N ASSCSSINCNTS.ccuumerevsermionsemssmossesssoosseonsesssossesnsossrsosensssassorsss 3= S &
5.9.1 (U) Type 1 through 4 and TYPe 6 ASSCSSIMENTS i st ssssssssenss 5-34
592 (L) TYDC 5 ASSCSSINICIIES tuonsesmssrivmtssstiostiostiostiostssntsssssessssssbssstssessssssosssssisstissmsssasssass s tis s ssassssssssssssenin 5-34
5.10 (V) Other Investigative Methods Not Authorized During ASSCSSICNES ... ccecercemsereimseneriesenee e D - 35
5.11 (U) Intelligence Collection (i.e., Incidental ColleCtion) ... e ccmssereemeecreseemssess s esessesssens e D~ 39
5.12 (U) Retention and Dissemination of Privacy Act Records.. SRR PRION s T o)

5.12.1  (U) Marking Type | & 2, and Type 3. 4 and 6 Closed Asscssments That Contain
PCrSONAl INFOIMALION vttt st st st bR s RS R b s R SRR bR 10 5-36

502,11 (U) Type 1 & 2 ASSCSSINCILS wruimonmsniosivsesssssssms s ssssossssmssstsssssstssssssssssssssenssssssssssssosssronss 3= 3 7
5.12.1.2  (U) Type 3. 4. 211d 6 ASSCESITICIILS weuuecmnecruerumneesseemssesssemsemmscemsrenesesmasessssssssesssmssccmssecssessssesmassomsse = 3
512,13 () TYPC 5 ASSCESITICIIES covoercnsecrueermssecmsencssesssssesesscemssesssesssmmscemssecsans s cssssosssess s e secsseassssesmassomse = 3 7
5.13 (U) Assessment File Records Management and REteNtion .. e ceecececenceecemcenssenee D=3 7
51301 (U) Pending INECHVE STALIS ..o cerecrueeemccmseecrene e cmmecemssensseesemmscemssecesesssmsscssssssssss s comssncssesssesssmessnmsse = 3 O
5.14 (U) Other Program Specific Investigation RCQUITCINENLS s 3= 3 0

6 (U) Preliminary InvestigationsS .. mmsmmmsonsammsemmssmsnnssssessssssssenssnsssnsssnse D38

6.1 (1) DVETVICW curireeriessreerraersermssrssssetesasessssssssosssssssssssessost sessssen et s s ssnssenss ssssessss e st sesussosboot bosbasonssenss sasssassassosssssnsess 6-1
6.2 () PUIPOSC QN SCOPC...cimiimcicieiiisniisss s s s st s ssas st st s sssssssssssssssssssssssss s sasss 6-1
6.3 (1) Civil LIDEItIes A PrIVIICY .o e eereeeectsecs e e ems s e s seessecs e sems s o e et st et st s st et o 6-1
B (1) @] A NOITTY coeee ettt e ceer et secueece e o e et e e s s s e e e e et e s s st 6-2
6.4.1 (L) Criminal INVESTIEATIONS c.ueuueecseemee o eme coneeeesenssemssemssems o s et sans et et sems s e s s et et saes s e snes 6-2
642 () Threats 10 the NEOMAL SCOUITTY coor e et cens e srms e o cms et sens st secs s s sms s s 6-2
0.5 () PIOAICALION cooveeerrrernmrssssnsessesssssssesssssnmssnsssssssesssssosssesasson oot ssosssontsesss st sssasss bt 10584008 1008 e sRsEOREE SR o 088000430t uenb RS EESS 6-3
6.6 (U) Standards for Opcening or Approving a Preliminary [NVESHZALION wvvrcncincissnseansissens 6-3
ix
UNCLASSIFIED - FOROFHCIATEUSEONEY-



UNCLASSIFIED —FOROFFECATETSE-ONEY
Domestic Investigations and Operations Guide

6.7 (U) Opening Documentation, Approval, Effective Date, Notice, Extension. Pending Inactive

Status. Conversion, and FIIe REVICW . 6-4
6.7.1 (1)) Opening DOCTIMETIIALION .o oceeeeceeeceeecececrsecrecraecesssisnsioss rase e emssemsscams sess sesssssmsemssemssess sesssmessmessmes s 6-4
6.7.1.1 (1) Approval / Effective Date / NOHICC ..o cererrene s reseemcemsecom e semssssssssnemsrems semssessmessmessees e 6-4
6.7.2.1 (L) GOO CHUSC oot rrrerreeraeerseressestesssssssosssosssssstssssssassssssosssstssssssessostsesnsses fo04sossssontbesssassstsssbostsesnsess 6-6
6.7.3 (U) Pending [Nactive SLATUS v ..56-6
6.74 (U) Conversion 10 Full INVESUZAION it s sssssssssssses 6-6
6.7.5 (L) FIIC ROVICW cotrver et srsenisesseesesesessestssssssss st sossssentssssssssssssossostsssessan sestsest oot 0t 4ot sssnbbssestsesissossostsess 6-6
6.8 (U) Standards for Opening or Approving the Usc of an Authorized Investigative Mcthod in
Preliminary INVESHIZATIONS (et e eescensenescmeesecesemsecse enesecseesseassseessees cmes sens sece soss et sems e smes semssemssmns snes e 6-6
6.9 (U) Authorized Investigative Mcthods in Preliminary [DVEStZAtioNS ... 6-7
6.10 (U) Scnsitive Investigative Matters (SIM) in Preliminary [NVESUHZAUONS ..vverenmvssemssvnssssseonssesson 6-8
6.10.1  (U) SIM Catcgorics in Preliminary INVESHZAUONS .t s sssses 6-8
6.10.2  (U) Academic Nexus in Preliminary InVESHZAIONS wu..vrcsiocssonmeammsssnssssmsssnssms 98
6.11 (1) Intelligence Collection {i.c., Incidental COlleCHON) ... cecevecr et sens e oo 6-9
6.12 (1) Standards for Approving the Closing of & Preliminary Investigation ... 6-10
6.12.2  (U) Approval Requirements 10 ClOSC oo 6-10

6.13  (U) Other Program-Specific Investigative ReGUITCMCNLS remncemonnessmessnmsssonsssmsesssssssssssnssenns 0= 11

7 (U) Full InvestigationS. i mmmmmnsssssmsenssnssssnssnsssnssssnssssonssensessssonssnssoneas £ =1

Tl {UI) DVOIVIEW crcrerrsismsenmserssnrsstiessnssstissrsssstssssesssssn s 1ost 4001400 ESOE IS 185t 00110 SR8 008140 H 01 401 SOE RSSO RO E RO AR RS s st s b0 7-1
7.2 (1) PUIPOSC AT SOOPCutrterr et e temereme e cenesece e cmsiestsemssmss st s e s s e e saes e et bend s s s s e s s e e 7-1
7.3 () Civil LIDertics and PrIVECY oo ieer s e semsem s st s seet et e et o s s e s et st s s s 7-1
T4 (1) L] ALTIOTIEY cooeeicerene e et et e e cece e ams st semssms st s e e e s et b s s st e s s e e 7-2
7.4.1 (1) Criminal IVESTIZALIONS ..oou. oo iecereeeseesseessemeere s e et e se s e et sees et seessecssesssmss s sanssans 7 = 2o
742 (1) Threats to the National SCOUILY v sttt sos 7-3
7.4.3 () Forcign INtellIZence CollCClion ittt sesssesssos 7-3
T.5 (1) PIOUICRIION orreerreirrsenerissrsstiessrssstissrssssrssssesassen 1ot 1008 1000 14001801 1841500081010 8 50 00810401801 401 ESOE RS LA SR OB E R SRR RO st R0 b0 7-3
7.6 (1) Standards for Opening or Approving a Foll Investigation....... v e e 7-4
7.7 (U) Opening Documentation, Approval, Effective Date, Notice, Pending [nactive Status, File
Review., and Letter Head MemoranaUm v e e ens e s e ees e ees e sastseresees e sens 7-4
7.7.1 (U) Opening DOCUMCHIATION o iss s issssssnsostissssotisstisstiostsssssssnssstssssssonssensons 7-4
7.7.1.1 (U) Approval / Effective Date / NOUCC i i 7-4
7.71.2 (1) Pending [Nactive STATUS .o i s 7 =0
773 (TU) FFALE REVIEW ceuveerueerruncmsienseeesans s sesssnes e e e ss et s s 2t 528 e e s 8 s s R e e s e 7-6
X

UNCLASSIFIED —-EQR-ORERICHAL-USE-OMNY-



UNCLASSIFIED - FOR OUFFICIATTSEONEY—
Domestic Investigations and Operations Guide
774 (L) Annual Letterhcad MOmMOTANGUINL ..o ernessrnmserssssssmsssssstssssssosoorsesnsssstesssssnsssssssssssassssssssssssssss 7-7

7.8 (U) Standards for Opening or Approving the Use of an Authorized Investigative Method in

7.9 (U) Authorized Investigative Methods in Full [RVesStiZations ... veer s sene s oo ons 7-7

7.10 (U) Sensitive Investigative Matters (SIM) in Full InvestiZations ... e e secsesensenes 7-8
7.10.1  (U) SIM Catcgorics In Full INVESHZATIONS ..o iiroiiin it sssessssssssssssssusasseossosnsons 7-8
7.10.2  (U) Academic Nexus in Full INVESHZAIONS v s 7-8

7.11 (V) Intelligence Collection (i.c., Incidental ColleCUON) s 7-9

7.12 (V) Standards for Approving the Closing of a Full InVESUZALION coeuecrcerreemrvarsvessoossoonssensessssssssssnnenss = 10
7.12.2  (U) Approval Requiremenis 10 CIOSE o ceceaseemsenmscomtsensceneeeeseec st s s smmeemm s snsssn 7-11
7.13  (U) Other Program Specific Investigative ReQUIFCINEHLS .. ereeceeceercemssereecmseesssesemssesssmsssemssmmeeemsns £ = 1 1

8 (U) Enterprise Investigations (EI}....ucicmsmmsnsemmmsnassenensone 8-1

8.1 () OVEIVICW e rsreessosssonsassrsser s s s ssonsasssest bbb 5248804800k Boukfoah ek 1o 0E SO RES SRS ES SRR RRS R SR SRR RR SRS R 0048 8-1

8.2  (U) Purpose, Scope and DEfINITIONS v it s sssessssesssssssssisos 8-1
8.3 () CiVIl LIDCITICS ANK PIIVACY wovereerrerrrormecrseemsssssstssstssssssssesssostiosnsosssosssossss st st isstsstasssases s s s sassssssssnssss 8-1
Bid (L) PrOUICALION cuvevrusvesereesseereerrmessnsensses s s ssonsasnsesisstsssasesssosasost sostsoutfoakioat1ost SR bR Ko SRS RS SR ER RS AR AESA RS SRR SR 08 8-2
8.5 (U) Standards for Opening or Approving an Enterprise Investigation ..., 8-3
8.6 (U) Opening Documentation, Effective Date, Approval. Notice, and File Review .o aiee, 8-4
8.6.1 (1) Opening DOCTMETEALION weuriearceereerecs st sensiemssece s s e o ccms e snassasssass st sssssesssesssessseseseessmessmes e 8-4
8.6.2 (L) ETTECTIVE DIALC virrerresrninresriesnnssnsssesssrs ot isat sssnssonsssssssussonsosssesasss 1ot 100k 1000 400 180118011400 011 s srnr sk e st RS Son 8-4
8.6.3 (U) Approval Requirements for Opening an Enterprisc Investigation (EDuu i 8-5

2.6.3.1 (U) EI Opened by a Field OfTICC i s it ioniess 8-5
2.6.3.2 (U) EIOpened BY FBIHQ i st ismssisst it ssssssssssso st ionsons 8-5

8.6.33 (1) Sensitive Investigative Matter {(SIM) EI Opened by a Field Office.. e 8-5
8.6.3.4 (1) Sensitive Investigative Matter EI Opened by FBIHQ oot 8-5
8.64 (1) NOUCE REGUITCITICIES 1o eer et cece et et seeecemeene e e o e cens sems st st st sesssent s s s s s s 370
8.6.5 (L) FILE ROVICW 1vvvrvovrssrsensssnssssi st st sssassssssssssn oot soatsostsesssesssssnsssn son s oesseassontsesssesssssnsssn s bsss et sostaons 8-6

8.6.6 (U) Pending [NaCtIVE STALUS v i st sttt G0
8.7 (U) Authorized Investigative Methods in an Enterprise Investigation e s 8-7
8.8 (U) Sensitive Investigative Matters (SIM) in Enterprise Investigations oo cnmessmsccnes 877

8.8.1 () SIM Categories in Enterprise INVESIZALOMNS e cessmmssmsssns st st sens s et sas e ees 977

8.8.2 (U) Academic nexus in Enterprise InVestiZations s s e sees e s ceeeees 97
8.9 (U) Intelligence Collection {i.c., Incidentil ColleCon) ... e ceme s sees s e 8-8
8.10 (U) Standards for Approving the Closing of an Enterprise Investigation. . i 8-9

101 (U) STANARIAS roersesrertsseerssrerssssssssesrsesessomsssersoseesesssssssotessossossoeosestoseoson 8-9

x1

UNCLASSIFIED - FOR-OFHCHAEESEOMNEY



UNCLASSIFIED —EOR-OKKICIA-HSE-ONEY-
Domestic Investigations and Operations Guide

8.10.2  (U) Approval Requirements 10 ClOSC .o mmmimmommmoisensomiosiossonsssissmostesiestsosins 8-9
8.11 (V) Other Program Specific Investigative REQUITCMCRLS v 8= 10

9 (U) Foreign INtellience ... emcmensesssssmssssmsnssssnsessssnsssssssassassssnssssmssnsssmsensass 9-1

G 1 () OVEIVIEW oot veiisenssssesssssesssssssssiostsosssesnsossssostsos st st s st sessssssesssss e beas st st se 40 ssnssontasn ressosssontssstssunses 9-1
G2 (L) PUIPOSE Q110 SCOPC.curicuieinrerrecesecssems e ccmscmae cees cesssestsecssems st e o et s et et a0 s st s et s saes s s raan 9-2
9.3 (1)) Civil LIDertics and PIIVECY ..o oo ceseseeemeeemeraemuses st sees semcres sest semesmeseest e e sasssasssaesensssasssnms 9-2
G4 () LeZl ALOUTLY ceoeneee e eeeecesecs oo o cmae e s e essecs s e s o e s e et s st s e et s saes s s e 9-3
G4.1 (U) Full [nvestigation ACHVILICS. s et seet e ceneene s s st ccm oo enassssssssssssssnsssnsssnssessees D=
85 (U) General Requirements and FBIHQ Standards for Approving the Opening of Positive
Forcign Intelligenee INVESHZALIONS ..t smesisssossssstsssisssssonsestssssssssssssssssaassssssssssnsons 9-4
851 (U) General Requirements and Program Responsibilities .o e cecececs e 9-4

852 (U) Standards For Opening a Full Investigation to Collect Positive Foreign Intelligence ... 9-4
8.6 (U) Opening Documentation, Approval, Effective Date, and File Review. e, 9-5

0.6.1 (U) Opening by a Field Office With FBIHQ HPMU UC Approval or Opening by

9.6.1.1 (U) Approval 1o Open a Full PEI INVESUZAUON.i i s s ssssssssnss s sssssssons 9-5
96.1.1.1 (L) EFTCOIIVE DELC c.eeee et ceeeremu st tesseneseas essensseos ems sens sece s seet e e et e ses st seessame et sans 9-5
9.6.1.2  (U) Approval to Open a Full PFI Investigation Involving a Scnsitive Investigative
IMATICET {SIM st rsesssrsresssesssessssssoessosssossssensessason sossossasstsestsesssesssesssess sossossssssostsosssssasesssesnsess soessossasss 9-5
9.6.1.2.1 (U) SIM Full PFI Investigation Opened by a Ficld Office. o 9-5
9.6.1.2.2 () SIM Full PFI Investigation Opened by FBIHQ s 9-5
0.6.1.2.3 (L) EfTCCUIVE DAIC o simsssisssns s ionsssnssstis it sissssssnssssss s ssbsssssssssstss sssssssoss 9-6
9.6.2 (1)) Peniding [NACHIVE STELITS e iemscemeseerseesseesseesseeeeee s s s e s s e sess sems s secs s s sesssess s s s s 9-6
9.6.3 (1) NOUICE 10 THOU ....oous e eeeeenesensseesseessemssesseess mes rens ens saesseessess sess st s s e et £t sees 45082 et s ne et et et e 9-6
9.6.3.1 (1) FOr & Full PEL INVESITZETION cerviertceeeceee e reenecens s e e e sess seas s secs s s seessess e s s s e e 9-6
964 (1) DDUITETIOM . covvececeassesssreems sesssees seesseessemssesssess smns rans e saes sees snms sems st as 5 et e 4o 4528 2 e e et et st e 9-6
965 () FIIE REVICW 1oovnsrvenmsersssmssnmesnmestsosssostisstiossossisos sos e o s von ot 40110511841 8541 804810081008 soatsensromt oot bt b b i 9-6
9651 (U) Full [NVESHZALIONS sivvirennesressivnionsessionssssmsessmmsmessississsissaisssis s 30
966 (U Annual Letterhead MOmMOIANGUDL e emmesseeremsmeemesmus o ssisst st sostssssasssssostossestiostions 9-7
9.6.6.1 (1) Field Office ReSPONSTBIILY ovveiece e e ieme s s crme e e e e cemssemsseesseesseessees s s s s s e o 9-7
9.6.6.2 (1) FBIHQ ReSPONSTDIIIEY wovunieusceerseee e cemssree s o cems e s sessenes e snss st sess e snas st s e nens 9-7
6.7 (U) Standards for Opcning or Approving the Usc of an Authorized Investigative Mcthod in a
Full Positive Forcign [ntelligence INVESZation v s 9-7
6.8  (U) Authorized Investigative Mcthods in a Full Positive Foreign Intelligence Investigation....... 9-8

9.9 (1) Investigative Methods Not Authorized During A Full Positive Foreign Intelligence

xii

UNCLASSIFIED - EGR-GERICHE-USE-OMNEY—



UNCLASSIFIED - FOR-GFHACIATHSEONEY—
Domestic Investigations and Operations Guide

§.10 (U) Sensitive Investigative Matters (SIM) in a Full Positive Foreign Intelligence
9.10.1 (1) Sensitive Investigative Matters (SIM) e eessecs e seme e s sass sessennens 9-9
G102 (U) ACACMIC INEXIIS e cmnicmemm e coneerscenesecssemuenms o ems s senssnessecssems e e s ems senssesssaessemsnemssemssesemssmessmnrse 3= 1 O
911  (U) Retention Of INFOIMRATION ..o i e e oo ceee e emeeemee e semeecescecsseme s sene e cmsnesesssasssassssensemrmns socssass o sennes G L

9.12 (U/FOUOQO) Standards for Approving the Closing of a Full Positive Foreign Intelligence

G122 (L) APPrOvAl ReGUITCINEIIES o oereeecerecesececeeeerrveneeneeee e emesemmeemms o o semssemssemssnmsseessesssassneesensonssenssnecmnne B 1 1
6.12.2.1  (U) Opened by a Field Office with FBIHQ Approval. et sececeerececenr e $-11
91222  (U)Opened by FBIHQ oo et ccm e e eessecssecssemssems s cmassenssensnsssenssemasemsenmsemsssee e = 1 1
6.12.2.3  (U) SIM Opened by a Field Office with FBIHQ Approval.. o 9-11
6.12.2.4  (U) SIM Opened by FBIHQ st s s 9-11

9.13 (U) Other Program Specific Investigation Requircments.... SSURURPRROR * £ | |

10{U/AAOB6 Sensitive Investigative Matter (SIM) and Sensitive
Operations Review Committee (SORC) conunmamcenmcnnancannecaanceens 10-1

10.1 (1) Sensitive [nvestigative Matters (SIM) i s 10-1
LOUL. T () V0T VIC W tirres e stesermsrsss s snssnrssvssnsssn s sesssssn s e susssnssstsosssosstsossoatsosatsos sost sesssess oot sossssontsensosssosstssnns 10-1
10.1.2 () Purpose, Scope, and Definitions... o s 107 1

10.1.2.1 () Definition of Scnsitive Investigative Matters (SIM) oo 10-1
10.1.2.2  (U) Defiitions/Descriptions of SIM Officials and Entiies. oo 1041

10.1.2.2.1 (1) Domestic Public OffiCial. et e e es e sems e 10-1
13.1.2.22 (1)) Domestic Political Candidate ...t e es e sems e 10-2

10.1.2.2.3 (1)) Domestic Political Organization or Individual Prominent in such an

10.1.2.24 (V) Religious Organization or Individual Prominent in such an Organization.......... 10-2
10.1.2.25 (U) Member of the News Media or a News Organization... oo oo eeecmreceseceneee: 10-2
1012208 (1) ACAQCINIC INEKIIS oo e e e cemaeme cems s semssms sams s semssmss samssmas semssmss secsscssemsscscemsen L1~ 3
TO1. 227 () OURCE MIAIIETS oo ooee e e e cecs e emescensceme e venseema e et e smes et sems e e sees s ot sant eemsemscmeseemssemsin 10-3
10.1.3  (U) Factors to Consider When Opening or Approving an Investigative Activity
INVOIVING @ SIM ucorireorreonneensesmesseonissnsesmesisossesnsestsossssossesnssstis sassssssnsssass s ssbssssssnss st sebssnsssnsssasssasssssssnss 10-3
10.1.4  (U) Opening Documentation, Approval. Notice. Change in SIM Status, and Sensitive
Potential CHS or Sensitive Characteristic Designations in Type 5 Assessments.................10-4

10.1.4.1  (U) Review and Approval of SIM Assessments By A Field Office.c.ovccececneennn . 10-4
10.1.4. 1.1 (U) TYPC 1 & 2 ASSCSSITICIIS worneurrmmseonseomeansosmusensssnsssms s ssssssssssssssis sasssssssnssssss asssnssssssssssssssasss 10-4
10.1.4.1.2  (U) Type 3 and 4 ASSCSSINCILS wouuvmmomrenmeansosmenssssmssms s sssssssssassssissasessssessssssassssssssssssssssssasss 10-5
10.1.4.1.3  (U) TYPC 5 ASSCSSINCILS ccvvvurrvosemsiosmsvossesnsosnosmusessssnsssms s ssssssssssssssis sabssasssnssssss aassssssnssssssssssasss 10-5
10.1.4.1.4  (U) TYPC 8 ASSCSSINCNLS ccvveorviemsiosmsvossesnmesnosmusesssssssas s ssssssssssssssssstiost it tsstisst s sstssssssnssstsossss 10-5

xiii
UNCLASSIFIED —EOR QEEICIAHSE-ONEY




UNCLASSIFIED — EQR OFEICIAL TISE QNLY.
Domestic Investigations and Operations Guide
10.1.4.2 () Notice for SIM Assessments by a Ficld OffiCC i 10-5
10.1.4.3  (U) Review and Approval of SIM Predicated Investigations by a Ficld Office ... 10-5

10.1.4.3.1 (U) Predicated Investigations [NvolvIng @ SIM oo 1079
10.14.32 (U) Enterprise Investigations Involving & SIM ..o ccssecesenceeseceens 105
10.14.3.3 (1) Positive Foreign Intelligence Full Investigations Involvinga SIM..............10-6

10.1.44 (1)) Notice for SIM Predicated Investigations by a Field Office e 10-6
10.14.4.1 (1) Notice for SIM Predicated InVESHEAIONS corueme e cenrcenececsremssems e emeenssensseneenssecene L0 -0
10.1.4.4.2 (U) Noticc for SIM Enterprisc [INVCSHZALIONS . s s s s 10-6
10.1.4.4.3 (U) Notice for SIM Positive Forcign Intelligence Full Investigations ... 10-6

10.1.4.5 (U) Review and Approval of SIM Asscssments Opened by FBIHQ v 10-6
10.1.4.5.1 (L) TYPC 1 & 2 ASSCSSINCIILS covreerssrsruserssesseosieosisossusssesssesssostiosnsosnsosssostsostisstis s sasssssssssesssesass 10-6
10.14.52  (U) Type 3 and 4 ASSCSSITICNTS o eceectsecseemseems e emsesvenesesssecssemsenmssemsemsssmsssenscnnennssecase L= 7
10.1.4.5.3 () Type 5 Assessments... eetemarmesuemssaes emssmessemssmessems et sems smssems et sems et samssnssamssmssamssmsssansn LU T
10.1.4.54 (U) Type 6 Assessments... ceetueessensenmseemssemsenassanssensesssacssenses LU= 7

10.1.4.6 (1)) Notice Requirements for SIM Assessments by PBIHQ .................................................. 10-7

10.1.4.6.1 (U) Review and Approval of SIM Predicated Investigations by FBIHQ .................10-7
10.1.4.6.2 (U) Predicated Investigations [nvolvIng @ SIM . 10-7
10.1.4.6.3 (U) Enterprisc Investigations [nvolving @ SIM s 107
10.1.4.6.4 (U) Positive Forcign Intelligence Full Investigations Involving a SIM................... 10-7
10.1.4.7 () Notice for SIM Predicated Investigations by FBIHQ ..o i 10-7
10.1.4.7.1  (U) Notice for SIM Predicated InVESHEAIONS .ocucen e eceeeeeneeersecssemmeemecmremeemmssenesenesenssecne LU= 7
10.1.4.7.2  (U) Notice for SIM Enterprise INVEStIZATIONS wo e enreeeectsems e e ecmeemmsesseneseessecssecaes 10-8
10.1.4.7.3  (U) Notice for SIM Full Positive Foreign Intelligence Investigations ... 10-8
10.1.48  (U) Change I ST STATUS oo e et sectseetseesseessens s s s s e e st oms s sems e s e oo 10-8
10.1.4.8.1 () DOCUMENALION oovtvvrienrvassmnmssirnss st 108
10.1.4.9  (U) Closing SIM INVESHZATIONS vveremrconmsmsstissmmsonmssmostisstiossonsesnosssstonmsssstissstsssssssssas s 109

10.1.4.9.1  (U) SIM Assessments Closed by a Field OffIce o 10-9
10.1.49.2  (U) SIM Predicated Investigations Closed by a Field Office o 10-9
10.1.493  (U) SIM Assessments Closed by FBIHQ oo cemsemsssms st st e 10-9
10.1.494 (1) SIM Predicated Investigations Closed by FBIHQ oo 10-10
10.1.5  (U) Distinction Between SIM and Sensitive Circumstance in Undercover Operations ... 10-10
10.1.6 (1) Distinction Between SIM and Scnsitive Undisclosed Participation ... 1¢-10
10.2  (U/TOB6-Sensitive Operations Review COMMILICC. v 10-11
10.2.1  (U) Membership and STATTING .o s monmssnmssnsssnsssnsssn sttt isstissis s 10-11
TOLZ.Z (L) It 0N cert e ert e estent e ens st e et e et s et se s et e et o et et et st et et et e et e et e ns e 10-12
10.2.3 () Review and ReCOmMIMENAaIN . e iees e ens e st e ees e nesses reessess et snse et e et e enssemeras 10-12

10.2.3.1 () Factors to Consider for Review and Recommendation ... eeeeseeeenseeeeeee 10-13
10.2.3.2 () Process for Review and RecOMMENAQLION e momnnnissssnssssssseessesssssseesseensss 10713
x1v
UNCLASSIFIED - FOR OFFICTAL USEONEY—




UNCLASSIFIED — FoR-eFH A HSEONEY
Domestic Investigations and Operations Guide
10.2.4  (U) EMCrgency AUtNOIIZATION oot ssiosissiisst oo ionsesssostiss osssstsost osstsonsosnsost sossiss 10-14
10.24.1  (U) Notice/Oversight Function of SORC .o oot seosseonios 10-15
JO.2.5 (1) LOZISUICS survrrruenreenreormeereessosssessnresssesssosssosssost 1ost st st 1ot 1ot o s s seonsesnsesssssnsesssasssestsesssesssosssoassoss ot oo 10-16

11{U) Liaison Activities and TripWires ..o ssssszessssnszsszssssesseess 11-1

LI T R O Tt T 11-1
11.2 (1) PUIPOSC B SOOPC.coricertrert et cemies et st tnecess et snmssnas e snss st s cess st st e e st st st st sesssenssnmssesssnsssmssransen 1 1 7 1
11.3 (1) Approval Requirements for Liaison and TrIPWIres . cscnicessseesscenssesssssesemssesseessemsennes L1 1
G TR T O TR o 2T 5 T (OO 11-1
11.3.2 () SCOHEAIIO 2 oieiieiireni it ssnsstissssss e ssssss i ssssssssssssss sessssss sesasssn sesassss sesatsst sosttast tosttast sostisss sesasssssosasasnss 11-1

11.4 () Documentation & Records Retention ReqUIrCMEnS. e oneoneonmsmsssssssrssrssssosssessseosssosssonss L 1= 2

12(U) Assistance to Other Agencies ... 121

L2.1 (L) DVRIVITW citeriveiientiestisntsssssstisssisstssssisstssssisstssssss st sssstssssssn o st ssen e st sson o st sssnbe st ssensesassansesassansossssansssnsssrsssnrsonsossss 12-1
12,2 (1) PUIPOSE AT SO0 cetttrrieetreer et et e et s cesssees et sems e s e s e s s e s s e et et et s s e s on 12-1
1221 (U) INVOSHZELIVE ASSISTNICE ¢ orneceurem e e receessemssrme e s s senssecs e sema e cms s senssestseessecssemsnmsscmscmsese L 67 L
1222 (L) TeChnICal ASSISTATICE e e et it eceeceeeems e eemesems e seesemsemessmeesemeemmssmessess sesn savssesssesn sasssmmesmmeemmssesssnsse | 27 2

12.3  (U) Investigative Assistance to Other Agencies - Standards. Approvals and Notice
12.3.1  (U) Standards for Providing Investigative Assistance 0 Other AZencics ..o 12-2

1232 (U) Authority, Approval and Notice Requirements for Providing Investigative
ASSISTUNCE 10 ONOT A B CTICIES et e remecems e cmeeseeeeessecssemsenma e ms s s seesseessems s s snms o m et s saes s e 12-3

12.3.2.1 (1) Investigative Assistance to United States Intelligence Community (USIC)

T2 3.2 1T ) A O T Y e ceetceas o et e emesemee e sees s sens e emas et semstoms enesanssasssasssscsosasen L 27 D
12.32.1.2 (1) ApProval REQUITCITICIIIS ..o cces e ceeserreessecssemssnms e senssesssecs semssnmssemssmmssmss st sesssnesse L B”
12.32.1.3 (1) NOUCE REQUITCITICIIS coece oo cenecenesene e seme e cmesemes s cestsesssecssemsenmsses s emas st cesesnsse L 27 O
12.3.2.14 () Documentiation ReQUITCIREIIS o e cecsceemseeessnaseosesneeemsenseasesecseceses L 27
12.32.2 (V) Investigative Assistance to Other United States Federal Agencies...vceeee . 12-4
123221 () AUTNOTILY wtrreirererreirreerseensesssess st et ssesssos s o o seonsssnsssnsssssastsosssosssost sostsoct st stassssoss oot oo se 12-4
12.3.2.2.2  (U) Approval RCGUITCINCILS oo rasnssstssssssssssnssssssassssssnssssssstasssss 12-6
123223 () NOUCC ROGUITTITICILS wovvevreereeerrerecnreenrsonsson s seonsesnsessessesnsostssst sost sostsostrsstssstasssassssoossoossoos e 12-6
123224  (U)D0ocumentation ROQUITCIICIES ..o errerorreonreonseensesnsesnsestssstsostssstssstissssssssessssssisostaossoonss 12-6
12323 (U) Investigative Assistance to State, Local, and Tribal Agencies .. 1246
123237 (1) Approval REGQUITCINETIIS oo e e eneeneseeesecs e eemsenesne s st sest st s et s s snnsene L 274 1
123232 (1) NOUCE REQUITCITICIIS coeee et eems e e emeceneseeesecs e eessenes ns st st sest st s et s s st snnssne L 207 4 2
12.3.2.33 (1) Documentation REQUITCINEIIS ..o e e rece e e secrsessemsesmes e ems st snmsccsanesemsees L 27 1 2
12.3.2.34 (U) Examples of Expert Assistance in [nvestigations of Non-Federal Crimes.......12-12
12324  (U) Investigative Assistance to FOrcign AZCnCiCs s 1 2% 14

XV

UNCLASSIFIED — EFoR-OFERICHESEONEY



UNCLASSIFIED —ROROFFCIAEHSEONEY
Domestic Investigations and Operations Guide

12.3.2.4.] () AULNOTITCS crvrieonneseusseussontioctiocssesssssssostostioos monssonsastisstissm s sssmsssnss st s st ssssss sssssssssssesssiosses 12-14
12.3.2.42  (U) Approval RCQUITCINCNLS it mesmsossesnssssissssssssssnssssss sasssssssssmss s sasssssssnssasios 12-15
12.3.2.43  (U) NOUCC RCQUILCINCIS uuvritrissrsrcninssisisssmssmmessssssssssssssss st st sesssasesssessisosses 12-15
12.3.2.44 (U) Documentation RCQUITCINCHLS wuciueciuectmeorrommmommmsmesmmssismsssmssssenssanssstissssssssssssssssossiosses 12-16

12.4  (U) Technical Assistance to Other Agencics — Standards, Authority and Approval
RCQUITCINICILS couvvriicisctinsciscssns i st i ssbssssssnss st sabssssssssssnss aas s tasssssass s e s ssass st s s e sssnsssesess s sssnss 12-16
12.4.2  (U) Approval RCQUITCINCAS s sssssssssss s ssssssssssss s sssssssssnsssssssssssssssnsssassssassstsssssssssssssases 12-17
12.4.2.1 (U) Technical AssiStance tO USIC AZCNCICS .o msssssmsssseosisssioossss 12-17

S—— 2 V)

12.4.2.2 (U) Technical Assistance to Federal, State, Local and Tribal (Domestic) Agencics
Regarding Electronic Surveillance, Equipment, and FacIlities . 12-17

12.4.2.3  (U) Technical Assistance to Federal, State, Local and Tribal (Domestic) Agencies
Involving Equipment or Technologies Other than Electronic Surveillance Equipment12-18

12.42.4  (U) Technical Assistance to FOreign AZencies e e ceeesecssemsem s smes s senssecsnen L8~ L3

L O S B T 1T 1T 12-19
12.42.42 (1) ApProval REQUUICITICIIIS ¢ocuececemsreusecu s s eesseesseessems e eessemes sees seessacs secs e sems o es s 12-19
12.42.4.3 (1) NOICE REGUEITEITICIS cooccvert et e e neeesseesseessems e eessemes sees seessncs s e sems ot e e 12-19
124244 (U) Documentition REQUILSITENTS ..o oo ees e ece e seme e e o aece e eeme e sem e e 12-1%
12.5 (U) Documentation Requirements for Investigative Assistance to Other Agencics .. 12-20

12.5.1  (U) Documentation Requirements in GEnCTal oo 1420

12.5.2  (U) Documentation Requirements for Investigative Assistance (including Expert
Assistance) to Other Agencies (Domestic or FOreign). . s receseceseeeseeeseeces 12720

12.5.3  (U) Documentation Requircments for Technical Assistance to Other Agencies
(DOMESHC OF FOICIZIN ) ronicuresiincsseorseasesseonsessseosemsssesseonsossiesssamosssesnssssssssssssss s ssmonsssssosssensssssre Lo~ 8 1

12.6 (U) Dissemination of Information to Other Agencics — Documentation Requirements............ 12-21

12.7 (U) Records Retention REQUITCINCIIS ... eeerrrercrsesssosssonsaostosmmssmssnisssssssssssss st sssssssasssasesssessosssos 12-22
12.7.1 (V) Serializing the FD3-999 for Dissemination of Information ... e 12-22
12.7.2  (U) Serializing the FD-999 for Investigative ASSISTNCE .o ecm s eervenecenssecssemsemsecmnes L 222
12.73  (U) Request for FD-989 ExXCIMDIION ... oo eeceeecerecsrecesenseesseesessonessens e s emes s s e see 12-23
12.74 (U/FOYe) 343 File Classitication - Domestic Police Cooperation Files....veeveenennne. 12-23
12.7.5 (U/ASHA) 163 File Classification — Foreign Police Cooperation Files.. . 12-23

13(U) Extraterritorial ProviSions ......cceceseemeemeenmeensssnnssnsssasssnsssnnssnsssnsssnsssnssenss 13- 1

L3.] () OVEIVICW ccurtreereerestreve s esesessssersssesssarssresessestossussos sestsessssensssssssasssses e snssessos 400k s054sssn ansesnssonsrensssanssnssensosats 13-1
13.2  (U) PUIPOSC QN SCOPC....trrresieorseussoamrsonmeonssssssssisssssorsssnsossssssonsssnsestisssisossosssssssstassssoossosmsestsssssossessssstsosssoosss L 3= 1
133 (U) JOINt VENIIIE DIOUIINC . oot e eeeeem e cees eetees ot sesscoeesemscoeesemsemeesema eessems seessnes s sams sens secs s sems e sems smmssnmsmne e L 3~
13.4  (U) Legal AECHE PIOZIAIN oo oot cectsecseemusems ot s seneseessecssemssecs sess b et s s secs e sems s e on 13-2

Xvi

UNCLASSIFIED - FOR OFFICIAL USEONEY



UNCLASSIFIED - EOR-GKEICIATHSE-ONEY
Domestic Investigations and Operations Guide

14(U) Retention and Sharing of Information.......c.uummmmnmmmnmmmneas 14-1

14.1 () PUrposc and SCOPC...miiiimmsmsmsosoiomsosiosiosiossissmsonsssssssnsssnsssssssmssssssssssssssssesssss L 4= 1
14.2 (U) The FBI's Records Retention Plan, and Documeiitation ... s asesssessesres L= 1
14.2.1 () Database or RCCOIAS SYSICM wiricciimmmmiioioisissesstenmmssnsssssissstssssssssssssssssssisosss 14-1
14.2.2  (U) Records Management Division Disposition Plan and Retention Schedules...................14-2
143 (1) INFOrMIBLION SHEITIIEZ covore ettt cemsce e s s ceneseessenssems e s o s et s s e cen e et st et et snss st s st sesssn 14-2
1431 (U) PermiSSIVE SHUFITIE cioeceieee et e ees e s imecens et sececems et s st et st sens s et e s s st et s s st e sn 14-2
1432 (U) ReqUIred SHaCTIE .ot e ceneenecess et seme e s s s st st st sems e s cene ms eessnessnnssnmsseesens e L 67 3
14.4 (U) [nformation Related to Criminal MALICIS v rrnsnemsssssmsensssssssmsssssssssmsosssssssssssssessss L3
14.4.1  (U) Coordinating with ProSCCUIOIS i esssosssosssosssosssosssosssosseonss L4 3
14.4.2  (U) Criminal Matters Outside FBL JUrSdiction e L4=3
14.43  (U) Reporting Criminal Activity of an FBI Employee or CHS e e 1424
14.5 (U) Information Related to National Security and Foreign Intelligence Matters.oececeneee. 14-4
14.5.1 (V) Department F JUSTICE .o e s cens et sems e semsecs e sssecenssess st semssnsssnas s enssesssasssesssemssessensce L 0 &
14.5.2  (U) The WHIE HOUSC o rrrnmmsrsmenssmssnmssssssssssnsssssnsrssssssnsssssssssnssssmssnssnssssrsssossnsens L 4= 9
14.5.2.1  (U) Requests sent through NSC or HSC .o 14-6
14.5.2.2  (U) Approval by the Atorney General .o oo 14-6
14.5.2.3 (U) [nformation Suitable for DissCmMination ..o 1L -0
14.5.2.4 () Notification of CommUnRICEIONS e eeee et eoetecetseeseeee e vems sems e secssmmssesssmsssmsssmsssnssessss 14-6
14.5.2.5 () Dissemination of Information relating to Background Investigations.........cccveeee. 14-7
14.6 (U) Special Statutory RCQUITCITICILS v imsssmsssssssessssismssmmssimss st sssssssssssessss 14-7
14.7 (U) Threat To Life — Dissecmination Of INfOrmation.... .. eremenmomsorseressosssssnsessssosseosseessocssocssensse L -8
14.7.2 (U/FEGBUOT Information Received through FISA Surveillance... . 14-8

14.7.3  (U) Dissemination of Information Concerning Threats against Intended Victims

14.7.3.1  (U) Warning to the Intended VICUmM (PErSon) ..o 149
14.7.3.1.1 (U) Expeditious Warnings to Identifiable Intended VICHMS cvrvcrrcenscssssinnsenssenn 14-9
14.7.3.1.2 (U) Warnings When Intended Victim is in Custody or is a Protectee . 14-10

14.7.3.2  (U) Notification to Law Enforcement Agencics That Have Investigative Jurisdiction14-10
14.7.3.2.1 (1) Expeditions NOtHICATON .o ceneveet et e e e s s sees s e sesssnms smms s s seesne
14.7.3.2.2  (U) Exceptions to Notification
14.7.3.2.3 Meuns, Munner, and Documentation of NOtCEtION. . e e e nrsenins 14-11

1474  (U/FOPOY Dissemination of [nformation Concerning Threats, Possible Violence or
Demonstrations Against Foreign Establishments or Officials in the United States........ 14-11

xvii

UNCLASSIFIED — <OR-ORRICIA-SE-ONEY



UNCLASSIFIED — FOR OFFICTAE BSE-ObNLY
Domestic Investigations and Operations Guide

14.7.5  (U) Dissemination of Information Concerning Threats against the President and Other
DeSIENATEA OHTICTALS cvovresrecrrrieersessmssnmssnssnmsssssessssssosssosssssssssnsessasos sosseasostssstsssssssssssnssssssossosssssssostsosssos 14-11

15(U) Intelligence Analysis and Planning .....ccoeeceossossommescsmseemcsssxxssssesseasssess 15-1

T3] (1) OVOIVICW et e ceeveema e eessemssemeemes sesssems e seessems e s e ms seme e snms e s saes st e et s e s semssemen 15-1
15.2  (U) PUIPOSC BT SCOPC..curiemtieerenrieseemseeetsessiensecassemssesssenssmsssess sesssess s sesssnessess sasssnsssacssesssens e sems sesssessmaseeasencse L 9= L
15.2.1  (U) FINCHONS ATTROTIZEA.c oa. oo eeceer e et st semssesssesssenssssssaessenesemncasssesssess smmesmessnmneenesmnssnnnne L 3= 1
15.2.2  (U) Integration of INtCIlIZEnCe ACUVILICS wvrrrnneuresseessocssonsemssessesssosmrmonsessssessesnsossssonsostassssosnssasss 1= 1

15.23  (U) Analysis and Planning Not Requiring the Opening of an Assessment (See DIOG

15.3 () Civil LIDErties AN PIIVACY ..eieeveonsreeeess oo eeesiosssemssereecseemssssssesssasssessssessasssesssasssnsssnsssesseemssessmssncesaesecssss L 3 2
15.5 (U) Intelligence Analysis and Planning — Requiring 2 Type 4 ASSCSSIMCNL. .cu..eervoeneeesieereemsreerimsserceeeeecase 1 3-3
15.6 (U) Authorized Activitics in Intclligence Analysis and PLANDING ..o 153
15.6.1  (U) Strategic INtCIIZONCE ANALYSIS. imcmmmmcmnismmmosmmiesssoasissisossesnsostissisosseossstsstassstessssssssaassass 15-3
15.6.1.1  (U) DOMAIN MANQECIMCH . uuuccireesseerseussessomseonsestiosmssostesiosssostisssissssestsostsossisosseosostiostassstasssssasssassass 15-3
15.6.1.2  (U) Written INtClligence PrOQUCTS ... ormcrmscasonsesssossssnsosssossesssossssososssossesnosssossssssssesses L3 =4
15.6.1.3 (1) United States Person (USPER) InfOrMation.. ..o essscmeecmeseessesssmessenesene L34
15.6.1.4 (1) INLEUIZEICE SYSTEITIS .ouveemeeceeseeeceseecsvens e scoeemssenssess e sesssemssess s e semssass s s e s snsssenssemsceence L 3=
13.6.1.5 (1) Geospatizl Intelligence (GEOINT) .... et vmee e eemsoees rone e semsseeesees e semssans s smssens sesssensen L D)

16(U) Undisclosed Participation (UDP)16 -1

16.1.2 () MItIZAION Of RISK oovrnneusiecserisienseasiesiesseonsmniosmieossiossesssostisssissssesnsestsssssonsastsostsostssestosssssssstassss 16-1
16.1.3 (1) SCNSIVE UDP ACTINCH..civrr v rerreressstseissssestsssssssstsssse sssssssesssstossasssssesssesssssstesssesssensssssssasssssonss 16-2
16.1.4 (1) Non-sensitive UDP defined e eer e vens e cecemes e s sesssnessemsnms samssmssnmsne L O 2
TO.1.5  (U)TYPC OF ACTIVILY cere et eeeeeeene e ees e eces s ecs e e sec e secs s sesssesssesssesssens s s s s s e seasssmsnecane L= &
16.2  (U) Purpose, Scope. and DefInItIONS ..o e ceecese et secssems s emesecesemes sess cesssses secs s esms semssmmeen 16-2
16.2.1 () OFBANIZAUON.cictecrrecssiorsenssoassesssossesssostsstsossesnisstiostasesseossost sostaotisostosssosssosssonsastsost sostsoestossisssssstasssss 16-2
1622 (U) Legitimate OUZaNIZALION v ssmmossiossesssostiossissstestsostosssonsssnsost sostssestossisssssstasssss 16-2
16.2.3 () PAITICIPATION corvevtrecsresseosseasiosmusessosnmesssossossisossesnssstsossisessesssoss sostosssostosssosssosssonsastsost soctsoestossisssssssassss 16-3
16.23.1 (1) UndiScloSed PartiCIPalION oo e ceeesceescecusemuses e eme e vestseessecssemesemesmesenss e st s seessecssecaes 16-4
16232 (U/FOH60) Intluencing the Activities of the Organization....eceecerecereccrcconscenneen. 16-4
16.2.3.3  (U/FA0HOYInfluencing the exercise of First Amendment rights...ooeceeecmcccneevs e 16-4
16234 () Appropriate OFTICIal .t seesseeesenssenesensvens s s smenemesecssemsensnecen 1O &
16235 (U Undisclosed PartiCipation....eccmeemmosensomonsmmssenssssonsessssnssse 1 04

xvill

UNCLASSIFIED — FOROFFICIAETUSEONEY

b7E



UNCLASSIFIED —FOROFFICITAT USEONEY
Domestic Investigations and Operations Guide

16.2.3.6 (U) Alrcady a Member of the Organization or a Participant in its ACtivitiCS....ceurerrenn 16-5
16.3  (U) Requirements for APProval ... mssnosinssmossmooessossssnesmonsssossssssossss L 073
163.1  (U) General ReQUITCMICIIS i mimssssmsesiosiosiosisssisssenmassssnsssnssssesssesssosssostsssssssssssss L 9=
TO.3.1.T (1) UnAerCover ACTIVIEY o e e cceeceee e e censsensseassesssanssnssems sonssems o senssemssemssmnssnmssemssmnson LD
16.3.1.2  (U) ConCUTENt APPIOVAL cooo vt et enrcenssecs e e e ems s venssestsemssecssemsemssmesemas s senesenesanssnssss L OO
16.3.1.3  (U) Delegation and “"ACHNE " STALUS e et seessns e semsseessens s semssenssens s snmssenssesssesssnsssenson 16-6

16.3.1.4 (1) Specific Requirements for General Undisclosed Participation (Non-sensitive

16.3.1.4.1 (/e

i
16.3.1.42 (Urreney

-16-7
16.3.1.5  (U) Specific Requirements for Sensitive Undisclosed Participation (Sensitive UDP)..16-7

163.1.5.1 (U/reBe[ |
| U {3

16.3.1.5.2 wm&mei wammmi@s
16.3.1.53  (U/Fege) |

16.4 (U) Supervisory Approval Not ReQUIICd .o L 678
16.5 (U) Standards for Review and APProval... e mmommminsensmmmeoossmsssssesssse L 0= 9
16.6  (U) Requests for Approval of Undisclosed Participation ... ceereeeeeeee. 16-10
LT QI 1 ) OO 16-11
16.8 (U/POH6e3 Sensitive Operations Review Committee (SORC).vcoecocoeiec e 16-11
16.8.1  (U/FSHE SORC NOULICRUON. issistiscmssimsissnssssssssssnsssssisssssssstsssssmsssssnssonossses 107 11
16.8.2 (U/AOBED SORC ROVIEW iissneessioioiosississesseossensensssossostsostsootsosssonsses 10+ 11
16.9 (U) FBIHQ Approval Process of UDP RCQUESES... i mssisssssmsssmsosies 16-11
16.9.1 (U) Submitting the UDP request to FBIHQu s 10-11

1692 (U/irewe] |
1693 (UFeue |

1684 (UAFSHOS Procedures for approving emergency UDP requests that otherwise require
FBIHQ GPPIOVAL oottt ssimssisssssssississsssssss st issssssass st ssisssssssssssssssassssssnssssssstasssos 16-14

16,10 (U) UDP EXAQINPLES councireicircsiecssmsseasssiionsesssmssossiossissnsostssessossossisonssstassssssmisssisenssstasossosnsossisonssstaoossosnsos 16-14
17(U) Otherwise Illegal Activity (OIA) GESSENSSENSSNNSSENSSNESSENEENNEENNEENNESNNESNNSESNNESNNER0OSSOUE 17-1

I7. 1 () OVEIVICW coriirenrinicasssisesn s stisssissssssmssatssstisssssssssstsossssss onssssso sasesonsssass sas s sssass i ssbssssssssssnsosssssssoons 17-1

X1ix

UNCLASSIFIED - FOR-OBFHEAEESEONEY

b7E

b7E

b7E

b7E



UNCLASSIFIED - FOR OFFICTAL USEONLCY
Domestic Investigations and Operations Guide

17.2 (1) Purposc and SCOPC...ur i presessas o tossaets cerrones

17.3  (U/HEOHHE) APDIICALION. covvorverrrenreorseensssssssssssssssssostiossusssssssssssssosossossaosasnssstiost tosssosssosssost soutsosssossaossssassossisosss

174 (U) Legal AUNOTILY cccerrcrrecsrinrinssonseonseonsssssssssssssssssssssosess

17.5 (U/POUTOY Standards and Approval Requirements for OTA L eceececes

17.5.1  (U) General Approval RCQUITCINECIILS «.cc. e eeiecrieas o ieercemmemeemeraems e emessecs oot snss st sesscmms eessemsessasssemane

1752 (U)OLA IN 21 UBGOrCOVET ACHVILY oo e e et seceseneceneseesseessees e s s emsscmms e e st e s s

17.5.3 (U/FFEYH) Ficld Otfice Review and Approval of OIA for an FBI Agent or Employce....

17.54 (U/ASH8) OlA by a Confidential Human Source (CHS) Approval e
17.5.5 (U/AUQ) OIA Related tol |

Investigations....

17.5.5.1 (U/ASH8) Procedures on Requests and App:oval for OIA Related m:l

I Illoolloo--00--00--00--00--00--00--00--00--00--00--00--00--00--0

17.6 (UAFSHE) Documentation of Requests to Engage in OIA by an FBI Agent or Employce.......
17.7 (UA#POBE Standards for Review and Approval of OlA. ...,
17.8 (L) OIA NOUQUENOTIZEU. ... orecersrsmrnmsersssssesssesstsesssssisssssssssstsssssssssssssssssssssissssssssesssssarsssnsssstesssssassssssarsasars
17.9  Approval and Documentation of Emergency OTA ... ecs s e e

17.10 Other GOVErNMERLAL APDIOVALS oo e eer et sectsecseemseem e emsceescesseesseessems e st st st s et secs s st s e en
18(U) Investigative MethOdsS ..o xisserssmxsmrsssssammssssesmssssssssamsresxcssssssexsssss sxxmemsens 1

18.1.1 () Investigative Mcthods Listed by Sub-Section NUMDBET ..o
18.1.2 () Investigative Mcthods Listed by Name (Alphabetized oo
18.1.3 (1) GONCIAL OVCIVICW cirvrirvsrnreasimsiestiostsssmsssssssssn s st soassostsestsssssssnsssn son s ssssstsesssssnssesssssssas esssosess
18.1.4  (U) Conducting investigative activity in another ficld office™s AOR e
18.2 (1)) Least [NIrISIVe OO o et ececeecesent e ene e e e secs e ne et e s et s et s e
18.3 (1)) Particular [Nvestigative MEROUS .. ettt s s e e e et s sms et s
18.3.1  (U) Use of Criminal Investigative Methods in National Security Investigations ...
18.4 (U) Information or Evidence Obtained in Assessments and Predicated Investigations ..
18.5 (U) Authorized Investigative Mcthods in ASSCSSMENS...omrnronmvonnes
18.5.1  (U) Investigative Mcthod: Public Information {“Publicly Available Information™ ).
TR.ST.T (L) S0P et iemrtems e erems e ees s e e b et et s st et s s s e e et S8 88 s b e e s et et s e
T8.5.1.2 (L)) A PP ICAIION oo ceir ittt e e oo cemscensseessees s sees s s s e e e e e e e s s
TR.ST3 (L) ADPIOVAL et emesers et e e e et e s et et s e s e e et St s s s e et et st s s

18.5.1.3.1 (U/FeH6) Spccial Rules: “Special Rule for Religious Scrvices™ and “Special
Rule for Other Sensitive Organizations ..o esssorses
18.5.1.4 (U) Use/Dissemination..e..

18.5.2  (U) Investigative Mcthod: Records or Information — FBI and Department of Justice

XX

UNCLASSIFIED - EQR-OERICIALUSE-OML

e 17-1

17-1

e 17-1

17-1
17-1
17-2
17-2

wl7-3

-.17-3

e 18-7

e 18-7

18-8

b7E

b7E



18.5.2.1
18.5.2.2
18.5.2.3
18.5.2.4
18.5.2.5
18.5.3

UNCLASSIFIED — FER-OFFCTRAEHSEONEY
Domestic Investigations and Operations Guide
(L) S0P ittt st et et s o e o SRS 418405844 R e e SRR R 110 18-8
() ADPLICRLION sttt snsean st o estsost oot o sssse st soss oo ot ot s sE bt oot aE 8000 18-8
() ADPPIOVAL it ssssessnssansossisos o sestsost st s astsonssoss oo st toss sost s o ssstssst o ssbssts 18-8
(1) Pattern-Based Dati MIRINE oo neeenecensseessnessemssesssesssms sens e sesssesssecssemssssseesssmeses L 97 6O
(L)) S0/ D IS8T TIAL 0N et tenrsems e s sems e e cent e e et ensssms et snmssems s sems e s et seassmneeansenaren L O~

(U) Investigative Method: Records or Information — Other Federal, State, Local, Tribal,

OF FOrcign GOVEIMMCNL AZCTCY vt soss st sosssocsiossisss sostsss s sos e sesrsestisstsstssstssst1os 18-10

18.53.1
18.53.2
18.5.3.3
18.5.3.4
18.54
18.5.4.1
18.54.2
18.5.4.3
18.5.4.4

(L) USC/ D SSCIMITIALION. cocveetiemscecsessems e e senseesssmes et semsemssnssemssen s senssnss mnssnesenmssmstnessnmssnssenssnn L 8= 1 1

(U) Investigative Method: On-Line Services @nd Resourees e eecevsecessseinneeneieenns 18-12

() Ut/ DISSCMINALION ot resrveirer e ser st sssrssssisstsssssssrsstissassss s sessessrssssssstssssssonsesssosssssnrosnsos L 97 1 &

18.5.5  (U) Investigative Method: CHS Use and Recruitment. e e ceer e e 18-13

18.5.5.1
18.5.5.2
18.5.5.3
18.5.5.4

18.5.5.5

(L) S Ol it et reetsecise et e s et cens st s e s e e et s e e e et s et et 18-13
(L) ADPIOVALS wrotrerrniisssssc st sns sttt s s oo es s AR AR R R RSO RR R 105 18-13

(U/FOHEen Applicability of the Misplaced Confidence Doctrine during CHS Online
A TV T et et cee e eeceeece et sectsese e e e e e e e £ 2 2k 8 e e e et e 18-15

(1) USE/ D IS8 I M T OTE e cece e cemecmscemesmesceme smescems smessems smssmms cmmesems omesems coeesnms smnssncsmnssncasansann L 3= 1O

18.5.6 (U) Investigative Method: Interview or Request Information from the Public or Private

18.5.6.1
18.5.6.2
18.5.6.3
18.5.6.4

18.5.6.4.1

(L) S COPC e reerrerreerrrsrssssssmssensesssesssoss sosssost st st st ot ot o b 4ot ot oot e s sasease st soekboek b SRR SR RS SR RES R RF o 0o 18-17
(L) A DPIICALION ccrreer v rrsseenseessenssenssosrssesssss st oot oot ot o tusstesstosttest tostsesssenssesssoatfoetisstussnases bbb oo 18-18
(L) VO T AT TS oo ceeteeescems st enes e senssnassnss enssansstms snmsemnssmme e s sensemmteemssemecmnt seessnn L3~ 1 O
(1)) APPIOval / PrOCEAUIES oo et ceceeeeeeecenesese s e emeseces s ems e e e e secssecssecssensseseaessoeseees L 8= LG

(1) Domestic Custoial INEIVIEWS oo e cececeeiecemescemssmescemssmessems smessems somssecssonssecssmnsaen 18-19

18.56.42 (U/FOBEOMiranda Warnings for Suspects in Custody Overseas...oeceeeee. 18-22
18.5.6.43 (U) Constitutional Rights to Silence and Counsel under Miranda......oeemn. 18-23
18.5.6.44 (1) Sixth Amendment Right t0 Counscl.. s, 18-24

18.5.6.4.5

(U) Contact with Represented PCrsONS.. s iossems s sssssssssnses 18-24

18.5.6.4.6 (U) Members of the United States Congress and their Statfs.. .. 18-24
18.5.6.4.7 (1) White HOUSC PCISOTIICL.. ..ot ieeeeresease e cme s ne s ne s ne s s seas s s ns s ns s e sen 18-25
18.5.6.4.8 (U) Members of the News Meil et enrsemsees s e e e sens e 18-25

xxi

UNCLASSIFIED —FOR-OFFRCAEESEOMNEY-



UNCLASSIFIED - FOR-OSHFHEATLHSEONEY
Domestic Investigations and Operations Guide

18.5.6.4.9 (U) During an Assessment - Requesting Information without Revealing FBI
Affiliation or the Truc Purpose of 8 RCQUESL..iomessescsmssensessesseosseonsestios 18-26
18.5.6.4.10 (1) Consultation and DISCUSSTON e e erceme e eeescees e ees e ecssessems e smessenscesssmessosseemseon 18-28
TR.5.6.4. 11 (U) EXAMPICS conriiee et eem e o emecestesteessecs s e smes s s sesteenesemssnsssssssesssesssass senssnsssnssons & O 2O
18.5.6.4.12 (U/AGYO) Predicated Investigations - Requesting Information without
Revealing FBI Affiliation or the Truc Purposc of a REQUESE ..ceevcocnncssesseonsennsee 18-31
18.5.6.4.13 (U) INCrVICWS OF JUVCIILES cuvvevveerreinnienrecrnsrnnsensserssstsssssssossmssnsssssstssssssrsssrsssarssressssssssssnssonses 18-31
18.5.6.4.14 (U) Intervicws Of JUVCNILES ATICT ATTCS o icrinireeresssostsommsmmssstsssssersssrsssrssressssssssssnssanses 18-32
18.5.6.4.15 (U) DOCUMENEATION ..ocuieeeceiescemeemscemuemescecsemsssecsans cemssnes comssnas samssmas somssmms semssmms semssmssemssmssemsnmnsonn. L 3= 33
18.5.6.4.16 (L) USC OF the FD=302 ...t et eeeremee e ceeesesssessesssssss e sessans sonssenssnms semssems e o ems saes seee e 18-34
18.5.6.4.17 (U) Electronic Recording of INTCIVIEWS e iee s seetvemesecesemsesecesemeseecenees 18-36
18.5.6.4.18 (U) Interviews Relating to Closed FIles e eescesscens oo oo eessene 18-47
18.5.6.4.19 (U) FBIHQ Operational Division ReqUIremMents.. .. ..o eercessienssesseems e ceeemeseesveeeo 18-47
18.5.6.5  (U) USC/DISSCIMINAION ctvverrrereresrsssermronmsersssmssmmssssssssssssssssostsssssssstsssssssssesssssssssssssssosssssresrsassessses L 3= 47
18.5.6.6 (U/ASHE) OVerscas INLCIVICWS v serssssssniessserssessssstssssessssstisssssssssrssesssnssssssssas 18-47
18.5.6.6.1 (U/AOHO) Interviews Outside the United StAICS...v st ssssessssenees 18-47
18.5.6.6.2 (U/AOH) Mirandz Warnings for Persons in Custody Overseas.... o eeeeerceeenn. 18-48
18.5.7  (U) Investigative Mcthod: Information Voluntarily Provided by Governmental or
LB.5. 7.1 () SCOPC i iirmmrmmmemmisssissmss s anss st s st ssasssassssess oot 1o 2 sss oo s sss o1 521 AR R 1R 4 b b ok ot e 0o 18-45
18.5.7.2 () APPIICATION.ccctrectrsiesseasiscsseossionsessiosssoostosnissmsostusestssssestsostsossisossesnsostsoatiossuostosssostossrsonsesssssros 18-49
18.5.7.3 () ADPIOVAL .ot ottt st sssssess oot tostsocnsssmsosssostsoutsosttost st e sosseonses 18-49
18.5.7.4 (1) USE/DISSCIMIMALION. comuemeveereemeeeeeescemseemeemessenssemesms senssems e veessnmssmsssmessncssesssanssonssemssmssonssememmesme 1 Q=8
18.5.8 () Investigative Method: Physical Surveillance (not requiring & court order) ... 18-50
TR.5.B.T (L) S0Pl eeteetreetseeeeeeemseeuseeuneens cans e e e e e £ £ £ £ £ 528 228 S8 £ £ £ e e e e e 18-50
T8.5.8.2 (1) AP P IO et ccmtrnes e o cems e e cecssene e e e e s s e st e 18-51
18.58.3 () ADPIOVAL ot st bt b s sa s e as s s st s et 18-51
18.58.3.1 (U/ABH63 Standurds for Opening or Approving Physical Surveillance During
BT1 A S ESSITICTI o eeo et emseeecsessecs e e sens e ss s eetseassms et snms e s saesse s et et en s e et s o et e 18-51
18.5.8.3.2 (Us’fF‘G‘U‘G’i |f01' ASSCSSITICILS e eece et et senssennienneee L5 1
185833 (U/FOLO |
........................................................................................................................ 18-52
18.58.34 (L) R, 18-52
18.5.8.4  (U) Other Physical SUrveillance  mmmmmmmmmsmonsmsiossmonsses 18-54
18.5.8.5 (U) Maintain a “Surveillance Log™ during Physical Surveillance .veececeicciceen. 18-54
18.5.8.0 (1) USC/DISSCITITIATION. cocuieuveescemsceas e veeseemsemseessemssnms eessecs sess renssess sess nesecsenessmmsmessmmssnas sensenmssene e b 3 &
18.5.8 (1) Investigative Mcthod: Grand Jury Subpocnas - to providers of clectronic

communication services or remaote computing services for subscriber or customer
information (only 1n Type | & 2 ASSCSSMCNLIS st eooe 1839

18.5.9.1

(1) S I e e remeeeceneeneeseesseesseessees e e s e e e A 1 £ s £ 58 S8 S e e e e 18-55

XxXii

UNCLASSIFIED — EOR-GERICIAL-USE-OM=Y

b7E



18.5.5.2
18.5.6.3

UNCLASSIFIED —EOR-GEHAL-ESE-GMY
Domestic Investigations and Operations Guide

(U) ADPLIICRUON et rrssinscs s ssssssssss s b b s sss bt s bs s bbb e Rs s bbb SR bt b0 18-55
(U) ADDPIOVAL ittt s ssssssssssss s ssbsssss s b sabessstssss st sabssasssss st stas s bssnsssass st sos 18-55

18.59.3.1 (U} Members of the News Media.... s snnoe. 18-55

18.5.5.4

18.59.5
18.6 (U) Aut

(U) Grand Jury Subpoenas to Providers of Electronic Communication Services or
Remote Computing Services for subscriber or Customer Information (ECPA 18

ULS.C. 82703 ...etreeriesrssssssisssisssissssissssonsasnesssesssssnsssnsesssost oot foutfossaostassssees oo o s seonsasnsssnsasssssnsos 18-56
(U) Restrictions on Usc and DISSCMINATION couecrncriomseusseoivnmmmosssersersosssoessemssostsossrasseossossass 18-56

horized Investigative Mcthods in Preliminary [nvVestigations .. o 18-58

18.6.1  (U) Investigative Mcthod: Conscnsual Monitoring of Communications, including
Electromnic ComMmMUIICAIONS . oot ieer e rmescemssmescemssamssecseoessecssmssens smssemssomssecs s secsses sems smsssemssmsssncsemmeinn L G- 3F

L6, 1.1 (L) SUIMMEIY oot oot tsssssssssssssssisssssmsssmsssmssstsost s st ssassssssssessissssos 18-59
I8.6.1.2 () ADPICALION it ot s sssssssssssssssisssssmsssss st ssst st ssassssssssesssssssos 18-59
18.6.1.3  (U) Legal AULNOTILY. oo s iosssnsosmsssisssseonmssnosmassstissssssssstsssissssssnssstios 18-59
18.6.1.4 () Detinition of [Nvestigative MEthOd s 18-59
18.6.1.5  (U) Standards and Approval Requirements for Consensual Monitoring ... 18-60
18.6.1.5.1 (1)) General Approval REQUITCIMETLS ....verevecrrecr e rem e senesenrsecssemseemssemsensssmssensnssseeseee & O-00
18.6.1.6  (U) Consensunal Monitoring Situations RequnmgD Additional Appxoval ......................... 18-63
18.6.1.6.1  (U) Party Located Outside the United States . 18-63
18.6.1.6.2 (U) Consent of More than One Party Required for Consensual Monitoring........... 18-64
18.6.1.6.3  (U) Sensitive Monitoring CIrCUMSIANCC. . oot msssissssssssstios 18-64
18.6.1.7  (U) DUration Of APProval....emosemommmommmsomossmsmnsns 13- 00
18.6.1.8 (1)) SPCCIHIC PrOCCAUIES core e et e eeceseceise e cemsseesesesmmcomssecs e e o sene s e sasssesssmss e son 18-65
18.6.1.8.1 (U) Documenting Consent 10 MOmITOI/RECO ..ot ennene 18-66
18.6.1.82 () DOCUMENUNE APPUOVAL crereieer ettt ee s venr s secs e semsemsssmssensnsnsenseen L O~ 0O
18.6.1.8.3 (U) Retention of Consensually Monitored COmMMURICAtIONS wveccerereeemsccmsccmemeerneeneane 18-66
18.6.1.8.4  (U) Multiplc COMMUNICALIONS weoreurreermeessocssisemsessossosssmonssssssossssmisssssonssstssssssssssssmssssssssasss 18-67
18.6.1.8.5  (U) Investigation Specific APProvalu... s 18-67
18.6.1.9  (U) Compliance and MOMITOTIILG corecsrmnsesssensosssnsssssssssmss s sasssssssssssisssssassasss 18-67
18.6.1.10  (U) EVIidence HURAIIG .ot ssseassoessmssssssssssmsssssussssstassssssss ssrsssssasssasss 18-67
18.6.2  (U) Investigative Method: Intercepting the Communications of a Computer Trespasser 18-68
TB.6.2.T  ([U) SIUMIMIAIY «roenemnemscenmeceemmcemsceceenees o cecesene s ass st sess e s s sens e s e s s e e s s s e 18-68
T8.6.2.2  (U) A PP ICHIION e emtrere e cemsceceere o cecesene s msssenssess e s e sens e s e s s e e e s s e 0 18-68
18.6.2.3 () LeEal ALTNOUTEY et teerrrecr e rececereee e eeceseeeees eoseemsseesssse e comssecssaes s o secssess s e semsrens s e s 18-68
18.6.2.4  (U) Definition of thc Communications of a Computer Trespasser . 18-68
18.6.2.5 (UHFOEO) Use and Approval Requirements for Intercepting the Communications
OF & COTNPULCT TS PUSSCT cecu e eme e emsemeecenesenscecesemseemssems o ms sees seessncssecssecssems sees e smes vans smessaessnsssnn 18-70
18.6.2.5.1  (U) General Approval REGUITEINEHLS ocv.cvcveecemsene o eecrescemssersemassecrsssssemssesssmsssenssmssssssons £ 877 O

xx11

UNCLASSIFIED - FOR OFFICIATTSEONEY



UNCLASSIFIED —FoR-OFFREATHSEONEY
Domestic Investigations and Operations Guide

18.6.2.6  {U) Duration of Approval for Intercepting the Communications of ¢ Computer
THESPUSTET oot setensemsomsost oo st isstsstssstssssissoostossismtesssesmssnssssnnes L 8= 7 1

18.6.2.7 (U} Specific Procedures far Intercepting the Convnunications of a Computer
18.6.2.7.1 (U) Documenting Authorization to INCICCPL. i 18-72
18.6.2.7.2 (U) Acquiring Only the Trespasser COMMUNICATIONS...c.uvrvmieerreonrsesseersocrsons soassemssessreonees 18-72
18.6.2.7.3 (U) Reviewing the Accuracy of the INCreeption... e, 18-73
18.6.2.74 (U) Reviewing the Relevancy of the INCrception. .o, 18-73
18.6.2.75 () Duration of APProval ..o 18- 7 3
18.62.76 (U)ELSUR chuuemcntx ettt et et et ek st s st et et et s e snm s emssee L O 7 O
18.6.2.7.7 (U) Investigation Specific Appl()VdI ..................................................................................... 18-74

18.6.2.8  {U)} Complictnee cndd MORITOFIRG oo e et seenseesseessensvees vees s smes s emes s s sen 18-74

18.6.2.9  {U)} Evidence Hundling oo eeterecenrcenscensvensnsemenemesemeseceseeesseesnes L O 22k

18.6.3 (UAOUO) Investigative Method] [Closed-Circnit b78E
Television/Video Surveillance, Direction Finders, and Other Monitoring Devices......... 18-75
TB.6.3.2 (1) A PP CaI 0N e e ireceet et e s e e cens e sema e s s et e et s st s s s st et secssnmsene L = 7 D
18.6.3.3 (1) Lol ALNOUTEY oo emeeeeenreeecsecsreesenescs e sensseseees e secssest e s e sesseess s e secssassssssne L &= 7 O
18.6.3.4 () Definition of [NVESHZAtiVe METhOM oo reorreenreermeosesnsssnsesssesssesssosssosssostsssssensossisssses 18-75
18.6.3.5 (U/ASHE) Standards for Use and Approval Requircments for Investigative Mcthod18-76
18.6.3.6 () DUration of APProval. .o oo sotssssssesssosses 18-76
18.6.3.7 () SPCCIHIC PrOCCAUITS cuirisicriectiectiecsessssseesiosiosisossissseosmisismssmsssmss st st sootsosssosssoesseonseosses 18-76
18.6.3.8 (U) CCTV/Video Survcillance where there is a Reasonable Expectation of Privacy
in the area to be viewed or for the installation of the equipment......veerveee.e. 18-77

18.6.3.8.1 (U) Warrant or Court Order ... weursosseossesnsesnsrenres LB 7 7

18.6.3.8.2 (UAOBOY Required Conxultdtlon with Technical Advisor (TA) or Techmc,dlly
Trained Agent {TTA).... . 18-77

18.6.3.9  (U) EVIAENCE HATAIING coreooee e eec e e et seesseessesesees e e s s s e san 18-78

18.6.3.10 (U|:| .............................................................................................................................. 18-78 b7E

18.6.3.11 (U) CCTV/Video Survcillance Equipment - Types. Availability, Repair And
18.6.3.11.1 () EQUIPIMENL TYPCS cccierieurieatioasssassssesseosiostsmmmsmtesmassssissmsssssssmsssmsst st st ssassssossssossesssos 18-78
18.6.3.11.2 (U) EQUipment Availahility .o e emrceer e semeems e censcensoensrecssem e s emesmsscasson 18-79
18.6.3.11.3  (U) EQUIPIMEIT RO PN et et et cenecenrssee s s s e smse s s e st sems e semssnes e 18-79
18.6.3.11.4 (U) EQUIPMENT DHSPOSAL oot et st cenncenrceee s s s e smssemes s e sem e secasenssnes e 18-79
18.6.3.12 (1) Compliance and MoOnItOrIE .o cemeecesemsceessecssecsseeesesssss e sens s emes s s sesnsen 18-79

18.6.4 (U) Investigative Mcthod: Administrative Subpoenas (compulsory process) ... 18-80
18.6.4.1 () Overview of CompulSory PrOCESS .o mmimssmsssieseosmessses 18-80
18.6.4.2 (L) ADPIICATION. oo rrrrrnneesessseassoatsoctssesssssssssocstmss s tassssssssssssssisssssssssssss s b st s st stasss e s sesnses 18-80

XX1V

UNCLASSIFIED - FOROFHCIATEUSEONEY—



UNCLASSIFIED —FOR-OFHRCHAETHSEONEY
Domestic Investigations and Operations Guide

18.6.4.3 () AdMINISrative SUBPOCHAS it st sssssssssssssasessiessses 18-80
18.6.4.3.1 (L) SUIMUTIATY weovueerrerrnrrnrermrnmsosssessssrsosssoossemssesssassrassssos sees oot soossesssesssossrssstuos oot sossuostsosssesssssnsssonss 18-80
18.6.4.3.2 () Legal Authority and Delegation . ns s s sssesiesies 18-81

18.6.4.3.3 (1) ApProval REQUIFCINETILS ... vcereemereceere s eemsseceseseees e secssesesesssmoscemsseessoss s semssecesesssnss oo & O~ O3
18.6.4.3.4 (1) Limitations on Use of Administrative Subpoenss. ..o oo eesresrecrecececrreenne. 18-84
18.6.4.3.5 (1) Compliance/MONIEOTING. cov..e e eececeeeeeeecs e renesene s e secssesesessemmsesmssesssasssmosenmssenesssssnssien 4 GG
18.6.5 (U) Investigative Method: Grand Jury Subpoenas (compulsory process)...o .. 18-90

18.6.5.1  Overvicw of CompulSOry PrOCCSS .t ios 18-90
18.6.5.2 () APPLICALION citiieriesressenemnseassoatsoctisessosmasesssestsss s ssssess oo sss s ssmss st st st sasssssssssesases os 18-90
18.6.5.3  (U) Legal AUNOTILICS ..ottt sssssossmesssssssssssmssssssmss st st ssssssssssssssssesstens e 18-90
IB.6.5.4 () SCOPC.ciiiiisienectiecsenseissostsostsost sttt s s s s SRR AR R 1 B8 SRR R RS SRRSO 00 18-91

18.6.5.4.1 (U) Scope of FGJ Policy on Administrative Personnel oo cecsnemrececenis 18-91
18.6.5.5  (U) ApProOval REQUITCITICIILS ou.cauicuimuiaeeuerierroensremssemueems o ems et seesseessecs s sems e s s snnesacs sessons 18-92
18.6.5.6  (U) DUration Of APPrOVAL. e errceceremssemu e st et sesssesssecs e stms e e et s snessacs sesnses 18-92
18.6.5.7  Members 0F the NEWS MEAIa ..o eesereceme e e e ceeemes e sesesens semssemsemssmesemes s sestsensancssemeeee L O~ 9 2
18.6.5.8 () Notice and Reporting RCQUIICIMEDLS ... ssssssesssissies 18-92
18.6.5.9 (1) Definition of Matters Occurring Before the Grand JUry ... 18-92

18.6.5.9.1 (U) Examples of Matters Occurring Before the Grand JUry ... 18-92

18.6.5.9.2 (1) Federal Grand Jury Physical Evidence and Statements of Witnesses.............. 18-93
18.6.5.9.3 (U) Documents Created Independent of Grand Jury but Obtained by Grand Jury

SUBPOCIA ittt st st s RS R s eSS SR SR RS RS RR S SRS RS sERSR SR8 18-94

18.6.5.94 (U/ASHE3 Data Extracted from Records Obtained by Grand Jury Subpocna:..... 18-94

18.6.5.10 (U) ReSIrICUONS 0N DISCLOSUIT v v isrsriissnisstiosmsssssorsosnsess oot sosssessisssiosssossssosssatsosssssssostsos 18-94

18.6.5.11 (U) Disclosures by the Government Requiring the Court™s Permission.... . 18-95

18.6.5.11.1 (U) Disclosurcs by the Government Not Requining the Court’s Permission.......... 18-95

18.6.5.11.2 (U) Rule 6(e} Exceptions Permitting Disclosure of FGI Material ..o ceveeeeene 18-96
18.6.5.11.3 (1) Ru c 6((:)(2)((1) Disclosure Exception for Intelligence or National Security

18.6.5.11.4 (U) FBI s Conduit Rule...
18.6.5.11.5 (U) Other Statutory Disclosure Restrictions Not AFected... e, 18-97

18.6.5.11.6 (U) Rule 6(c}d) Receiving Official Rules and RESUICTONS ..o ervcerrearrecsemnseosivsnens 18-97
LR O I A 0 T (5 L) 18-939
18.6.5.12 (1) LIMILAION OF U 80 crereeeeeeeeeeeeeeeeeecemereeeceecenesees o sent e e et e emes et eems e et eems e 18-93
18.6.5.13 (UMPOHO) Marking, Physical Storage. and Mailing of Grand Jury Material......... 18-100
18.6.5.13.1 (U//FEa) Physical Storage of FGJ Material... oo serseenseassecssenssens 18-101
18.6.5.13.2 (U/FFEH63 Electronic Storage of FGJ Material.. oo erseenseasseessenssens 18-102

18.6.5.13.3 (U/ASH96) Handling and Storage of FGJ Material after the Closure of a Case. 18-103

18.6.5.13.4 (U//FOHFOY Deletion of Electronically Stored Material Identified as Matters
Occurring Before the Grand JUIY e cece e s esssees s e sees 18-103

XXV

UNCLASSIFIED — FOR-SHRICIAUSE-ONEY



UNCLASSIFIED —FOR OFFICTAC USE ONLY
Domestic Investigations and Operations Guide

18.6.5.13.5 (U/ABYEF FGJ Material Containing Classified or Other Sensitive Information:18-104

18.6.5.14 (U) Requests for FGJ subpocnas in Fugitive Investgations e 18-104
18.6.5.15 () FGJ OVErprotUCLION.. . rscesserssosssosssosssossasnsassssssssessssssssssssstssssssssssssseassasssassees 1 G 109
18.6.5.16 (U) FGJ Material Compliance and MONTOTIE oo ceeecene e cene e ees e e secseceeecs 18-105

18.6.6  (U) Investigative Method: National Security Letter (Compulsory Process) ... 18-106
18.6.6.1 (U) Overview of Compulsory Process v seneseenecnecmssemsenmenecenes 18-106

TB.6.6.2 (L) A PP I O oo ccm o cece e eecs e sene e e e s s e e e s s s s s e e 18-106
18.6.6.3 (1) National SCCUNILY LTS e erreeromrersecrsesssosssosssonssonsassassssssssssssssssssssssstssstsssssosesnesens L 3= 10O
18.6.6.3.1  (U) Legal AULNOTILY oo smesssossssnsesmsssiossesnsestsossssssssossosssostsossisonsesasons 18-106
18.6.6.3.2  (U) Definition 0f MCINOG .. s sersssssssssessmssnssessssssssiesssssisstsessmssassss 18-107

18.6.6.3.3 (1)) Approval REQUITCITIEIIIS ..crucme e cerrcenssecssemsenms e senssesssesssemssnmssessemsssasssensonneeens. 1 9= 107
18.6.6.3.4 (1) Standards for Issuing NSLS e sentenness e snsssassensesnnoens. 18- 107
18.6.6.3.5 (1) Special Procedures for Requesting Communication Subscriber Information18-108

18.6.6.3.0 (1)) DUration Of APPIOVAL e ece e sem e et e sees et s s s esems e st et aens 18-109
18.6.6.3.7 (1)) Specific Procedures for Creating INSLS o e e et ee e iase s eseens 18-109
18.6.6.3.8 (U) Noticc and Reporting ReGUITCIENES. ... omrcmemomneanoasmosmonsesssossssssisossesnsons 18-114
18.6.6.3.9 (U) Receipt of NSL Information, Review for Overproduction, and Releasing the

L) £ LA T 18-114
TRB.G.6.3. 10 (1) OV Ol PrOOIIC I ON. corr e eee e emeremeeemssameemessemssemeres sens e s sent e emessanssans st et sansseassamssanssnas 18-115
18.6.6.3.11 (1) Retention of NSL INFOIMAION. oo ceee e ceee e emes s sens e s cens s snsssensenes 18-116
18.6.6.3.12 (U) Service and Rettirms Of NSLS ..o ceee e snscensenssemsremssesssessssssncmssenesneeoees 18116
18.6.6.3.13 (U) Disscmination 0f NSL [NTOrMAUON c.vvvrrerrcrcrmoeriocrsesmssmsesmronmseossssssssssestsesmsssssses 18-118
18.6.6.3.14 (1)) Special Procedures for Handling Right to Financial Privacy Act Information

and Other INTOrmation. ..o 18-119
18.6.6.3.15 (1) Payment for NSL-Derived Information .. e e eeeveeeseneiens 18-120
18.6.6.3.16  (U) Judicial REvIEW OF NS LS v teerveerseessems e ssessmms s ens et snessssssesssesssass senssmernes 18-120
18.6.6.3.17 (1) Review of Nondisclosure Requirement in NSLs e e enereeeee 18-121

18.6.7  (U) Investigative Method: FISA Order for Business Records (compulsory process) ... 18-123
18.6.7.1 () Overview of CompulSory PrOCCSS . mimammmmsommmssssmomsssmsomonens 1 8= 123

18.6.7.2  (IU) APPLICALION vttt asreonsess s issnss st ssst ot satsssssesssast oot estsostsesnsost oot esssossseos 18-123
18.6.7.3 () Business Records Under FISA ... st snis st ssstsssnsses 18-123
18.6.7.3.7 () Legal ALNOIILY oot smmssnss st st snns s e st st s st st s e 18-123
18.6.7.3.2 (1) Detinition of Metho . ettt e s sens et s s s s 18-123
18.6.7.3.3  (U) Approval ReQUICIMENES ... e immems s s sessssns s snssssns s snsssssssesssnneoes L 9= 124
18.6.7.3.4 (1) Duration of Court APPIOVEL e veeecere s s s e sems e e sess st snessees s sees e 18-124
18.6.7.3.5 (U) Notice and Reporting ReqUIrEMENTS.. .o 18 124
18.6.7.3.6  (U) Compliance REGUIICIMCNIS oot isnsossssosssstsossesnsostsees 18-124

18.6.7.3.7 (1)) Sce the current classified FISA Business Records standard minimization

Xxvi

UNCLASSIFIED —FOR-OFHRCHAETSEONEY



UNCLASSIFIED —FOR-OFFSIALUSE-OMNY-
Domestic Investigations and Operations Guide

18.6.8  (UJ) Investigative Method: Stored Wire or Electronic Communications and

TransactioNal RCCOTAS w..uvierronrsesrecrsmsrsossseessemssessraossasossessoss soassemssesssasssnss oot soessoss socssesssesssessssonsoos 18-125
TB.B8B.T (1) SILIMUTIAIY oo e eer et cectsemseemueems o cme e sens oees eecs s e e s e e e s s e e et st et e 18-125
TB.B.8.2 (1)) A PP Il 0N ettt cemu e oo o censeescecs s sece e s e et e et e e e s et st et e 18-125

TR.G.8.2.1T (L) SUOICA DAL e eer e ee e e semseme sess s semssmes semssmes sems e semssms sams e samssms semsnmne 18-125
1B.6.8.2.2 (1) LeZll PrOCESS weciueereeceect et e e o emseesenroeessecseems e e s et st et st s e e s et st st e 18-126
[8.6.8.2.3 () RCITICVAL cuovvrcre e rniersssnienssnsssssssassassssasssssssssssassss s sssssssnsssnsesasasssssnsssssssnsssssssnsssrssss 18-126
18.6.8.2.4 (L) Basic Subscriber INTOrmMation ... s mmsrssssserssssssssssssssssnsssssssnssersses 18-126
18.6.8.2.5 () Prescrvation Of StOrcd DAt s ssssssssssessssssessssssssssssssssssnssersses 18-126
[8.6.8.2.6 (L) COSL rCIMBUISCINCII c..vvvvovvereernseressreeressessssesmsessessrassasssssssssssessessssarsssssssrsssnsssssssnsssrssss 18-126
T8.6.8.3 () Leal ALNOUIEY oo e eeceeece et senesessseneseessene et e e s e e e e e e e 18-127
18.6.8.4 (1) ECPA DISCLOSUIES .eo oo eeecemeeeneeeceme e emeevens e smesveessems o senssnmssmss sanssnmssess smnssomssemssmssonssemsnoes L - 1 27
T1.6.8.4.1 (1) DEEIMILIONS oooneeeeeeee et oo eer e sesevemssonssenesenssessonsseremmsemessesssemssasssussesssmmnemmeeemssemsemeeoeme L = L 27
18.6.8.4.2 (1)) CoOmMPEIIed DISCLOSIIT coruemueer e ieerieseectsecseems e e emes ceseseessecssems s e s s sens e 18-128
18.6.8.4.3 () VOLUNLATY DSCIOSUIC .civutiecticiitseisesiotiesiossissvssmismissesesnsosnsostsostssstisstsssasssasessess 18-134
18.6.8.5 (U) Voluntary EMCrgency DiSCIOSUIC ..o 18-137
I8.6.8.5.1 () SCOPC ottt ioasisessssssssssssiostiosisostisstessiosiosttostsosnsosnsostsostsostisstasssasssasesseos 18-137
18.6.8.5.2 () Duration Of APProval ..o 18-138
18.6.8.5.3 (L)) Specific Proceuiles. et vt ceneeessecs e s e emsemes s vesnees. L O~ L3O
1B.6.8.53.4 (L) COSt RCIMDUISCIMICIIL c.ccu. et cecuece et e cemuemscecssms cemssmas senssmas senssmas sams s e st cecmeens 18-138
18.6.8.5.5 (U) Reporting Voluntary Emergency diselosures e eeeeeeeneseneens 18-139
18.6.8.5.6 (1) ROles/ReSPOMS IS oo et cene e e et e emes et e smes s sees s emes sene e 18-13%
18.65 (1) Investigative Method: Pen Registers and Trap/Trace Devices (PR/TT e 18-140
18.65.1 () SUMMArY.orerrerreresssemnsenssensssens 18-140
18.65.2 () ApplicalioN oo 18-140
18.65.3 (U) Legal AUthOTity. oo 18-140
18.6.9.4 (1)) Definition of [nvestigative Method . v et seeeneieneees 18- 140
18.6.9.5 (U) Standards for Use and Approval Requircments for Investigative Method.......... 18-140
18.65.5.1 (U) Pen Register/Trap and Trace under FISA e e e eeeens 18-140
18.65.52 (U) Criminal Pen Register/Trap and Trace under Title 18 18-142
18.65.6 () Duration 0f APProval....eemmamamim st s s sses 18-144
[8.6.0.7 (L) SPCCIHIC PrOCCAUITS oo resrmsisersosrsesssesnsesssss sossscssoes socssonssesssesssmsssoossoessons soatsosssosnssssasessos 18-144
18.6.5.8 (U) Usc of FISA Derived Information in Other Procecdings e 18-145
18.69.9 (U) Congressionzal Notice and Reporting Requirements ... imeeeeiensaans 18-145
18.65.9.1 (U) Criminal Pen Register/Trap and Trace- Annuil Report... e cecececceeeens 18-145
18.6.9.9.2  (U) National Security Pen Registers and Trap and Trace — Semi-Annuzl Report18-146
18.6.9.10 (1) Post Cut-Through Dialed Digits (PCTDD) oot s o 18-146
T8.0.0. 0.1 (L) VI VICW wetirii st tissnistiest st sest st sest st sest st sass st s4ss s st s40s o st sbst st sbsn o st ssss st sasnsesntoosons 18-146

XXvii

UNCLASSIFIED —FOROFFHCHAETSEONEY—



UNCLASSIFIED FoR-OHcAEHSEONEY
Domestic Investigations and Operations Guide

18.6.9.10.2 (U) Collection Of PCTDD .o onensssosieosssnost o 18-147
18.6.9.10.3  (U) USC OF PCT DD st oo osssnsossios o sestsostiossseossosnsost oo 18-147
18.6.9.104 (U) What constitutcs PCTDD COMRRL it osseossssostion 18-149
18.69.11 (U/FOHS) ] BTE
l ............................................................... 18-149
18.6.8.11.1 (/A3 To Locate @ Known Phone NUMDE e ene s 18-14%9
18.6.5.11.2 (UAFOEO) To Identify an Unknown Target Phone NUMbBET .....eevcnncnrenrinnens 18-150
18.6.9.11.3 (U) PR/TT Order LangUAZC .o onsesnsostiossseossostiost oo 18-151
18.6.10 () Investigative Mcthod: Mail COVELS .o oensostsosssmost o 18-152
IB.E. 101 (L) SUIMITIAIY correerccrreerrecsremrsemsaos s ssessoessoessonssesssesssess o sses oot soatsoutsesssesssesssuss reos ot soassocssontsenssasnsons 18-152
TR.E.10.2 (L) AP I ON oo e ec e e s cemscemesece s e sens s e e s e e e s s 18-152
TR.G.T0.3 (1) L]l AL OITEY oottt st e o e s et et e e et s st st 18-152
18.6.10.4 (1) Definition of [nvestigative Method et eet e ene e censsens e 18-152
18.6.10.5 (U) Standard for Usc and Approval Requirements for Investigative Mcthod............ 18-153
18.6.10.6 () DUration 0f APPIOVAL ..o onseonsssnsssnsessssstsesssosssosssosssosssosssossssossaossasssaon 18-155
18.6.10.7 () Storage of Mail Cover Information ..o 18-155
18.6.10.8 () Return of Mail Cover Informazion to USPS ..o seersennsensesnions 18-155
18.6.10.9 (1)) Compliance and MOmOUTNE . e iees e sessses s s cess et e e st e st st st 18-156
18.6.11 (1) Investigative Method: Polygraph EXaminations. . oo cec e ecsecsensees 18-157
TRUBT 1T (1) S LlITUI I Y e cenr e eeeneenereetsenssemscess et o e e et e e e e e e e et s s s e et st et e 18-157
18.6.11.2 () APPIICRUON it sssssssssss s ssisssssessssssssssesssssssssss s sssnssnssss 19 19 7
18.6.11.3 () Legal AUINOTIIY s isssissssessessissimsssss s s oot st ssasssasessoes 18-157
18.6.11.4 (U) Standards for Usc and Approval Requirements for Investigative Method.......... 18-157
18.6.11.5 (L) DUration Of APPIOVAL. ..o sosssosssssassasnsostsosssostsostsostsossossassssssssons 18-157
18.6.11.6 (1) SPeCifiC PrOCOAUITS oo e et eencece e seme e st et et ceessecs s se s et et st et e 18-158
18.6.11.7 (U) Compliance and MoONIOITIE ... e cece e ceee e semssnss st sess oo seneseascnes 18-158
18.6.12 (U) Investigative Mcthod: Scarches that Do Not Require a Warrant or Court Order
(Trash Cover,| | b7E
| JAND Inventory Searches Generally ........ccceoveer.ee. 18-159
LRI D2 T QI T3 014 i 1 OO 18-159
TB.B.12.2 (1) A PPl I ON .o cece e semecemscoms o et senscnescecs s e e s s et e e s st e s e et et e 18-159
18.6.12.3 (1) LeBal AUNOUTEY ettt cece oo e e e s ms s s s st sees s s 18-159
18.6.12.4 (U) Definition of INvestigative MCtROG oo ssmsimonmsnssmsosisossesnsons 18-160

18.6.12.4.1 (1)) Distinction between a Trash Cover. a Search of Abandoned Property in a
Public receptacle, and Administrative [nventory Scarch of a Lost or Misplaced

1 ¢ o P 18-160

18.6.12.4.2 () Determination of an Arca of Curtilage Around a HOMC ....cerecereennerrosrsnnnens 18-161

18.6.12.5 (U) Standards for Usc and Approval Requircments for a Trash Cover ... 18-161
XX viii

UNCLASSIFIED —FOROFFICAEUSE-ONEY-



UNCLASSIFIED -FOR OFFICTAC USEONLY
Domestic Investigations and Operations Guide

18.6.12 ¢ (U) Standards for Use and Approval Requirements Retrieval of Discarded or
Abandoned Property. Administrative Searches of Lost or Misplaced Property and

INventory SEarches GENEIAITY .. e ceeesceee i e sene e s sens e e s seas s et 18-162
18.6.13 (U) Investigative Method: Undercover OPerations ... ... eeeeeeoeeveemsosssssssessssessensoens 1 8- 163
18.6.13.1 (L) SUINMIATY covveonrevressrvornessssonsssssossssenssssssonsssssossssensossssonssstsossssensossssonsesssosssensosssoonsesssosssonsastsssnssss 18-183
18.6.13.2 (U) Legal AUTNOTIEY oovcreenrcenensrionneesseesseas st sionsossssessesssossseonsossssossess sossseonsostssossess sossseonsostisonsoss 18-1863
18.6.13.3 (U) Detinition of [nvestigative MEthOq e manmnssmessmsosmonsesnsssosssonsssnsossson 18-1863
18.6.13.3.1 (U) Distinction Between Sensitive Circumstance and Sensitive Investigative

3% T o O 18-164

18.6.13.4 (U/FOHES Standards for Use and Approval Requirements for Investigative Method18-164
18.6.13.4.1 (U) Standards for Usc of [nvestigative MethOd . ecsssesreesssosseonsios 18-164

18.6.13.42 (U/POHO) Approval Requirements for UCOs (investigations of violations of
federal criminal law that do not concern threats to national sceurity or foreign

ETTEI LT EIICE s et e o e e s e e et sees et sees e e e e s e e s £ st s 18-165

18.6.13.43 (U/F0H65 Approval Requirements for UCO] | b7k
[ [errrrsseensssssessseessnannsen 18-166
18.6.13.5 (Uj PIA in Undercover Operations ... 18-166
18.6.13.6 (U) Duration of ADPTOVAL et ettt et s s e et et st e e s s e s s e 18-167
18.6.13.7 (1) AAAIONE] GUIGHTICE .evrresoeseneseseeesssssesseesssssesseesssssessess s oeeseeesesoessesesessess s seoees e 18-167

18.6.13.8  (U) Compliance and Monitoring, and Reporting ReqUirements.......ow.eooveesoecesocee: 18-167
18.7 (U) Authorized [nvestigative Mcthods in Full [NVESHZATONS wweresmerrnsemsossemssocssmonsosssossennens 18- 168

18.7.1 (U) Investigative Method: Searches — With a Warrant or Court Order (reasonable
CXPCCHETON OF PIIVECT ) erriereeer et eces e sece e e secssecsseessesssenssenssens s s e sessomences L O~ 1 7 O

TBT7NT () SHIMIMELY oo e sesmmsseeeeensseeesesssesssossmssemesensseessess s sssmsssssssenssanssenssasssesssasmcereee 1 8- 17 0

18702 (1) LAl AUIOTIY oo oeeeoeee oo ommseemeeeneeeee oo s ssemeseeseees e e s s sess e s e e e st 18-170
18.7.1.3 (V) Definition of INVESHZAIVE METHOA c.ceveerrveesceeeeeeeee e ssenssess e ssssees s cess s s sssne 18-171
18.7.1.3.1  (U) Requircment for RCASONADICHTSS . ... coessssismsassssssssssssess s sssssssssssssssssssssssssssossos 18-171
18.7.1.32  (U) Reasonable EXpCCtation OF PrIVACY .. wemmuusmerssusssessssmsssssessssssssssesssssssesssocsssosions 18-171
18.7.1.3.3  (U) ISSUANCE OF SCAICH W RITAN  cucuvuvuersverserrssrsssssessssssssssssssssssssssssssessssssssssssssesssesssocssoosions 18-171
18.7.1.34  (U) Property or Persons That May be Seized with @ Warrantu.....ceomemseoe 18-172
18.7.1.4 (1) Approval Requirements for Investigative Methog ...........mm..weeveceecesveeseceeeceeeeeseneseneeee 18-175
18.7.1.5 (1) DUFHGON OFf APPIOVALeeveerrrereeemmeeeeseesssssees e sessmeseees e seseesseses s sassees s sssssesees s sasne 18-176
18718 (L) SPCCITIC PrOCCAUIES crvevveees e eeenmeeeescessessees e sesmeseees e seseess e e s e s e 18-176
18.7.1.6.1 (U) Obtaining a Warrant under FRCP RUIC 4 1 .uu..uuueuuuermeemmeommeosmuosmessssssssonseonseosseosseossons 18-176
18.7.1.6.2 (1) OBaININg @ FISA WAITAN.ceuuueruuemmuesseesseesseessesssesssesssesssssssesssssssesssessssssssenseesseessessseossons 18-179
18.72 (V) Investigative Mcthod: Electronic Surveillance — Title T emeemmseersorseessnsessn 18-184
I8.7.2.1 () SUIMMAIY ..ovvvvrrvevesssescsssssssssssssssssssssssssssssssssssssssesssssssssssssessssssssssssssssssssssssssssssssesssesssessicestoo 18-184
18.7.2.2 (1) LG ALENOTIEY v verrrrrrrers e ermmseemeeeereeeesees e ses s omme e e e s s omes s e e ssssssssee 18-184
18.7.2.3 (1) Definition of INVEStZAIVE MEROA o .ow..ee..eeeeceee oo sess e eenesnesenss s 18-184
XX1X

UNCLASSIFIED —-FoROFRISIALUSE-OMN Y-



UNCLASSIFIED - FOROFFEIAEESE-OMNY
Domestic Investigations and Operations Guide
18.7.2.4  (U) Title LIL GENCIallY it s imsnsssstssasssass ssssessiiess 18-184
18.7.2.5 (U) Standards for Use and Approval Requircments for Non-Sensitive Title Il]s ... 18-184
18.7.2.6  (U) Standards for Use and Approval Requircments for Sensitive Tide IS .., 18-185
18.7.2.7  (U) Procedures For Emergency Title ITT Interceptions ... ocencimmremssesceesiennnn 18-186

18.7.2.7.1 (U) Obtaining Emergency AUthOIIZAtION. ... veevveceseercene e ceceemeemeems s o ses e e sessonns 18-187
18.7.2.72  (U) Post-Emergency AUtNOTIZELON ... eemueemsieesiecesesscene e ceesmeemsemssccms o e semssemssemssnes 18-188
18.7.2.8  (U) Pre-Title III Electronic Surveillance (ELSUR) Scarch Policy e 18-189
18.7.2.9  (U) Duration of Approval fOr Title LIl . s sssssrssssssens 18-189
18.7.2.10 (U) Specitic Procedures for Title LI AfTIdavILs . s s s 18-189
18.7.2.11 (U) Dispute Resolution for Title III APpliCations ... s s 18-191
18.7.2.12 (U)) Reporting and Notice Reguirements — Title HT e eeeees 18-191
18.7.2.12.1 (U/ESHO) Notice Requirements for Sensitive Investigative Matters (SIM) that
INVOIVE Title 1] INTCICCPLIONS i mnsrnesscsseesiosissmmssrssssimmismsssissssss st st stassssssssssssens 18-192
18.7.2.13 (U) Joint Title Il Operations with Other Law Enforcement AZEncics v 18-192
18.7.2.13.1 (U) Federal Law EnfOrcCment AZCNCICS. .o iiotmermersecssemssesnsesssonmsostoossssoatsssmsesmises 18-192
18.7.2.13.2 (V) Statc and Local Law Enforcement AZCNCICS v 18-192
18.7.2.14 (1) Evidence Handling et esiees et e e e e s e nesssssens sas sans s o 18-193
18.7.3  (U) Investigative Mcthod: Electronic Survcillance - FISA and FISA Title VII
(acquisition of foreign intelligence INFOrMELION) c. e et e 18-194
18.7.3.1 () SUIMIMAIY covrvtrvernessrsonsensiosssisnsecsseonsess oot seonsossseonsess sossisenssstasossosssossontostossesssossonssssssossosssossines 18-194
18.7.3.2  (U) Forcign Intelligence Surveillance ACt {FISA) v s 18-194
18.7.3.2.1 () Legal AUthOTILY i st sttt s s oos 18-194
18.7.3.2.2 (1)) Definition of Investigative Method s ceer e e e 18-195
18.7.3.2.3 () Standards for Use and Approval Requirements for FISA L 18-195
18.7.3.2.4 (1) Duration of Approval for FISA et 18-196
18.7.3.2.5 (UMD Specific Procedures for FISA oo cece s e e 18-196
18.7.3.2.6 (U) Notice and Reporting Requirements for FISA e 18-198
18.7.3.2.7 (U) Compliance and Monitoring for FISA .., 18-198
18.7.3.2.8 (U) Spectal Cireumstances for FISA i 18-198
18.7.3.2.9 (U) FISA OVverCOllCHON et ss st st sosssossses s ssessstiostsostssasssssons 18-199
18.7.3.2.10 (U) Other Applicable POLICICS e cnninnnsnssssssssssoessessssssseensssssmonsons 18- 199
18.7.3.2.11  (INCollection NANAIIE e e et cenesens s e e e s s s s st e s s s 18-199
18.7.3.3  (U) FISA Title VII (acquisition of foreign intelligence information) ......coeces 18-201
TR.7.3.3.T (1) SLUTIUTIATY worerecu e remeseescessemeeceessemseceseessems e cenesems cems e seesseas st saes s eces renssems o rens s s nt e 18-201
18.7.3.3.2 (1) Legitl AUNOUILY oot et cesesens e e e s s s st s 18-201
18.7.3.3.3 () Definition of [nvestiZative MethOG... e ssmssmomsosisos s 18-201
18.7.3.3.4 (Us’x"Y"G-UQJ Standurds for Use and Approval chuncments for Investigative
18.7.3.3.5  (U) Duration of Appz {3171 1 P 18-201
XXX

UNCLASSIFIED - FOR-OFHFCHAEESE-ONEY-



UNCLASSIFIED - FOROFFCHAETSEONET
Domestic Investigations and Operations Guide

18.7.3.3.0 (UABYE) Specitic Colleetion Procedures for Title VI e 18-201

L9 1 (L) AITCSE WRITHILS woovvvevvviriessresiessrassisssssss e sassss s ssssss o sssson e ssssss e sasson sesasson sesassen sesasses sesassos sesassessesassessesassassosas
TOU1 T () COMPLIBINIS et enier s seerseassemsressess s s oot soessoassesssesssess e s ot st soetsenssesssesnsasn s becs et soctse
LR R S I TN oY ¢ T g £
1921 (1) POLICY oottt seerrecs s ssesesseer et semssesssessnossaossons
19.2.2 (1) PrOMPT EXCCUTIOMN  coareerresreerreenreersoessoassenssesssesnsass reossses oot soessoussesssesssess s s et soassoussoss sesssesssess onsooss
19.2.3 (L) AITCSE PLADS o vtrvctcties i stnss i stsss i stssss st ssss st ssss s st sssn s st sssnbs st sssn o stassntostassnbostassntsstassntsstassntsstassntestasens
19.2.4  (U) Arrest Technigues — General e,

19.2.4.1  (U) Initial Approach during an Arrest Operation

19.2.4.2  (U) Possession and Displiay of WarTant . e e e cnenes
19.2.4.4  (U) Scarch of the Person [NCIACIT 10 ATTCS ..t rierie st s ssssessessssessesasssssesassassosns

19.2.44.1 (U) High-Risk Scarch/Full-Body SCarch ... esesiesseesseassensense
19.2.442 (U) Final Scarch and Collection of EVIACINCC i sssessessson s
19.24.5  (U) Transportation of Arrested PeISONS . e o sems e sems e sems st et e s e

19.24.7 () Eyewitness IdentifiCations . ettt et et et e et e et et

193 (1) Arrest without Wirrant

19.3.1 (L) FCACTAL CIIMICS cirrtiriistissiesinsesiestssssisstssssisstsssstsstsssstsstasstsstassntostassntostassntostasstsstassntsstassntsstassntestasens
19.3.2  (U) Notification 10 U.S. AUOTACY ovvcerreerrerrcrrernenreensons
19.3.3 (L) NON-FCACTAL CIIMICS ovtircire ittt sisses i stssss s stssss s stsss s stssstostssstostassn o stassntsstassntsstassntsstassstsstasens
19.34  (U) Adherence to FBI PoOlICY e
19.4 (1) Prompt Appearance before Magistrate e
19.4.1  (U) Definition of Unnecessary Delay e
19.4.2  (U) Effect of Unnecessary Delay e
19.43 () Necessary Delay e sessons
19,44 (1) INITAL PrOCCSSINE oo erreesrerseerseessemssesssesnsaos ot ssesoes soessoussesssesssess s s oot soassoussosssesssesssess ossooss

19.44.1 (U) Reguests of Subjects in Custody .ecenrennen.
19.45 (1) Collection of DNA after Arrest O Delenon o e ec et e sems ens e s ems e seeees
LR T ) T oy
1951 (U Identification e e
19.5.2 (1) Physical FOrce o eresensecrrecrseseensessaosseessons

Xxxi

19(U) Arrest Procedure PoliCy wummmmmsmnsmsmmsnmssmsanssnssanssnmssnssnnssnssnsens 191

19-1
19-1
19-1
.19-1
19-1
19-1
..................................................... 19-1
.19-2
.19-2
...................................................................... 19-3
...................................................................... 19-3
.19-4
19-4
19-4
19-4
19-5
19-5
19-6
.19-6
...................................................................... 19-6
.19-6
..................................................... 19-6
.19-7
...................................................................... 19-7

...................................................................... 19-7
...................................................................... 19-8
...................................................................... 19-9
..................................................... 19-S

.19-G

..................................................... 19-S

19-9
— S

UNCLASSIFIED — EQR-OERICIAL-USE-OMNLY



19.5.3
19.54

19.6.1
19.6.2
19.6.3
19.6.4

19.7.1

19.7.2
19.7.2.1
19.7.2.2
19.72.3
19.7.2.4
19.7.2.5

19.7.3

19.8  (U) MCAical AtUCNLION fOI ATTCSICCS cvumeusreusrevssosmrosmosrsscrssosssosssosssossasnrsssesnssssssssssssssssssstsosssasssssessasseassesses
19.9  (U) Arrest OF FOUeign NuIOMALS oo e eem e e e seceseessesssesssesssens sens e s s s e see

19.9.1

UNCLASSIFIED - ROROFFREIAEHSE-ONEY
Domestic Investigations and Operations Guide

(U) RCSIAININGE DCVICCS 1mmmmmmmmmemeassommismiesesssssiootieos oossmossaossasnsesssssssssssenmestosstis tas saassssssssrossrossos 19-10
(L) PIOZNANT ATTCSICCS covrvrrinisssmsssnseansssnisssscsssessssssoosioos oot smonsasnsasnsosniasssssssssnssssssstvsstas saassassssssossrossoe 19-10
19.6  (U) Manner of ENUY .o sissesmssessssnsossioossostssossos

(U) Knock and Announce
(U) Suspect's Dwelling
(U) Third Party Dwelling
(U) EXIZCNT CIFCUMSTANCES ivvssrsscsssearsessisssis s sssssssoosieos ossssssesstosstosnsssnsssssssssssssssssstssssas sesssssssatssates
197 (U) SCArch INCIACHE tO ATTCSTuvumcurcmrommenseariosmsossesmesnossssssssssesssostisssisossusnssssosssssstssnsssassessassssssssnssstassases
(U) Prerequisite: LaWTUl ATTCST mmmmmmmmmemeosioiosississsesssenmasnmessesssssissstsosssssssesssasesssessiss
(U) Scope and Timing Requirement

(U) Scope of Search

(U) Protective Sweep

(U) Timing

(U) Inventory of Personal Property

(U) Requirements Pertaining to Foreign Nationals ..o oo ceee e seeeceee e e

.................................................................................................

.......................................................................................................................

.......................................................................................................................

...................

...................................................................................................

e 19-11

19-11
19-11
19-11
19-12
19-12
18-12
18-12
19-12
19-13

.19-13

18-13
19-13
19-14
19-15
19-15
19-15

1962  (U) Steps to Follow When a Foreign Nationzl is Arrested or Detained ..o vecveene. 19-16
1963 (1) Suggested Statements to Arrested or Detained Foreign Nationals..eveeceneeneen 19-17

1983.1 () Statement 1: When Consular Notification is at the Foreign National's Option....19-17
19632 () Statement 2: When Consular Notification 1s Mandatory...eeemamammene 15-18

1964 (1) Diplomatic ImMmunify .
195417 (1) Territoria] IMITIINILY oo sememnsens e e e sens e e seessess s et semssnms sens s e s secs e ons
19542 (1) PorsOnl IMIMIITIEY. o cees e ececemsemnsens e e s sens e e sees e s et semssrms e s e s secs e oms

19.10 (L) Arrest of Members of the News Media.......e

19.10.1 (1) Exigent Cirecumstances o

19,11 () Arrcst of Armed Forces Personnel .

19.12 (U) Arrcst of JUVERICS .

191217 (L) DeINitION oo esr e cenreer e serssns e nns e ens e s s et e et eemeins
19122 (L) ATTCSE PrOCCAIITES oo et eee ettt cent e ees e s e et sees e et e e ees st s s tmns e e sans et s

20{U) Other Investigative ReSources ...

2001 (L) OVCIVIEW cooeeieet e et ceeee e essseses e s e et s st e et sns s

20.1.1  (U/Fode

2012 WaEewe]l 0 e

XXxii

........................................................................ 13 18

15-18
15-18

........................................................................... 15-18

.. 19-19

.................................................................... 13 13

. 19-20
.. 19-20
19-20

UNCLASSIFIED - FOR OFFICIAC USE-ONEY

b7



UNCLASSIFIED —FOROFFICTAT TSEONETY
Domestic Investigations and Operations Guide

20.1.3  (U//FOY6Y Behavioral Analysis — Operational Behavioral Support Program ... 20-1
20.1.4  (UAFOHO) Scnsitive Technical EQUIPIMICENL. ... e eemmssessssssssssesssssssssssesssssssssssesseesscssosss 20-1
202 (Uirese S
20.2.1  (U) Authorized INVESHERVE ACHVILY co..ovevevsoees oo csssssoeesoeesseesseessesssossmsssesssesseees s s sassmsssemeeeese 20-1
203 (U/Eeye L e e e 20-1
20.3.1 () AUNOTTZEA TVESTZATIVE ACT VILY wovvmrreesseesseesssssssasssssssmsssmsssmsssesssesssessseessesssssssesseeeseeessesseeseessenmees 20-1
204 (U/FOUO) Operational Behavioral Support Program — CIRG's Behavioral Analysis Units
(BAUs) and/or CD’s Bchavioral Analysis PrOZIanT. ..o 20-2
20.4.1 () AULDOTIZON TNVCSTIZRIIVE ACTIVILY wovvervurrserssessssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssessssssseses 20-2
20.5 (U/FOHO) Sensitive Technical EQUIPIENE ..o o oee e oeeeeeceecesemssessseseseessenesecssssssssssesssssssessceessensemesenesss 207 2
20.5.1  (U) Authorized INVESHZAVE ACHVITY e eeroeeseeesieessenssensseseeessemssmsssenssenescessess e emssas s seessmessesssneses 20-2
20.6.1  (U) Authorized INVESUZAtIVE ACTVILY c.ovcurrccrrecsssossosassvansesnsessiosssoossossmmmmansssssssssssssoossoosmomsmstissssssss 20-3

21(U) Intelligence ColleCtion .. mmssmsssmssnssssmssesssssssssssssssnsssssssmsssnsssasssnnssasssnssssns 2 11

211 (U) INCIACHIAL COllCCTHOM. v resrerssereessesrssensssssmsnssssssssesnssssssssssasssssensssssssssssssmssssnssssssssssssessssensssssesssssee & 1= 1

21.2  (U) FBI National ColleCtion REQUITCINCIS. cov..vvverrsreessmsssssssonssssssonsesssssssssssssmommssssssonsssssssnssssssensossssssssssss 21-1
21.3 (U/AFedET FBI Ficld Office Collection REGUITTINCNLS w.ovvwrrvermeesosseessesssossseamsessseonsooroonsocssessissstostssesse 21-3
xxxii

UNCLASSIFIED —FOR-OFHCHEUSE-ONEY-—

b7

b7



UNCLASSIFIED - FOR OFFICTAT TSE-ONEY
Domestic Investigations and Operations Guide

(U) APPENDICES

Appendix A: (U} The Attorney General’s Guidelines for Domestic FBI
Operations

Appendix B: (U} Executive Order 12333

Appendix C: (U//FOH63}-Use and Targeting of a Federal Prisoner Held
in the Custody of the BOP or USMS During an FBI Predicated
Investigation; Interview of a Federal Prisoner Held in the Custody

of the BOP or USMS During an FBI Assessment or Predicated
Investigation

Appendix D: (U} Department of Justice Memorandum on
Communications with the White House and Congress, dated May
11, 2009

Appendix E: (U/ A8UHB} Attorney General Memorandum - Revised
Policy on the Use or Disclosure of FISA information, dated January
10, 2008

Appendix F: (U} DOJ Policy on Use of Force
Appendix G: (U) {lassified Provisions

Appendix H: (U} Pre-Title I11 Electronic Surveillance (ELSUR) Search
Policy

Appendix I: (U} Accessing Student Records Maintained by an
Educational Institution {(“Buckley Amendment”}

Appendix J: (U} Case File Management and Indexing

Appendix K: (U} Reporting of Suspected Child Abuse, Neglect and/or
Sexual Exploitation

Appendix L: (U} On-Line Investigations
Appendix M: (U) The Fair Credit Reporting Act (FCRA}

Appendix N: (U) Federal Taxpayer Information (FTI}
Appendix O: {U} Right to Financial Privacy Act (RFPA}
Appendix P: (U} Acronyms

XXXIv

UNCLASSIFIED - FOR-OFHCIATEUSE-ONEY



UNCLASSIFIED —FOSROFFCTATTSEONEY
Domestic Investigations and Operations Guide

Appendix Q: (U) Definitions

Appendix R: (U} Superseded Documents and NFIPM, MIOG, and MAOP
Sections

Appendix S: (U} Lists of Investigative Methods

XXXV

UNCLASSIFIED - FOR-OFHCIATETSEONEY



UNCLASSIFIED —TFOROFFICTAC USEONEY
Domestic Investigation and Operations Guide

This Page is Intentionally Blank.

UNCLASSIFIED - FOR-OFHCIAETSEONEY



ALL IWFORMATION CONTAIMED
HEREIN IS UNCLASSITIED
DATE 05-10-2018 BY[ | NSICC b6

UNCLASSIFIED —TOR-OFHACHAETSEONEY- B¢
Domestic Investigation and Operations Guide

(U) PREAMBLE

November 12, 2015

(U} As the primary investigative agency of the [ederal government. the FBI has the authority and
responsibility 1o investigate all viclations ol federal law that are not exclusively assigned to
another federal agency. The FBI is further vested by law and by Presidential directives with the
primary role in carrying out criminal investigations and investigations of threats to the national
security of the United States. This includes the lead domestic role in investigating international
terrorist threats te the United States, and in conducting counterintelligence activities to counter
foreign entities” espionage and intelligence efforts directed against the United States. The FBI is
also vested with important functions in collecting forcign intelligence as a member agency of the
United States Intelligence Community (USIC). (AGG-Dom, Introduction)

(U} Whilc investigating crime, terrorism, and threats to the national sccurity, and collecting
foreign intelligence. the FBI must [ully comply with all laws and regulations, including those
designed to protect civil liberties and privacy. Through compliance, the FBI will continue to eam
the support, confidence and respect of the people of the United States.

{U) To assist the FBI in its mission, the Attorney General signed the 4énaey Creperal’s
Cridelines for Bomestic FBE Opevations (AGG Do on September 29. 2008. The primary
purposc of the AGG-Dom and the Domestic Investigations and Operations Guide (DIOG) is to
standardize policy so that criminal, national security, and foreign intelligence investigative
activities are accomplished in a consistent manner, whenever possible (¢.g., same approval,
notification. and reporting requircments). In addition to the DIOG. cach FBIHQ operational
division has a policy guide (PG} that supplements this document. Numerous FBI manuals.
clectronic communications, letterhead memoranda, and other pelicy documents are incorporated
inte the DIOG and the operational division policy guides, thus, consclidating the FBI's policy
guidance. The FBIHQ Internal Policy Office (IPO) plays an instrumental role in this endeavor.
Specifically. the IPO maintains the most current version of the DIOG on its website. As federal
statutes, executive orders, Attorney General guidelines, FBI policies. or other relevant authorities
change. IPO will electronically update the DIOG after appropriate coordination and required
approvals.

(U} Since its inital release in 2008, the DIOG has been revised several times as a result of
changes 1o Executive Orders, the Attorney General Guidelines, federal statutes, as well as
suggestions offered by ficld offices and FBIHQ Divisions. The changes to the DIOG in this
release should betler equip you o protect the people of the United States against crime and
threats to the national security and to collect foreign intelligence. This is your document, and it
requires your input so that we can provide the best service to our nation. If you discover a nced
for change, please [orward your suggestion (o FBIHQ IPO.

(U} Thank you for your outstanding servicel
James B. Comey

Director
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1 (U) SCOPE AND PURPOSE

1.1 (U) Score

(U) The Domestic Investigations and Operations Guide (DIOG) applies to all investigative
activitics and intelligence collection activitics conducted by the FBI within the United States, in
the United States territories. or outside the territorics of all countrics. This policy document does
not apply to investigative and intelligence collection activities of the FBI in foreign countries;
those are governed by:
A) (U) The Attorney General s Guidelines for Ixtraterritorial 1'Bl Operations and Criminal
Investigatinns,
B) (1)) The Attorney General s Guidelines for 1Bl National Security Investigations and Foreign
Intelligence Collection (those portions which were not superscded by The Artorney General
Guidelines for Domestic FBI Operations),
C) (U) The Artarney General Guidelines on the Development and Operation of FBI Criminal
Informants and Cooperative Witnesses in Extraterritorial Jurisdictinns;
D) (U) The Attorney General Procedure for Reporting and Use of Information Concerning
Viodations of Law and Authovization for Participation in Otherwise Hlegal Activity in FBI
Foreign Imelligence, Counterintelligence or nternational Terrarism Intelligence
Investigations (August 8, 1988); and

E} (U} Memarandum of Understanding Concerning Overseas and Domestic Activities of the
Central Intelligence Agency und the Federal Bureau of Investigation {2005).

(U6 Collectively. these guidelines and procedures are hereinafter referred to as the
Extraterritorial Guidelines in the DIOG.

1.2 (U) PURPOSE

(U} The purposc of the DIOG is to standardize policics so that criminal. national sccurity and
foreign intelligence nvestigative aclivities are consistently and unilormly accomplished
whenever possible (e.g.. same approval. opening/closing. notilication, and reporting
requircments).

(U} This policy documnent also stresses the importance of oversight and sell-regulation to ensure
that all investigative and intelligence collection activitics arc conducted within Constitutional
and statutory paramecters and that civil libertics and privacy arc protected.

(U} In addition to this policy document. cach FBI Headquarters (FBIHQ) operational division
has a policy guide (PG) or scveral PGs that supplement the DIOG. No policy or PG may
contradict, alter. or otherwise modily the standards ol the DIOG. A DIOG-related policy or PG
must adhere to the standards. requirements and procedures established by the DIOG. Requests
for DIOG modifications can be made to the Internal Policy Office (IPO) pursuant to DIOG
Section 3.2.2 paragraphs (A), (B). (C) and (D). As a result. numercus FBI manuals. clectronic
communications, letterhead memoranda, and other policy documents are incorporated into the
DIOG and operational division PGs, thus, consolidating FBI policy guidance.
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2 (U) GENERAL AUTHORITIES AND PRINCIPLES

2.1 {U) AUTHORITY OF THE ATTORNEY GENERAL’S GUIDELINES FOR
DOMESTIC FBI OPERATIONS

(U) The drtorsey Garerad s Giidelines for Domestic 278 Opesaetions {460 -Doa apply to
investigative and intelligence collection activities conducted by the FBI within the United States,
inn the United States territories. or outside the territories of all countries. They do not apply to
investigative and intelligence collection activitics of the FBI in foreign countrics, which arc
governed by the Extraterritorial Guidelines discussed in DIOG Section 13. {(Reference: AGG-

Dom, Part LA.)
{U) The AGG-Dom replaces the following six guidelines:
A} (U) The Attorney General s Guidelines on General Crimes, Racketeering Enterprise and
Terrorisin Enterprise Investigations (May 30. 2002);
B} (U) The Attorney General's Guidelines for I'BI National Security Investigations and Ioreign
Intelligence Collection {October 31, 2003);

C) (V) The Attorney General s Supplemental Guidelines for Collection. Retention. and
Dissemination of Foreign Intefligence (November 29, 2006},

§2

D) (U) The Attorney General Procedure for Reporting and Use of Information Concerning
Vialations of Law and Authorization for Participation in Otherwise [Hegal Activity in £BI
Foreign Intelligence. Counterintelligence or International Tervorism Intelligence
Investigations (August 8, 1988);

E) (U) The Attorney General s Guidelines for Reporting on Civil Disorders and Demonstrations
Involving a Federal Interest {April 5. 1976); and

F} (1) The Attorney General s Procedures for Lawful, Warrantless Monitoring of Verbal
Communications {(May 30, 2002) fonly portion applicable to FBI repealed/.

{U) Certain of the cxisting guidelines that arc repealed by the AGG-Dom currently apply in part
to cxtraterritorial operations, including the Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection, and the Attorney General Procedire
Jor Reporting and Use of Information Concerning Violations of Law and Authaorization for
Participation in Otherwise Hiegal Activity in FBI Foreign Intelligence, Counterintelligence or
International Terrorism Intelligence Investigations. To ensurc that there is no gap in the
existence of guidelines for extraterritorial operations. these existing guidelines will remain in
effect in their application to extraterritorial operations notwithstanding the general repeal of these
cxisting guidelines by the AGG-Dom.

(U} Also, the classified Attorney General Guidelines for Extraterritorial FBI Operation and
Criminal Investigations (1993) will continuc to apply to FBI criminal investigations. pending the
execution of the new guidelines for extraterritorial operations. Finally, for national security and
foreign intelligence mnvestigations, FBI investligative activities will continue to be processed as
set forth in the classified Menorandinn of Enderstanding Concerning Overseas and Domestic

Agitivities of the Central intellivence Ageciroy and the Federal Burean of fnvestivarion (2005).

2-1

UNCLASSIFIED - FORUFFICIAET HS O Version Dated:
March 2, 2016



UNCLASSIFIED — EOR-SEHEIAIGSE-ONEY
Domestic Investigations and Operations Guide §2

2.2 (U) GENERAL FBI AUTHORITIES UNDER AGG-DoM
(U) The AGG-Dom recognizes four broad. general FBI authorities. (AGG-Dom, Part 1.B.)

2.2.1 (U) CONDUCT INVESTIGATIONS AND COLLECT INTELLIGENCE AND
EVIDENCE

(U) The FBI 1s authorized to collect intelligence and to conduct investigations to detect, obtain
mnformation about, and prevent and protect against [ederal crimes and threats (o the national
sccurity and to collect foreign intelligence. as provided in the DIOG (AGG-Dom. Part 1I).

(U) By regulation. the Attormney General has directed the FBI to investigate violations of the laws
of the United States and to collect evidence in investigations in which the United States is or may
bc a party in interest. except in investigations in which such responsibility is by statute or
otherwise specifically assigned to another investigative agency. The FBI's authority to
investigate and o collect evidence involving criminal drug laws of the United States is
concurrent with such autherity of the Drug Enforcement Administration (DEA) (28 C.F.R. §
0.85[a]).

2.2.2  (U) PROVIDE INVESTIGATIVE ASSISTANCE

(U} The FBI is autherized to provide investigative assistance to other federal. state, local, or
tribal agencics. and foreign agencies as provided in Section 12 of the DIOG (AGG-Dom, Part
I1D.

223  (U) ConDUCT INTELLIGENCE ANALYSIS AND PLANNING

(U} The FBI is authorized to conduct intelligence analysis and planning as provided in Section
15 ol the DIOG (AGG-Dom., Part IV).

2.2.4  (U) RETAIN AND SHARE INFORMATION

(U) The FBI is authorized to retain and to share information obtained pursuant to the AGG-Dom,
as provided in Sections 12 and 14 of the DIOG (AGG-Dom. Part VI).

2.3 {U) FBI AS AN INTELLIGENCE AGENCY

(U} The FBI is an intelligence agency as well as a law enforcement agency. Its basic functions
accordingly cxtend beyond limited investigations of discrete matters, and include broader
analytic and planning [unctions. The FBI’s responsibilities in this area derive from various
administrative and statutory sources. See Exgcutive Order 12333 28 U.S.C. § 532 note
{(incorporating P.L. 108-458 §§ 2001-2003) and 534 note (incorporating P.L. 109-162 § 1107).

(U} Part 1V of the AGG-Dom authorizes the FBI to engage in intelligence analysis and planning,
drawing on all lawful sources of information. The functions authorized under that Part includes:
{1} development of overviews and analyses concerning threats 1o and vulnerabilities of the United
States and its interests; (11) research and analysis to produce reports and assessments (see note
below) concerning matters relevant to investigative activities or other authorized FBI activities;
and (iii) thc operation of intelligence systems that facilitate and support investigations through
the compilation and analysis of data and information on an ongoing basis.

2-2

UNCLASSIFIED —- FOR UFFICIAE TSEONEY Version Dated:
March 3, 2016



UNCLASSIFIED - FOR-SHHEAEESE-GNEY
Domestic Investigations and Operations Guide §2

(U} Note: In the DIOG, the word “assessment” has two distinct meanings. The AGG-Dom
authorizes as an investigative activity an “Assessment,” which requires an authorized purpose
and clearly defined objective (s) as discussed in the DIOG Scction 5. The United States
Intelligence Community (USIC), however, also uses the word “assessment” to describe written
intelligence products as discussed in the DIOG Section 15.6.1.2.

2.4 {(U) FBI LEAD INVESTIGATIVE AUTHORITIES
2.4.1 (U) INTRODUCTION

(U//FOP0O3 The FBI's primary investigative authority is derived from the authority of the
Atlorney General as provided in 28 U.S.C. §§ 509, 510, 533 and 534. Within this authority. the
Allorney General may appoint officials to detect crimes against the United States and to conduct
such other investigations regarding official matters under the control of the Department of
Justice (DOJ) and the Department of State (DOS) as may be directed by the Attorney General
(28 U.S.C. § 533). The Attorney General has delegated a number of his statutory authorities and
granted other authorities to the Director of the EBI (28 C.F.R. § 0.85[a]}. Some of these
authoritics apply both inside and outside the United States.

242  (U) TERRORISM AND COUNTERTERRORISM INVESTIGATIONS

(U} The Autorney General has directed the FBI to exercise Lead Agency responsibility in
mnvestigating all erimes lor which DOJ has primary or concurrent jurisdiction and which involve
terrorist activitics or acts in preparation of terrorist activitics within the statutory jurisdiction of
the United States. Within the United States, this includes the collection, coordination. analysis.
management and dissemination ol intelligence and criminal information, as appropriate. If
another [ederal agency identifies an individual who 1s engaged in terrorist activities or acts in
preparation of terrorist activities. the other agency is required to promptly notify the FBI.
Terrorism. in this context. includes the unlawful usc of force and violence against persons or
property Lo intimidate or coerce a government, the civilian population, or any segment thereof, Lo
further political or social cbhjectives (28 C.F.R. § 0.85[1]). For a current list of legal authorities
Library.

(U//FOH6) DOJ guidance designates the FBI as Lead Agency for investigating explosives
matters which. under the following protocol. demonstrate a possible nexus to international or
domestic terrorism:

A) (U//BQHQY The following factors are strong indicia of a nexus to terrorism and lead-agency
jurisdiction is assigned bascd on these factors alone:

1) (U/FOHOY an attack on a government building, mass transit, & power plant; or
2) (U/FEYO) the use of a chemical, biological, radiological, or nuclear agents.

B) (U/Fea) Requires cach agency to notify the other immediately when responding to an
cxplosives incident and to share all relevant information that may scrve to rule in or out a
conncction to terrorism; and

C) (U//FFOH6 Creates a process for the FBI/Joint Terrorism Task Force (JTTF) to identify an
explosives incident as connected to terrorism when there is reliable evidence supporting that
claim and establishes a process for shifting lead-agency jurisdiction to the JTTF until the issue
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d Aneast 3, 2310 on "Protocol for Assisnine Poad

(U} “FEDERAL CRIMES OF TERRORISM™

(U) Pursuant to the delegation in 28 C.E.R. § 0.85(1), the FBI exercises the Attorney General’s
lead investigative responsibility under 18 U.S.C. § 2332b (f) for all “federal crimes of
terrorism” as identified in that statute. Many of thesc statutes grant the FBI extraterritorial
investigative responsibility (See the cited statute for the [ull particulars concerning elements
of the offense. jurisdiction. ete.). Under 18 U.S.C. § 2332b(g)(5), the term "lederal crime of
terrorism” means an offense that is: (i) calculated to influence or affect the conduct of
government by intimidation or cocrcion or to retaliate against government conduct; and (ii)
violates a federal statute relating to:

A)
B)

G

D}

E)

F)

G)

H)

y;

)

K)

L)

M)

{U) Destruction of aircraft or aircraft facilities (18 U.S.C. § 32);

(U} Violence at international airports (applics to offenses occurring outside the United
States in certain situations) (18 U.S.C. § 37);

{U) Arson within “special maritime and territorial jurisdiction (SMTJ) of the United States™
{SMTJ is defined in 18 US.C. § 7) (IR US.C. §81);

{U) Prohibitions with respect to biological weapons (extraterritorial federal jurisdiction if
offense committed by or against a United States national) (18 U.S.C. § 175);

{U) Possession of biological agents or toxins by restricted persons (18 U.S.C. § 175b);

{U) Variola virus (includes smallpox and other derivatives of the variola major virus)
(applies to offenses occurring outside the United Stites in certain situations) (18 U.S.C. §
175¢);

(U} Prohibited activities regarding chemical weapons (applies to offenses occurring outside
the United States in certain situations) (18 U.S.C. § 229) (E.O. 13128 dirccts any possible
violation of this statute be referred to the FBI);

(U) Congressional, Cabinet, and Supreme Court assassination, kidnapping and assault (18
U.S.C. § 351[a]-[d])) (18 US.C. § 351[g] directs that the FBI shall investigate violations of
this statute);

(U} Prohibited transactions involving nuclear materials {applies to offenses occurring
outside the United States in certain situations) (18 U.S.C. § 831);

(U} Participation in nuclear and weapons of mass destruction threats to the United States
{extraterritorial federal jurisdiction} (18 U.S.C. § 832);

{U) Importation, cxportation, shipping, transport, transfer, receipt, or possession of plastic
explosives that do not contain a detection agent (18 U.S.C. § 842[m] and [n]);

(U} Arson or bombing of government property risking or causing death (18 US.C. §
844[f][2]) or [3]) (18 U.S.C. § 846]a] grants FBI and the Bureau of Alcohol, Tobzcco.
Fircarms, and Explosives (ATF) concurrent authority to investigate violations of this
statute). See Section 2.4.2.C above regarding DOJ Memorandum dated 08/03/2010 on
ATF/FBI Lead Agency Jurisdiction;

{U} Arson or bombing of property used in or affecting interstate or foreign commerce (18

U.S.C. § 844]i]) (18 U.S.C. § 846|a]| grants FBI and ATF concurrent authority to investigate
violations of this statutc);
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V)
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X)

Y}

AA)
BB)
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(U Killing or attempted killing during an attack on a federal facility with a dangerous
weapon (18 U.S.C. § 930[c));

(U} Conspiracy within United States jurisdiction to murder. kidnap, or maim persons at any
place outside the United States (18 U.S.C. § 936]al[ 11}

{U) Using a computcr for unauthorized access. transmission, or retention of protected
information (18 U.S.C. § 1030[a][I]) (18 U.S.C. § 1030]d][ 2] grants thc FBI “primary
authority” to investigate Scction 1030|a]] 1] offenses involving espionage, forcign
counterintelligence. information protected against unauthorized disclosure for reasons of
national dcfense or foreign relations, or Restricted Data as defined in the Atomic Encrgy

Act. except for offenses affecting United States Secret Service (USSS) duties under 18
U.S.C. § 3036]a]);

(U) Knowingly transmitting & program, information, code. or command and thereby

intentionally causing damage. without authorization, to a protected computer (18 U.S.C. §
1030[al[S) AL,

{(U) Killing or attempted killing of officers or employees of the United States, mcluding any
member of the uniformed services (18 U.S.C. § 1114);

(U Murder or manslaughter of foreign officials, official guests. or internationally protected
persons {applics to oftenses occurring outside the United States in certain situations) (18

U.S.C. § 1116) (Attorney General may request military assistance in the course of
enforcement of this section);

(U) Hostage taking (applies to offenses occurring outside the United States in certzin
situations) {18 U.S.C. § 1203);

{U) Willfully injuring or committing any depredation against government property or
contracts (18 U.S.C. § 1361]);

(U} Destruction of communication lincs. stations, or systems (18 U.S.C. § 1362);

(U} Destruction or injury to buildings or property within specizl maritime and territorial
jurisdiction of the United States (18 U.S.C. § 1363);

{U) Destruction of $100.000 or morc of an “encrgy facility™ property as defined in the
statute (18 U.S.C. § 1366);

(U} Presidential and Presidential staft assassination, kidnapping, and assault {18 U.S.C. §
1751]al. [bi. [¢]. or [d}} (extraterritorial jurisdiction) (Per 18 U.S.C. § 1751]i], 1751
violations must be investigated by the FBI; FBI may request assistance trom any federal
lincluding military], state. or local agency notwithstanding any statute. rule, or regulation to
the contrary);

(U3 Terrorist attacks and other violence against railroad carriers and against mass
transportation systems on land. on water. or through the air (includes a school bus, charter,

or sightsccing transportation; or any mcans of transport on land, water, or through the air)
(18 U.S.C. § 1992),

{U} Destruction of national defense materials, premises, or utilitics {18 U.S.C. § 2155);

{U) Production ot defective national detense materials, premises, or utilities {18 U.S.C. §
2156,

(U} Violence against maritime navigation (18 U.S.C. § 2280);
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DD) (U} Violence against maritime fixed platforms (located on the continental shelf of the
United States or located internationally in certain sitomations) {18 U.S.C. § 2281);

EE) (U) Certain homicides and other violence against United States nationals occurring outside
of the United States (18 U.S.C. § 2332);

FF) (U) Use of weapons of mass destruction (WMD) {against a national of the United States
while outside the United States; against certain persons or property within the United States;
or by a national of the United States outside the United States) (18 U.S.C. § 2332a) (WMD
defined in 18 U.S.C. § 2332a|cl]2]);

GG)  {U) Acts of terrorism transcending national boundaries (includes murder. kidnapping. and
other prohibited acts occurring inside and outside the United States under specificd
circumstances — including that the victim is @ member of a uniform service; includes
offenses committed in the United States territorial sea and airspace above and seabed
below; includes offenses committed in special maritime and territorial jurisdiction of the
United States as defined in 18 U.S.C. § 73 (18 U.S.C. § 2332b);

HH) (U} Bombings of places of public use, government facilities, public transportation systems
and infrastructure facilities (applies to offenses occurring inside or outside the United States
in certain situations; docs not apply to activitics of armed forces during an armed contlict)
(18 U.S.C. § 2332f);

5] {U) Missile systems designed to destroy aircraft (applics to offenses occurring outside the
United States in certain situations) (18 U.S.C. § 2332g);

AR} (U} Radiological dispersal devices (applies to offenses oceurring outside the United States
in certain situations) {18 U.S.C. § 2332h);

KK} (U} Harboring or concealing terrorists (18 U.S.C. § 2339);
LL) (U} Providing material support or resources to terrorists (18 U.S.C. § 2339A);

MM) (U} Providing materizl support or resources to designated foreign terrorist organizations
{extraterritorial federal jurisdiction) (18 U.S.C. § 2339B) (" The Attorney General shall
conduct any investigation of a possible violation of this scction. or of any license, order, or
regulation issued pursuant to this section.” 18 U.S.C. § 2339Bj¢][1]):

NN)  {U) Prohibitions against the financing of terrorism {applics to offenses occurring outside the
United States in certain situations including on board a vessel flying the flag of the United
States or an aircraft registered under the laws of the United States) (18 U.S.C. § 2339C)
(Sec DOJ Memorandum dated Mav 13, 2005 on “Terrorist Finsncing Investigations™);

00)  (U) Relating to military-type training from a forcign terrorist organization (cxtraterritorial
jurisdiction) (18 U.5.C. § 2339D);

PP} (U} Torture applies only to torture committed outside the United States in certain sitnations;
torture is defined in 18 U.S.C. § 2340 (18 U.S.C. § 2340A);

QQ) () Prohibitions governing atomic weapons (applies to offenses occurring outside the
United States in certain situations) (42 U.S.C. § 2122) (FBI shall investigate alleged or
suspected violations per 42 U.S.C. § 2271[b]);

RR)  {U) Sabotage of nuclear facilities or fucl (42 U.S.C. § 2284} (FBI shall investigate allcged
or suspected violations per 42 US.C. § 2271[b]);

NRY (U} Aircraft piracy (applies to offenses occurring outside the United States in certain
sitmations) {49 U.S.C. § 46502) (FBI shall investigate per 28 U.S.C. § 538);
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T {U) Assault on & flight crew with a dangerous weapon (applies to offenses occurring in the
“speeial aircraft jurisdiction of the United States™ as defined m 49 U.S.C. § 46301]2)):
{sccond sentence of 49 U.S.C. § 46504) (FBI shall investigate per 28 U.S.C. § 538);

Uy)  {U) Placement of an explosive or incendiary device on an aireraft (49 U.S.C. § 46505]|b1[3])
(FBI shall investigate per 28 U.S.C. § 538);

VV) (U} Endangerment of human life on aircraft by means of weapons (49 U.S.C. § 46505]¢])
(FBI shall investigate per 28 U.S.C. § 538);

WW3y (U} Application of certzin criminal laws to acts on aireraft (if homicide or attempted
homicide 1s involved) (applics to offenses occurring in the “special aircraft jurisdiction of
the United States™ as defined in 18 U.S.C. § 46301]2]): (49 U.S.C. § 46506) (FBI shall
investigate per 28 U.S.C. § 538);

XX} (U} Damage or destruction of interstate gas or hazardous liquid pipeline facility (49 U.S.C.
§ 60123[h]); and

YY) (U} Section I0I0A of the Controlled Substances Import and Export Act (relating to narco-
terrorism).

2.4.2.2 {U} ADDITIONAL OFFENSES NOT DEFINED AS “FEDERAL CRIMES OF
TERRORISM”

(U} Title 18 U.S.C. § 2332b({) expressly grants the Attorney General primary investigative
authority for additional offenses not defined as “Federal Crimes of Terrorism.” These offenses
arc:

A) (U} Congressional. Cabinet, and Supreme Court assaults (18 U.S.C. § 351[c} {18 U.S.C. §
351]g]) directs that the FBI investigate violations of this statute);

B) (U) Using mail, telephone, telegraph. or other instrument of interstate or foreign commerce to
threaten to kill. injure, or intimidate any individual. or unlawfully to damage or destroy any
building, vehicle. or other real or personal property by means of firc or cxplosive (18 U.S.C. §
844le]); (18 U.S.C. § 846[a] grants FBI and ATF concurrent authority to investigate violations
of this statute);

C) () Damages or destroys by means of fire or explosive any building. vehicle. or other personal
or real property, posscssed, owned, or leased to the United States or any agency thereof, or
any institution receiving federal financial assistance (18 U.S.C. § 844|f][ ID (I8 US.C. §
846]a] grants FBI and ATF concurrent authority to investigate violations of this statute). See
Scction 2.4.2C above regarding DOJ Memorandum dated 08/03/2010 on ATF/FRI Lead
Agency Jurisdiction;

D) (U) Conspiracy within United States jurisdiction to damage or destroy property in a foreign
country and belonging to a foreign country, or to any railroad, canal. bridge. airport, airfield,
or other public utility, public conveyance, or public structure, or any rcligious, cducational, or
cultural property so sitvated (18 U.S.C. § 956]b|);

E) (U) Destruction of $5.000 or more of an “cnergy facility™ property as defined in 18 US.C. §
1366(c) (18 U.S.C. § 1366][b]); and

F} (U) Willful trespass upon, injury to, destruction of, or interference with fortifications, harbor
defenses. or defensive sea areas {18 U.S.C. § 2152).

(U} Nothing in this section of the DIOG may be construed to interfere with the USSS under
18 U.S.C. § 3056.
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2.4.2.3 (U/AFOHOYNSPD-46/HSPD-15, “U.S. POLICY AND STRATEGY IN THE WAR
ON TERROR™

o~

(U/AFSHEOY Anncx 11 ({onsolidation and Updating of Ouidated Presidential Countericrrorism
Documents). dated January 10, 2007. 1o the classified Nationad Security Presidential Dircciive
(NSPDY devHomelond Security Prosideniiad Pirective (HSPD) 15, dated March 6, 2006.
establishes FBI lead responsibilities, as well as those of other federal entities, in the “War on
Terror.”|

(U/HFEOHE) Arcas addressed in Annex II|

Both NSPD-46/HSPD-15 and Annex Il thercto arc

classified.
2.4.3  (U) COUNTERINTELLIGENCE AND ESPIONAGE INVESTIGATIONS

(U/AROUBF A representative list of federal statutes applicable to counterintelligence and
cspionage investigations appears below. For additional information, reler to the classified
Counterintellivence Division (T Poliov Guide, 37 17BPEG and the cuyrent st of cspignaer und

countennieliieence guthonies.

2.4.3.1 {U) ESPIONAGE INVESTIGATIONS OF PERSONS IN UNITED STATES DIPLOMATIC
MISSIONS ABROAD

(U} Scction 603 of the Intelligence Authorization Act of 1990 (P.L. 101-193) states that,
subject to the authority of the Attorney General, “the FBI shall supervise the conduct of all
investigations of violations of the espionage laws ol the United States by persons employed
by or assigned to United States diplomatic missions abroad. All departments and agencies
shall provide appropriate assistance to the FBI in the conduct of such investigations.” Consult
the Attorney General’s extraterritorial guidelines and other applicable policy or agreements.

2.4.3.2 {U) INVESTIGATIONS OF UNAUTHORIZED DISCLOSURE OF CLASSIFIED
INFORMATION TO A FOREIGN POWER OR AGENT OF A FOREIGN POWER

(U} The National Security Act of 1947, as amended. establishes procedures [or the
coordination of counterintelligence activities (50 U.S.C. § 3381). Part of that statute requires
that, absent extraordinary circumstances as approved by the President in writing on a case-by-
casc basis, the head of cach exccutive branch department or agency must ensure that the FBI
is “advised immediately of any information, regardless of its origin, which indicates that
classified mformation 1s being. or may have been, disclosed in an unauthorized manner to a
foreign power or an agent of a foreign power.”

244  (U) CRIMINAL INVESTIGATIONS

(UAEOHOYIn addition Lo the statutes listed above and below. refer to the appropriate
program/sub-program Criminal Investigative Division (CID) PG in the
I:Ifor additional criminal jurisdiction information.
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24.4.1 (U) INVESTIGATIONS OF AIRCRAFT PIRACY AND RELATED VIOLATIONS

(U) The FBI shall investigate any violation of 49 U.S.C. § 46314 (Entcring aircraft or airport
arcas in violation of sccurity requircments) or chapter 465 (Special aircraft jurisdiction of the
United States) of Title 49. United States Code; (28 U.S.C. § 538)

2442 {U) VIOLENT CRIMES AGAINST FOREIGN TRAVELERS

(U} The Attorney General and Director of the FBI shall assist state and local authorities in
investigating and prosccuting a fclony crime of violence in violation of the law of any State in
which the victim appears to have been sclected because he or she is a traveler from a forcign

nation; (28 U.S.C. § 540A[b])

2443 {U} FELONIOUS KILLINGS OF STATE AND LOCAL LAW ENFORCEMENT OFFICERS
(U) The EBI shall investigate any violation of 28 U.S.C. § 540; and
2444 (U) INVESTIGATIONS OF SERIAL KILLINGS

(U) The EBI shall investigate any violation of 28 U.S.C. § 540B.
24.5 (U) AUTHORITY OF AN FBI SPECIAL AGENT
(U) An FBI Special Agent has the authority to:

Ay (U) Investigate violutions of the laws, including the criminal drug laws, of the United States
(20 US.C. §871; 28 US.C. §§ 533, 534 and 535; 28 C.F.R. § 0.85);

B} (U} Collect evidence in investigations in which the United States is or may be a party in
interest (28 C.F.R. § 0.85 [a]) as redelegated through exercise of the authority comtained in
28 C.FR. § 0138 to direct personnel in the FBI;

C) (U} Make arrests (18 U.S.C. §§ 3052 and 3062);

Dy (U} Serve and execute arrest warrants and seize property under warrant; issue and/or serve
administrative subpoenas; serve subpoenas issued by other proper authority; and make civil
investigative demands {18 US.C. §§ 3052, 3107; 21 US.C. §876; 15 US.C. § 1312);

EY {U) Carry firearms (18 U.S.C. § 3052);

E) (U) Administer ouths to witnesses attending o testify or depose in the course of investigations
of frauds on or attempts to defraud the United States or irregularities or misconduct of
employees or agents of the United Stutes (5 U.S.C. § 303);

G) (U) Seize property subject to seizure under the criminal and civil forfeiture laws of the United
States (e.g.. 18 U.S.C. §§ 981 und 982); und

H) (U} Perform other duties impaosed by law.

(U) Note: For policy regarding Agent’s authority to intervene in non-federal crimes or make non-
federal arrests. see Section 19.3.3.

2.5 {(U) STATUS AS INTERNAL GUIDANCE

(U) The AGG-Dom. this DIOG. and the various operational division PGs are set forth solely for
the purpose of internal DOJ and FBI guidance. They are not intended to. do not, and may not be
rclied upon 1o create any rights. substantive or procedural. enforccable by law by any party in
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any matter, civil or criminal. nor do they place any imitation on otherwise lawful investigative
and litigative prerogatives of the DOJ and the FBIL. (AGG-Dom. Part 1.D.2.}

2.6 {U) DEPARTURE FROM THE AGG-DoM (AGG-Dom 1.D.3)

2.6.1 (U) DEFINITION

(UHFOYOY A “departure” from the AGG-Dom is a deliberate deviation from a known
requirement of the AGG-Dom. The word “deliberate” means the employee was aware of the
AGG-Dom requirement and alfirmatively chose to depart [rom it [or operational reasons belore
the activity took place. Departures from the AGG-Dom may only be made in accordance with
the guidance provided in this section.

2.6.2 (U) DEPARTURE FROM THE AGG-DOM IN ADVANCE

(UHAFOHOF> A departure from the AGG-Dom must be approved by the Director of the FBI. by
the Deputy Director of the FBI, or by an Exccutive Assistant Director (EAD) designated by the
Director. The Director of the EBI has designated the EAD National Security Branch (NSB) and
the EAD Criminal Cyber Response and Services Branch (CCRSB) o grant departures from the
AGG-Dom. Notice of the departure must be provided by Electronic Communication (EC) to the
General Counsel (GC) using file number 333-HQ-C1629406. The Office of the General Counsel
(OGC) must provide timely written notice ol departures [rom the AGG-Dom to cither the DOJ
Criminal Division or National Security Division (NSD). whichever is appropriate, or to both, and
the Criminal Division or NSD must notify the Attorncy General and the Deputy Attorney
General. Notwithstanding this paragraph, all activitics in all circumstances must be carried out in
a manner consistent with the Constitution and laws of the United States. {AGG-Dom. Part 1.D.3.)

2.6.3 (U) EMERGENCY DEPARTURES FROM THE AGG-Dom

(UHAPFOYOYIS a departure from the AGG-Dom is necessary without prior approval because of the
immediacy or gravity of a threat to the salety of persons or property or to the national security.
an FBI employee may, at his/her discretion, depart from the requirements of the AGG-Dom
when the designated approving authority for the investigative activity cannot be contacted
through reasonable means. The Director, the Deputy Director. or a designated EAD, and the GC
must be notified by EC of the departure as soon therealier as practicable, but not more than 5
business days after the departure using file number 333-HQ-C1629406. The OGC must provide
timely written notice of departures from the AGG-Dom 1o cither the DOJ Criminal Division or
NSD. whichcver is appropriate, or to both of them, and the Criminal Division or NSD must
notily the Attorney General and the Deputy Auorney General. Notwithstanding this paragraph.
all activities in all circumnstances must be carried out in a manner consistent with the Constitution
and laws of the United States. (AGG-Dom, Part 1.D.3.)

2.64  (U)RECORDS OF DEPARTURES FROM THE AGG-DoMm

(U/MPOB) The OGC is responsible for maintaining records of all requests and approvals or
denials of departures from the AGG-Dom. Records will be maintained in file number 333-HQ-
C1629406.
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2.7 {U) DEPARTURES FROM THE DIOG
2.7.1 (U) DEFINITION

(U/FFOYPO) A “departure” from the DIOG is a deliberate deviation from a specific known
requirement or action governed by the DIOG. The word “deliberate” means the employee was
aware of the DIOG requirement and aflinmatively chose to depart [rom it for operational reasons
before the aclivily took place. Approval of a departure must be based upon a specific
circumstance involving a specific administrative or operational need. An approval may be for the
duration of an investigation or relate to a specilic classification, cannot extend beyond the scope
of authority of the approving official. and must be approved in accordance with the guidance
provided in this subscction.

(U/A0H03 DIOG related policy and policy guides (PG) must follow this departure review and
approval process.

2.7.2  (U) DEPARTURE FROM THE DIOG

(U/FOEFOr A request for a departure from the DIOG must be submitted with an EC using [ile
number 333-HG-C1629406 and must be approved by the appropriate opcrational program
Assistant Director (AD) and the AD of OIC. with notice to the GC. The approving EC must
document the scope; necessity; program-related value; specific circumstances that limit the
departure’s application; and an evaluation of what, if any, risk the departure may create for
systemic or unintended non-compliance with the DIOG or other policies. Notwithstanding this
paragraph, all activitics in all circumstances must be carried out in a manner consistent with the
Constitution, laws of the United States, Executive Orders. Presidential Directives, Department of
Justice guidelines, Office of the Director of National Intelligence policy directives and
intcragency agrcecments.

(U/F6Hey OGC will review all departures from the DIOG. If OGC determines the departure
from the DIOG also involves a departure from the AGG-Dom. OGC must provide timely written
notice to DOJ in accordance with the provisions of Section 1.D.3 of the AGG-Dom.

2.7.3  (U) EMERGENCY DEPARTURES FROM THE DIOG

(U/HF0H63-FB1 cmployces may conduct or engage in investigative activity that deviates from
the requirements of the DIOG, including utilizing investigative methods. without prior approval,
when the designated approving authority [or the investigative activity (il any) cannot be
contacted through reasonable means and in the judgment of the employee one of the following
factors is present:

A) (U/APOT0) an immediate or grave threat to the safety of persons or property exists, or
B)Y (U/1FEE&). an inmediate or grave threat to the national security exists, or
C) (UIABEO) a substantial likelthood exists that a delay will result in the loss of a significant
investigative opporturity.’
(U/FOTOFThe appropriate operational program AD and the GC must be notified of the
cmergency departure by EC using file number 333-HQ-C1629406 as soon as practicable, but no

! (U/ #8403 This is not a permissible factor for departing from the AGG-Dom. Thus, this factor may only
provide a basis for a departure from the DIOG that does not require a departure from the AGG-Dom.
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later than 5 business days after engaging in the activity or utilizing the investigative method. This
documentation must also be [iled in the applicable investigative [ile in which the activity or
method was taken. OGC will review all departures from the DIOG. If OGC determines the
departure from the DIOG also involves a departure from the AGG-Dom, OGC must provide
timely written notice ¢ DOJ in accordance with the provisions of Section 1.D.3 of the AGG-
Dom. Notwithstanding this paragraph. all activities in all circumstances must be carried out in a
manner consistent with the Constitution and laws of the United States.

274  (U) RECORDS OF DEPARTURES FROM THE DIOG

(U/BEHEs The OGC 1s responsible for maintaining records of all requests and approvals or
denials of departures from the DIOG. Records will be maintained in file number 333-HQ-
C1629406.

2.8 {(U) D1SCOVERY OF NON-COMPLIANCE WITH DIOG REQUIREMENTS
AFTER-THE-FACT
2.8.1 (U) SUBSTANTIAL NON-COMPLIANCE WITH THE DIOG
2.8.1.1 (U} SUBSTANTIAL NON-COMPLIANCE

(U//FOH63 “Substantial non-compliance™ means non-compliance Ihaﬂl is of significance to the
matter and is more than a minor deviation from a DIOG requirement.” Non-compliance that
relates solely to administrative or peripheral requirements is not substantial. While the
examples listed below do not comprise an exhaustive list and are not required elements,
substantial noncompliance specifically includes any of the following:

A (U//FOBE3 The unauthorized use of an investigative method;
B} (U/FBH6) The failure to obtain required supervisory approval;"' and
G (U Noncompliance that has a potential adverse effect upon a2 member of the
public’s individual rights or libertics.
(U//Fed63 Example A: During an Assessmen] |

[ ~ [to conduct surveillance.
Because the approval was not obtained in advance nor was 1t done pursuant 1o an emergency
situation as described in 2.7.3, this would be “substantial” non-compliance with DIOG
sections 18.5.8.3.3 and 18.5.8.3.4 and must be reported to OIC as set forth in 2.8.2 below.

(U/FEH60) Example B: A new SSA arrives in a squad and discovers that his predecessor did
not conduct file reviews in several of the squad’s Predicated Investigations for several
months. This is “substantial non-compliance™ and must be reported.

2 (U//FOHO) Departures from the AGG-Dom and the DIOG do not fall within the definition of “non-
compliance” as used in this section. Departures are to be handled as described Sections 2.6 and 2.7 and
should not be reported as "non-compliance” matters.

3 (U//POHE) If supervisory approval was obtained pursuant to Section 2.7.3 (Emergency Departure from the
DIOG}, the failure to doecument this approval within 5 business days is a reportable “substantial non-
compliance” matter,
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2.8.1.2 {UY OTHER NON-COMPLIANCE

(U/FSH6-An employce who discovers non-compliance that appears to be non-substantial
must report the non-compliance to the Division Compliance Officer (DCO). Normally, non-
compliance that is nnot “substantial” need not be reported to OIC. If there is uncertainty
Egarding whether a particular matter is substantial or not. the matter should be rcporicd 10
Nevertheless. whenever non-compliance is discovered (whether reported or not). appropriate
rermedial action must be taken by the relevant employee(s) to correct the non-compliance,
including implementing any preventative measures that would help eliminate possible future
nen-compliance.

(U/BOTOT Example: An SSA discovers that she conducted a file review 20 days late. This
relates to an administrative requirement and, without more, is not “substantial”
noncompliance and docs not have to be reported to OIC. The SSA should. however, report the
noncompliance o the DCO and take appropriate preventative measures 1o avoid recurrence.

2.8.2 (U) DOCUMENTATION OF SUBSTANTIAL NON-COMPLIANCE

(U/AOH6O) Substantial non-compliance with the DIOG must be reported. The report should be
submitted by the party committing the non-compliance, if at all possible. It must be reported via

EC[ | The EC must
include the following information:

A) (UAFOEO) The relevant DIOG provision(s) involved;

B) (U/A846) Description of the facts and circumstances (including dates) of the substantial
non-compliance;

C) (U/FOTE) The date the substantial non-compliance was discovered;
D) (U//Feden Circumstances leading to the discovery of the substantial non-compliance;

E} (U/MEOWE If the substantial non-compliance was the result of the failure to obtain
appropriate supervisory approvil, a statement as to whether that official, or the current official
in the appropriate supervisory position. would have approved the action if a timely request had
been made bascd on the facts and circumstances then known;

F) (U//FEH6) Known adverse consequences, if any, attributable to the substantial non-
compliance; and

G) (U//FEOBE Corrective or remedial action(s) taken or planned to be taken to mitigate the
substantizl non-compliance, as well a5 to help prevent such occurrences in the futare.

(U//FE&HO) Example: An ASAC discovers that a Preliminary Investigation (PI) was extended
without obtlaining the proper approvals. The [ailure 1o obtain appropriate supervisory approval to
cxtend the Preliminary Investigation must be reported, and the report must address all of the
seven arcas in A-G listed above.

2.8.3  (U) REPORTING AUTHORITIES

(UHESYOT If the substantial non-compliance occurred in a ficld office. the EC must be
approved by the DCO and addressed 1o the ADIC/SAC. If the substantial non-compliance
occurred at FBI Headquarters (FBIHQ), the EC must be approved by the DCO and addressed to
the employee’s Assistant Director. A copy of the EC must be provided to the Office of Integrity
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and Compliance (OIC) and to the Office of the General Counsel (OGC) using file number 3190-
HQ-A1561245-0IC. A copy ol the EC should also be sent to the investigative file in which the
incident occurred. In addition. if the ADIC/SAC or AD assesscs that the non-compliance appears
to reflect intentional or willful misconduct; it must be reported scparately by EC 1o the Internal
Investigations Section of the Inspection Division.

2.8.4  (U)RoLE oF OIC AND OGC

(U/FOTOT OGC will review all reports of substantial non-compliance to determine whether any
further action is required in the particular matter. OIC will analyze substantial non-compliance
reports to determine whether any trends exist in the data and will develop strategies to reduce the
occurrences of substantial non-compliance. Based upon OIC’s analysis of these reports, if OIC
discovers a systemic problem of non-compliance with the AGG-Dom or DIOG involving
intelligence activities, either division or FBI wide, OIC must notify OGC/NSLB of this systemic
problem.

(U/Fe6) Example A: An 1A discovers that a mail cover was used in an Assessment. Because
mail covers are not permitted to be used in Assessments, this must be reported as a “substantial”
non-compliance with the DIOG.

(U/FOT0) Example B: A supervisor determines that a Type 1 & 2 Assessment was opened
based solcly on the exercise of First Amendment rights. While no supervisory approval was
required to open the Type 1 & 2 Assessment, this must be reported as “substantial” non-
compliance because opening an Assessment based solely on the exercise of First Amendment
rights, affects an individual’s rights and liberties,

2.84.1 {U) DISCONTINUATION OF REPORTING

(UBCQHOTIf OIC determines that a sufficient amount of data has been received regarding a
particular substantial non-compliance issuc to identify a systemic trend. the OIC AD may
eliminate the reporting requirement by providing written notification to the field and
headquarters divisions indicating that the reporting of a particular substantial non-compliance
matter to OIC is no longer necessary or required. OIC must coordinate with OGC and IPO
before written notification is provided to ficld and headquarter divisions to ensure no
reporting cbligations outside the FBI will be aflected. and o ensure all logical data collection
pertaining to the substantial non-compliance has been acquired. The OIC written notilication
must be documented in case file number 3190-HQ-A1561245-O1C.

2.8.5 (U) POTENTIAL IOB MATTERS INVOLVING THE REPORTS OF SUBSTANTIAL
NON-COMPLIANCE

(U/A6H63 If the substantial non-compliance is also a potential IOB matter, the matter must be
reported in accordance with the requirements and procedures for reporting potential IOB matters
1o OGC/NSLB. See Guddonce on inteliicence Oversiehn Board Matters Folioy Directive Q18R
Cruidonce on frielligence Qversioht Buard OB Motiers Polivy Guide, 1888 and see DIOG
Scction 4. No additional reporting of the incident needs to be made 1o OIC under this section.

2.8.6  (U) REPORTING NON-COMPLIANCE WITH POLICY GUIDES

(U//FOYO) Substantial non-compliance with DIOG-related Policy/Program Guides must be
reported by EC or subsequent form to the SAC/ADIC. with a copy to the pertinent Headquarters
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Program Manager, and to the OIC. OGC, and the IPO using file number 3190-HQ-A1561245-
OIC.
2.8.7 (U) REPORTING NON-COMPLIANCE WITH OTHER FBI POLICIES AND
PROCEDURES (OUTSIDE THE DIOG)

(U/FSHS) Nothing in this section 1s intended to alter. [imit, or restrict existing policies that
require non-compliance to be reported in arcas not covered by the DIOG. Employees remain

Inteanitv and Comphiance’s Inmanet site.

2.9 (U) OTHER FBI ACT1VITIES NOT LIMITED BY AGG-DOM

(U} The AGG-Dom applics to FBI domestic investigative activitics and do not limit other
authorized activitics of the FBI. The authority for such other activities may be derived [rom the
authority of the Attorney General as provided in federal statutes, guidelines, or Executive Orders.
The scope and approval of these other authorized activities are addressed in the policies that
govern the activity and these policies must be relicd on when engaging in such activities.
Examples of authorized FBI activities not governed by the AGG-Dom include, but are not
limited 1o. the FBI’s responsibilities to conduct background checks and inquiries concerning
applicants and employces under federal personnel sccurity programs (c.g.. background
investigations). FBI physical building sccurity issucs, Office of Professional
Responsibility/personnel issues, certain administrative claims/civil actions, the FBI’s
maintenance and operation ol national criminal records systems and preparation of national
crime statistics. and the forensic assistance and administration functions of the FBI Laboratory.
{(AGG-Dom, Part .D.4.)

(U) FBI employees may incidentally obtain information relating to matters outside of the FBI's
primary investigative responsibility. For cxample. information relating to violations of state or
local law or [oreign law may be incidentally obtained in the course of investigating federal
crimes or threats to the national security or in collecting foreign intelligence. Neither the AGG-
Dom nor the DIOG bar the acquisition of such information in the course of authorized
investigative activitics. the retention of such information. or its disscmination as appropriate to
the responsible authorities in other jurisdictions. {See Section 14; AGG-Dom, Part II and Part
VLB)

2.10  (U) USE OF CLASSIFIED INVESTIGATIVE TECHNOLOGIES

(U) Inappropriate use of classilied investigative technologies may risk the compromise of such
lechnologies. Hence. in an investigation relating to activities in vielation of federal criminal law
that does not concern a threat to the national sccurity or foreign intelligence. the use of such
technologics must be in conformity with the Procedures for the Use of Classificd Investigative
Technologies in Criminal Cases {AGG-Dom, Part V.B.2), Operational Technology Division
{OTD) Domestic Technical Assistance (DTA) Policy Guide (PG). and any other FBI pelicies
concerning such technology usc.

2.11  {U) ApPLICATION OF AGG-DoM AND DIOG

(U/ASHS) The AGG-Dom and DIOG apply o all FBI domestic investigations and operations
conducted by an “FBI employee” or an FBI confidential human source (CHS). when operating
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pursuant to the tasking or instructions of an FBI employee. The term “FBI employee” includes,
but is not limited to, an operational/administrative professional stalf person, intelligence analyst.
special agent, task force officer (TFO). task force member (TEM). task force participant (TFP),
detailec, and FBI contractor. Both an “FBI employee™ and a CHS, when operating pursuant to
the tasking or instructions of an FBI employee. are bound by the AGG-Dom and DIOG. In the
DIOG, “FBI employee” includes all personnel descriptions, if not otherwise prohibited by law or
policy. For example, if the DIOG states that the “FBI employee” is responsible for a particular
investigative activity, the supervisor has the flexibility 1o assign that responsibility to any person
bound by the AGG-Dom and DIOG (e.g.. agent. intelligence analyst, task [orce officer). il not
otherwise prohibited by law or policy.

(U//FeHe) TFOs. TEMs, TFPs. detailees, and FBI contractors are defined as “FBI employees™
[or purposes ol application of the AGG-Dom and DIOG. However. [or overt representational
purposcs. TFOs. TFMs, TFPs. detailees and FBI contractors should identify themsclves as
cmployces of their parent agency and. if appropriate and necessary, affiliated with a particular
FBI investigative entity, such as the JTTE, ete. A CHS 1s likewise bound by the AGG-Dom.
DIOG. AGG-CHS, and other applicable CHS policies when operating pursuant to the tasking or
instructions of an FBI employce; however. the FBI CHS is not an employee of the FBI.

(U/ASHO3> TFOs, TFMs, TFPs, detailees, and FBI contractors are defined as “FBI employees™
only for purposcs of the AGG-Dom and DIOG. This inclusive definition does not definc federal
cmployment for purposes of the Federal Tort Claims Act. 28 U.S.C. §§ 1346(b), 2401. and 2671
¢t seq.; the Federal Employees Compensation Act, 5 U.S.C. § 8101 et seq.; the
Intergovernmental Personnel Act, 5 U.S.C. § 3374 et seq, or any other law.

(U/Ae6) No policy or PG may contradict. alter or otherwise modify the standards of the
DIOG. A DIOG related policy or PG must adhere to the standards, requirements and procedures
established by the DIOG. Requests for DIOG modifications can be made to the Internal Policy
Office (IPO) pursuant to DIOG Scction 3.2.2 paragraphs (A), (B). (C) and (D).
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3 (U) CORE VALUES, ROLES, AND RESPONSIBILITIES
3.1 (U) THE FBI'S CORE VALUES

(U} The FBI’s core values guide and [urther our mission and help us achieve our many goals.
The values do not exhaust the many goals we wish to achieve, but they capsulate the goals as
well as can be done in a few words. The FBI’s core values must be fully understood, practiced,
shared, vigorously defended. and preserved. The values are:

A) (U) Rigorous obedience to the Constitution of the United States
B) (U) Respect for the dignity of all those we protect

Q) (U) Compassion

D) (1) Fairncss

E} (U) Uncompremising personal integrity and institutional integrity

F) (U) Accountability by accepting responsibility for our actions and decisions and their
CONSCHUENCES

G) (U) Leadership, by example, both personal and professional

(U) By observing these core values, we achicve a high level of exccllence in performing the
FBI's national security and criminal investigative functions as well as the trust of the American
people. Our individual and institutional rigorous obedience Lo constitutional principles and
guarantees 1$ more important than the outcome ol any single mterview. search [or evidence, or
investigation. Respect for the dignity of all reminds us to wicld law enforcement powers with
restraint and to avoid placing our self interest above that of those we scrve. Fairness and
compassion ensure that we treat everyone with the highest regard for constitutional. civil. and
human rights. Personal and institutional integrity reinforce cach other and are owed to our Nation
in exchange for the sacred trust and great authority conferred upon us.

(U) We who enforce the law must not merely obey it. We have an obligation to set a moral
example that those whom we protect can follow. Because the FBI’s success in accomplishing its
mission is directly related to the support and cooperation of thosc we protect. these core values
are the fiber that helds together the vitality of our institution.

3.1.1 (U) COMPLIANCE

{U) All FBI personnel must fully comply with all laws. rules. and regulations governing FBI
investigations. operations. programs and activities, including those set forth in the AGG-Dom.
We cannot. do not, and will not countenance disregard for the law for the sake of expediency in
anything we do. The FBI expects its personnel to ascertain the laws and regulations that govern
the activities in which they engage and to acquire sufficient knowledge of those laws. rules. and
regulations to understand their requirements. and to conform their professional and personal
conduct accordingly. Under no circumstances will expediency justify disregard [or the law. FBI
policy must be consistent with Constitutional. legal. and regulatory requirements. Additionally,
the FBI must provide sufficient training to affccted personncl and ensure that appropriate
oversight monitoring mechanisms are in place.
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(U/FSES) In general, the FBI requires employees to report kinown or suspected [ailures (o
adhere to the law, rules or regulations by themselves or other employees. 10 any supervisor in the
employees’ chain of command, any Division Compliance Officer; any Office of the General
Counscl (OGC) Attorney; any Inspection Division personnel; any FBI Office of Integrity and
Compliance {OIC) stafl; or any person designated Lo receive disclosures pursuant 1o the FBI
Whistleblower Protection Regulation (28 Code of Federal Regulations § 27.1), including the
Department of Justice (DOJ) Inspector General. For specific requirements and procedures for
reporting “departures” and “non-compliance” with the AGG-Dom on the DIOG. sce DIOG
Section 2.

3.2 {(U) INVESTIGATIVE AUTHORITY, ROLES AND RESPONSIBILITY OF THE
DIRECTOR'S OFFICE
3.2.1 (U) DIRECTOR'S AUTHORITY, ROLES AND RESPONSIBILITY

(U/BOTO) The Director's authority 1$ derived [rom a number of statutory and regulatory
sources. For example, Sections 531 through 540a of Title 28, United States Code (U.S.C.),
provide for the appointment of the Director and cnumecrate some of his powers. More
importantly, with regard to promulgation of the DIOG, Scction 301 of Title 5. U.S.C.. authorizcs
the head of an Executive department (o "prescribe regulations [or the government of his
department, the conduct of 1ts employees, the distribution and performance of 1ts business. and
the custody, usc. and preservation of its records, papers. and property.” The Attorney General, as
head of the DOJ. has delegated the authority in Section 301 to the Director in a varicty of orders
and regulations. Foremost among these delegations are Subpart P and Section 0.137 of Title 28,
Code of Federal Regulations (C.F.R.). This DIOG is promulgated under the authority thus
dclcgated.

(UMPOTOT The Director's role and responsibilities under the AGG-Dom and DIOG, include,
among others, the approval or denial of departures from the AGG-Dom, Undisclosed
Participation (UDP) (sce DIOG Scction 16) and Sensitive Operations Review Committee
(SORC) matters {see DIOG Section 10).

322 (U)DErPUTY DIRECTOR'S AUTHORITY, ROLES AND RESPONSIBILITY

(U//#-6F The Deputy Director is the proponent of the DIOG. and in that position has oversight
regarding compliance with the DIOG and subordinate implementing procedural directives and
divisional specific PGs. The Deputy Director is also responsible for the development and the
delivery of nccessary training and the cxccution of the monitoring and auditing processcs.

(U//FeQy The Deputy Director works through the Internal Policy Office (IPO) to ensure the
following:

A) (U/EaHE) The DIOG is updated as necessary to comply with changes in the law, rules. or
regulations;

B) (U/ABHE The DIOG is reviewed every three years after the effective date of the 2011
revision. and revised as appropriate. This mandatory review schedule. however, does not
restrict the [PO, which is responsible for all FBI policy matters, from working with FBI
Headquarters (FBIHQ) divisions and field offices in the meantime to make policy revisions to
the DIOG and the PGs whenever necessary and appropriate during the three year period. The
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IPO may also mitke technical or non-substantive language or formatting changes to the DIOG,
as necessary. provided those changes clarify the meaning without altering the substance of the
DIOG;

C) (U/EBBO)- Existing and proposcd investigative and administrative policies and PGs comply
with the standards established in the AGG-Dom and DIOG. On behalf of the Deputy Director,
the IPO has the authority. following coordination with the OIC and OGC, to modify or
remove any provision of existing or proposed investigative or administrative policies or PGs
determined to violate, contradict. or otherwise modify the intent or purpose of any provision
or standard established in the AGG-Dom or DIOG; and

D) (U/AOYE3 If the IPQ makes any changes to the DIOG or other policy pursuant to DIOG
Scetions 3.2.2.B and/or 3.2.2.C above, the IPO will immediately advisc by c-mail all FBIHQ
and ficld office Division Policy Officers (DPO) of such changes and all DPOs must further
advise their respective FBI employees of such changes. The electronic version of the DIOG
maintained in the IPOs Policy and Guidance Library is the official current policy of the FBI.

33 {U) SPECIAL AGENT/INTELLIGENCE ANALYST/TASK FORCE OFFICER
{TFO)/TASK FORCE MEMBER {TFM)/TASK FORCE PARTICIPANT
(TFP)/FBI CONTRACTOR/OTHERS - ROLES AND RESPONSIBILITIES

3.3.1 (U) ROLES AND RESPONSIBILITIES

(U//FE&H63 Special Agents. analysts, TFO, TEM. TFP, FBI contractors and others bound by the
AGG-Dom and DIOG must:

33.1.1 (U) TRAINING

(U//FOTOY Obtain training on the DIOG standards relevant to his/her position and perform
activities consistent with those standards;

3.3.1.2 {(UYINVESTIGATIVE ACTIVITY

(UFPOB) Ensure all investigative activity complies with the Constitution, Federal law.,
exccutive orders, Presidential Directives, AGG-Dom. other Attorney General Guidelines
{AGG), Treatics, Mcmoranda of Agreement/Understanding, the DIOG, and any other
applicable legal and policy requirements (if an agent, analyst, TFO, or other individual is
unsure of the legality of any action, he/she must consult with his/her supervisor, the Chiefl
Division Counsel (CDC) or OGC);

3.3.1.3 {U} PRIVACY AND CIVIL LIBERTIES

(U//F&HO) Ensurc that civil liberties and privacy arc protected throughout the Assessment or
Investigative process;

3.3.14 {U) PROTECT RIGITS

(U/ESHEy Conduct nto investigative activity based solely on the exercise of First
Amendment rights (i.e., the [ree exercise of speech. religion. assembly, press or petition) or
on the race, cthnicity, gender. national origin. religion, scxual orientation, or gender identity
of the subject (See DIOG Section 4);
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3.3.1.5 {U)} COMPLIANCE

(U/HFHO¥ Ensure compliance with the DIOG. including standards for opening. conducting,
and closing an investigative activity; collection activily; or usc of an investigative mcthod, as
provided in the DIOG;

3.3.1.6 {U) REPORT NON-COMPLIANCE

(U/PeH8) Comply with the law, rules, or regulations, and report any non-compliance
concern to the proper authority. For specific requirements and procedures for reporting
departures and non-compliance with the AGG-Dom and the DIOG, sce DIOG Sections 2.6 -
2.8;

3.3.1.7 {UY AssIsT VICTIMS

(U//FEHE) Identily victims who have sullered direct physical, emotional. or [inancial harm
as result of the commission ol Federal crimes, offer the FBI's assistance to vicums of these
crimes and provide victims’ contact information to the responsible FBI Victim Specialist
(VS). The VS is thereafter responsible for keeping victims updated on the status of the
investigation to the extent permitted by law, regulation. or policy, unless the victim has epted
not to receive assistance. The FBI's responsibility for assisting victims is continuous as long
as there 1s an open investigation (sce the Viciim Assistunce Policy Guide, 3505P0);

3.3.1.8 (U} OBTAIN APPROVAL

(U/AOE0) Ensurc appropriate supervisory approval is obtained for investigative activity as
required in the DIOG. Obtain and document oral approval as specified in Section 3.4.2.2
below. Self-approval of DIOG activities is not permitied. See “No Self-Approval Rule” set
forth in Section 3.4.2.3 below;

3319 (U} ATTRIBUTE INFORMATION TO ORIGINATOR IN REPORTS

(U//POTOY Ensurc that if the originator of information reported to the FBI characterizes an
individual. group, or activily in a ceriain way, FBI records (i.c., 302s, ECs, LHMs, ctc.)
reflect that another party, and not the FBI, is the originator of the characterization. Example:
An FBI document should state: “The complainant advised that the subject was prejudiced and
motivated by cthnic bias” rather than “The subject was prejudiced and motivated by ethnic
bias:”

3.3.1.10 {U) SERVE AS INVESTIGATION (“CASE™) MANAGER

(U/AFBHOYII assigned responsibility for an investigation. manage all aspects of that
investigation. until it is assigned Lo another person. It is the employec's responsibility o
ensure compliance with all applicable laws, rules, regulations. and guidelines, both
mnvestigative and administrative, from the opening of the investigation through disposition of
the evidence. unul the investigation is assigned to another person. Il assigned as a co-case
agenl. co-casc manager. or if assigned casc-related aclivitics or dutics. it is the cmployec’s
responsibility to ensure compliance with all applicable laws, rules, regulations, and
guidelines. both investigative and administrative, from the opening of the investigation
through disposition of the evidence. unul the investigation is assigned Lo another person or the
case related activity requircment(s) ends.
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3.3.1.11 {U) CREATE AND MAINTAIN RECORDS/FILES

(U/FOTOYF Create and maintain authentic. reliable, and trustworthy records. cstablish files,
sct Ieads. supervisc investigations. index documents. and retain and sharc information. as
specified in DIOG Section 14 and Appendix J;

3.3.1.12 {U) INDEX DOCUMENTS

(U//ROYO3 Il assigned responsibility [or an investigation. index information ip documents.
Current eyidance for indexing documents may be found in DIOG Appendix J| b7
and on the RMD Intrunct site.

3.3.1.13 (U) SEEK FEDERAL PROSECUTION

(U//FOYO) Prefer Federal prosccution rather than state/local prosccution. An FBI employee
may protect the FBI’s resources and interests when discussing investigations with the United
States Attorney’s Office (USAO) by accurately representing the time and effort spent on an
investigation. The USAQO should be aware of this information prior to deciding whether
he/she will decline prosccution in favor of handling by local authoritics. Criminal
Investigations cenducted by the FBI are designed to cbtain evidence for prosccution in
Federal court and not n state or local courts; and

3.3.1.14 (U} RETAIN ORIGINAL NOTES MADE DURING AN INVESTIGATION

(U//FOUO) Retain in the investigative file (1A cnvelope) the following types of material
developed when interviewing witnesscs:

A) (U} Statements signed by the witness.

B) (UJ) Written statements, unsigned by the witness, but approved or adopted in any manner by
the witness.

) (U} Original notes of interview with prospective witnesses and/or suspects and subjects.
That is, in any interview where preparation of an FD-302 is required (an intervicw where it
is anticipated the results will become the subject of court testimony) the handwritten notes
must be retained.

D} (U} Dictating the results of an interview onto an audio tape/media in licu of taking
handwritten interview notes may be vicwed by a court as “original notes™ and, therefore, the
audio tape/media must he retained. In such circumstances, the audio tape/media becomes
the “original note™ material. Conversely, an audio tape/media used for dictation from
handwritten interview notes for transcription to a final FD-302 is not “original notc”
materizl and the sudio tape need not be retained.

E) () An FBI employee's notes made to record his/her own finding, must always be retained.
Such notes include, but arc not limited to, accountant's work papers and notes covering
matters such as crime scenc scarches, laboratory cxaminations, and fingerprint
examinations. If there is & question whether notes must be retiained, resolve the question in
tavor of retaining the notes.

(1) See also BIOG Section 18.5.6.4.15 (Interview Documentition).

(U) Note: For the purpose of this note retention policy. an interview and an interrogation are analogous.

(U/BOTOTAll original handwritten interview notes must be retained as "original note material”

n file. The original handwritten notes may be scanned. but the physical b7E
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original handwritien notes must be retained regardless of whether or not the notes are scanned.
Also sed b7E

I |
3.3.2  (U) DEFINITIONS OF TASK FORCE OFFICER (TFQO), TASK FORCE
MEMBER (TFM), AND TASK FORCE PARTICIPANT (TFP)

(U/FOTO) It is required in some situations for the sponsoring agency of the TFO, TEM and
TFP* to enter into an MOU with the FBI that governs the activitics of the Task Force. For
purposes of the DIOG. TFO, TFM, and TFP are defined as [ollows:

3.3.2.1 {U) TASK FORCE OFFICER {TFO)
(U/A0HEy An individual is a TFO when all of the following apply:

A) {U/AeH0) The individual is a certified Federal. state, local, or tribal law enforcement
officer;
B) (U/A68H6) The individual is authorized to carry a firearm;

C) (U//BOHOY The individual is currently deputized under either Title 21 or Title 18 of the
USs.C,;

D) (U/POYE) The individual is eligible and has initiated the FBI's process for obtaining
Federal Law Enforcement Credentials;
E) {U/HFFOH65 The individual is assigned to the supervision of an FBI led task foree;

F) {U//FEE6) The individual has initiated a request for a security clearance issued by the FBIL
Note: If the TFO fails to complete the sceurity clearance process, he or she must be
removed as a2 TFQ; and

G (U//POTD) The individual is authorized to have access to FBI facilitics.

(U//FOY05 An FBI TFO is mandated to attend all DIOG related training, and is bound by all
rules, regulations, and policies set forth in the DIOG when acting in the capacity as an FBI
TFO.

3322 (U) TASK FORCE MEMBER (TFM)

(U/FOY®) An individual is a TFM when all of the lollowing apply:
A) (U//RFeH9) The individual is an employee of a Federal. state. local. or tribal agency;
B) (U/POH€) The individual is assigned to the supervision of an FBI led task force;
C) (U/A*81e> The individual has a security clearance recognized by the FBI that is currently
gctive; and
D) (U//F9He) The individual is authorized to have access to FBI facilities.
(U//FEH¥85 An FBI TFM is mandated to attend all DIOG related training. and is bound by all

rules. regulations, and policies set forth in the DIOG when acting in the capacity as an FBI
TEM.

4 "A TFO, TEM, or TFP must follow their own agency's DFP; however, a TFO, TFM, or TFP is bound by the

b7E
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3.3.2.3 (U} TASK FORCE PARTICIPANT (TFP)

(U/FOHO) An individual is a TFP when he/she participates in investigations and operations
on an FBI-led task force and doces not otherwise qualify as a TFO or TFM. When participating
as an FBI TFP, the TEP is bound by all rules, regulations, and policies set forth in the DIOG.
DIOG related training for a FBI may be required by the head of the olTice/division that
governs the activitics of the Task Force.

34 (U) SUPERVISOR ROLES AND RESPONSIBILITIES

34.1 (U) SUPERVISOR DEFINED
(U) The term “supervisor” as used in the DIOG includes (whether in a Field Office or FBIHQ)
the [ollowing positions, or a person acting in such capacity:
A) (L) Supervisory Specizl Agent (SSA),
B) (U) Supervisory Senior Resident Agent {SSRA),
C) (U) Supervisory Intelligence Analyst (SIA),
D) (U) Sentor Supervisory Intelligence Analyst {SSIA)
E} (U) Legal Attaché (LEGAT).
F} (U) Deputy Legal Attaché (DLAT),
G) (U) Unit Chief (UC).
H) (1) Assistant Special Agent in Charge (ASAC).
) (U) Assistant Section Chicf (ASC),
5 (U) Section Chict (SC).
K) (U) Special Agent in Charge (SAC).
L) (U) Deputy Assistant Director (DAD),
M)(U) Assistant Director {AD).
N) (U) Assistant Director in Charge (ADIC),
) (U) Associate Exccutive Assistant Dircctor (A/EAD?,
P} (1) Exccutive Assistant Dircctor (EAD),
(@) () Associate Deputy Dircctor (ADD?, and
R) (U) Deputy Director (DD).

(U) The term “supervisor” is also intended to include any other FBI supervisory or managerial
position that is not specilically listed above but is equal in rank and/or responsibility o these
listed positions. (Note: TFOs/TFMSs cannot be supervisors.)

34.2  (U)SUPERVISOR RESPONSIBILITIES
3.4.2.1 (U} APPROVAL/REVIEW OF INVESTIGATIVE OR COLLECTION ACTIVITIES
(U//FOHOF Anyone inn a supervisory role who approves/reviews investigative or collection
activity must determine whether the standards for opening, approving, conducting. and
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closing an investligative activily, collection activily or investigative method. as provided m the
DIOG. have been satisfied.

3.4.22 {UYORAL ALTIIORITY / APPROVAL

(U//FOEOF Unless otherwise specified by the AGG-Dom or FBI policy, any
authority/approval required in the DIOG necessary to conduct investigative activitics may be
granted orally by the appropriate approving official. Should such oral authorization be
granted, appropriate written documentation of the oral authorization must be documented by
the FBI employce to the authorizing official as soon as practicable, but not more than five
business days after the oral authorization. The effective date of any such oral authorization 1s
the date on which the oral authority was granted. and that date and the name of the approving
official must be mcluded in the subsequent written documentation.

(U/FEH6) Supervisors are not permitted 1o self-approve investigative or intelligence
collection activity or methods in assessments or investigations assigned to them as case agents
or analysts. An independent evaluation and approval of these activitics must be obtained
including the opening and closing of any Asscssment or Predicated Investigation. Scc Section
3.4.2.3 below.

3.4.2.3 {UYNO SELF-APPROVAL RULE

(U//FEOHO3 When approval/authority is required in the DIOG, or related policy guides, to
open, utilize an investigative method, closc, or perform any administrative requirement within
the scope of the DIOG (i.c. initial paperwork to a file, perform a file review, ctc.). an
approving official (supervisor) may not “self-approve™ his/her own work or activity. An
independent evaluation and approval of these activities must be obtained, including the
Munagement Policy {ruide, 0769PC stibsectioi 4.7.2. for guidance on administrative case
files.

(U//FOYE3 Example: An SSA/SIA properly designates a relief supervisor on the squad to act
as the SSA/SIA while the supervisor 1s on [eave. The relief SSA/SIA may not approve
anything related to his/her own investigations/work because supervisors are not permitted 1o
sclf-approve investigative or intelligence collection activity or methods in files assigned to
themselves.

3424 (U} ENSURE COMPLIANCE WITH U.S. REGULATIONS AND OTHER APPLICARLE
LEGAL AND POLICY REQUIREMENTS

(U/AFOHO3 Supcrvisors must monitor and take reasonable steps to ensure that all
investigative aclivity, collection activity and the use of investigative methods comply with the
Constitution, Federal law, Executive Orders, Presidential Directives. AGG-Dom, other AGG,
Treatics. Memoranda of Agreement/Understanding, the DIOG. and any other applicable lcgal
and policy requircments.

3425 (U) TRAINING

(U//FEHE3 Supervisors must obtain training on the DIOG standards relevant to his/her
position and then conform decisions to those standards. Supervisors must also take reasonable

3-8
UNCLASSIFIED - FOR-OBFHEAETSEONEY

Version Dated:
March 3, 2016



UNCLASSIFIED — FORSHFEIATHSEONEY
Domestic Investigations and Operations Guide 83

steps to ensure that all subordinates have received the required training on the DIOG
standards and requirements relevant (o the subordinate’s position.

3.4.26 (U) PROTECT CIVIL LIBERTIES AND PRIVACY

(U/AEHO) All supervisors must take rcasonable steps to cnsure that civil liberties and
privacy arc protected throughout the investigative process.

3427 (U} REPORT COMPLIANCE CONCERNS

(U//F6H6) Il a supervisor encounters a practice that does not comply. or appears not ¢
comply, with the law, rules, or regulations. the supervisor must report that compliance
concern to the proper authority and, when necessary, take action to maintain compliance. For
specific requirements and procedures for reporting departures and non-compliance with the
AGG-Dom and the DIOG, sec Sections 2.6 - 2.8.

3.4.2.8 {UY NON-RETALIATION POLICY

(U/A6H63 Supervisors must nol retaliate or take adverse action against persons who raise
compliance concerns. (Scc[ l

3429 {U} CREATE AND MAINTAIN RECORDS/FILES

(U/FODOT Supervisors must ensure that FBI employecs create and maintain authentic,
reliable, and trustworthy records. establish [1les, set leads. supervise investigations., mdex
docurments. and retain and share information. as specified in DIOG Sectieon 14.

(U/FFOH65 Supervisors must periodically review investigative, control, and administrative
files assigned to their areas of program responsibility or management in accordance with
DIOG subscction 3.4.4 below.

34210 (U/FFOH6) U-1 NONIMMIGRANT STATUS CERTIFICATIONS

(U//FSHE> Pursuant 1o the Moemorandum of Delcpation signed December 10, 2014, th] |

[ |has the authority o sign OMB Form 1-918b as the certifying official to assis
non-U.S. citizens who have sulfered [ederal. state or local offenses such as rape. torture.
human trafficking. slave trade. and extortion who arc residing temporarily in the United
States. if that person can provide specific relevant facts to the investigation or prosccution of
the criminal activity in question. thncvcr:}s‘crvcs as the certifying official, the
USAO prosecuting the matier must be notified in writing of the action as soon as practicable,
but no more than| [from the date of certification.”

34.3 (U) DELEGATION AND SUCCESSION IN THE FBI

(U/AEH63 The ability 1o exercise legal authority within the FBI through delegations of legal
authority and orderly succession to positions of authority is sct forth in the Succession aid
Delegation Policy Directive, 82590, A DIOG related policy or PG must adhere to the delegation

and succession of authority standards, requirements and procedures established by the DIOG.
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3.4.3.1 (U} DELEGATION

(U/FOTO) As used in the DIOG, the term “delegation” refers to the conveyance of authority
to another official {cither by position or to a named individual). FBI lcgal authority is
generally delegable one supervisory level unless expressly permitted. prohibited, or restricted
by law, regulation, or policy. For example, an SAC may delegate his/her authority o approve
Sensitive Investigative Matters (SIMs) to an ASAC. but the ASAC cannot further delegate
this authority to an SSA. Dclegations will continue in cffect until modified. revoked,
superseded, the position no longer exists. or the named individual vacates the position.

(U/FOFOY A supervisor may only delegate authority o another supervisor onc level junior to
himself or herself, unless specified otherwise {c.g.. an ASAC may delegate authority to an
SSA). SACs may, however, restrict delegations within their [ield offices, i.c., an SAC may
prohibit ASACs from further delegating authoritics that have been assigned to them.

(UAFOYO) SSAs and Supervisory Intelligence Analysts (SIA) cannot “delegate” their
authority because they arc the first level of supervisory responsibility; however. a relief
supervisor may exercise the SSA’s authority when serving as the “acting” SSA (e.g., when the
SSA is absent or unavailable). In the absence of the immediate approval authority. a
supervisor at the same or higher level than that required may approve a particular activity
(c.g.. an Special Agent requests that his/her ASAC or SAC approve a Preliminary
Investigation because the Agent’s SSA is on a temporary duty assignment).

(U/FOTO) It is recognized that the first line supervisor’s role in mentoring and training relief
supervisors is often accomplished by assigning tasks to those employces while the supervisor
1s present or available. This type of activity 1s permitted so long as the supervisor is
monitoring the progress and outcome(s) of the assignments and is not abdicating the
responsibilitics associated with his or her supervisory position ) I

This type ol task promotes eflective supervision and provides a monitored opportunity

lor the relief supervisor to hone his or her management abilities.
3.4.32 (U} SUCCESSION: ACTING SUPERVISORY AUTHORITY

(U/HFSHO) As used in the DIOG, the term “succession” refers to the process by which an
official assumes the authoritics and responsibilitics of an existing position. typically when the
incumbent is absent, unavailable, unable to carry out official responsibilities, or has vacated
the position. A person who temporarily succeeds to a position is referred to as “acting” in that
position.

(U/FOT) The FBI lollows the general rule, recognized in law, that employees properly
designated as “acting” in a position exercise the full legal authorities of that position, unless
specifically precluded by higher authority or by an applicable law. regulation. or policy.
Accordingly. unless expressly precluded, any authority vested in an FBI supervisor pursuant
1o the DIOG may be exercised by someone who occupies that position in an acting status. An
cmployce may be designated to an acting position cither through a succession plan or ad hoc

1
]

designation. Sce the Succession and Delegation Policy Directive, 02590 for additional details.

3-10
UNCLASSIFIED — EOR-GRERICHALUSE-OMNE¥

Version Dated:

March 3, 2016

b7E



UNCLASSIFIED - +oR-OFISAEYSEONEY
Domestic Investigations and Operations Guide §3

3433 {U) DOCUMENTATION

(U//POYO) Delegations of authority as well as succession plans and ad hoc designations must
be documented in writing and maintained in the appropriate administrative file identificd
below whenever practicable. unless specifically required by the DIOG. Administrative files
have been created by RMD to maintain documentation of delegations of authority. to include
ad hoc designations and succession plans.

3.4.33.1 (U/FOEO) “DELEGATIONS OF AUTHORITY REILATED TO SENIOR
Execurtves” — FILE 319X-HQ-A 1700684-X X

(U//E0YO) File (319X-HQ-A1700684-XX with the last two alpha characters designating
particular ficld office. FBIHQ Division or LEGAT must be used to document delegations of
authority related to the responsibilities of senior executive positions {defined in the Director &
Senior Officials (07-01) Retention Schedule) as only the Director. Deputy Director. Chiel of
Staff, Associate Deputy Director, and Exccutive Assistant Director(s). (Note: This file docs
not include Senior Exccutive Service (SES) delegations of authority. Such delegations of
authority by SES and all other supervisory management officials must be documented using
the file specified below in DIOG Section 3.4.3.3.2)

3.4.3.3.2 (UIMHEOY6) “DELEGATIONS OF AUTHORITY RELATED TO NON-SENIOR
EXECUTIVES” (INCLUDING ALL SENIOR EXECUTIVE SERVICE [SES] AND
OTHER SUPERVISORY MANAGEMENT OFFICIALS) AND ALL ADHOC
DESIGNATIONS — FILE 319X-HQ-A1700685-XX

(U//FeH6+ File 319X-HQ-A1700685-XX with the [ast two alpha characters designating
particular ficld office. FBIHQ Division or LEGAT must be uscd to document delegations of
authority rclated to the responsibilities of non-senior cxecutive positions to include all SES
level and other supervisory management officials not included above in DIOG Section
3.4.3.3.1. as well as to document adhoc designations, as specified.

(U//Fe563 Documentation of acting authority may take place subsequent to the actual ad hoc
designation. For example, an SSA orally advises his principal relief supervisor that he/she has
an cmergency and will not be able te come into the office. The ad hoc designation of the relief
supervisor as acting SSA can be documented upon the SSA’s return to the office. Failure to
document an ad hoc designation does not invalidate the designation but may result in
difficulty proving the appropriate exercise of authority if required to do so. (See Section
3.4.2.2 above concerning oral authorizations and related documentation requirements).

34333 (U686 SUCCESSION PLANS — FILE 319X-HQ-A1538387

(U//EOEO3 An administrative file has also been created to maintain documentation of
succession plans (319X-HQ-A1538387-XX with the last iwo alpha characters designating the
particular [ield office, FBIHQ Division or LEGAT).

3.44 (U)FILE REVIEWS AND JUSTIFICATION REVIEWS
3441 (U) OVERVIEW

(UAFSYE-The file review is designed to ensurce that investigative and intelligence activitics
are progressing adequately and being conducted in compliance with applicable statuies,
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regulations, and FBI/DOIJ policies and procedures. As a management tool, the file review
process has proven elfective for operational program oversight. tracking mvestigative and
intelligence collection progress, ensuring investigative focus, program management, and
reduction of risk.

(ULEGHS) Supervisory review of investigative files (main file and all sub-files) is cspecially
important with regard 1o tracking the progress and development of new employces. It provides
an opportunity [or supervisors 1o guide employees on how properly to manage and document
investigative [iles and to use and document investigative methods, while emphasizing the
importance of compliance and recognition of risk. In addition. the file review process is an
opportunity to begin to evaluate an employee’s level of performance and to identify his or her
strengths and weaknesses. Performance evaluation must not be documented on the [1le review
itsell; rather, any notes regarding performance must be documented utilizing the optional form

| I“Pezf:_n'mam:f: Surnmary Assessment {PSAT (see DIOG subsection 3.4.4.8 for
further guidance).

(U//FET67 File reviews help supervisors to ensurc that their office 1s effectively supervising
activities in its own territory and monitoring investigative activity carricd out on their behalf
in other [(icld offices. For example, a supervisor may use a file review (o ensure that an
employee assigned an investigation has addressed all logical investigation in a timely manner,
or that the employee has successfully sct necessary leads for other offices or other employces
within his or her own office. Additionally, the periedic review of control files and relevant
administrative files permits the supervisor to evaluate progress in meeting program-related
objectives and ensures that FBI resources are being utilized and managed properly in
accordance with policy standards and arc aligned with strategic objectives.

3442 (U) TYPES OF FILES/INVESTIGATIONS REQUIRING FILE REVIEWS AND
JUSTIFICATION REVIEWS
(U//FEY65 File reviews (including the main file and all sub-(iles) must be conducted for all
predicated investigations, including investigations placed in “pending inactive” status,
unaddressed work files, and Type 3-6 asscssments. Type 1 and 2 assessments must have 30-
day justification reviews, as specified below.

3443 () FREQUENCY OF FILE REVIEWS

(U/A083-Supervisors must adhere (o the following tmeframes for [ile reviews:

A) (U/EEOHO) For agents, resident agents, TFOs, IAs, and other employees assigned
investigative files — 90 Days. The supervisor must review the files (i.c., main file and sub-
files) for all investigations {including pending predicated investigations. pending inactive
investigations, unaddressed work files, and Type 3-6 asscssments, or assigned control files,
such as a 300A) for cach consccutive 90-calendar-day period.

1. (U/A-6H) 30 Additional Days: The filc review process and file review documentation.
as described in DIOG subsections 3.4.4.5-3.4.4.9 below, including tasks identified while
conducting the in-person or telephonic session. must be completed within 30 calendar
days following cach consccutive 90 calendar day file review period.

B) (U/EQHE) For probationary employees {agents, resident agents, 1As, and other
employees assigned investigative files) — 60 Days. The supervisor must review the files (i.c..
main file and sub-files) for all investigations {including pending predicated investigations,
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pending inactive investigations, unaddressed work files, and Type 3-6 assessments, or
assigned control files, such as a 300A} for each consecutive 60-calendar-day period.

1. (U/AeH6) 30 Additional Days: The file review process and file review documentation,
as described in DIOG subsections 3.4.4.5-3.4.4.9 below, including tasks identified while
conducting the in-person or telephonic session. must be completed within 30 calendar
days following each consecutive 6(/90 calendar day file review period.

3444 () DELEGATION OF FILE REVIEWS

(U//FGTOT Thorough and complete file reviews arc an important part of the compliance
regimen, provide valuable and needed information [or the purpose of evaluating the
performance of employees, and are critical 1o the effective management of a squad. For these
reasons. {ile reviews arc an impertant duty and responsibility for supervisors, and supervisors
arc discouraged from routinely delegating these reviews. However. because conducting a file
review 18 an important developmental opportunity [or primary reliel supervisors. [ile reviews
may be conducted by a duly designated actling supervisor or duly designated primary relief
supervisor. Acting supervisors may conduct file reviews just as they would conduct any other
supervisory duty while functioning in an acting capacity. Primary relief supervisors may
conduct file reviews; however, when they do so, the next required file review must be
conducted by a supervisor or duly designated acting supervisor. In other words, every other
file review of any given investigative file must be conducted by a supervisor or duly
designated acting supervisor. Acting supervisors may not review their own files under any
circumstances; they must either reassign their investigations or have their investigations
reviewed by another supervisor or an ASAC.

3445 (1) PREDICATED INVESTIGATIONS AND TYPE 3,4, AND 6 ASSESSMENT — FILE
REVIEW REQUIREMENTS

(U//Fe6s A file review must be conducted in person. or by telephone when necessary {e.g..
if an employee is on TDY or in a remote resident agency [RA]); conducted in private; and
documented as specificd in DIOG subscction 3.4.4.8 below.

(U/ASH63 The [ile review process requires the supervisor to review the investigative liles
(including the main filc and all sub-files) assigned to the employee; discuss progress madc in
the last 60- or 90-day period toward specified investigative or intelligence collection
objectives, the projected work or [uture objectives being contemplated, and the method(s) to
achieve them in the next review period; and document that information in the [ile review
package gencrated by

(U/EQHS When reviewing the employee’s assigned investigative files (i.e., main file and
sub-files). the supervisor should consider the following, whenever applicable. when
cvaluating an asscssment or a predicated investigation:

A) (UAFSHEO: That no investigative activity 1s based solely on activity that is protected by the
First Amendment or on the race. ethnicity. gender. national origin or religion, sexual
orientation. or gender identity of an individual. group, or organization or a combination of
only those factors

B) (U/POTTOT Whether the activities that occurred in the prior 60 or 90 calendar days were
appropriate bascd upon the investigative category, the type of casc classification, and the
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stated objectives and whether investigative methods were used in compliance with applicable
DIOG requirements

Q) (U/EQHE> Whether subject(s) have been indexed in compliance with indexing guidelines

D) (U/FEHE) Whether threat issues and Crime Problem Indicator (CPI) codes for the
investigation or assessment were identified, complete, and current in accordance with policy

E) (U/FaH63 Whether victim assistance policy has been followed (i.e., identification,
notification to the VS, documentation, case status updates, et¢.) in compliance with the DIOG
and the Yirthn Assistoee Fofioy Guide, 8305PG

Fy (U/POT0) Whether information shared with domestic or foreign agencies was done in
accordance with dissemination policy

G) (U/FOHE Whether liaison and tripwire activity was documented
H) (U/PST0) Whether statistical accomjlishmcnts (i.c., accomplishments in the

Accomplishments module of ave been entered within established timeframes

) (U/MSTE) Whether evidence has been stored and disposed of properly and whether
documentation has been completed according to evidence control policics

I} {U/BSEER Whether leads have been covered within established deadlines

K} (U/AEST0) Whether significant milestones or activities were documented, including the final
adjudication of a subject(s), by submitting forml I b7E

L} (U/FSHE> Whether any intelligence in the investigation or assessment resulted in the
production of intelligence products {e.g., Intclligence Information Reports (1IRs), Situational
Information Reports (SIRs), Intelligence Bulletins, Intelligence Assessments) and whether the
reports were released to the intelligenee or law enforeement community and properly
documented in the INTELPRODS sub-file, in compliance with the DIOG

M) (U/ESHEE) Whether National Security Letters (NSLs) have been issued in accordance with
policy. including whether responsive materials have been appropriately examined (e.g..
examined for overproduction);

N) (UAGE6) Whether federal grand jury subpoenas have been issued in accordance with
policy. including whether responsive materials have been appropriately examined (c.g.,
cxamined for overproduction), and federal grand jury materials covered by Rule 6¢ arc
properly marked and handled, including being appropriately restricted in I

Q) (U/FOT0) Whether documents obtained pursuant to a mail cover request were returned to
the USPS within 60 days of the criminal mail cover termination date, and the return
documented in the investigative file

P} (U/AFOH6) Whether administrative subpocnas have been issued in accordance with policy,
including whether responsive materials have been appropriately examined {e.g.. examined for
overproduction)

Q) (U/FOE6) Whether case-related electronic communications, including e-mail. text
messages, phone calls, and instant messages. have been appropriately uploaded ian:] b7E
or another RMD-authorized recordkeeping system. See Beconds Manayeant Folicy Gurde.

YR See also the Social Media qind Orher Elecironic figamation Sharine Technologes

Podicy Guide, 357980

R) (U063 Whether the watch-list status of any subject(s) has been appropriately
documented
3-14
UNCLASSIFIED - FOROFFICIAT USEONEY

Version Dated:
March 3, 2016



UNCLASSIFIED —FOROFFMCIAEHSEONEY-
Domestic Investigations and Operations Guide §3

S) (U/POB63 Whether the status of the preliminary investigation is current (i.e., has not
expired or will not expire before the next file review)

T (U/A6E63 Whether any potential Intelligence Oversight Board (I0B) violations have been
reported in accordance with policy

U) (U/AFed6er Whether relevant assct forfeiture statutes have been applied and their use
documented

V) (U/FB863 For predicated investigations, whether the predication for continuing the
investigation continues to exist

W) (U//E@8E1 For assessments, whether it 1s reasonably likely that information will be obtained
that is relevant to the authorized purpose and clearly defined objective(s), thereby warranting
an cxtension for another 60/90 calendar days

X) (U/FOH€) Whether adequate predication has been developed in the assessment to open a
predicated investigation

(U/FFOYOT Supervisors must cvaluate the proper usc of investigative methods and ensurc that
they are appropriately documented in the file. When evidence has been obtained, the
supervisor must ensure that the evidence was treated and/or disposed of appropriately. The
supervisor should use the [ile review process as an opportunity 10 determine whether the
cmploycc has adequately used liaison and external contacts to further the
investigation/assessment. In addition. the supervisor must assess whether the cmployee needs
additional assistance. training. guidance. or other resources o successfully advance the
investigation/assessment.

(U/ess The intelligence aspect of every investigation must be scrutinized during the file
review process. The supervisor must determine whether the employee understands his or her
responsibilitics relative to intelligence collection and reporting and has ensured that
investigative and intelligence aspects of cach investigation complement cach other. This
includes examining whether the employee has adequately collaborated with the field office’s
intelligence component and exploited his or her investigations to obtain information relevant
to standing intelligence collection requirements. The supervisor must review the files for
potential intelligence collection and sharing opportunitics. both cross-programmatic and
interagency. The file review must document whether applicable intelligence products, such as
intelligence reports, bulleting and assessments, have been or should be drafied based on
investigative and intelligence information coellected during the investigation.

(U//FOTE} The supervisor must also evaluate whether the employee has been in
communication with FBIHQ division entitics, if appropriate. with respect to his or her
investigative/intelligence activitics and whether the employce has coordinated with FBIHQ to
obtain any special authorities or concurrences needed from DOJ or FBI components and other
governmental agencies {e.g.. CIA, DOS, and DOD).

(U//FEY63 The supervisor must consider the employee’s collateral duties, such as special
weapons and tactics (SWAT), emergency response team (ERT). hazardous materials
(HAZMAT). hostage negotiator, training, TDY assignments. and other activitics constituting
official business that could limit the employee’s ability to address his or her assigned
caseload. The supervisor must take into account planned annual and sick leave, holidays, and
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similar time constraints when estimating the employee’s overall work responsibilities for the
next 6(/90-day peried.

(U//Fe5967 The supervisor must evaluate whether the employee 1s acting within all applicable
statutes. regulations, and FBI and DOIJ policies and procedures. Supervisors must keep in
mind that how the employcc accomplishes his or her tasks is just as important as whether he
or she accomplishes them. Any compliance concerns must be immediately referred to the field
office’s compliance officer for discussion regarding additional actions to be taken. For
specific requirements and procedures [or reporting departures [rom and noncompliance with
the AGG-Dom and the DIOG, scc subscctions 2.6-2.8.

(UFEH63 At the conclusion of the file review, the supervisor must ensure that the employee
understands the objectives 1o be accomplished over the next 60/90 calendar days and must
document specifically those expectations in the file review package.

(U) Whilc conducting file reviews pursuant to this subscction. a supervisor must cnsurc that
all investigative activity conducted online is in accordance with BIQG Appendix L, “Online
Ivestigations,”” Supervisors must pay special attention Lo information relating to the exercise
ol a First Amendment right. This type of information may only be collected il (1) the
collection is logically related to an authorized investigative purposc. (2) the collection docs
not materially interfere with the ability of an individual or a group to engage in the excrcisc of
constitutionally protected rights, and (3) the method ol collection is the least intrusive
alternative that is reasonable. based upon the circumstances of the investigation. The FBI must
not basc investigative activitics solely on an individual’s legal exercise of his or her First
Amecndment rights. Further, every FBI employee has the responsibility to ensure that the
activities of the FBI are “lawful, appropriate and ethical as well as effective in protecting the
civil liberties and privacy ol individuals in the United States.” (See DIOG subsection 4.1.3.)

(U/A6863 The supervisor must be diligent about documenting all aspects of the [ile review
in the file review package and selling appropriate ticklers.

3446 () TYPE 1 AND 2 ASSESSMENTS — JUSTIFICATION REVIEW REQUIREMENTS
(U/FOY63 Supervisors must conduct 30-day justification reviews for Type 1 and 2
assessments. Following the end of the 30-day period. the agent. TFO. or IA and the supervisor

have up to 10 calendar davs to complete all aspects ol the justification review and o
document the review. Guardian (FD-71a) or

[Ihese justification reviews must address the

following assessment review standards {ARS):

A) (UHEOP6-Has progress been made toward achieving the anthorized purpose and clearly
defined objective(s)?

B) (U/FEHOs Were the activities that occurred in the prior 30 calendar days appropriate and in
compliance with applicable DIOG requirements?

C) (UHFBYOFIs it recasonably likely that information will be obtained that is relevant to the
authorized purpose and clearly defined objective(s). thereby warranting an extension for
another 30 calendar days?

D) (U#PFOEs-Has adequate predication been developed to open & predicated investigation?
E) (UA6Ye) Should the assessment be terminated?
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3447 ¢ FILE REVIEW REQUIREMENTS

(U/retey] — |

A) (L |
1. _(U/eatey |
L |
2. (UIFeRs)| |
L 1

3. (UiFewen| |

B) (U] I

3. (UiAaHe
L ]
4. (U/FOHS
34438 {U) DOCUMENTATION OF FILE REVIEWS

(U//F8H8 File review packages are generated by:]Thcsc must be completed by an
assigned casc manager. the supervisor, and the ASAC or SSIA as part of the file review
process. Once [inalized, the completed packages can be viewed wilhinlzland used as a
tool in determining an employee’s performance rating. Documents maintained for evaluations,
including printed copics of file review packages, must be maintained or destroyed in
accordance with the FBI's performance appraisal system (see the Peifermance Appraisel
system Policy Guide, 04898G). At the conclusion of each file review, the electronic [ile
review package must be submitted to ficld office exccutive management (c.g.. ASAC or
SSIA), who is responsible for ensuring that the file reviews were conducted properly by
reviewing and signing the file review package. Tho file review package
must be maintained for inspection review and other purposes nol relaied to the performance
appraisal process for a period of at Icast two ycars after being created or—if related to a
pending internal investigation. performance action. complaint, or charge—onc ycar from the
date on which that case or action was closed, whichever 1s the longer period of tme.

(U//FOBE) The] lis now accessible from the file review package in Usc of
the| ~}is not required to be completed by the supervisor as part of the
file review process. However. if the supepyis noses to document performance notes. then
the imust be used. Complcting an can assist the supervisor and the cmployce
in evaluating performance, and it complements the formal employce performance appraisal
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system. If used, the supervisor and employee must sign and date the completed bn the
signature page, and the employee must initial each preceding page. The original signe

should be placed into the employee’s performance folder, maintained by the rating
official. A copy must be provided to the employee. (Sce the Performance Appraisal System
Policy CGuide, 343920 for the retention policy.)

3449 {(U) FILE REVIEW EXAMPLE
(U/FeY6) ] B

Urreve] |

(UHRGUS) Note: While the file reviews must be conducted every 90/60 days respectively.,

employees have 30 days following the 90- or 60-day period to conduct the in-person or

telephonic meeting, complete the file review package in and complete any b7E
outstanding tasks. For example, if a missing LHM, or accomplishment is identificd.

those tasks should be completed during the 30-day period.

35 {(U) CHIEF D1v18s10N COUNSEL (CDC) ROLES AND RESPONSIBILITIES

(U/FOYO) The CDC must review all Asscssments and Predicated Investigations involving
Sensitive Investigative Matters (SIM) as discussed in DIOG Scction 10 as well as review the use
of certain investigative methods as discussed in Section 18. The primary purpose of the CDC’s
review 1s 1o ensure the legality of the actions proposed. Review. in this context, includes a
determination that the investigative activity is: (i) not legally objectionable (c.g., that it is not
based solely on the exercise of First Amendment rights (i.c.. the free exercise of speech, religion.
assembly, press or petition) or on the race, ethnicity. gender. national origin. religion. sexual
orientation. or gender identity of the subject); and (i) founded upon an authorized purpose
and/or adequatce factual predication and mects the standard specified in the DIOG. The CDC
should also include in his or her review and recommendation. if appropriatc. a determination of
the wisdom of the proposed action {e.g.. the CDC may have no legal objection but may
recommend denial because the value of the proposal is outweighed by the intrusion into
legitimate privacy interests). The CDC’s determination that an investigative activity is: (i) not
Iegally objcctionable; and (ii) warranted from a mission standpoint is based on facts known at the
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tume of the review and recommendation. Ofien, these facts are not verified or otherwise
corroborated until the investigative activily commences. As a result, the CDC may require
additional CDC reviews or provide guidance to supervisory personnel with regard to monitoring
the results of the investigative activity to ensure that the authorized purposc and/or factual
predication remains intact afler the facts are developed. The regularity of such review is within
the CDC’s discretion. Activities lound to be legally objectionable by the CDC may not be
approved unless and until the CDC’s determination is countermanded by the FBI General
Counsel or a delegated designee.

(U//FOTO) For investigative activitics involving a SIM, the CDC must also independently
consider the factors articulated in Section 10 and provide the approving authority with a
recommendation as to whether, in the CDC’s judgment, the investigative activity should be
approved.

(UAFOB6 Throughout the DIOG, DIOG related policies, or PGs, any requirement imposed on
the CDC may be performed by an Associate Division Counsel (ADC) or a designated Acting
CDC.

3.6 (U) OFFICE OF THE GENERAL COUNSEL {OGC) ROLES AND
RESPONSIBILITIES

(U/AFOTO0] The mission of the FBI's Office of the General Counsel (OGC) is to provide
comprehensive legal advice to the Director, other FBI officials and divisions. and [icld offices on
a wide array ol national securily. investigative, and administrative operations. In addition to
providing legal advice as requested, OGC reviews the legal sufficiency of sensitive Title 111
affidavits and a wide varicty of operational documents relating to foreign counterintelligence/
international terrorism investigations, including requests for surveillance and physical searches
pursuant to the Foreign Intelligence Surveillance Act (FISA) and undercover proposals, and
manages the physical flow of FISA requests. applications, orders, and returns. OGC maintains
Itatson with the intelligence community on legal issues and reviews for legal sufficiency
proposals o share information or [orm partnerships with other federal. state, local, and
international agencies. OGC also supports federal criminal prosecutions by assisting in criminal
discovery and by conducting reviews of personnel files, coordinates the defense of the FBI and
its employees in civil actions which arisc out of the FBI's investigative mission and personnel
muatters, and assists the Oflice of Congressional Affairs (OCA) in responding to Congressional
inquiries. including Congressional requests for FBI documents. OGC addresses legal 1ssues
associated with the impact of communication and information technology on the ability of the
FBI and other law-enforcement and intelligence agencies to exceute their public safety and
national security missions, including their abilitly to conduct authorized clectronic surveillance.

(U/FOTO) In coordination with the DOJ NSD. the OGC is responsible for conducting regular
reviews of all aspects of FBI national security and foreign intelligence activities. The primary
purpose of the OGC’s review is to ensure the legality of the actions proposed. These reviews,
conducted at FBI ficld offices and FBIHQ units, broadly examine such activities for compliance
with the AGG-Dom and other applicable requircments. Review, in this context, includes a
determination that the investigative activily is: (i) not legally objectionable (c.g.. that it 1s not
based solely on the exercise of First Amendment rights or on the race, cthnicity., gender. national
origin, rcligion. sexual orientation. or gender identity of the subject); and (ii) founded upon an
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authorized purpose and/or adequate [actual predication and meets the standard specilied in the
DIOG. The OGC should also include in its review and recommendation, if appropriate, a
determination of the wisdom of the proposed action {c.g., the OGC may have no legal objection
but may recommend denial becausc the value of the proposal is outweighed by the intrusion into
legitimate privacy interests). The OGC’s determination that an investigative activity is: (i} not
legally objectionable; and (ii} warranted [rom a mission standpoint is based on facts known at the
time of the review and recommendation. Often these facts are not verified or otherwise
corroborated until the investigative activity commences. As a result. the OGC may require
additicnal OGC reviews or provide guidance o supervisory personnel with regard to monitoring
the results of the investigative activity to ensure that the authorized purpose and/or [actual
predication remains intact after the facts are developed. The regularity of such review is within
the discretion of OGC.

(U/A6H6O) For thosc investigative activities involving a sensitive investigalive matier requiring
OGC review. the OGC must independently consider the factors articulated in Section 10 and
provide the approving authority with a recommendation as to whether, in the OGC’s judgment,
the mvestigative activity should be approved.

(UMBSHEs Throughout the DIOG, any requirement imposed on the General Counsel may be
delegated and performed by a designated OGC attorney. All delegations must be made as set
forth in Section 3.4.3 above.

3.7 (U) INTERNAL PoLICY OFFICE (IPO) ROLES AND RESPONSIBILITIES

(U/AeH63 Subject Lo the guidance of the Deputy Director. the IPO has oversight ol the
tmplementation of the DIOG. Working with the Deputy Director’s office, the IPO may make
revisions to the DIOG as necessary, following appropriate coordination with the OIC, OGC and
other FBIHQ or field office entities. In the process ol implementing and analyzing the DIOG. the
IPO should report any apparent compliance risk areas directly to the OIC. Additonally. the IPO
will work directly with the OIC to ensure that the policics, training and monitoring arc adequate
to meet compliance monitoring procedures.

(U//POTOT The PO is responsible for ensuring the following:

A) (U/FOTBE) The DIOG is updated as necessary to comply with changes in the law, rulces, or
regulations;

B) (U/AaH83 The DIOG is reviewed every three years from the effective date of the 2011
revision. and revised as appropriate. This mandatory review schedule. however, does not
restrict the [PO. which is responsible for all FBI policy matters, from working with FBIHQ
divisions and field offices to make policy revisions to the DIOG and the PGs whenever
necessary and appropriate during the three year period. The IPO may also make technical or
non-substantive language or formatting changes to the DIOG, as necessary, provided thosc
changes clarify the meaning without altering the substance;

Q) (U//FOBe) Existing and proposed investigative and administrative policies and PGs comply
with the standards established in the AGG-Dom and DIOG. On behalf of the Deputy Director.
the IPO has the authority. following coordination with the OIC and OGC, to modity or
remove any provision of existing or proposed investigative or administrative policies or PGs
determined to violate, contradict. or otherwise modify the intent or purpose of any provision
or standard cstablished in thc AGG-Dom or the DIOG; and
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D) (U//ROHE) If the IPO makes any changes to the DIOG or other policy pursuant to 3.7.B
and/or C above. the IPO will immediately advise by e-mail all FBIHQ and ficld office
Division Policy Officers (DPO) of such changes and all DPO must further advise their
respective FBI employees of such changes. The electronic version of the DIOG maintained in
the IPO’s Policy and Guidance Librarv is the official current policy of the FBL

3.8 (U) OFFICE OF INTEGRITY AND COMPLIANCE (OIC) ROLES AND
RESPONSIBILITIES

(U/FEE6) OIC is responsible for reviewing the DIOG and working with each FBIHQ division
and the 1PO to identily compliance risk arcas and to ensure the adequacy of policy statements.
training and monitoring. When compliance risk arcas are identified. OIC must work with the
divisions, ficld offices, and/or programs affected by the risk and develop programs to review the
adequacy ol policy statements, training, and monitoring in erder Lo mitigate those concerns
appropriately.

3.9 {(U) OPERATIONAL PROGRAM MANAGER ROLES AND RESPONSIBILITIES

(U/BOYS) In addition to managing national level programs. coordinating investigations,
training, and providing guidance and oversight to the field. the FBIHQ Operational Program
Managers arc responsible for identifying, prioritizing. and analyzing potential compliance risks
within their programs regarding implementation of the BDIOG and devcloping mitigation plans
where warranted.

(U//Fe9y Opcrational Program Managers must proactively identify and take appropriate action
Lo resolve potential compliance concerns. In identifying possible compliance concerns. Program
Managers should consider the following indicators of possible compliance issues:
A) (U/FEHE) Similar activities being handled differently from squad-to-squad / unit-to-unit /
field office-to-field office;
B) (U/#Q) Unusually high level of contact with FBIHQ division for basic information on
how to conduct an activity;
C) (U/AadEn Apparent confusion over how to conduct & certain activity;
D) (U/FOYE) Policy conflict;
E) (U/ABH6) Non-existent/inaccurate/wrongly targeted training;
Fy (U/AOY6F Monitoring mechanisms that do not exist or do not test the right information (e.g.
file reviews/program management); and
Q) (U/A063 Inadequate processes in place to audit for compliance.
(U//FEB3-Operational Program Managers may not retaliate or take adverse action against
persons who raise compliance concerns.
3.10  (U) D1visioN COMPLIANCE OFFICER ROLES AND RESPONSIBILITIES

(U/A6Y0) Each FBIHQ division and ficld office must have a Division Compliance Officer
(DCO). The DCO will proactively identify potential risk of non-compliance in the
implementation of the DIOG and report them to the proper authority and the OIC. The DCO
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must always be aware that the focus of a compliance program is the identification and resolution
of a compliance problem using non-punitive and nen-retaliatory means.
3.11  {U)PoSITION EQUIVALENTS - FBI HEADQUARTERS (FBIHQ}) APPROVAL
LEVELS

(U//FeE6) The oflicial position equivalents between the field offices and FBIHQ are outlined
below. In gencral. an cquivalent position at cither the ficld or FBIHQ may cxercise DIOG
authority. unless the DIOG specifically limits a given authority. or whenever a specific position
1s assigned the authority as part ol its responsibilities (e.g.. SSIA, ASAC). The equivalent
positions arc:

A) (U/ASH63 Ficld Office Analyst or Spectal Agent = FBIHQ Analyst or Special Agent;

B) (U//FH6) Ficld Office SIA = FBIHQ SIA;

C) (U/FOU0G) CDC = FBIHQ OGC General Attorney;

D) (U//FeH6 Ficld Oftice SSA = FBIHQ SSA;

E) (U/HOHO) Field Office ASAC = FBIHQ UC,;

F) (U/FOT0) SAC = FBIHQ SC; and

G) (U//FOHEN ADIC = FBIHQ AD.
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4 (U)PRIVACY AND CIVIL LIBERTIES, AND LEAST
INTRUSIVE METHODS

4.1 (U) C1VIL LIBERTIES AND PRIVACY

4.1.1 {U) OVERVIEW

{U) The FBI is responsible for protecting the sccurity of our nation and its people from crime and
terrorism while maintaining rigorous obedicnce to the Constitution. 7he Afforney General's
Guidelines for Domestic FBI Activities (AGG-Dom) establish a set of basic principles that serve
as the foundation for all FBI mission-rclated activitics. When these principles are applicd. they
demonstrate respect for civil libertics and privacy as well as adherence 1o the Constitution and
laws of the United States. These principles are as [ollows:

A) (1) Protecting the public includes protecting their rights and liberties. FBI investigative
activity is premiscd upon the fundamental duty of government to protect the public, which
must be performed with carce to protect individual rights and to ensurc that investigations are
confined to matters of legitimate government interest.

B) () Only investigate for a proper purpose. All FBI investigative activity must have an
authorized law enforcement, national sceurity, or forcign intelligence purpose.

) (U) Race, ethnicity, gender national origin, religion, sexual orientation, or gender
identity alone can never constitute the sole basis for initiating investigative activity.
Although these characteristics may be taken into account under certain circumstances. there
must be an independent authorized law enforcement or national security purpose for initiating
investigative activity.

3) (U) Only perform authorized activities in pursuit of investigative objectives. Authorized
activities conducted as part of a lawful assessment or investigation include the ability to:
collect criminal and national secarity information, as well as foreign intelligence; provide
investigative assistance to federal, state, local. tribal, and foreign agencics; conduct
intelligence analysis and planning; and retain and share information.

E) (U) Employ the least intrusive means that do not otherwise compromise FBI operations.
Assuming a lawful intelligence or evidence collection objective. i.e.. an authorized purpose.
strongly consider the method (technigue) employed to achicve that objective that is the least
intrusive available {particularly if there is the potential to interfere with protected speech and
association, damage someone’s reputation, intrude on privacy, or interfere with the
sovereignty of foreign governments) while still being operationally sound and effective.

F} (U) Apply best judgment to the circumstances at hand to select the most appropriate
investigative means to achieve the investigative goal. The choice of which investigative
method to employ is a matter of judgment. but the FBI must not hesitate to use any lawful
method consistent with the AGG-Dom when the degree of intrusiveness is warranted in light
of the scriousness of the matter concerned.

4.1.2  (U) PURPOSE OF INVESTIGATIVE ACTIVITY

{U) One of the most important safcguards in the AGG-Dom—one that is intended to ensure that
FBI employees respect the constitutional rights of Americans—is the threshold requirement that
all investigative activities be conducted for an authorized purpose. Under the AGG-Dom that
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authorized purpose must be an authorized national security, criminal. or foreign intelligence
collection purpose.

(U} Simply stating such a purpose. however, is not sulficient to ensurc compliance with this
requirement. The autherized purpese must be well-founded and well-documented. In addition,
the information sought and the investigative method used to obtain it must be focused in scope,
time, and manner to achicve the underlying purpose. Furthermore, the Constitution scts Iimits on
what that purpose may be. It may not be solely (o monitor the exercise of constitutional rights.
such as the [ree exercise of speech, religion. assembly, press and petition. and, equally important.
the authorized purposc may not be based solely on the race. cthnicity. gender, national origin,
religion, sexual orientation, or gender identity of an individual, group. or organization or a
combination of only those [aclors.

(U) It is important to understand how the “authorized purpose™ requirement and these
constitutional limitations relate t¢ one another. For example, individuals or groups who
communicate with each othier or with members of the public in any form in pursuit of social or
political causcs—such as opposing war or foreign policy. protesting government actlions, or
promoting certain religious belicfs—have a First Amendment right to do so. No investigative
aclivity may be conducted [or the sole purpose of monitoring the exercise ol these rights. If a
well-founded basis to conduct investigative activity exists, however. and that basis is not solely
activity that is protected by the First Amendment or on the race. cthnicity. gender, national origin
or rcligion. sexual orientation, or gender identity of the participants—FBI employces may asscss
or investigate these activities, subject (o other limitations in the AGG-Dom and the DIOG. In
such a situation. the mvestigative activilty would not be based solely on constitutionally-protected
conduct or on race. cthnicity. gender, national origin, rcligion. sexual oricntation. or gender
identity. Finally, although investigative activity would be authorized in this situation, it is
important that it be conducted in a manner that does not materially interfere with the ability of
the mdividuals or groups to engage in the exercise of constitutionally-protected rights.

4.1.3 (U) OVERSIGHT AND SELF-REGULATION

(U} Every FBI employee has the responsibility to ensure that the activities of the FBI are law [ul.
appropriate and ethical as well as effective in protecting the civil liberties and privacy of
individuals in the United States. Strong oversight mechanisms are in place to assist the FBl in
carrying out this responsibility. Department of Justice (DOJ) oversight is provided through
provisions of the AGG-Dom. other Attorney General Guidelines. and oversight by other DOJ
components. DOJ and the FBI’s Inspection Division, and the FBI’s Office of Integrity and
Compliance (OIC) and Office of the General Counsel (OGC). also provide substantial
monitoring and guidance. In the criminal investigation arcna. prosccutors and district courts
exercise oversight of EBI activities. In the national securlty and foreign intelligence arenas. the
DOJ National Security Division (NSD) exercises that oversight. The DOJ NSD’s Oversight
Scction and the FBI's OGC are responsible for conducting regular reviews of all aspects of FBI
national sccurity and foreign intelligence activities. These reviews. conducted at FBI ficld offices
and FBI Headquarters (FBIHQ) divisions, broadly examine such activities for compliance with
the AGG-Dom and other applicable requirements. In addition. the AGG-Dom creates additional
requircments, including:

A) (U) Required notification by the FBI to the DOJ NSD concerning a Full [nvestigation that
involves foreign intelligence collection, a Full Investigation of a United States person
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(USPER) in relation to a threat to the national security, or a national security investigation
involving a “scnsitive investigative matter” (SIM) {sce DIOG Scction 10).

B) (U) An annual report by the FBI to the DOJ NSD conceming the FBI's forcign intellisence
collection program, including information reflecting the scope and nature of foreign
intelligence collection activities in each FBI field office.

C) (U) Access by the DOJ NSD to information obtained by the FBI through national sccurity or
foreign intelligence activities.

D) (U) General authority for the Assistant Attorney General for National Security to obtain
reports from the FBI concerning these activities. (AGG-Bom. Intro. C)

(U} Further examples of oversight mechanisms include the involvement of both FBI and
presecutorial personnel in the review of undercover operations involving sensitive
circumstlances; notice requirements for investigations involving sensitive investigative matlers;
and notice and oversight provisions for Enterprise Investigations. which involve a broad
cxamination of groups implicated in criminal and national security threats. These requirements
and procedures help to ensure that the rule of law is respected in the FBI’s activities and that
public conflidence is maintained in these activities. (AGG-Dom, Intro. C)

(U} In addition to the above-described oversight mechanisms. the FBI is subject 1o a regime of
oversight, legal [imitations, and self-regulation designed (o ensure strict adherence 1o the
Constitution. This regime is comprehensive and has many facets, including the following:

A) (U) The Foreign Intelligence Surveillance Act of 1978, as amended, and Title III of the
Omnibus Crime Control and Safe Streets Act of 1968. These laws establish the processes for
obtaining judicial approval of electronic surveillance and physical searches for the purpose of
collecting foreign intelligence and clectronic surveillance for the purpose of collecting
evidence of crimes.

B) (U) The Whistleblower Protection Acts of 1989 and 1998. These laws protect whistleblowers
from retaliation.

C) (U) The Freedom of Information Act of 1966. This law provides the public with access to FBI
documents not covered by a specific statutory cxemption.

D) (U) The Privacy Act of 1974, This law balances the government's need to maintain
information about United States citizens and legal permanent resident alicns with the rights of
those individuals to be protected against unwarranted invasions of their privacy stemming
from the government's collection, use, maintenance, and dissemination of that information.
The Privacy Act forbids the FBI and other federal agencics from collecting information about
how individuals exercise their First Amendment rights. unless that collection is expressly
authorized by statute or by the individual. or is pertinent to and within the scope of an
authorized law enforcement activity (53 U.S.C. § 5352alc|]7]). Activitics authorized by the
AGG-Dom - with the exception of Positive Foreign Intelligence collection (see DIOG Section
9.3} - arc authorized law enforcement activities or activitics for which there is otherwise
statutory authority for purposcs of the Privacy Act.

E} (U) Documents describing First Amendment rights that arc subsequently determined to have
been collected or retained in vielation of the Privacy Act must be destroyed as set forth in
Records Management Division's {RMD) policy. Handling of Information Gathered in
Violation of the Privacy Act {(ffundiing of fnfenmanm Guiliered o Vidlation of the Privacy

Aot Polioy BXrecnive G356ED.
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{U) Congress. acting primarily through the Judiciary and Intelligence Committees. exercises

regular, vigorous oversight into all aspects of the FBI's operations. To this end. the National

Security Act of 1947 requires the FBI to keep the intelligence committees (for the Scnate and

House of Representatives) fully and currently informed of substantial intclligence activitics. This

oversight has significantly increased in breadth and intensity since the 1970’s, and it provides

important additional assurance that the FBI conducts its investigations according to the law and

the Constitution. Guidance on what activitics fall within the scope of required congressional

notification can be obtained from QCA. Scc b7k

{U) The FBI’s intelligence activities (as defined in Section 3 .4(e) of Executive Order (EQ) 12333
[see DIOG Appendix B]) are subject to significant self-regulation and oversight beyond that
conducted by Congress. The Intelligence Oversight Board (I0OB). comprised of members from
the President’s Intelligence Advisory Board (PIAB), also conducts oversight of the FBI's
intclligence activities. Among its responsibilitics. the IOB must inform the President of
intelligence activities the I0B believes: (i){a) may be unlaw/(ul or contrary to EO or Presidential
National Security Directive (PNSD). and (b} are not being adequately addressed by the Autorney
General. the Director of National Intelligence {DNI), or the head of the department concerned; or
(i1} should be immediately reported to the President. The requirements and procedures for
reporting potential IOB matters to OGC/NSLB can be [ound in £idance an {nciiicence
thearsieln Bourd Maiters Folioe Direcifye, 31888 and the Gigdagcs oy Intellivence Qversight
Board Maticrs Policy Guode, QIRREC.

(U} Internal EBI safeguards include:

A) (U) the OGC’s Privacy and Civil Libertics Unit (PCLLD. which reviews plans for any
proposed FBI record system for compliance with the Privacy Act and related privacy
protection requirements and policies and which provides legal advice on civil libertics
questions;

B) (U) the criminal and national sceurity undercover operations review committees, comprised of
senior DOJ and FBI officials, which review all proposed undercover operations that involve
sensitive cireumstances,

C) (U) the Sensitive Operations Review Committee (SORC). comprised of senior BOJ and
FBI ofticials, which provides oversight of those investigative sctivities thiat may impact civil
libertics and privacy and that are not otherwise subject to high level FBI and DOJ review;

D) (U) the FBI requirement that all FBI employees report departures from and non-compliance

with the DIOG to their supervisor. other management officials, or appropriate authoritics as
set forth in DIOQG Sections 2.6 — 2.8 and 3.1.1; and

E} (U) training new FBI employees on privacy and periodic training for all FBI employees to
maintain currency on the latest guidelines, changes to laws and regulations, and judicial
decisions related 1o constitutional rights and liberties.

4.2 {(U) PROTECTION OF FIRST AMENDMENT RIGHTS

(U) A fundamental principle of the Attorney General’s Guidelines for FBI investigations and
operations since the first guidelines were issucd in 1976 has been that investigative activity may
not be based solely on the exercise of rights guaranteed by the First Amendment to the United
States Constitution. This principle carries through to the present day in the AGG-Dom. The
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Privacy Act contains a corollary principle — the government is prohibited from retaining
information describing how a person exercises rights under the First Amendment, unless that
information is pertinent to or within the scope of an authorized law enforcement activity. 5

U.S.C. § 552a(c)7).
{U) The First Amendment states:

{U) Congress shall make no law respecting an establisfunent of religion, or prohibiting
the free exercise thereof: or ubridging the freedom of speech. ov of the press; or of the
right of the peaple peaceably ta assemble. and to petition the Government for a redress of
grievances.

(U) Although the amendment appears literally to apply only to Congress, the Supreme Court
madc clcar long ago that it also applics to activitics of the Exccutive Branch. including law
enforcement agencics. Therefore. for FBI purposes. it would be helpful to read the introduction
to the first sentence as: “The FBI shall take no action respecting...” In addition, the word
“abridging” must be understood. “Abridging,” as used here, means “diminishing.” Thus, it is not
nceessary for a law enforcement action to destroy or totally undermine the exercisc of First
Amendment rights for it to be unconstitutional; significantly diminishing or lessening the ability
of individuals to exercise these rights without an authorized investigative purpose is sufficient.

(U} This is not to say that any diminution of First Amendment rights is unconstitutional. The
Supreme Court has never held that the exercise of these rights is absolute. In fact. the Court has
rcalistically interpreted the Ievel and kind of government activity that violates a First
Amendment right. For example. taken to an cxtreme, one could argue that the mere possibility of
an FBI agent being present at an open forum (or as an on-line presence) would diminish the right
of [ree speech by a participant in the [orum because he/she would be afraid to speak [reely. The
Supreme Court, however, has never found an “abridgement” of First Amendment rights based on
such a subjective fear. Rather, the Court requires an action that, from an objectlive perspective,
truly diminishes the speaker’s message or his/her ability to deliver it (e.g., pulling the plug on the
sound system). For another example, requiring protestors 1o use a certain parade route may
diminish their ability to deliver their message in a practical sense, but the Court has made it
clear, that for legitimate reasons (c.g., public safety}, the government may imposc reasonable
[imitations in terms of time, place and manner on the exercise of such rights, as long as the
ability o deliver the message remains.

(U) While the language of the First Amendment prohibits action that would abridge the
enumerated rights, the implementation of that prohibition in the AGG-Dom rellects the Supreme
Court’s opinions on the constitutionality of law enforcement action that may impact the exercise
of First Amendment rights. As stated above, the AGG-Dom prohibits investigative activity for
the sole purpese of monitoring the exercise of First Amendment rights. The importance of the
distinction between this language and the actual text of the First Amendment 1s two-flold: (i) the
linc drawn by the AGG-Dom prohibits even “monitoring” the exercise of First Amendment
rights (far short of abridging thosc rights) as the sole purpose of FBI activity; and (ii) the
requirement of an authorized purpose for all investigative activity provides additional protection
[or the exercise of constitutionally protected rights.

(U} The AGG-Dom classifies investigative activity that involves a religious or political
organization (or an individual prominent in such an organization) or a member of the news
media as a “sensitive investigative matter.” That designation recognizes the sensitivity of
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conduct that traditionally involves the exercise of First Amendment rights by groups. ¢.g., who
assoclate for political or religious purposes or by the press. The requirements [or opening and
pursuing a “sensitive investigative matter” are set forth in DIOG Section 10. It should be clear,
however. from the discussion below just how pervasive the exercise of First Amendment rights
is in American life and that not all protected First Amendment rights will [all within the
definition of a “sensitive investigative matter.” Therefore, it is essential that FBI employees
rccognize when investigative activity may have an impact on the exercisc of these fundamental
rights and be cspecially sure that any such investigative activity has a valid law enforcecment or
national security purpose, even if it is not a “sensitive investigative matter” as defined in the
AGG-Dom and the DIOG.

(U} Finally. it 1s impertant o note that individuals in the United States (and organizations
comprised ol such individuals) do not forfeit their First Amendment rights simply because they
also cngage in criminal activity or in conduct that threatens national security. For example, an
organization suspected of engaging in acts of domestic terrorism may also pursue Iegitimale
political goals and may also engage i law[ul means o achieve those goals. The pursuit of these
goals through constitutionally protected conduct does not insulate them [rom legitimate
investigative focus for unlawful activitics—but the goals and the pursuit of their goals through
lawful means remain protecled from unconstitutional infringement.

(U) When allcgations of First Amendment violations arc brought o a court of law. it is usually in
the form of a civil suit in which a plaintiff has to prove some actual or potential harm. Sce. e.g.,
Presbyterian Church v. United States, 870 E.2d 518 (9th Cir. 1989) (challenging INS
survelllance of churches). In a criminal trial. a defendant may seek either or both of two remedies
as part of a claim that his or her First Amendment rights were violated: suppression of cvidence
gathered in the alleged First Amendment violation. a claim typically analyzed under the
“reasonableness” clause of the Fourth Amendment, and dismissal of the indictment on the basis
of “outrageous government conduct” in violation of the Due Process Clause of the Fifth
Amendment.

(U} The scope of First Amendment rights and their impact on EBI investigative activity are
discussed below. The First Amendment’s “establishment clause”—thc prohibition against the
government establishing or sponsoring a specific religion—has little application to the FBI and.
therelore, is not discussed here.

4.2.1 (U) FREE SPEECH

(U} The exercisc of free speech includes far more than simply speaking on a controversial topic
in the town square. It includes such activities as carrying placards in a parade. sending letters to a
newspaper editor, posting information on the Internet. wearing a tee shirt with a political
message, placing a bumper sticker critical of the President on one’s car, and publishing books or
articles. The common thread in these examples is conveying a public message or an ideca through
words or deeds. Law enforcement activity that diminishes a person’s ability to communicate in
any of these ways may interfere with his or her freedom of speech—and thus may not be
undcrtaken by the FBI solely for that purposc.

(U} It 1s important to understand the line between constitutionally protected speech and advocacy
of violence or of conduct that may lead o violence or other unlawful activity. In Brandenburg v.
Ohio, 395 U.S. 444 (1969). the Supreme Court cstablished a two-part test Lo determine whether
such speech i1s consttutionally protected: the government may not prohibit advocacy of force or
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violence except when such advocacy (i} is intended to incite imminent lawless action. and (i1} 1s
likely to do so. Therelore. even heated rhetoric or offensive provocation that could conceivably
lead to a violent response in the future is usually protected. Suppose. for example, a politically
active group advocates on its web site taking unspecified “action” against persons or entities it
views as the enemy. who thercalier sulfer property damage and/or personal injury. Under the
Brandenburg two-part test, the missing specificity and imminence in the message may provide it
constitutional protection. For that reason. law enforcement may take no action that. in effect.
blocks the message or punishes its sponsors.

(U} Despite the high standard for interfering with free speech or punishing those engaged in it,
the law does not preclude FBI employcees from obscrving and collecting any of the forms of
protected speech and considering its content—as long as those activities are done [or a valid law
enforcement or national security purpose and are conducted in a manner that does not unduly
infringe upon the ability of the speaker to deliver his or her message. To be an authorized
purposc it must be onc that is authorized by the AGG-Dom— 1.e. to further an FBI Assessment,
Predicated Investigation, or other authorized [unction such as providing assistance Lo other
agencies. Furthermore, by [ollowing the standards [or opening or approving an Assessment or
Predicated Investigation as contained in the DIOG. the FBI will ensurc that there is a rational
relationship between the authorized purpose and the protected speech to be collected such that a
reasonable person with knowledge ol the circumstances could understand why the mformation is
being collected.

(U) Returning to the example posed above, because the group’s advocacy of action could be
directly related by circumstance to property damage suffered by one of the group’s known
targets, collecting the specech—although constitutionally protected—can lawfully occur.
Stmilarly, listening to and documenting the public talks by a religious leader, who is suspected of
raising [unds for a terrorist organization, may yield clues as to his motivation, plan ol action.
and/or hidden messages o his [ollowers. FBI employees should not, therelore, avoid collecting
First Amendment protected speech if it is relevant to an authorized AGG-Dom purposc— as long
as FBI ecmployces do so in a manncr that docs not inhibit the delivery of the message or the
ability of the audience to hear it. and so long as the collection 1s done in accordance with the
discussion ol least intrusive means or method in DIOG Section 4.4,

(U) In summary. during the course of lawful investigative activities. the FBI may law(ully
collect. retain, and consider the content of constitutionally protected speech. so long as: (1) the
collection is logically related to an authorized investigative purpose; (ii) the collection docs not
actually infringe on the ability of the speaker to deliver his or her message; and (iii} the method
of collection complies with the [east intrusive method policy.

4.2.2 (U) EXERCISE OF RELIGION

(U) Like the other First Amendment freedoms, the “free exercise of religion” clause is broader
than commonly believed. First. it covers any [orm of worship ol a deity—even [orms that are
commonly understood o be culis or fringe sects, as well as the right not 1o worship any deity.
Second, protected religious exercise also extends to dress or food that is required by religious
cdict, attendance at a facility used for religious practice (no matter how unlikely it appears to be
intended for that purpose), observance of the Sabbath. raising money for evangelical or
missionary purposcs. and proselytizing. Even in controlled envirenments like prisens. religious
exercise must be permitted—subject 1o reasonable restrictions as 1o time. place. and manner.
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Another [eature of this First Amendment right 1s that religion 1 a matter ol heightened
sensitivity to some Americans—especially to devout followers. For this reasen, religion is a
matter that is likely to provoke an adverse reaction 1f the right s violated—regardless of which
rcligion is involved. Therefore. when essential investigative activity may tmpact this right. the
mvestigative activity must be conducted in a manner that avoids the actual—and the appearance
of—interference with religious practice to the maximum extent possible.

(U) While there must be an authorized purpose for any investigative activity that could have an
impact on religious practice, this does not mean religious practitioners or religious facilities are
completely free from being cxamined as part of an Assessment or Predicated Investigation. If
such practitioners arc involved in—or such facilitics are used for—acltivitics that arc the proper
subject of FBI-authorized investigative or intelligence collection acuivities, their religious
affiliation does not “immunize” them to any degree from these efforts. It is paramount, however,
that the authorized purposc of such cfforts be properly documented. It is also important that
investigalive activity dirccled at religious leaders or at conduct occurring within religious
[acilities be [ocused in time and manner so as not (o infringe on legitimate religious practice by
any individual but especially by those who appear unconnected to the activities under
investigation.

(U} Furthermore. FBI employees may take appropriate cognizance of the role religion may play
in the membership or motivation of a criminal or terrorism enterprise. If, for example. affiliation
with a certain religious institution or a specific religious sect is a known requirement for
inclusion in a violent organization that is the subject of an mnvestigation. then whether a person of
interest is a member of that mstitution or sect 1s a rational and permissible consideration.
Similarly, if investigative experience and reliable intelligence reveal that members of a terrorist
or criminal organization arc known to commonly posscss or cxhibit a combination of religion-
based characteristics or practices (e.g.. group leaders state that acts of terrorism are based in
religious doctirine), it is rational and law{ul to consider such a combination in gathering
intelligence about the group—even if any onc of these, by itself, would constitute an
tmpermissible consideration. By contrast, solely because prior subjects of an investigation of a
particular group were members of a certain religion and they claimed a religious motivation [or
their acts of crime or terrorism, other members’ mere affiliation with that religion, by itself, is
not a basis to assess or investigate—absent a known and direct connection to the threat under
Asscssment or investigation. Finally, the absence of a particular religious affiliation can be used
lo eliminate certain individuals from further investigative consideration i those scenarios where
religious affiliation is relevant.

4.2.3 (U) FREEDOM OF THE PRESS

(U} Contrary to what many believe. this well-known First Amendment right is not owned by the
news media; it 1s a right of the American people. Therefore, this right covers such matters as
reasonable access to news-making events, the making of documentaries, and various other forms
of publishing the news. Although the news media typically scek to enforce this right. freedom of
the press should not be viewed as a contest between law enforcement or national security, on the
one hand, and the interests of news media. on the other. That said. the news gathering function is
the aspect of freedom of the press most likely to intersect with law enforcement and national
security investigative activitics.
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(U) The interest of the news media in protecting confidential sources and the interest ol agencies
like the FBI in gaining access to those sources who may have evidence of a crime or national
sccurity intelligence often clash. The seminal case in this area is Branzhurg v. Haves, 408 U.S.
665 (1972), in which the Supreme Court held that freedom of the press does not entitle a news
reporter (o refuse Lo divulge the identity of his source to a federal grand jury. The Court reasoned
that. as long as the purpose of law enforcement is not harassment or vindictiveness against the
press. any harm to the news gathering function of the press (by revealing source identity) is
outweighed by the need of the grand jury to gather evidence of crime.

(U) Partially in responsc to Branzburg. the Attorncy General promulgated regulations that
govern the issuance of subpocnas for reporter’s testimony and telephone toll records, the arrest
of a reporter for a crime related to news gathering. and the interview ol a reporter as a suspect in
a crime arising from the news gathering process. In addition, an investigation of a member of the
ncws media in his official capacity, the use of a reporter as a source, and posing as a member of
the ncws media are all sensitive circumstances in the AGG-Dom, DIOG and other applicable
AGGs.

(U} These regulations arc not intended to insulate reporters and other news media from FBI
Assessments or Predicated Investigations. They are intended to ensure that investigative activity
that seeks information [rom or otherwise involves members ol the news media:

A) (1) Is appropriately authorized;
B) (U) Is nccessary for an important law cnforcement or national sccurity objective;
C) (V) Is the least intrusive means to obtain the information or achicve the goals; and

D) (U) Does not unduly infringe upon the news gathering aspect of the constitutional right to
freedom of the press.

424  (U) FREEDOM OF PEACEFUL ASSEMBLY AND TO PETITION THE
GOVERNMENT FOR REDRESS OF GRIEVANCES

(U} Freedom of peaceful assembly, often called the right to freedom of association, presents
unique issues for law enforcement agencies, including the FBI. Individuals who gather with
others to protest government action, or 1o rally or demonstrate in favor ol or in opposition to, a
social cause sometimes present a threat to public safety by their numbers. by their actions, by the
anticipated responsc 1o their message. or by creating an opportunity for individuals or other
groups with an unlaw[ul purpese (o infilirate and compromise the legitimacy ol the group lor
their own ends. The right to peaceful assembly mcludes more than just public demonstrations—it
includes, as well. the posting of group web sites on the Internet, recruiting others to a causc,
marketing a message, and fund raising. All arc protected First Amendment rights if they are
conducted i support of the organization or political, religious or social cause.

(U} The right to petition the government for redress of gricvances is so linked to peaceful
assembly and association that it 1s included 1 this discussion. A distinction between the two 18
that an individual may exercise the right to petition the government by himsell whereas assembly
necessarily involves others. The right to petition the government includes writing letters to
Congress, carrying a placard outside city hall that delivers a political message. recruiting others
to one’s cause, and lobbying Congress or an executive agency for a particular result.
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(U) For the FBI. covert presence or action within asseciations or organizations. also called
“undisclosed participation,” has the greatest potential to impact this constitutional right. The
Supreme Court addressed this issuc as a result of civil litigation arising from onc of the many
protests against the Victnam War. In Laird v. Tatum, 408 U.S. 1 (1972), thc Court found that the
mere existence of an investigative program—consisting of covert physical surveillance in public
areas, infiltration of public assemblies by government operatives or sources, and the collection of
ncws articles and other publicly available information—for the purposc of determining the
existence and scope of a domestic threat to national security does not, by itself, violate the First
Amendment rights of the members of the assemblies. The subjective “chill” to the right to
assembly, based on the suspected presence ol government operatives, did not by itself give rise
to legal “standing” for plaintiffs to argue that their constitutional rights had been abridged.
Instead. the Court required a showing that the complained-of government action would
reascnably deter the exercise of that right.

(U} Since Laird v. Tatum was decided. the lower courts have examined government activity on
many occasions to determine whether it gave rise to a “subjective chill” or an “objective
deterrent.” The basic standing requirement establish by Laird remains unchanged today. The
lower courts. however, have often imposed a very low threshold of objective harm to survive a
motion o dismiss the casc. For example. plaintiffs who have shown a loss of membership in an
organization, loss of financial support, loss Lo reputation and status in the community. and loss of
employment by members have been granted standing (o sue.

(U) More significant for the FBI than the standing issue has been the lower courts’ evaluation of
investigative activity into First Amendment protected associations since Laird. The courts have
held the following investigative activitics to be constitutionally permissible under First
Amendment analysis:

A) (U) Undercover participation in group activities;
B) (1) Physical and video surveillance in public areas;
C) (U) Properly authorized electronic surveillance;

D) () Recruitment and operation of sources;

E} (U) Collcction of information trom government, public, and private sources (with consent);
and

F} (U) The dissemination of information for & valid law enforcement purpose.

(U} However. these decisions were not reached in the abstract. In every case in which the courts
have found government action 1o be proper. the government proved that the action was
conducted for an authorized law enforcement or national sccurity purpose and that the action was
conducted in substantial compliance with controlling regulations. In addition, in approving these
lechniques, the courts have often considered whether a less intrusive technique was available to
the agency, and the courts have balanced the degree ol intrusion or impact against the importance
of the law enforcement or national security objective.

(U} By contrast, since Laird, the courts have [ound these techniques to be legally objectionable:

A) (U} Opening an investigation solely because of the group’s social or pelitical agenda (cven 1f
the agenda made the group susceptible to subversive infiltration);

B) (U) Sabotaging or ncutralizing the group's legitimate social or political agenda,
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C) (U) Disparaging the group’s reputation or standing;

D) (U) Leading the group into criminal activity that otherwise probably would not have
occurred; and

E} (U} Undermining legitimate recruiting or funding efforts.

{U) In every such case. the court found the government’s purpose was not persuasive, was too
remote, or was oo speculative o justly the intrusion and the petential harm (o the exercise of
First Amendment rights.

{U) Once again, the message 16 clear that investigative activity that invelves assemblies or
associations of individuals in the United States exercising their First Amendment rights must
have an authorized purpose under the AGG-Dom—and one to which the information sought and
the technique ¢ be employed are rationally related. Less intrusive techniques should always be
explored first and those authorizing such activity {which. as discussed above. will almost always
constitute a scnsitive investigative matter) should ensure that the investigative activity is focused
as narrowly as feasible and that the purposce is thoroughly documented.

4.3 {U) EQUAL PROTECTION UNDER THE LAW
4.3.1 (U) INTRODUCTION

(U) The Equal Protection Clause of the United States Constitution provides in part that: “No
State shall make or enforce any law which shall deny to any person within its jurisdiction the
equal protection of the laws,” The Supreme Court and the lower courts have made it clear that
the Equal Protection Clause applies to the official acts of United States government law
cnforcement agents. Sce, e.g., Whren v. United States, 517 U.S. 806 (1996); sce also Chavez v.
Hlinois State Police, 251 F.3d 612 (7th Cir. 2001).

(U} Specifically. federal government employees arc prohibited from engaging in invidious
discrimination against individuals on the basis of race, cthnicity, gender, national origin, religion.
sexual orientation, or gender identity. This principle 1s further reflected and implemented for
federal law enforcement in the United States Department of Justice’s {uidonie for Federol Low
Enforcement Avencies Regarding the Use of Ruce, Friuneity, Gender, Nationad Cdivin, Relivion,
Sexua! Qrientatios, o (ender Identity (hereinafter “D0OJ’s 2014 Guidance on Usc of Race.
ele.”).

{U) Investigative and intelligence collection activitics must not be based solely on race. cthnicity.
gender, national origin. religion, sexual orientation, or gender identity. Any such activities that
arc based solely on such considerations are invidious by definition, and therefore,
unconstitutional. This standard applies to all investigative and collection activity, including
collecting and retaining information. opening investigations, disseminating information. and
indicting and prosecuting defendants. It is particularly applicable to the retention and
dissemination of personally identifying information about an individual—as further illustrated in
the examples cnumerated below.

(U} The constitutional prohibition against invidious discrimination based on race, ethnicity,
national origin or religion and the DOJ Guidance on the Use of Race. Ethnicity. Gender.
National Origin, Religion. Sexual Oricentation. or Gender Identity is relevant to both the national
security and criminal investigative programs of the FBI. National security investigations often
have ethnic aspects; members of a foreign terrorist organization may be primarily or exclusively
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[rom a particular country or arca of the world. Similarly, ethnic heritage is {requently the
common thread running through violent gangs or other criminal organizations. It should be noted
that this is ncither a new nor isolated phenomenon. Ethnic commonality among criminal and
terrorist groups has been relatively constant and widespread across many cthnicitics throughout
the history of the FBL

432  (U) PoLicy PRINCIPLES

(U} On December 8. 2014, the Department of Justice issucd the LM s 2674 Cruidanve o1 Lise of
Ruace, ete, which superseded the Department’s 2003 “Guidance Regarding the Use of Race by
Federal Law Enforcement Agencies.”

(U) The DOJ’s 2014 Guidance applies to Federal law enforcement officers performing Federal
law enlorcement activities. including those related Lo national security and intelligence. and
defines not only the circumstances in which Federal law enforcement officers may take into
account a person’s race and ethnicity — as the 2003 Guidance did — but also when gender.
national origin, religion. sexual orientation, or gender identity may be taken into account. This
new Guidance also applies to state and local law enforcement officers while participating in
Federal law enforcement task forces.

(U) The DOJ’s 2014 Guidance on Use of Race, etc. provides two standards in combination
which will guide Federal law enforcement and task force officers in the appropriate usc of race,
cthnicity. gender. national origin, rcligion. sexual orientation, or gender identity in law
enforcement or intelligence activities:

A) () In making routine or spontancous law enforcement decisions, such as ordinary traffic
stops. Federal law enforcement or task force officers may not usc race, cthnicity. gender.,
national origin, religion. sexual orientation. or gender identity to any degree, except that
officers may rely on the listed characteristics in a specific suspect description. This prohibition
applics even where the use of a listed characteristic might otherwisc be lawful.

B) (U) In conducting all activitics other than routine or spontancous law enforcement activitics.,
Federal law enforcement or task force officers miy consider race. ethnicity, gender, national
origin, religion, sexual orientation, or gender identity only to the extent that there is
trustworthy information, rclevant to the locality or time frame, that links persons posscssing a
particular listed characteristic to an identified criminal incident, scheme, or organization, a
threat to national or homeland security, & violation of Federal immigration law. or an
authorized intelligence activity. [n order to rely on a listed characteristic, federal law
enforcement or task force officers must also reasonably believe that the law enforcement.
security, or intelligence activity to be undertaken is merited under the totality of the
circumstances, such as any temporal cxigencey and the nature of any potential harm to be
averted. This standard applies even where the use of & listed characteristic might otherwise be
lawtul.

(U} To ensure that Assessment and investigative activities and strategies consider racial, cthnic.
gender, national origin, religion, sexual orientation, or gender identity factors properly and
elfectively and to help assure the American public that the FBI does not engage i invidious
discrimination, the DIOG cstablishes the following policy principles:

A) (U) The prohibition on basing investigative activity solely on race or cthnicity 1s not avoided
by considering it in combination with other prohibited factors. For example, a person of a
certain race engaging in lawful public speech about his religious convictions is not a proper
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subject of investigative activity based solely on any one of these factors—or by their
combination. Before collecting and using information on race, ethnicity. gender. national
origin. rcligion, sexual orientation, or gender identity. a well-founded and authorized
investigative purpose must exist beyond these prohibited factors.

B) () When race, ethnicity. gender. national origin, religion. sexual orientation. or gender
identity is a relevant factor to consider, it shonld not be the dominant or primary factor.
Adherence to this standard will not only ensure that they are never the sole factor—it will also
preclude undue and unsound reliance on them in investigative analysis. It reflects the
recognition that there are thousands and. in some cases. millions of law abiding people in
American socicty of the same race, cthnicity. gender, national origin, religion, scxual
orientation, or gender identity as those who are the subjects of FBI investigative activity. and
it guards against the risk of sweeping them into the net of suspicion without & sound
Investigative basis.

C) (U) The FBI will not collect or use behavior or characteristics common to a particular racial or
ethnic community as investigative factors unless the behavior or characteristics bear clear and
specific relevance to @ matter under Assessment or investigation. This policy is intended to
prevent the potential that collecting ethnic characteristics or behavior will inadvertently lcad to
individual identification based solely on such matters, as well as to avoid the appearance that
the FBI is engaged in ethnic or racial profiling.

433 (U) GUIDANCE ON THE USE OF RACE, ETHNICITY, GENDER, NATIONAL
ORIGIN, RELIGION, SEXUAL ORIENTATION, OR GENDER IDENTITY IN
ASSESSMENTS AND PREDICATED INVESTIGATIONS

(U} Considering the reality of common cthnicity, race, religion. or national origin among many
criminal and terrorist groups, some question how the prohibition against racial or cthnic profiling
is to be effectively applied—and not violated—in FBI Assessments and Predicated

Investigations. The question arises generally in two contexis: (1) with respect to an individual or
a group of individuals; and (i) with respect to cthnic or racial communitics as a wholc.

4.3.3.1 (U} INDIVIDUAL RACE, ETHNICITY, GENDER, NATIONAL ORIGIN, RELIGION,
SEXUAL ORIENTATION, OR GENDER IDENTITY AS A FACTOR

(U) The £X 7 7s 2014 Ceuidance v e of Roce, 2fc. permits the consideration of race.
cthnicity. gender, national origin. religion, sexual orientation, or gender identity information
based on specilic reporting—such as [rom an eyewiiness. As a general rule, race, ethnicity,
gender. national origin, religion. sexual oricntation. or gender identity as an identifying
fcaturc of a suspected perpetrator. subject, and in some cascs, a victim, is relevant if it is
based on reliable evidence or information—rnot conjecture or stereotyped assumptions. In
addition, the DOJ’s 2014 Guidance on Use of Race. ctc. permits consideration of such
personal characteristics in other investigative or collection scenarios if it is relevant to an
identificd criminal incident. scheme, or organization. These examples illustrate:

A) (U) The race or ethnicity of suspected members, associates, or supporters of an cthnic-based
gang or criminal enterprise may be collected and retained when gathering information about or
investigating the organization.

B) (L)) Ethnicity may be considered in evaluating whether a subject is—or is not—a possible
associate of a criminal or terrorist group that is known to be comprised of members of the
same cthnic grouping—as long as it is not thc dominant factor for focusing on a particular
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person. It is axiomatic that there are many members of the same ethnic group who are not
members of the criminal or terrorist group; for that reason, there must be other information
beyond race or cthnicity that links the individual to the terrorist or criminal group or to the
other members of the group. Otherwise, racial or ethnic identity would be the sole criterion,
and that is impermissible.

4.3.3.2 {(U) COMMUNITY RACE, ETHNICITY, GENDER, NATIONAL ORIGIN, RELIGION,
SEXUAL ORIENTATION, OR GENDER IDENTITY AS A FACTOR

4.3.3.2.1 (U) COLLECTING AND ANALYZING DEMOGRAPHICS

(U) The D370 °s 2014 Cuidanice o Use of Race, ete. and FBI policy permit the FBI to identify
locations of concentrated ethnic communities in the field office’s domain, if these locations
will reasonably aid the analysis of potential threats and vulnerabilities to national and
homeland securily or an authorized intelligence activity. ¢.g., assist domain awareness for the
purpose of performing intelligence analysis. If, for cxample. intelligence reporting reveals that
mecmbers of certain terrorist organizations live and opcerate primarily within a certain
concentrated community of the same cthnicity. the location of that community is clearly
valuable—and properly collectible—data. Similarly, the locations of ethnic-oriented
busincsses and other facilitics may be collected if their locations will reasonably contribute 1o
an awarcncess of potential threats and vulnerabilitics. and intelligence collection opportunitics.
Also. members of some communities may be potential victims of civil rights erimes and. for
this reason. community location may aid enforcement of civil rights laws. Information about
such communitics should not be collected, however. unless the communitics are sufficiently
concentrated and established so as to provide a reasonable potential for intelligence collection
that would support FBI mission programs {¢.g., where identified terrorist subjects from certain
countries may relocate to blend in and avoid detection).

43.3.2.2 (U)Y GEO-MAPPING ETHNIC/RACIAL DEMOGRAPHICS

(U} As a general rule. if information about community demographics may be collected. it may
be “mapped.” Sophisticated computer geo-mapping technology visually depicts lawfully
collected inlormation and can assist in showing relationships among disparate data. By itsell.
mapping raises no separate concerns about racial or ethnic profiling. assuming the underlying
information that is mapped was properly collected. It may be used broadly - c.g.. for domain
awareness of all relevant demographics in the field office’s arca of responsibility or to track
crime trends — or narrowly to identily specific communities or arcas of interest to inform a
specific Assessment or investigation. In cach case. the relevance of the ethnic or racial
information mapped to the authorized purposc of the Assessment or investigation must be
clearly demonstrated and documented.

43323 (U) GENERAL ETHNIC/RACIAL BEHAVIOR

(U) The authority 1o collect ethnic community location information does not extend to the
collection of cultural and behavioral information about an ethnic community that bears no
rational relationship to a valid investigative or analytical nced. Every ethnic community in the
Nation that has been associated with a criminal or national sccurity threat has a dominant
majority of law-abiding citizens, resident aliens, and visitors who may share common ethnic
behavior but who have no connection to crime or terrorism {as either subjects or victims). For
this reason, a broad-brush collection of racial or cthnic characteristics or behavior is not
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helplul to achieve any authorized FBI purpose and may create the appearance of improper
racial or ethnic prefiling.

43324 (U) SPECIFIC AND RELEVANT ETHNIC BEHAVIOR

(U} On the other hand, knowing the behavioral and life style characteristics of known
individuals who arc criminals or who posc a threat to national sccurity may logically aid in
the detection and prevention of crime and threats to the national security within the
community and beyond. Focused behavioral characteristics reasonably believed (o be
assoclated with a particular criminal or terrorist clement of an cthnic community {(not with the
community as a wholc) may be collected and retained. For example. if it is known through
intelligence analysis or otherwise that individuals associated with an ethnic-based terrorist or
criminal group conduct their finances by certain methods. travel in a certain manner, work in
certain jobs. or come from a certain part of their home country that has established links to
terrorism, thosc arc relevant factors to consider when investigating the group or asscssing
whether it may have a presence within a community. It is recognized that the “fit” between
specilic behavioral characteristics and a terrorist or criminal group 1s unlikely o be perfect—
that is, there will be members of the group who do not exhibit the behavioral criteria as well
as persons who exhibit the behaviors who are not members of the group. Nevertheless. in
order Lo maximize FBI mission relevance and 1o minimize the appearance ol racial or ethnic
profiling. the criteria used o identify members ol the group within the larger ethnie
community to which they belong must be as focused and as narrow as intelligence reporting
and other circumstances permit. If intelligence reporting is insufficiently exact so that it is
reasonable o believe that the criteria will include an unreasonable number of people who are
not involved, then it would be inappropriate 1o use the behaviors. standing alone. as the basis
for FBI activity.

43325 (U} EXPLOITIVE ETHNIC BEHAVIOR

{U) A related category of information that can be collected is behavioral and cultural
information about ethnic or racial communities that is reasonably likely to be exploited by
criminal or terrorist groups who hide within those communities in order Lo engage m 1llicit
activitics undetected. For example. the existence of a cultural tradition of collecting funds
from members within the community to fund charitable causcs in their homeland at a certain
time of the year (and how that is accomplished) would be relevant if intelligence reporting
revealed that, unknown to many donors. the charitable causes were [ronts for terrorist
organizations or that terrorist supporters within the community intended 1o exploit the
unwilting donors for their own purposes.

44 (U) LEAST INTRUSIVE METHOD
4.4.1 (U) OVERVIEW

(U) The AGG-Dom requires that the "least intrusive” means or method be considered and—il
rcasonable based upon the circumstances of the investigation—used to obtain intelligence or
cvidence in licu of a more intrusive method. This principle is also reflected in Appendix B:
Executive Order 12333, which governs the activities of the United States Intelligence
Community. The concept of least intrusive method applies Lo the collection of all information.
Regarding the collection of foreign intelligence that is not collected as part of the FBI's
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traditional national security or criminal missions, the AGG-Dom further requires that open and
overt collection activity must be used with USPERs. if [casible.

(U) By emphasizing the use of the least intrusive means (o obtain information. FBI employees
can cffectively execute their duties while mitigating potential negative impact on the privacy and
civil libertics of all people encompassed within the investigation. including largets, wilnesses.
and victims. This principle is not intended to discourage FBI employces from sccking relevant
and necessary informatien, but rather 1s intended 1o encourage investigators 1o choose the least
Intrusive—but still reascnable—means from the available options to obtain the information.

(U) This principle 1s embodied in stawutes and DOJ policies on a variety of topics including
clectronic surveillance, the use of tracking devices. the temporary detention of suspects, and
forfeiture. In addition, the concept of least intrusive method can be found in case law as a factor
lo be considered in asscssing the reasonableness of an investigative methed in the face of a First
Amendment or due process viclation claim. See Clark v. Library of Congress. 750 F.2d 89, 94-5
(D.C. Cir. 1984); Alliance to End Repression v. City of Chicago, 627 E. Supp. 1044, 1055 (N.D.
I11. 1985). citing Elrod v. Burns, 427 U.S. 347. 362-3 (1976).

442  (U) GENERAL APPROACH TO LEAST INTRUSIVE METHOD CONCEPT

(U} Determining what constitutes the least intrusive method in an investigative or intelligence
collection scenarlo 18 both a logical process and an exercisc in judgment. It is logical in the sense
that the FBI employce must first confirm that the selected technique will:

A) (U) Gather information that is relevant to the Asscssment or Predicated Investigation;

B) (U) Acquire the information within the time frame required by the asscssment or Predicated
Investigation;

C) (U) Gather the information consistent with operational sccurity and the protection of sensitive
sources and methods; and

D) (U) Gather information in a manner that provides confidence in its accuracy.

(U} Determining the least intrusive method also requires sound judgment because the factors
discusscd above arc not fixed peints on a checklist. They require careful consideration based ona
thorough understanding of investigative objectives and circumstances.

443  (U) DETERMINING INTRUSIVENESS

{U) The degree of procedural protection that established law and the AGG-Dom provide for the
usc of the method helps to determine its intrusiveness. Using this factor. scarch warrants,
wiretaps. and undercover operations are very intrusive. By contrast, investigative methods with
limited procedural requirements, such as checks of government and commercial data bases and
communication with ecstablished sources, are less intrusive.

(U} The lollowing guidance is designed to assist FBI personnel in judging the relative
intrusiveness of different methods:

A) (U) Nature of the information sought: [Investigative objectives generally dictate the type of
imnformation required and from whom it should be collected. This subpart is not intended to
address the situation where the type of information needed and its location arc so clear that
consideration of alternatives would be pointless. When the option exists to seck information
from any of a variety of places, however, it is less intrusive to seck information from less
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sensitive and less protected places. Similarly, obtaining information that is protected by a
statutory scheme {e.g.. financial records) or an evidentiary privilege {c.g.. attorney/client
communications) is more intrusive than obtaining information that is not so protected. In
addition, if there exists & reasonable expectation of privacy under the Fourth Amendment (i.e..
private communications), obtaining that information is more intrusive than obtaining
information that is knowingly exposed to public view as to which there is no reasonable
expectation of privacy.

B) (U) Scope of the information sought: Collecting information regarding an isolated event—
such as a certain phone number called on a specific date or a single financial transaction—is
less intrusive or invasive of an individual's privacy than collecting a complete communications
or financial "profile.” Similarly, a complete credit history is a more intrusive view into an
individual's life than a few isolated credit charges. In some cases, of course. & complete
financial and credit profile is exactly what the investigation requires {for example,
investigations of terrorist financing or money laundering}. If so, FBI employees should not
hesitate to usc appropriate legal process to obtain such information if the predicate
requirements are satisfied. Opcerational sceurity—such as source protection—may also dictate
seeking & wider scope of information than is absolutely necessary for the purpose of protecting
a specific target or source. When doing so, however, the concept of least intrusive method stll
applics. The FBI may obtain moere data than strictly needed. but it should obtain no morc data
than is needed to accomplish the investigative or operational security purpose.

C) (U) Scope of the use of the method: Using a method in a manner that captures & greater
picture of an individual's or a group's activitics are more intrusive than using the same method
or a different one that is focused in time and location to a specific objective. For example, it is
less intrusive to use a tracking device to verify point-to-point travel than it is to use the same
device to track an individual's movements over a sustained period of time. Sustained tracking
on public highways would be just as lawtul but more intrusive because it captures a greater
portion of an individual's daily movements. Similarly, surveillance by closed circuit television
that checks a discrete location within a discrete time frame is less intrusive than 24/7 coverage
of a wider arca. For another cxample, a computer intrusion device that captures only host
computer identification information is far less intrusive than one that captures file content.

D) () Source of the information sought: It is less intrusive to obtain information from existing
government sources (such as state. local. tribal, intcrnational, or federal partners) or from
publicly-available data in commercial data bascs. than to obtain the same information from a
third party (usually through legal process) that has a confidential relationship with the
subject—such as a financial or academic institution. Similarly, obtaining information from a
reliable confidential source who is lawtully in posscssion of the information and lawtully
entitled to disclose it (such as obtaining an address from an employee of a local utility
company) is less intrusive than obtaining the information from an centity with a confidential
rclationship with the subject. [t is recognized in this category that the accuracy and procedural
reliability of the information songht is an important factor in choosing the source of the
information. For example, cven if the information is available from a confidential source, a
grand jury subpoena. national security letter, ex parte order, or other process may be required
in order to ensure informational integrity and accuracy.

E} (U) The risk of public exposure: Secking information about an individnal or group under
circumstances that create a risk that the contact itself and the information sought will be
exposed to the individual's or group's detriment and/or cmbarrassment—particularly if the
method used carries no legal obligation to maintain silence—is more intrusive than
information gathering that docs not carry that risk. Intervicws with employers, neighbors, and
associates, for example. or the issuance of grand jury subpoenas at a time when the
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investigation has not yet been publicly exposed are more intrusive than methods that gather
information covertly. Similarly. interviews of a subject in a discrete location would he less
intrusive than an interview at, for example, a place of employment or other location where the
subject is known.

(U} There is a limit to the utility ol this [ist of mntrusiveness factors. Some factors may be
inapplicable in a given investigation and. in many cases, the choice and scope of the method will
be dictated wholly by investigative objectives and circumstances. The foregoing is not intended
to provide a comprchensive checklist or cven an overall continuum of intrusivencss. It is
intended instead (o identily the factors involved in a determination of intrusiveness and to attune
FBI employees o select, within each applicable category, a less intrusive method if operational
circumstances permit. In the end, sclecting the least intrusive method that will accomplish the
objective is a matter of sound judgment. In exercising such judgment, however. consideration of
these factors should ensure that the decision to proceed 1s well founded.

444  (U) STANDARD FOR BALANCING INTRUSION AND INVESTIGATIVE
REQUIREMENTS

(U} Once an appropriate method and its deployment have been determined. reviewing and
approving authoritics should balance the level of intrusion against investigative requircments.
This balancing test 1s particularly important when the information sought involves clearly
established constitutional. statutory, or evidentiary rights or sensitive circumstances (such as
obtaining information from religious or academic institutions or public fora where First
Amendment rights arc being exercised). but should be applicd in all circumstances o cnsure that
the Ieast intrusive method if reasonable based upon the circumstances of the investigation is
being utilized.

(U} Balancing the factors discussed above with the considerations discussed below will help
determine whether the method and the extent to which it intrudes inte privacy or threatens civil
liberties are proportionate to the significance of the case and the information scught.

(U) Considerations on the investigative side of the balancing scale include the:
A) (U) Seriousness of the crime or national security threat;
B) (1)) Strength and significance of the intelligence/information to be gained;
) (U) Amount of information already known about the subject or group under investigation; and
D) (U) Requirements of operational sccurity. including protection of sources and methods.

(U) If. for example, the threat is remote. the individual’s involvement is speculative, and the
probability of obtaining probative information is low. intrusive methods may not be justified,
and. in fact, thcy may do more harm than good. At the other end of the scale, if the threat is
significant and possibly imminent (¢.g., a bomb threat), aggressive measures would be
appropriate regardless of intrusiveness.

(U) In addition, with respect to the investigation of a group. if the terrorist or criminal nature of
the group and its membership is well established (e.g., al Qacda. Ku Klux Klan. Colombo Family
of La Cosa Nostra). there is less concern that pure a First Amendment right is at stake than there
would be for a group whosc truc character is not yet known {c.g.. an Islamic charity suspected of
terrorist funding) or many of whose members appear 1o be solely exercising First Amendment
rights {anti-war protestors suspected of being infiltrated by violent anarchists). This is not 1o
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suggest that investigators should be less aggressive in determining the true nature of an unknown
group that may be engaged in terrorism or other violent crime. Indeed, a more aggressive and
timely approach may be in order to determine whether the group is violent or to climinate it as a
threat. Nevertheless, when First Amendment rights are at stake. the choice and use of
investigative methods should be focused in a manner that minimizes potential infringement of
those rights. Finally, as the investigation progresses and the subject’s or group’s involvement
becomes clear. more intrusive methods may be justificd. Conversely. if reliable information
cmerges refuting the individual's involvement or the group's criminal or terrorism connections,
the use of any investigative methods must be carelully reconsidered.

(U} Another consideration to be balanced is operational sccurity: if a less intrusive but
reasonable method were selected. would the subject detect its use and alter his activities
including his means of communication—to thwart the success of the operation? Operational
security—particularly in national sccurity investigations—should not be undervalued and may,
by itsclf. justify covert tactics which, under other circumstances, would not be the least intrusive.

445 (U) CONCLUSION

(U} The foregoing guidance is offered to assist FBI employees in navigating the oficn unclear
course to sclect the least intrusive investigative method that effectively accomplishes the
operational objective at hand. In the final analysis, choosing the methed that must appropriately
balances the impact on privacy and civil liberties with operational needs. 1s a matter of judgment,
based on training and experience. Pursuant to the AGG-Dom, other applicable laws and policics,
and this guidance, FBI employces may use any lawful method allowed. cven if intrusive. where
the intrusiveness is warranted by the threat to the national security or to potential victims of
crime and/or the strength of the information indicating the existence of that threat.
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5 (U) ASSESSMENTS b7C

5.1 {U) OVERVIEW AND ACTIVITIES AUTHORIZED PRIOR TO OPENING AN
ASSESSMENT

(U/AFOHE6YThe AGG-Dom combincs “threat assessments” under the former Attorney General's

Guidelines for FBI National Security Investigations and Foreign Intelligence Collection and the

“prompt and extremely limited checking out of initial leads” under the former Attorney

General's Guidelines on General Crimes, Racketeering Fnterprise and Terrorism Enterprise

Investigations into a new investigative category entitled “Assessments.”

(U//EOE6) All Asscssments must be documented in the appropriate form. to include an FD-

71(until its functions are absorbed by Guardian). Guardian (FD-71a). or EC. and the form must
be placed in one ol the [ollowing files:

A) (U/AOHE) Investigative classification as an Assessment file (e.g., 41SA-WF-xxxxxx);
B) (U/EQLEY Zero sub-assessment file {e.g.. 91-0-ASSESS-D; 15-0-ASSESS; 315-0-ASSESS-
D);
C) (U/AFaY6Y Zero classitication file (c.g. 196-WF-0). This file may be uscd if information is
entered in the FD-71 or FI3-71a and an Asscssment is not opencd based on that information;
D) (U/AGHS) 800 scrics (801-807) classification file, as discussed in greater detail below;
E} (U/FeHOY Unaddressed work file; or
Fy (U/AaH0) Existing open or closed file.
(U/AFSLQ) Note: In the DIOG, the word “assessment” has two distinct meanings. The AGG-
Dom authorizes as an investigative activity an “Assessment,” which requires an authorized
purpose as discussed in this section of the DIOG. The USIC, however, also uses the word

“assessment” to describe written intelligence products, as discussed in DIOG Sections 15.2.3 and
15.6.1.2.

(U} Assessments authorized under the AGG-Dom do not require a particular factual predication
but do require an authorized purpose and clearly defined objective(s). Asscssments may be
carried out to detect, obtain information about, or prevent or protect against Federal crimes or
threats to the national sccurity or to collect foreign intelligence. (AGG-Dom, Part 11 and Part
ILA)

(U/AFeorAlthough “no particular factual predication” is required, the basis of an Assessment
cannot be arbitrary or groundless speculation, nor can an Asscssment be based solely on the
exercise of First Amendment protected activities or on the race. ethnicity, gender, national
origin, religion, sexual orientation, or gender identity ol the subject. Although difficult to define,
“no particular factual predication” is less than “information or allegation” as required for the
initiation of a preliminary investigation (PI). For example, an Assessment may be conducted
when: (1} there is reason o collect information or facts 1o deiermine whether there is a criminal
or national security threat; and (i1) there is a rational and articulable relationship between the
stated authorized purposc of the Assessment on the onc hand and the information sought and the
proposed means to obtain that information on the other. An FBI employce must be able to
explain the authorized purpose and the clearly delined objective(s), and reason the particular
investigative methods were used (o conduct the Assessment. EBI employees who conduct

5-1
UNCLASSIFIED —FOROFHACATEHSEONEY Version Dated:
March 3, 2016



UNCLASSIFIED —FoR-oFHCEAEHSE-ONEY-
Domestic Investigations and Operations Guide §5

Assessments are responsible for ensuring that Assessments are not pursued for frivolous or
improper purposes and are not based solely on First Amendment rights or on the race. ethnicity.
gender. national origin, religion. sexual orientation. or gender identity of the subject of the
Asscssment. or a combination of only such factors. (AGG-Dom, Part 1I)

(U/EQYOT When employecs undertake activities authorized in DIOG subscction 5.1.1 prior to
opening an Assessment, they must have a rcason that is tied to an authorized FBI criminal or
national security purpose to undertake these activities. If. while engaged in such activities, the
information collected or obtained meets the standard for opening an Assessment or a Predicated
Investigation, and the employce intends to continuc pursuing the matter. an Assessment or a
Predicated Investigation must be opened. and any records obtained must be treated in accordance
with DIOG subsection 5.1.2 below.

5.1.1 (U) ACTIVITIES AUTHORIZED PRIOR TO OPENING AN ASSESSMENT
(UAFOH6) When initially processing a complaint. obscrvation. or information. an FBI cmployce
can use the following investigative methods:

5.1.1.1 (U} PUBLIC INFORMATION

(U/AFEH6) Prior 1o openting an Assessment. consent searches are not authorized. However, if
in the course of processing a complaint or conducting a clarifying interview of the
complainant, the complainant volunteers to provide access to his personal or real property, an
agent may accept and conduct a scarch of the item(s) or property voluntarily provided.

5.1.1.2 (U} RECORDS OR INFORMATION - FBI AND DOJ
(UHEOHFOTSce DIOG section 18.3.2.
5.1.1.3 (U} RECORDS OR INFORMATION — OTHER FEDERAL, STATE, LOCAL, TRIBAL,

OR FOREIGN GOVERNMENT AGENCY
(U/AeH0) See DIOG Section 18.5.3.

5.1.1.4 {(U) ON-LINE SERVICES AND RESOURCES
(U/AReEerSee DIOG Appendix L., Section 3.
3.1.1.5 (U) CLARIFYING INTERVIEW

(U/AeH6) Conduct a voluntary clarifying interview of the complainant or the person who
initially furnished the information. A clarifying interview is limited for the sole purposc of
climinating confusion in the original allegation or information provided. It is not intended to
be an interview as described in 18.5.6.

5.1.1.6 {U) INFORMATION VOLUNTARILY PROVIDED BY GOVERNMENTAL OR PRIVATE
ENTITIES

(U//EQHE3 With the benelit ol a clarilying interview. checking records {existing/historical
information). and/or asking an existing CHS about something that he or she already knows. an
FBI employece may be able to answer the following question when cvaluating the initial
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complaint, observation, or information: Does the complaint. observation, or information appcar
o represent a credible basis 1o open an Assessment. with an authorized purpose and clearly
defined objective(s). or to open a Predicated Investigation consistent with the standards sct forth
in the DIOG?

(U//BOH0O) These activitics may allow the FBI employee to resolve a matier without the need to
conduct ncw investigative activity. for which an Assessment or a Predicated Investigation must
be opened. When conducting clarifying interviews and checking records as described above. FBI
employees must always adhere (o the core values and principles articulated in DIOG Sections 3
and 4.

5.1.2  (U) DOCUMENTATION REQUIREMENTS FOR ACTIVITIES AUTHORIZED
PRIOR TO OPENING AN ASSESSMENT: (EXISTING /HISTORICAL
INFORMATION REFERRED TO IN SECTION 5.1.1 ABOVE)

U//BSHF0] FBI employees are permitied to retain records checks and other information collected
while processing a complaint or responding 1o a tip or lead using permitted DIOG 5.1.1
activitics. This collection or record retention is permitted if. in the judgment of the FBI
cmployce. there is a law enforcement. intelligence. or public safcty purpose to do so. This
documentation must be completed as soon as practicable |
[rom the receipt of the information and placed within an FBI system ol record. When permitted,
such documentation must be retained in one of the following files:

A} (U/ASHOYZero classification file, when no further investigative activity is warranted
B} (U/A<067 Relevant, open or ¢losed zero sub-assessment file

C) {U/ESHE Relevant, open or closed assessment

D} (U/AFEHEe) Relevant, open or closed predicated investigation file

E) (U//BeHE) New assessment or predicated investigation file. when further investigative
activity is warranted

F) {U/ESESS Unaddressed work file

(U/EOHO) Sce also DIOG appendix L, subsection 3.4, for guidance on authorized activitics
conducted online prior 1o opening an Assessment.

(U//BOHO) Intelligence Analysis and Planning: Through analysis of existing information, the
FBI employee may produce products that include, but are not limited to: an Intelligence
Asscssment. Intelligence Bulletin and Geospatial Intelligence {mapping). If. while conducting
analysis. the FBI employee finds a gap in intelligence that is relevant to an authorized FBI
activity, then the FBI employee can identify the gap for possible development of a “collection
requirement.” The FBI employee must document this analysis in the applicable 801-807
classification file (or other 800-scrics classification file as directed in the
Sec the ££¢ for file classification guidance.

513 (U) LIAISON ACTIVITIES AND TRIPWIRES

(U) Some FBI activities are not traditional investigative or intelligence activities. Activities such
as liaison, tripwires. and other community outreach represent relationship-building efforts or
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other pre-cursors 1o developing and maintaining good parinerships. These activities are critical 1o
the success of the FBI’s mission. DIOG Section 11 addresses liaison activities and tripwires.

5.2 {U) PURPOSE AND SCOPE

(U/A6HO) The FBI cannot be content to wait for leads to come in through the actions of others;
rather, we must be vigilant in detecting eriminal or national security threats to the [ull extent
permitted by law, with an cyc towards carly intervention and prevention of criminal or national
security incidents before they occur. For example. to carry out the central mission of protecting
the national security. the FBI must proactively collect information from available sources in
order to identify threats and activities and to inlorm appropriate intelligence analysis. Collection
required 1o inform such analysis will appear as FBI National Collection Requirements and FBI
Ficld Office Collection Requirements. Likewisc, in the excercise of its protective functions. the
FBI 1s not constrained to wait until information 1s received indicating that a particular event.
activity or [acility has drawn the attention of would-be perpetrators of crime or terrorism. The
proactive authority conveyed to the FBI is designed for. and may be used by. the FBI in the
discharge of these responsibilitics. The FBI may also conduct Asscssments as part of its special
events management responsibilities. {AGG-Dom, Part 1)

(U} More broadly, detecting and interrupting criminal activitics at their carly stages. and
preventing crimes [rom occurring in the [irst place, 1s prelerable to allowing criminal plots to
come 1o [ruition. Hence, Assessments may alse be undertaken proactively with such purposes as
detecting criminal activitics; obtaining information on individuals. groups, or organizations of
possible investigative interest, cither because they may be involved in criminal or national
security-threatening activities or because they may be targeted for attack or victimization in such
activities; and identifying and assessing individuals who may have value as confidential human
sources. (AGG-Dom. Part 11 and AGG-CHS).

(U/HFeH) As described in the scenarios below, Assessments may be used when an “allegation
or information” or an “articulable factual basis” (the predicates for Predicated Investigations)
concerning crimes or threats to the national security is obtained and the matter can be checked
out or resolved through the relatively non-intrusive methods authorized in Assessments (use of
least intrusive means). The checking of investigative leads in this manner can avoid the need to
procced to more clevated levels of investigative activity (Predicated Investigation). if the results
of an Asscssment indicate that further investigation is not warranted. (AGG-Dom, Part II)
Hypothetical lact patterns are discussed below:

5.2.1 (U) SCENARIOS
(U//BQYS) Scenario 11

(UAFOEO)
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(U/AEOHO)

(U/EQHS Scenario 2:

=

(U/EOHe)

(U/HSYO3 Scenario 3:|

(U//EQUQ

(U/BEQHQS Scenario 4. |

(U/EQUe)

(U//EOU6)

(U//POHON. Scenario 5:
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(U/AFSYO)

(UFoBe)| ]

(U/POHO) Scenario 6]

(U/Feuo]

(U/EQMS Scenario 7:
[

(U/AeT0)

(U/AFOY Scenario 8: |

(U//FOES)

5.3 {(U) C1vIL LIBERTIES AND PRIVACY

(U) The pursuit ol legitimate goals without infringing upon the exercise ol constitutional
frecdoms is a challenge that the FBI meets through the application of sound judgment and
discretion. In order to ensure civil libertics are not infringed upon through Assessments. cvery
Assessment must have an authorized purpose and clearly delined objective(s). The authorized
purpose and clearly defined objective(s) ol the Assessment must be documented and retained as
described in this section and in DIGG Scction 4.
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(U} Even when an authorized purpose is present, an Assessment could create the appearance that
it is directed at or activated by constitutionally-protected activity. race. ethnicity. gender. national
origin, rcligion. sexual orientation. or gender identity —particularly under circumstances where
the link to an authorized FBI mission is not readily apparent. In these situations. it is vitally
Important that the authorized purpose and the clearly defined objective(s). as well as the use of
any investigative methods, are well documented.

(U} No investigative activity. including Assessments. may be taken solely on the basis of
actvities that are protected by the First Amendment or on the race. ethnicity. gender. national
origin, religion. sexual oricntation. or gender identity of the subject. or a combination of only
such factors. If an Assessment touches on or is partially motivated by First Amendment rights, or
by race. cthnicity. gender. national origin. religion. sexual orientation, or gender identity, or a
combination of only such factors, it is particularly important to identily and document the basis
for the Assessment with clarity.

(U//EQBEY Example: Individuals or groups who communicate with each other or with members
of the public in any form in pursuit of social or political causes—such as opposing war or forecign
policy. prolesting government aclions, promoting ccrtain religious belicfs. championing
particular local. national. or international causes, or advocating a change in government through
non-criminal means, and actively recruiting others to join their causes—have a [undamental
constitutional right to do so. An Asscssment may not be opened based solely on the exercisc of
these First Amendment rights. If, however. a group cxercising its First Amendment rights also
threatens or advocates violence or destruction of property, an Assessment would be appropriate.

(U} The AGG-Dom require that the "least intrusive” means or method be considered and—if
reasonable based upon the circumstances of the investigation—used in licu of more intrusive
methods o obtain information. intelligence and/or evidence. This principle is also reflected in
Exccutive Order 12333 (scc Appendix B), which governs the activities of the USIC. Executive
Order 12333 lays out the goals. dircctions, dutics and responsibilities of the USIC. The concept
of least intrusive means applies to the collection of all information. intelligence and evidence, not
Just that collected by those aspects of the FBI that are part of the intelligence community.

(U} By emphasizing the use of the [east infrusive means 1o obtain information. intelligence,
and/or evidence, FBI employees can eflectively execute their duties while mitigating the
potential ncgative impact on the privacy and civil liberties and the damage to the reputation of all
people encompassed within the investigation or Assessment. including targets, witnesses, and
victims. This principle is not intended (o discourage FBI employees from seeking relevant and
necessary intelligence, information. or evidence. but rather is intended to encourage FBI
cmployces to choose the least intrusive—but still reasonable based upon the circumstances of the
investigation—means from the available options to obtain the information. (AGG-Dom. Part
L.C.2)

54 (U) FIVE TYPES OF ASSESSMENTS (AGG-Dom, PART I1.A.3.)
54.1 (U) ASSESSMENT TYPES

(U} There arc five (5) authorized types of Assessments that may be carried out for the purposcs
of detecting. obtaining information about. or preventing or protecting against Federal crimes or
threats to the national security or o collect foreign intelligence. The types of Assessments are:
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AY(U)Typel &2 Assessment’: Seek information, proactively or in response to investigative
leads. relating to activities — or the involvement or role of individuals. groups. or organizations
rclating to those activitics — constituting violations of Federal criminal law or threats to the
national security;

B) (U} Type 3 Assessment: ldentify, obtain and utilize information about actual or potential
national security threats or Federal criminal activities, or the vulnerability to such threats or
activitics;

C) (U) Type 4 Assessment: Obtain and rctain information to inform or facilitate intelligence
analysis and planning;

D) (U) Type 5 Assessment: Scek information to identify potential human sources, asscss their
suitability, credibility. or value of individuals as human sources; and

E} (U) T'ype 6 Assessment: Scck information, preactively or in responsc to investigative leads.,
relating to matters of foreign intelligence interest responsive to foreign intelligence
requircments.

5.5  (U) STANDARDS FOR OPENING OR APPROVING AN ASSESSMENT
(U/AO56¥-Before opening or approving an Asscssment, an FBI employcee or approving official
must determine whether:

A) (U/A2EH83 An authorized purpose and clearly defined objective(s) exists for the conduct of
the Asscssment;

B) (U/40%+) The Assessment is not based solely on the exercise of First Amendment rights or
on the race, ethnicity. gender, nationzl origin. religion. sexual orientation. or gender identity of
the subject, or a combination of only such factors; and

C) (U/A8) The Assessment is an appropriate use of personnel and financial resources.

5.6 (U) POSITION EQUIVALENTS, EFFECTIVE DATE, DURATION,
DOCUMENTATION, APPROVAL, NOTICE, FILE REVIEW AND RESPONSIBLE
ENTITY

5.6.1 (U) FIELD OFFICE AND FBIHQ POSITION EQUIVALENTS

{(U/Ae80) FBIHQ and FBI ficld offices have the authority to conduct all Asscssment activitics
as authorized in Scction 5.4 above. Position equivalents for ficld office and FBIHQ personncl
when FBIHQ opens. conducts, or closes an Assessment are specified in DIOG Section 3.11.

5.6.2 (U) EFFECTIVE DATE OF ASSESSMENTS

{U//FOTtFOY-For all Asscssments. the effective date of the Assessment is the date the final
approval authority approves the FD-71, Guardian {(FD-71a) or EC. Documenting the effective
date of an Assessment 1s important for many reasons. including establishing time [rames [or
justification and file revicws. and extensions. The cffective date of the final approval authority
occurs when:

3 (Upee In the original DIOG (12/16/2008). Types 1 and 2 were considered to be separate Assessment types.
Because they. however. have many commonalitics. they were merged into one type (named a “Type 1 & 2
Assessment”™} for purposcs of this version of the DIOG. Hence. there are now tive, not six. types of Assessments.
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A) (U/HBH6) For Tvpe 1 & 2 Assessments: the SSA or SIA opens and assigns the FD-71 or
Guardian (FD-71a) to the employee. Note:| | b7E
] the Guardian (FD-71a)] ]

|_§J and the electronic FD-71] |

(U/EQHHN Note: In Type 1 & 2 Assessments only, employees do not need to obtain
supervisory approval prior to opening the Assessment. [f, however, oral approval is obtained,
employees must memorialize the oral approval date in the body of the FD-71 or Guardian

(ED-71a).
B) (U#e8H€rFor Type 3 — 6 Assessments: the SSA. SIA. or the DI opens and assigns the
Assessment or (ii) handwriting b7E

his/her initials and date on the EC; or

C) (UMEOUO) For Sensitive Investigative Matters (S1IM) Assessments: the SAC (or SC)
authorizes the Assessment to be opened and assigned to an FBI employee] | b7l
FD-71 or Guardian (FD-71a); | |or (111)
handwriting his/her initials and date on the EC that is subscquently scanncd and serialized into
the file. (See DIOG Sections 5.7 and 10).

5.6.3 (U) ASSESSMENT TYPES

(U/A0H0+ The applicable duration, documentation. approval level. notice. justification/file
review, and responsible entity requirements [or cach ol the ive (5) types of Assessments are
discussed helow.

(U/AHOTIn all Lypes of Assessments, investigative leads. either Action Required or
Information Only, may only be sct [cad Request form. EC, FD-71 or Guardian (FD- b7E
71a).

5.6.3.1 (U)TYPE 1 & 2 ASSESSMENTS

(U) Type 1 & 2 Assessment defined: Scek information, proactively or in response to
investigative leads, relating to activities — or the involvement or role of individuals, groups. or
organizations in thosc activitics — constituting violations of Fedcral criminal law or threats to
the national security (i.c., the prompt checking of leads on individuals, activity. groups or
organizations).

(U//BOHOY Sce Section 5.11 below for intelligence collection (i.c., incidental collection) and
documentation rcquircmcms.| | b7E

5.6.3.1.1 (U) DURATION

(U/fBOTFO) There is no time [imit for a Type [ & 2 Assessment, but it 1s anticipated that such
Asscssments will be relatively short.

5.6.3.1.2 (U) DOCUMENTATION
(Urese)

| b7E
FD-71 or Guardian. The Guardian (FD-71a)] |

| The clectronic FD-71,
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(UH—EQUQ)\ D-71. Guardian (FD-71a) |
\ \FD-71. in Guardian (FD-71a),

The completed FD-71. Guardian (FD-71a). or Assessment opening communication requires
supervisor approval before being serialized.

(U)/EOHS I.L
t FD-71, Guardian (FD-71a) I
FD-71. Guardian (FD-71 a)‘ |

(V) Eoue| |
Al

L \

(U/EOBO) Note: Investigative activity must not be conducted® out of

36313 (UYAPPROVAL TO OPEN

(U/F0863 An FBI employee may open a Type 1 & 2 Assessment without supervisor
approvall

[FD-7T. Guardian (FD-71a)

the FD-71, Guardian|
{The opening date for Type 1 & 2 Assessments 15 the

datc the SSA or SIA assigns an FB1 employec to conduct the Assessment. The FBI employee
and SSA or SIA must apply the standards for opening or approving a Type 1 & 2 Asscssment
contained in DIOG Section 5.5.

56.3.14 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)

T ]

(U//BGBEY As soon as practicable, but not more than five (5) business days after determining
the Type 1 & 2 Asscssment involves a sensitive investigative matter (SIM), the matter must

be reviewed by the CDC and approved by the SAC. The term “sensitive investigati
1s defined in DIOG Section 5.7 and DIOG Scction 10. The FD-71. Guardiani

56315 (U) NOTICE

(U//BOFO) There is no requirement to provide notice to FBIHQ or DOJ of opening or closing
Type 1 & 2 Assessments.

T |
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5.6.3.1.6 (U) JUSTIFICATION REVIEW

(U/AESHO) If a Type 1 & 2 Assessment is not concluded within 30 days. the SSA or SIA
must conducl a justification review cvery 30 days (recurring until the Assessment is closed) in
accordance with DIOG Section 3.4.4.
Guardian (FD-71a), in an EC/ | Note: Per
guidance in DIOQG Scction 5.6.2 abovel |
|Guardian (FD-71a).

5.6.3.1.7 (U) RESPONSIBLE ENTITY

(U/ESY0) A Type 1 & 2 Assessment may be conducted by an investigative lield office
squad or FBIHQ operational division.

5.6.3.1.8 (U)TyPE 1 & 2 ASSESSMENT CLOSING

(U/EQHE) Sec DIOG subsections 5.12.1and 5.12.1.1 below lor guidance on closing Type 1
& 2 Assessments.

5.6.3.1.9 (U) EXAMPLES/SCENARIOS OF TYPE 1 & 2 ASSESSMENTS
5.6.3.1.9.1 (U)ExamprLE1
(U/FeHe ]
(U/=080)| |

(U/ASH0) The FBI employee can conduct record checks (scarch FBI/ DOJ records.
USIC records. any other US government records, state or local records), and Internet
scarchey| |

{Sce
scction 3.1 1) II'an employee does not establish an authorized purpose o open an
Assessment {or Predicated Investigation) after conducting these records checks or
Internet scarches, the FBI employee should refer to Section 5.1.2 above for documenting
these activities.

(U/ASY6)
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[and complete ann ED-7/1, or Assessment opening communication.
5.6.3.1.9.2 (U)EXAMPLE 2
(U/EQUO)

U/AESEe) | |

5.6.3.2 {(U) TYPE 3 ASSESSMENTS

(U) Type 3 Assessment defined: Identify, obtain and utilize information about actual or
potential national security threats or Federal criminal activities, or the vulnerability to such
threats or activitics. [Sec AGG-Dom. Part 11LA.3.b]

(U//EBYE) Type 3 Assessments may be used to analyze or determine whether particular
national sccurity or criminal threats exist within the AOR and whether there are victims or
targets within the AOR who arc vulnerable to any such actual or potential threats. The
authorized purpose and clearly delined objective(s) of a Type 3 Assessment must be based on
or related to actual or potential Federal criminal or national security targets, threats, or
vulnerabilitics. While no particular factual predication is required. the basis of the Assessment
cannot be arbitrary or groundless speculation. nor can the Assessment be based solely on the
exercise of First Amendment protected rights. or on race, ethnicity, gender, national origin,
religion. sexual oricntation, or gender identity, or a combination ol only such lactors.

{U//EQHE) Whenever a Type 3 Asscssment identifics and begins to focus on a specific
individual(s), group(s) or organization(s). whose activities may constitute a violation ol
Federal criminal law or a threat to the national security, a separate Type 1 & 2 Assessment or
a Predicated Investigation must be opened on that individual, group or organization.
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(U/#eB6) A Type 3 Assessment may not be opened based solely upon the existence of a
collection requirement, and addressing a collection requirement cannot be the authorized
purposc of a Type 3 Asscssment. Information obtained during the course of this type of
asscssment (or any other Asscssment or Predicated Investigation) may, however. be
responsive 1o collection requirements and collection requirements may be used to inform and
help focus a Type 3 Assessment (or any other Assessment or Predicated Investigation) while
also providing information about potential targets, threats and/or vulnerabilities.

(U/A0HE) Investigative and/or assessment activity utilized in the development of an
intelligence product in support of special events (such as a Joint Threat Assessment (JTA). Joint
Special Event Threat Assessment (JSETA}. or a Special Events Threat Asscssment (SETA).
must be authorized from and documented to a DIOG approved invesligalive or open
assessment case [ile. For example, if CHS tasking, data mining, and/or a collection
emphasis/action message is required to develop an intelligence product in support ol a special
cvent. a Type-3 Asscssment, maintained in the 8201 program classification, must be open to
authorize assessment activitics and to preduce the intelligence product.

U/ESHE) Intelligence products produced in support of] ]
bdcrivcd solely [rom inlormation that already exists in systems of records [rom within
the FBI or the Intelligence Community does not require separate DIOG authorization to
produce. Opening a Type 3 Assessment in support off does not eliminate the
requirement 1o use as a non-investigative file for administrative

and logistical functions related to the FBI s support of

(U//EQYS) Note: Documenting the use and results of investigative methods authorized
prior to opening an Assessment, during an Assessment, and in a predicated investigation
cannot be serialized or otherwise maintained in the
This does not preclude the inclusion of investigative and assessment activily and results from
such activity i

TIT IIIC CONICKL OT TTOW UIC 1VCSIZAlve OF
asSCSSIICNT aclivily directly impacty |

f these non-investigative documents discuss investigative or assessment activitics,
these documents must appropriately cite the DIOG open assessment or predicated
investigative case [ile number which authorizes the assessment or investigative aclivity.
AdditionallylZlis subject to the periodic file review requirements described in DIOG
Section 3.4.4,

(U/ESHY63 A Type 3 Assessment may not be used [or the purpose of collecting positive
foreign intelligence, although such intelligence may be incidentally collected. Positive [oreign
intelligence can only be intentionally collected pursuant to DIOG Scctions 5.6.3.5 (Type 6
Assessment) and/or Section 9.

(U/FSTOT Sce Scection 5.11 below for intelligence collection, {i.c.. incidental collection) and
documentation requircments ] |
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56.3.2.1 (U) DURATION

(U/FESH6) A Type 3 Asscssment may only be opened with prior supervisor approval. The
cffective date of the Assessment is the date the final approval authority approves the EC as
specilied in Section 5.6.2 above. A Type 3 Assessment may continue for as long as necessary
to achieve its authorized purpose and clearly defined objective(s). Although a Type 3
Asscssment is not limited in duration, when the clearly defined objective(s) have been met.
the Assessment must be closed with an EC approved by the supervisor.

56322 (U} DOCUMENTATION
(U/ESB0) b7E

(U/FOES)|

(U/EQUE)| |

b7E

(U/FeHO) Note: Investigative Activily must not be conducted’ out of
56.3.2.3 (U)APPROVAL

(U//Be67 All Type 3 Assessments must be approved in advance by a supervisor and opened
by EC. Notwithstanding any other provision in the DIOG, a Type 3 Assessment cannot be
opened based on oral approval. The supervisor must review and approve a Type 3 Assessment
i accordance with the standards set forth in subsection 5.5. Additional approval requirements
apply to SIMs, as described below.

5.6.3.24 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)

(U//FOHEO) Il the Assessment involves a sensitive investigative matter. the CDC must review
and the SAC must approve the Asscssment prior to opening. If a SIM arises after the opening
of a Type 3 Asscssment, Assessment activity may continue. but the matter must be
documented in an EC reviewed by the CDC and approved by the SAC as soon as practicable
but not more than five {5) business days after the SIM arises. The term “sensitive
investigative matter” is defined in DIOG Sections 5.7.1 and Section 10.

(U9 Investigative methods that may be used in Assessments are set forth in DIOG
Section 18.

RO | b7E
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(U/AROH) As specified in division PGs. there may be agreements {c.g., Memoranda of
Understanding, Treaties) that require additional coordination and approval prior 1o conducting
certain activities.

56.3.2.5 (UYNOTICE

(U//BEYEY) There is no requirement to provide notice to FBIHQ or DOJ of opening or closing
Type 3 Asscssments.

56326 (U) FILE REVIEW

(U//EQHO) A Type 3 Assessment requires a [ile review in accordance with DIOG subsection
344,

5.6.3.2.7 (U) RESPONSIBLE ENTITY

(U//BQHE) A Type 3 Assessment may be opened and conducted by FIGs, the DI. a DI
sponsored entity, ficld office investigative squads, and FBIHQ opcrational divisions. The
nature of the Assessment dictates the file classification into which the Type 3 Asscssment is
opened. Assessments conducted by the DI or FIGs must be opened in the appropriate|
ALl other Type 3 Assessments must be opened in the
approprialc veshigative 1ilc classification.

56328 (U) TYPE 3 ASSESSMENT CLOSING

(U/AE0%67 Sce DIOG subscctions 5.12.1 and 5.12.1.2 below for guidance on closing a Type
3 Assessment.

56329 (U) EXAMPLES OF TYPE 3 ASSESSMENTS
5.6.3.2.9.1 (INHEXAMPLE1
(U//rowes| l
(U/EQLO) | |

5.6.3.2.9.2 (U)EXAMPLE 2
(U/EQYe) |
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b7E

(U/FOTes |

5.6.3.2.9.3 (U)EXAMPLE3
(U/FOEe] i

(U/ECUH

5.6.3.2.9.4 (U)EXAMPLE 4
(U/HFeE9)|

(UHROY
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(U/A0Hey I

5.6.3.2.95 (U)EXAMPLES
(Feuon|

(U/Eeen| ]

5633 (U} TYPE 4 ASSESSMENTS

{U) Type 4 Assessment defined: Obtain and rctain information to inform or facilitate
mtelligence analysis and planning. [AGG-Dom. Part IV]

(U/HFOH60) A Type 4 Assessment may be opened to obtain information that informs or
facilitates the FBI's intelligence analysis and planning functions. The authorized purpose and
clearly defined objective(s) ol a Type 4 Assessment must be based on. or related to, the need
to collect or acquire information for current or futurce intelligence analysis and planning
purposes. An Assessment under this section, oftentimes referred to as a “domain
Assessment,” may lead to the identification of intelligence gaps, the development of FBI
collection requirements, or the opening of new Assessments or Predicated Investigations.

(U/686) A Type 4 Assessment is not threat specific; threat-based Assessments are opened
and governed by DIOG Section 5.6.3.2 (Type 3 Assessment). While no particular lactual
predication is required for a Type 4 Assessment. the Assessment cannot be based solely on
the excrcise of First Amendment protected rights or on race, cthnicity, gender. national origin.
religion. sexual orientation. or gender identity, or a combination of only such factors.

(U//BOBYO) Whenever a Type 4 Assessment identifies and begins to focus on specific
individual(s}), group(s). or organization(s). whosc activities may constitute a violation of
Federal eriminal law or a threat to the national security. a separate Type 1 & 2 Assessment or
a Predicaled Investigation must be opened. Similarly. if a Type 4 Assessment identifics a
particular national sccurity or criminal threat within the AOR, or identifies viclims or targets
within an AOR who are vulnerable to any actual or potential threal, a separate Type 3
Assessment or Predicated Investigation must be opened.

(U//ESYO) A Type 4 Asscssment may not be used for the purpose of collecting positive
foreign intelligence (PEI), although such intelligence may be incidentally collected. Positive

3-17

UNCLASSIFIED —ESR-OEECHEHSEONEY Version Dated:
March 3, 2016

bT7E



UNCLASSIFIED - FoR-oFHCAEESE-ONEY
Domestic Investigations and Operations Guide §5

foreign intelligence can only be intentionally collected pursuant to DIOG Sections 5.6.3.5
(Type 6 Assessment) and/or Section 9.

(UHEEHO) See Scction 5.11 below for intellieence collection, {i.e.. incidental collection) and

I_dmummm_mwmmcms. b7E

5.6.3.3.1 (U) DURATION

(U//FEOHO) A Typc 4 Asscssment may only be opened with prior supervisor approval. The
elfective date of the Assessment is the date the [inal approval authority approves the EC as
specilied in Section 5.6.2 above. A Type 4 Assessment may continue [or as long as necessary
to achicve its authorized purposc and clearly defined objective(s). Although a Type 4
Asscssment is not limited in duration, when the clearly defined objective(s) have been met.
the Assessment must be closed with an EC approved by the supervisor.

5.6.3.3.2 (U) DOCUMENTATION
(U/A0Hey | b7E

(U)W

(U//EQUO) This 1ype of Assessment must be documented in the appropriate]

|

(U//EOHB) Note: Investigative activity must not be conducted® out of b7E
56333 (U} APPROVAL

(U/ESHOT All Type 4 Assessments must be approved in advance by a supervisor and opened
by an EC. Notwithstanding any other provision in the DIOG. a Type 4 Assessment cannot be
opened based on oral approval. The supervisor must approve a Type 4 Assessment in
accordance with the standards discussed in DIOG Scction 5.5. Additional approval
requirements apply to SIMs, as described below.

5.6.3.34 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)

(U/EGHQ) Il the Assessment involves a sensitive investigative matter (SIM), the CDC must
review and the SAC must approve the Assessment prior to opening. I[ a SIM arises after the
opening of a Type 4 Asscssment, Assessiment activity may continue, but the matter must be
documented in an EC reviewed by the CDC and approved by the SAC as soon as practicable.
but not more than five (5) business days after the SIM arises. The term “sensitive
investigative matter” is defined in DIOG Section 5.7 and Section 10.

s | bTE
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56.3.3.5 (U) NoTICE

(U/BQW6) There is no requirement 1o provide notice to FBIHQ or DOJ of opening or closing
Type 4 Asscssments.

3.6.3.3.6 (U) FILE REVIEW

(U/FeH0) A Type 4 Assessment requires a file review in accordance with DIOG Section
344,

5.6.3.3.7 (U) RESPONSIBLE ENTITY

(U/ABH6) A Type 4 Assessment may only be opened by the DI. a Regional Intelligence
Group. a FIG. or FBIHQ Domain/Strategic intelligence components within the operational
divisions.

56.3.38 (U) TYPE 4 ASSESSMENT CLOSING

(U//FOEQ) Sce DIOG subsections 5.12.1 and 5.12.1.2 below for guidance on closing a Type
4 Assessment.

5.6.3.39 (U) EXAMPLES OF TYPE 4 ASSESSMENTS
5.6.3.3.9.1 (U)EXAMPLE 1
(U//FOHE |

(U/EOHO)]

5.6.3.3.9.2 (U)EXAMPLE 2
(U/EeEe)| l

(U//FE80
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5.1.1

5.63.3.9.3 (U)EXAMPLE 3
(U/AR0E0)
(Voo I

5.6.3.3.94 (U)EXAMPLE4
(U/HEEOTeH R—
(U/FeHen| |

5.6.34 (U) TYPE 5 ASSESSMENTS
{U) Type 5 Assessment defined: Seek information to identily potential human sources,

asscss their suitability. credibility, or value of individuals as human sources.

(UHFSHE) A Type 5 Assessment provides the authority and a mechanism to identify.
cvaluate and recruit a Potential Canfidential Human Source (CHS) prior to opening and
operating them as a CHS in| Tvype 5 Assessment is not a prerequisite 1o opening an
mdividual as an operational CHS in f the necessary mformation [or opening has been
obtained through other methods (e.g., following arrest. an individual agrees to become as
CHS).

(U//FEH6) A Type 5 Assessment may be opened:
A) (U/EQHD) On a specitic named individual who is a potential CHS (PCHS); or

B) (U/#6Y0) Without a specific named individual, if the goal is to identify individuals with
placement and access to particular information.
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(U/AeH0) Type 5 Assessment activities may not be based solely on race. ethnicity, gender,
national origin, religion. sexual orientation, or gender identity or rights protected by the First
Amendment, or a combination of only such factors.

(1/FoH0y |

(U/AR0H6) There are three phases of a Type 5 Asscssment. The phases are: (1) Identification
Phasc, (2} Evaluation Phasc. and (3) Recruitment Phasc. A Type 5 Asscssment opened on a
specilic named individual may only use the Evaluation and Recruitment phases as described
below. A Type 5 Assessment opened without a specilic named individual is limited to the
Identification Phase only. Once the Identification Phase has succeeded in identifying specific
individuals who might have appropriate placement and access, the FBI employee must open a
new separate Type 5 Assessment on any individual the employee wishes to further evaluate
and possibly recruit as a CHS. The original Type 5 Assessment without a specific named
individual may remain open in the Identification Phase. if the authorized purposc and clearly
defined objective(s) still exist.

5.6.34.1 (U} PHASES OF TYPE 5 ASSESSMENTS
5.6.3.4.1.1 (U//BOYT0) IDENTIFICATION PHASE

(U//EO¥O) This phase may be used by an SA assigned to cither a HUMINT or
investigative squad or by an IA assigned to the ficld office or FBIHQ to identify PCHSs
who seem likely to have placement and access to information or intelligence related to
criminal or national security threats, or investigations, without naming a specific
individual. The goal of this phasc is to identify individuals with CHS potential, who may
then be cvaluated and recruited under the Evaluation and Recruitment Phases of a Type 5
Assessment.

(U//BSHO) This phasc is initiated with the approval of a CHS identification plan. The
plan, which must be based on a thorough review of available intelligence and information
regarding the threat or investigation at issue, must specify characteristics of individuals
likely to have CHS potential, and the investigative methods (c.g.. database scarches,
surveillance of specific locations. attendance at specific events) that will be used to
identify individuals with those characteristics. Selection of characteristics/search criteria
must have a logical connection to intelligence or known facts. and may not be based
merely on conjecture. In addition, sclected characteristics may not be based solely on
race, cthnicity. gender. national origin. religion, sexual orientation, or gender identity, or
rights protected under the First Amendment or a combination of only such factors. Sce
DIOG Section 4 for [urther explanation on the permissible use of race. ethnicity, gender,
national origin, religion, sexual oricntation. or gender identity or rights protected under
the First Amendment. The investigative methods that may be used to identify individuals
with the specified characteristics needed must also be based on existing intelligence and
be reasonably likely to yield individuals with the specified characteristics.

(U/BSYHO] Il necessary. after a CHS identification plan has been approved, and a group
of individuals who potentially have placement and access to the relevant information
have been identified, the SA or IA may, with authorization st forth in subscction
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5.6.3.4.3.1. use additional characteristics to narrow the group ol individuals 1o those most

likely to have the desired placement and access. An intelligence product may be produced

during the Identification Phase describing the results of, or analysis gencrated during, the

Identification Phase. The product may be based upon analysis of the group’s

characteristics or scarch criteria that my yield insight into previously unknown

similarities, activities or patterns ol conduct. If any additional investigative methods are

sought that will focus on an individual, then an Evaluation Phase must be opened. Any

product produced must be documented in the[ | and b7E
approved and disseminated in accordance with

(U/ARSHOY Once an SA or |A has narrowed the field 1o one or more known persons who
appear to have potential as CHSs, in order to gather additional information regarding
backgreund and authenticity or, in order for an SA to undertake efforts to recruit the
individual. a Type 5 Asscssment must be opened on the specific named individual(s) in
accordance with subscction 5.6.3.4.1.2, below.

5.63.4.1.2 (U/ABHEO) EVALUATION PHASE

(U/A686) This phase may be used by an SA assigned 1o cither a HUMINT or
investigative squad or by an IA assigned to the field office or FBIHQ to evaluate a known
individual belicved to have placement and access so that the individual, if successfully
recruited, can provide the FBI with information of value. The goal of this phase of a Type
5 Assessment is Lo gather information. through the use of the investigative methods set
forth in subsection 5.6.3.4.8, below regarding background, authenticity. and suitability of
a particular PCHS (specific named individual). An IA who develops information during

this phase that indicates a PCHS is worthy of recruitment should prepare b7E
or use by an SA on the appropriatc HUMINT or
mvestigative squad to recruit the individual. Nofe: A ay be prepared by other FBI

cmployeces assigned to the evaluation phase Type § as casc participants. However, the
Assessment’s assigned case manager(s) remains responsible for the content of the|:| If
mformation developed during this phase indicates the individual should not be recruited
as a CHS, the Type 5 Assessment must be closed.

5.6.34.1.3 (U/ASE60) RECRUITMENT PHASE

(U//BOBO) This phase may only be used by an SA assigned to a HUMINT or
investigative squad. The goal of this phasc of a Type 5 Asscssment is to recruit the PCHS
1o become an operational CHS, and thereforg_the recruitment phase may focus only on a
specific named individual. Information from pr other information/intelligence
available to the SA may be used during the recruitment phase. If the recruitment is
successful, the Type 5 Asscssment must be closed (See Section 5.6.3.4.9, below) and the
individual opened as a CHS ir The Type 5 Assessment must also be closed if the
recruitment is not successful, either because the individual declines to become a CHS or a
determination is made not to continue the recruitment.

5.6.34.2 (U) DURATION

b7E

(U//B&H0) The cffective date of a Type 5 Assessment is the date the highest level of
authority required approves the opening EC (or| A Type 5
Assessment may continue for as long as necessary 16 achieve 1ts authorized purpose and
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clearly defined objective(s) as set forth in the three phases above or when it is determined that
the individual named subject cannot or should not be recruited as a CHS.

5.6.34.3 (U) DOCUMENTATION
5.6.3.4.3.1 (U/FOYE6) IDENTIFICATION PHASE
(U/EeYe)| bTE

A) (Uede]

(U/AFedey

B) (U/doyen [

(U#F-G-He[

O (U/keue)

(Uireen|
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(UHFOYO) If a Type 5 Asscssment has alrcady been opened and an 1A or SA wishes 1o
utilize additional characteristics/search criteria or investigative methods in the
Identification Phase that were not documented in the opening EC. the additional
characleristics/scarch criteria and/or investigalive methods must be documented by EC

5.6.3.4.3.2 (U//EOEEF) EVALUATION/RECRUITMENT PHASES

(U//EQYO) A Type 5 Assessment openced (o evaluale and/or recruit a specific person as a
CHS must be opened with an EC (or] Jusing the appropriate

A) (U/FeHes| |

B) (U/FSUON

c') (U/EOUOH ] |

56344 (U)APPROVAL

(U//Ee%) A Type 5 Asscssment must be approved by the appropriate supervisor and opened
with an EC (or| | Notwithstanding any other provision in the DIOG, a
Type 5 Assessment cannot be opened on oral approval. For SAs. a Type 5 Assessment must
be approved by their SSA. For 1As, a Type 5 Assessment must be approved by the SIA and
the SSA on the HUMINT or investigative squad that will potentially recruit the individual. An
SSA and/or SIA must use the standards provided in DIOG Section 5.5 when deciding whether
o approve a Type 5 Assessment. Additional approval requirements apply to Sensitive PCHSs,
as described below.

5.6.3.44.1 (U)CONFLICT RESOLUTION

(UAFOYO) If there is any conflict between th br any other PG and
the DIOG, the DIOG controls. OGC, OIC and IPO should be immediately notified of any

such conflict.
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5.6.3.4.4.2 (U/AOHEE) SENSITIVE POTENTIAL CHSS AND GROUPS

(U/BOHO) CDC review and SAC approval is required before a Type 5 Assessment may
be opened on a Sensitive PCHS or if. during the Identification Phase, a sensitive
characteristic is at least one aspect being used to identify individuals with potential
placement and access 1o information of interest. If it is determined after opening a Type 5
Asscssment that a PCHS is Scnsitive or that a sensitive characteristic must be added to
thc PCHS Identification Plan. the Asscssment activity may continue. but the matier must

be documented in an EC (of land reviewed by the CDC and b7E
approved by the SAC as soon as practicable, but not more than ‘S_busmm.d.mn.f_lﬂm
determination. Additionally, if the Type 5 Assessment involves

|A Scnsitive PCHS or sensilive characteristic (as part of an
Identification Plan) is defined as follows:

A) (UASHO) A domestic public ofticial {other than a mcrpbcr of the U.S. Congress or White

House Staff — which reguires higher approval anthority, see \
r—#—g for additional details);

B) (U/AaH) A domestic political candidate;

C) (U/4a88) An individual prominent within a religious organization,
D) (U/G=08e) An individual prominent within a domestic political organization,
E} (U/AaH) A member of the news media; or

F)I (U/Ecwef I |

(U//FOTO) DIOG Section 10 should be consulted for a definition of these terms.

(U/AFOTO) For additional information regarding Sensitive PCHSs. see {HSPG. Part 2,
DIOG Section10.1.4 and S3{0G Appendiv & - Classified Provizsieas.

56.34.5 (U) NOTICE

(U/HOEE There is no requirement to provide notice 1o FBIHG or DOJ of opening or closing
Type 5 Asscssments.

56.34.6 (U} FILE REVIEW

(U//EQHO7T The frequency of a supervisory file review must be in accordance with DIOG
subsection 3.4.4.7. Seg or Type 5 file review procedures.

(U//PFOT0) The Type 5 Assessment file review must be documcmcd: Because
Type 5 Assessments are conflidential. the File Review must not reveal information
that could identify the PCHS.
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5.6.34.7 (U} RESPONSIBLE ENTITY

(U//ESHEer A Type 5 Asscssment without a specific named individual may be opened by SAs
on HUMINT, investigative squads or FBIHQ, or IAs assigned to a ficld office or to FBIHQ. A
Type 5 Assessment on specific named individual may be opened by SAs on HUMINT or
investigative squads, and by 1As (evaluation phase only) assigned o the field office
HUMINT. investigative squads, or at FBIHQ.

56348 (U) AUTHORIZED INVESTIGATIVE METHODS IN TYPE 5 ASSESSMENTS

(U//Fe6) Only the following investigative methods may be used in a Type 5 Assessment,
whether in the identification. evaluation, or recruitment phase. All of these investigative
methods may be used by SAs. [A’s may only use investigative methods (A) through (F).

A) (/A Public information;
B) (U/&ESH&) Records or information — FBI and DO,

C) (UMEeH6) Records or information — Other Federal, state, local, tribal, or forcign government
ggencies;

D) (U/FAaU0) On-line services and resources;
E} (U/A6H8) Information voluntarily provided by governmental or private entitics;

F} (U/FEHE) Use of AFID or the Covert Approach is only permitted for usc during approved
activity in a Type § Assessment {See the note below and thc: b7E

) (U//EQUE3 CHS use and recruitiment;
H) (U/Fa6) Intervicw or request information from the public or private entitics;
) (U/FEe6) Physical surveillance (not requiring a court order);

I (U/ESHS) Polygraph cxaminations (scc

K} (U/A2at) Trash Covers (Searches that do not require & warrant or court order} (Note: SSA
approval and consultation with CDC/OGC is required prior to usc of this method. See DIOG
Scction 18.6.12.5).

(U//FOYE) Note: Consent Searches are authorized in Assessments.”

(U/H8H9) Some investigative methods used during Assessments that may require higher
supervisory approval are set forth in DIOG Section 18.5.

(U/AEGYO) In addition. as specified in division PGs, there may be agreements (e.g..
Memoranda of Understanding, etc.) that require additional coordination and approval prior o
conducting certain activities.

(U/EeHS) b7E

(U/A0E67 Note: The Covert Approach, which may be authorized in an approved Type 5
Asscssment. pursuant to the procedures detailed in thg s not undercover activity
subject to the provisions of DIOG Section 18.6.13. The distinction between the Covert

¢ (U/ /886 The DO] has opined that Consent Searches are authorized in Assessments, as well as in
Predicated Investigations.
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Approach and undercover activity lies in the authorized purpose of the Type 5 Assessment,
which 1s to seck inlormation o identify, evaluate, and recruit an individual as a CHS, not (o
scck information relevant to federal crimes or national sccurity threats. Sec also DIOG
appendix G.

(UMY Additionally. in the coursce of a predicated investigation, an agent cannot utilize

undercover activity {(up to five times pursuant to UCQO guidclines), with the specific purpose
to identify, evaluate or recruit a PCHS. The agent musy |

(U/FeU0)| |

(U/FOBOY] |

5.6.34.9 (UY CLOSING TYPE 5 ASSESSMENTS
(U//ERYETA Type 5 Assessment must be closed under the following circumstances:

A)(U//FOH6) In a Type 5 Asscssment opened without a specific named individual. it is
determined that the characteristics/scarch criteria used 1o identily individuals with
placement and access to needed information have not succeeded in identifying such
individuals. or the FBI no longer has a need for a CHS with the specified placement
and access. Additionally, the closing EC must document the factual basts for closing
the Assessment;

B) (U//FE&6) The Identification Phase has succeeded in identifying specific named
individuals who might have appropriate placement and access. If the FBI wishes to
further evaluate and possibly recruit any such identified individuals, a separate Type 5
Asscssment must be opened on that person. The original Type 5 Asscssment may
remain open in the identification phase if the authorized purpose and clearly defined
objective still exist. Additionally. the closing EC must document the factual basis for
closing the Assessment;

C)(U/ESHO) In a Type 5 Assessment opened on a specific named individual. it is
determined that the PCHS is not a suitable candidate for further evaluation and/or
recruitment cfforts. Additionally, the closing EC must document the factual basis for
closing the Asscssment;

D)(U/BESEO) In 2 Type 5 Assessment opened on a specific named individual, SA
recruitment cfforts arc successful and the PCHS has been opened as a CHS in

Once the successfully recruited PCHS’:lis opened, all documents
and records in the Type 5 Assessment must be maintained in the CHS’ open
or
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E) (U/FSY3 In a Type 5 Assessment opened on a specilic named individual, SA
efforts to recruit the PCHS have been unsuccessful or it is determined that further
recruitment cfforts are not likely to be successful. Additionally, the closing EC must
document the factual basis for closing thc Asscssment.

(U} Sce also DIOG subsection 5.12.1.3 below for properly marking a closed Type 5
Assessment that contains personal information.

5.6.3.4.9.1 (U)CLOSING APPROVAL FOR TYPE 5 ASSESSMENTS

(U//BOE8) Type 5 Assessments must be closed, via EC, with SSA approval. il it was
opened by an SA. Type 5 Assessments must be closed with SIA and SSA approval. 1l it
was opened by an JA.

5.6.3.4.10 (U) EXAMPLES OF TYPE 5 ASSESSMENTS

5.6.3.4.10.1 (U//FOEEO) EXAMPLES OF A TYPE 5 ASSESSMENT OPENED
WITHOUT A SPECIFIC NAMED INDIVIDUAL

(U/FOTO) b7E
(U/ROTO]
(U560 ]
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(U/FeE6) bTE

5.6.3.4.10.2 (U/FOEO) EXAMPLES OF TYPE 5 ASSESSMENTS OPENED ON
SPECIFIC NAMED POTENTIAL CHSS

(U/F8E8] | b7E

U/EBOE6)

(U/Eeue

(U/H8EH
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b7E

(UHPOTOT If the Assessment is opened by an SA: The SA may open a Type 5
Assessment with his/her SSA approval. If the recruitment is successful. the Type 5
Assessment must be closed when the CHS 1s opened i1:|1f the recruitment is
unsuccessful, the Type 5 Assessment must be closed.

(U/EQBO) If the Assessment is opened by an JA: The 1A must oblain the approval of
his/her SIA and the supervisor ol the relevant investigative or HUMINT squad o open a
Type 5 Asscssment. {Note: An IA may not open an individual as a CHS ir:i } If
the Assessment determines the person has placecment and access o information or
intelligence that would be of value, the Type 5 Assessment must be transflerred to the
appropriate investigative squad or the HUMINT squad to further evaluate and recruit the
PCHS.

5.6.3.5 (U} TYPE 6 ASSESSMENTS

(U) Type 6 Assessment defined: Scck information, proactively or in response o
investigative leads, relating to matters ol foreign intelligence interest responsive to foreign
intelligence requirements.

(U/AeE6) A Type 6 Assessment is designed to allow the FBI to determine whether the
circumstances within a field office’s territory would enable the office to conduct a Full
Investigation to collect information responsive to a Positive Foreign Intelligence (PFI)
requircment. PFI requirements arc described in DIOG Scction 9.1. A Type 6 Asscssment
focuses on a field office’s capability to collect on those PFI requirements. While no particular
[actual predication is required, the basis ol the Assessment cannot be arbitrary or groundless
speculation, nor can the Assessment be based solely on the exercise of First Amendment
protected rights or on race. cthnicity. gender, national origin, religion. sexual orientation. or
gender identity. or a combination of only those factors.

(U//EQUO3 Foreign Intelligence is “information relating to the capabilities, intentions, or
activities of foreign governments or clements thereof, foreign organizations. or [oreign
persons.” The FBI defines a PFI requirement as a collection requirement issued by the USIC
and 1s accepted by the FBI DI that seeks to collect information outside the FBI’s core national
sccurity mission.

(U//FOTOTTBI cmployces must prioritize collection in response to FBI national collection
requirements before attempting to collect against a positive foreign intelligence collection
requirement. The IPG furnishes guidance on the prioritization of collection.

(U//FOPOF Sce Section 5.11 below for intelligence collection, (i.c.. incidental collection) and
documentation requirements. All incidental collection must be documented in the EBIHQ or
field office 8151 file.

5.6.35.1 (U) DURATION

(U//EQME) There are no time limitations on the duration of a Type 6 Asscssment. The
cffective date of the Asscssment is the date on which the DI b7E
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UC approves the EC. See DIOG section 5.6.2 above.
A Type 6 Assessment may continue for as long as necessary to achieve its authorized purpose
and clearly defined objective(s). Although a Type 6 Assessment is not limited in duration.
when the authorized purpose and clearly defined objective(s) have been met. the Assessment
must be closed or converted to a Full Investigation with an EC approved by the field office
SSA or SIA and the FIMU UC. When closing a Type 6 Assessment that is designated as a
SIM. the SAC and the DCHMS SC must approve the closing EC.

5.6.35.2 (U} DOCUMENTATION

U/ A Type 6 Asscssment must be opened by EC. using the appropriatcl b7E
The opening EC synopsis must identify the authorized purpose and the

clearly defined objective(s) ol the Assessment. The authorized purpose and clearly defined

objective(s) should be described in more detail in the Details section of the EC. If additional

objectives arise during the course of the Assessment, they must also be documented in an EC

and approved by the field office SSA or SIA] |

(U//BOHE) Note: Investigative activity must not be conducted' out of
5.6.3.53 (UYAPPROVAL

(U//FeE0) All Type 6 Asscssments must be opened by EC and approved in advance by an
SSA or SIA and the appropriate DI UC. A Type 6 Assessment must be approved in
accordance with the standards provided in DIOG Section 5.5. Notwithstanding any other
provision in the DIOG, a Type 6 Assessment cannot be opened on oral approval.

5.6.3.54 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)

(U/FeHOT I[a Type 6 Assessment involves a sensitive investigative matter, the CDC/OGC
must review and the SAC and the DI HOS/SC must approve the Asscssment prior 1o opening.
If a sensitive investigative matter ariscs after the opening of a Type 6 Asscssment,
Assessment activity may continue, but the matter must be reviewed by the CDC and approved
by the SAC and the DI HOS/SC, as soon as practicable. but not more than five (5) business
days after the sensitive investigative matter arises. The term “sensitive investigative matter” is
defined in DIOG Section 5.7 and Section 10.

5.6.3.5.5 (U) NoticE
(U/ASQ) FBIHQ authority, as specified above, is required to open a Type 6 Assessment;

the opening EC will serve as notice o the DI There 1s no requirement o provide notice to
DOJ of opening or closing a Type 6 Asscssment.

56.356 (U) FILE REVIEW

(U//FOBOY A Type 6 Asscssment requires a file review in accordance with DIOG Section
3.44.

10 (U] I b7E
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5.6.3.5.7 (U) RESPONSIBLE ENTITY

(U7FOEO) A Type 6 Asscssment may only be opened and conducted by the FIG and the DI
(Refer to IPG for further details). Under the management of the FIG, field office investigative
squads or FBIHQ divisions may support the collection of information in a Type 6
Assessment.

56358 (U) TyPE 6 ASSESSMENT CLOSING

(U//BSHO) Sce DIOG subscctions 5.12.1 and 5.12.1.2 below for guidance on closing a Type
& Asscssment.

56.35.9 (U) EXAMPLES/SCENARIOS OF TYPE 6 ASSESSMENTS
5.6.3.5.9.] (U)ExamprLE1
U/EOHO)| b7E
U/seue] I

5.6.3.5.9.2 (U)EXAMPLE 2
LESHe |

{ UU-FG-Hﬁﬁ[i_
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5.7 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM) IN ASSESSMENTS AND
SENSITIVE POTENTIAL CHS OR SENSITIVE CHARACTERISTIC
DESIGNATIONS IN TYPE 5 ASSESSMENTS
L1 1/EQLIE | bTE

[|DIOG Section 10 contains the
required approval authority and factors for consideration when determining whether to open or
approvc an Asscssment involving a SIM.

5.7.1 (U) SIM CATEGORIES IN ASSESSMENTS

(U/FEE67 A SIM is an investigative matter involving the activities of a domestic public official
or domestic political candidate {involving corruption or a threat to the national sccurity),

rcligious or domestic political organization or individual prominent in such an organization, or
news media, an academic nexus, or any other matter which. in the judgment of the official
authorizing an Assessment, should be brought 1o the attention of FBIHQ and other DOJ officials.
{AGG-Dom, Part VII.N.) As a matter of FBI policy, “judement” means that the decision of th
authorizing official is discretionary.

(U/Ferol |

372 (U)ACADEMIC NEXUS IN ASSESSMENTS

(U//FEH8) As a matter of FBI policy, an investigative activity having an “academic nexus” 1s
considered a SIM if:

A) (UEete | |

B) (U//EoUe] |

(U//FeF0) The scnsitivity related to an academic institution ariscs {from the Amecrican tradition
of “academic freedom” (e.g., an atmosphere in which students and faculty are free to express
unorthodox ideas and views and to challenge conventional thought without fear of repercussion).
Academic freedom does not mean. however, that academic institutions are off limits to FBI
investigators in pursuit of information or individuals of legitimate investigative interest.

(U/Febe)
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(U) STANDARDS FOR OPENING OR APPROVING THE USE OF AN
AUTHORIZED INVESTIGATIVE METHOD

(U/ABY0) Prior o opening or approving the use of an authorized investigative method. an FBI
employce or approving official must determine whether:

59

5.9.1

A) (U//BY0) The usc of the particular investigative method is likely to further the authorized
purpose and clearly defined objective(s) of the Assessment;

B) (U/A76H6» The investigative method sclected is the least intrusive method reasonable based
upon the circumstances of the investigation;

C) (U//283 The anticipated value of the Assessment justifies the use of the selected
investigative method or methods;

D) (U//BEYEN) 1f the purpose of the Assessment is to collect positive foreign intelligence, the
investigative method complics with the AGG-Dom requirement that the FBI operate openly
and consensually with an USPER. to the extent practicable; and

E} (U//FEH83 The investigative method is an appropriate use of personncl and financial
I'esSQurces.

(U) AUTHORIZED INVESTIGATIVE METHODS IN ASSESSMENTS

(U) TyPE 1 THROUGH 4 AND TYPE 6 ASSESSMENTS

(U/AFE6) A complete discussion of these investigative methods, including approval
requirements. 1s contained in DIOG Section 18. The use or dissemination of information
obtained by the use of the below-methods must comply with the AGG-Dom and DIOG Section
[4. Only the following investigative methods are authorized in Type 1 through 4 and Type 6
Asscssments:

A}

{U} Public information. (Subsection 13.5.1)

C) () Records or mformation - Other federal, state, local, tribal, or foreign government agency.
(Subscction 38.5.3)

(U//EQHS) Note: Consent Scarches are authorized in Assessments.

5982 (U)TypeE 5 ASSESSMENTS

(U//FeH In addition o those investigative methods listed above in 5.9.1(A) — (H)., Type 5
Assessments only may also use the following investigative methods:
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A) {U} Use of AFID or Covert Approach only permitted for use during approved activity in a
Type 5 Assessment. {Sce b7E
B) (L) Polygraph Examinations (See
C) (U) Trash Covers (Searches that do not require a warrant or court order). (See Section j§.6.12)
(Note: SSA approval and consultation with CDC/OGC required prior to use of this method).
5.10 (U) OTHER INVESTIGATIVE METHODS NOT AUTHORIZED DURING
ASSESSMENTS
(U/ASH6y Additional investigative methods. which are authorized for Predicated
Investigations, may not be used in Assessments.
5.11 (U)INTELLIGENCE COLLECTION (I.E., INCIDENTAL COLLECTION)
(U//Feay Incidental collection is information derived during the course of a pcndmo
Investigation, assessment, or a &
FBL. or IC collection requirement.] b7E
(U/HEOH9) Incidentally collected information. responsive to the above-mentioned collection
requirements, may also be derived from| |
(U/EOGS) |
U/EQHe)|
(U/EQUey| | B7E
U/
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5.12  {U) RETENTION AND DISSEMINATION OF PRIVACY ACT RECORDS

(U/AeH6) The Privacy Act restricts the maintenance ol records relating to the exercise of First
Amendment rights by individuals who are USPERs. Such records may be maintained if the
information s pertinent to and within the scope of authorized law enforcement activitics or for
which there is otherwise statutory authority for the purposes of the Privacy Act (5 US.C. §
522ale][7]). Activitics authorized by the AGG-Dom are authorized law enforcement activities.
Thus. information concerning the exercisc of First Amendment rights by USPERs may be
retained if it is pertinent to or relevant to the FBI’s law enforcement or national security activity.
Relevancy must be determined by the circumstances. If the information 1s not relevant to the law
enforcement activity being conducted. then it may not be retained. For more information see
DIOG Scction 4.1. (AGG-Dom, Part 1.C.5)

(U} The Privacy Act. however, may not exempl [rom disclosure information gathered by the FBI
during Positive Foreign Intelligence Asscssments (Type 6 Assessments) and investigations of
qualificd U.S. citizens or lawfully admitted permanent residents if personally identifying
information about such persons resides in those files. FBI employees should therefore be
particularly vigilant about properly classilying any such information and should avoid
unnccessary references to, and the documentation of. identifying information about U.S. citizens
and lawfully admitted permanent residents in Positive Foreign Intelligence files. See DIOG
Section 4.1.3.

(U/AST0) Even if information obtained during an Asscssment docs not warrant opening a
Predicated Investigation. the FBI may retain personally identilying information for criminal and
national security purposes. In this context. the information may cventually serve a variety of
valid analytic purposes as picces of the overall criminal or intelligence picturc are developed to
detect and disrupt criminal and terrorist activitics. In addition. such information may assist FBI
personnel in responding Lo questions that may subsequently arise as to the nature and extent of
the Assessment and its results, whether positive or negative. Furthermore, retention of such
information about an individual collected in the course of an Assessment will alert other
divisions or ficld offices considering conducting an Asscssment on the same individual that the
particular individual is not a criminal or national security threat. As such, retaining personally
identifying information collected in the course of an Assessment will also serve Lo conserve
resources and prevent the initiation of unnccessary Assessments and other investigative
activitics.

5.12.1 (U) MARKING TYPE 1 & 2, AND TYPE 3, 4 AND 6 CLOSED ASSESSMENTS
THAT CONTAIN PERSONAL INFORMATION

{U) Information obtained during an Asscssment that has insufficient value to justify further
investigative aclivity may contain personal information such as when records retained in an
Asscssment specifically identify an individual or group whose possible involvement in criminal
or national sccurity-threatening activity was checked out through the Assessment. Therefore,
whenever the Assessment turns up no sufficient basis 1o justily further investigation ol the
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individual or group, then the records must be annotated with the caveats [isted in subsection

5.12.1.1-3 below.

(U) Extreme care should be taken when disseminating personally identifiable information
collected during an Assessment that does not lead to sullicient facts to open a Predicated
Investigation. If personal information from the Asscssment is disseminated outside the FBI
according 1o authorized dissemination guidelines and procedurcs. 11 must be accompanicd by the
required annotation that the Assessment invelving this individual or group did not warrant
[urther investigation by the EBI at the time the Assessment was closed.

5.12.1.1 {(U) TYPE 1 & 2 ASSESSMENTS

(U/ReUS)|

~ |he FD-71 or Guardian|

L

iihe FD-71 or Guardian. |

Moreover, any FBI employee who shares information cutside the

FBI from such a closcd Assessment file must ensure the following caveat is included in the

dissemination:

(U) “This person [or group] was identified during an Assessment but no information was
developed at that time that warranted further investigation of the person [or group].”

5.12.1.2 (U TYPE 3,4, AND 6 ASSESSMENTS

U/ESUS]

Morcover, any FBI employee who

shares mformation outside the FBI from such a closed Assessiment file must ensure the

following cavcat is included in the dissemination:

{U) “This person [or group] was identified during an Assessment but no information was
developed at that time that warranted further investigation of the person [or group].”

5.12.1.3 (U} TYPE 5 ASSESSMENTS

Enney

A) (U/FaH) Type 5 Assessmcntsl
_

r

B) U/ All other Type 5 Assessments:

(U//EQUS> Any dissemination from a closed Type 5 Assessment must be conducted in

accordance with dissemination guidance on CHS closed files provided in lh(i

5.13  (U) ASSESSMENT FILE RECORDS MANAGEMENT AND RETENTION

(Uit

||
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[the FD-71 or Guardian| | '

[ Records must be retained according to National Archives
and Records Administration (NARA) approved disposition authoritics.

1Eegen| lGuardianl |

I(J‘uardmn {(FD-71a)
Guardian| [records in Guardian, or any
successor information technology system. must be retained according to NARA-approved
disposition authoritics. Consult the RMD Help Desk for assistance.

(U/AFSHO) Type 3. 4. 5, and 6 Assessments must have| |

| |nust be approved by the SSA or SIA Il additional objectives arisc
during the Assessment. they must be documented in an EC, approved by the SSA or if
appropriate, an SIA ] | Assessment classification files must be retained
according to NARA-approved disposition authorities.

5.13.1 (U) PENDING INACTIVE STATUS

(U/FOH6)
5.14 {U) OTHER PROGRAM SPECIFIC INVESTIGATION REQUIREMENTS

(U/H0H0) To facilitate compliance within an existing investigative program. the FBI cmployee

should consult the relevant division’s PG. FBIHQ division PGs, however, may not contradict,

alter or otherwise modify the standards established in the DIOG. This Page is Intentionally
Blank
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6 (U) PRELIMINARY INVESTIGATIONS
6.1 {(U) OVERVIEW

(U} The AGG-Dom authorizes a second level of investigative activity—Predicated
Investigations. Predicated Investigations that concern federal crimes or threats to the national
security arc subdivided into Prcliminary Investigations (PI) and Full Investigations (Full). A
Preliminary Investigation may be opened on the basis of any “allegation or information”
indicative of possible criminal activity or threats to the national security.

6.2 {U) PURPOSE AND SCOPE

(U//FOEQ) A Preliminary Investigation may be opened to detect. obtain information about. or
prevent or protect against [ederal crimes or threats to the national security. However. a
Preliminary Investigation cannot be openced or used solely for the purpose of collecting against
Positive Forcign Intelligence (PFI) requirements, or for conducting an Enterprisc Investigation
(ED.

{U) The purposes for conducting Preliminary Investigation include such matters as: determining
whether a [ederal crime has occurred or 1s occurring. or if planning or preparation for such a
crime is taking place; identifying, locating, and apprehending the perpetrators; obtaining
cvidence needed for prosccution; or identifying threats to the national sccurity.

(U) The investigation of threats to the national security may constitute an exercise of the FBI's
criminal investigation authority as well as its authority to investigate threats to the national
sccurity. As with criminal investigations, detecting and solving crimes and arresting and
prosccuting the perpetrators are likely objectives of investigations relating to threats to the
national security. These investigations, however. serve important purposes outside the ambit of
normal criminal investigations, by providing the basis for decisions concerning other measures
nceded to protect the national sccurity.

6.3 {U) C1vIL LIBERTIES AND PRIVACY

(U) The pursuit of legitimate investigative goals without infringing upon the cxercise of
constitutional freedoms is a challenge that the FBI meets through the application of sound
judgment and discretion. In order Lo protect civil liberties in the conduct of criminal and national
sccurily investigations, every Preliminary Investigation under this subsection must have adequate
predication that is documented in the opening communication.

{U) No investigative activity. including Preliminary Investigations, may be taken solely on the
basis of activitics that arc protected by the First Amendment or on the race. cthnicity, gender.
national origin, rcligion, scxual orientation, or gender identity of the subject. or a combination of
only those factors. Preliminary Investigations of individuals, groups or organizations must focus
on activities related to the threats and or crimes being investigated, not solely on First
Amcndment rights or on the race, cthnicity, gender. national origin. religion, scxual oricntation,
or gender identity of the subject. In this context. it is particularly important clearly to identify and
document the law enforcement or national security basis of the Preliminary Investigation.

(U) Example: Individuals or groups who communicate with cach other or with members of the
public in any form in pursuit of social or political causes—such as opposing war or foreign
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policy, protesting government actions. premoting certain religious beliels, championing
particular local. national. or international causes, or a change in government through non-
criminal means. and actively recruit others to join their causes—have a fundamental
constitutional right to do so. A Preliminary Investigation may not be opencd based solely on the
exercise of these First Amendment rights.

(U} The AGG-Dom present investigators with a number of authorized investigative methods in
the conduct of a Preliminary Investigation. Considering the effect on the privacy and civil
liberties of mdividuals and the potential ¢ damage the reputation of individuals, some of these
investigative methods arc more intrusive than others. The least intrusive method if reasonable
bascd upen the circumstances of the investigation is to be uscd. but the FBI must not hesitate to
use any lawlul method consistent with the AGG-Dom. A more intrusive method may be
warranted in light of the seriousness ol a criminal or national security threat.

(U} By emphasizing the use of the least mirusive means (o obtain intelligence, inlormation.
and/or evidence, FBI employees can effectively execute their duties while mitigating the
potential negative impact on the privacy and civil liberties of all pcople encompassed within the
investigation. including targets, witnesses. and victims. This principle is not intended to
discourage FBI employees from secking relevant and necessary intelligence, information. or
evidence. but rather 1s intended o encourage FBI employees 1o choose the Ieast intrusive—but
still rcasonable based upon the circumstances of the investigation — means from the available
options to obtain the intelligence, information or evidence. (See DIOG Subscction 4.4).

6.4 {U) LEGAL AUTHORITY
6.4.1 (U) CRIMINAL INVESTIGATIONS

(U} The FBI has statutory authority to investigate all federal crime not assigned exclusively to
another federal agency. (See 28 US.C. § 533; 18 U.S.C. § 3052; 28 C.F.R. § 0.85 [a])

(U} The FBI also has special investigative jurisdiction Lo investigate violations of statc law in
limited circumstances. Specifically. the FBI has jurisdiction to investigate felony killings of state
law enforcement officers (28 U.S.C. § 540), violent crimes against interstate travelers (28 U.S.C.
§ 540A). and serial killers (28 U.S.C. § 540B). Authority (o investigate these matters is
conlingent on recciving a request by an appropriate state official.

6.4.2  (U) THREATS TO THE NATIONAL SECURITY

(U) The FBI has authority to investigate threats 1o the national security pursuant Lo executive
orders. Attorney General authorities, and various statutory sources. {See Appendix B: Executive
Order (EO) 12333; 50 U.S.C. §§ 3001 ct seq.; SO U.S.C. §§ 1801 ctsecq.)

(U) “Threats to the national security” are specifically defined to mean: international terrorism;
cspionage and other intelligence activitics, sabotage. and assassination. conducted by, for. or on
behalf of foreign powers. organizations, or persons; foreign computer intrusion; and other
matters determined by the Attormey General. consistent with EO 12333 or any successor order.
(AGG-Dom. Part VILS)
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6.5 {(U) PREDICATION

(U) A Preliminary Investigation may be opened on the basis of “information or an allegation™
indicating the existence of a circumstance described as follows:

A) (U) An activity constituting a federal crime or a threat to the national security has or may have
occurred, is or may be occurring, or will or may occur and the investigation may obtain
information or intclligence relating to the activity or the involvement or role of an individual.
group, or organization in such activity. (AGG-Dom, Part IL.B.3}

B) (U) An individual. group, organization. entity, information, property. or activity is or may be a
target of attack, victimization. acquisition. infiltration, or recrnitment in connection with
criminal activity in violation of federal law or a threat to the national sceurity and the
investigation may obtain information or intelligence that would help to protect against such
activity or threat. (AGG-Dom, Part 11.B.3)

(U//FOYO) Examples: The following cxamples have sufficient predication to open a Preliminary
Investigation:

A) (U/FOTE) A CHS, with no established history, alleges that an individual is 2 member of &
terrorist group: this “allcgation™ is sufficient predication to open a Preliminary Investigation:
and

B) (U/FOY6) If an analyst. while conducting an asscssment, discovers on a blog a threat to a
specific person, this “information™ is cnough to open a Preliminary Investigation.
(UY NOTE: Sce DI Appendix € - Claysified Provisions for additional circumstances
warranting a Preliminary Investigation.

6.6 (U) STANDARDS FOR OPENING OR APPROVING A PRELIMINARY
INVESTIGATION

{U) Before opening or approving the conduct of a Preliminary Investigation. an FBI employec or
approving official must determine whether:

A) (U/FEH6) Adequate predication cxist for opening a Preliminary Investigation;

B) (U//F6&%3 The Preliminary Investigation 1s not based solely on the exercisc of First
Amendment rights or on the race, cthnicity. gender. national origin, religion, scxual
orientation, or gender identity of the subject or a combination of only such factors; and

Q) (U//99) The Preliminary Investigation is an appropriate use of personnel and financial
resources.

(U//F&YO) Additional policics regarding Preliminary Investigations involving any forcign
ambassador, foreign official, foreign student or exchange visitor, protected persons or premises
as subjects may be [ound in to DIOG Appendix G — Classilied Provisions [No Foreign Policy
Objection].

(U/ESHed A Preliminary Investigation cannot be opened based solely on an FBI collection
requircment.
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6.7 (U) OPENING DOCUMENTATION, APPROVAL, EFFECTIVE DATE, NOTICE,
EXTENSION, PENDING INACTIVE STATUS, CONVERSION, AND FILE
REVIEW

6.7.1 (U) OPENING DOCUMENTATION

(U//FROHQ) The predication to open a Preliminary Investigation must be documented in the
opening Electronic Communication (EC). In addition to the opening EC. division PGs may
require the use of other specific [orms to supplement the opening EC, i.e. ED-920. ete. The
appropriatc approving authority may grant oral authority to open a Preliminary Investigation if
the standards for opening or approving a Preliminary Investigation arc met. Should oral
authorization 1o conduct a Preliminary Investigation be granted, an EC setting forth the
predicating facts. as well as the identity of the authorizing supervisor and date of oral
authorization. must be documented to the supervisor who granted the oral authorization, as soon
as practicable, but not more than five (5) business days after granting oral authorization.

(U/FOUO] bTE
(U//FQUQ) Note: Investigative activity must not be conducted'! out of b7E
6.7.1.1 (U} APPROVAL / EFFECTIVE DATE / NOTICE

(U//Fe) The clfective date of the Preliminary Investigation is the date the final approval
authority {e.g.. Supervisory Special Agent (SSA) or Special Agent-in-Charge (SAC))
approves the ECJ

_|If the Preliminary Investigation is opened on oral authority. the
date on which the oral authoritly was granted is the effective date. See DIOG subsection
3.4.2.2. Adding another subject afier opening the Preliminary Investigation does not change
the original cffective date or the extension date.

A) (U/FOUYB) Opened By a Field Office: The opening of a Preliminary Investigation by the
field office requires prior approval of the SSA{ | b7E

B) (U//FOU8) Opened By FBIHQ: The opening of a Preliminary Investigation by FBIHQ
requires prior approval of the Unit Chief (UC)]

Q) (U/AOYO) Sensitive Investigative Matters (SIM): The opening of a Preliminary

Investigation involving a SIM:

1" )] b7E
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| \in its writien notice 1o the FRIVQ
operational unit with program responsibility. Upon receiving this notice. the FBIAQ
opcrational unit must noufy DOJ in writing (by LHM or similar documentation). as soon as
practic ablcl \aﬂc\‘ the mvestgation is opened.

(U/Fegal \

(U/AOBO) If a SIM ariscs after the opening of a Preliminary lnvestigaton, investgative
activity may continue, but the matter must be reviewed by the CDC and approved by the

SAC as soon as practicable, but not more than five () business days thercafter 1o continue
the investigation. Written notice must be furnished 1o the appropriate FBIHG operational
unit with program responsibility and to the appropriate USAD or DOY component as
specitied in the preceding paragraphd \

\

2) (U/rONQ SIM Opened by FBIHQ: requires prior OGC review and SC approval, and
written notification (EC) to the appropriate field office(s) within 19 calendar days
_following the opening |

\ Additonally, the appropriate Fing
Section must notify, the applicable USAQ or the appropriate DOY official, in writng (b
LHM or similar documentation}, as soon as practuicable, but no later than 30 calendar ¢

after the investigation is opened. {Secl 2
G\

FBIHQ section does not provide notice to the applicable USAQ. the FRIRQ sect
state such in its writte jce ¢ field office(s) : S.Sec\

(U//=0@) If a SIM arises after the opening of a Preliminary Investigation, ww
activity may continue, but the matter must be reviewed by the OGC and approe
appropriate FBIHQ operational SC as soon as practicable, but not move than
business days thercatter 1o continue the nvestigation. Witien notice must be

the relevant ficld office(s) and to the appropriate USAD ot DO camponent
the preceding paragraph _

D) (U/FEWQ) FBIHQ Disapproves Opening: The Exccutive Assistant Dixedt
National Security Branch must notity the Deputy Attorney General i FBI

ficld office s opening of @ Preliminary Investigation relating to a threat
on the ground that the predication for the 1avestigation 15 msufficienat, an
National Security Branch is responsible for establishing a system that w
prompt retrieval of such demals. (AGG-Dom, Part 11.B.3.4)
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6.7.2  (U) EXTENSION

(UTBGHO)A Preliminary Investigation must be concluded within six momhs of its opening but
may be extended for up 1o six months by the SAC (delegable to the ASAC)". FBIHQ division
PGs may requirc wr itten notification of this six month extension to the appropriatc FBIHQ
operational unit and scction. Extensions of Preliminary Investigations beyond a year are
discouraged and may only be approved by the appropriate FBIHQ operational Scetion Chief [or
“good cause.” (AGG-Dom, Part I1.B.4.a.11)

6.7.2.1 (U} Goop CALSE
(UTPOYQ) The following factors must be used to determine whether “good cause” exists to
extend the Preliminary Investigation beyond one year:

A) (U/POYQ) Whether logical investigative steps have yiclded information that tends to
inculpate or exculpate the subject;

B) (U/AF6HQ) The progress that has been made toward determining whether a Full Investigation
should be opened or the Preliminary Investigation should be closed;

Q) (U/POHQ) Whether, based on the planned course of investigation for the following six
months, it is reasonably likely that information will be obtained that will lead to predication
for a Full Investigation, thereby warranting an cxtension for another six months, or will lead to
exculpatory information. thereby warranting closing the Preliminary Investigation; and

D) (U/FOHE) Whether adequate predication has been developed to justify opening a Full
Investigation or whether sufficient information has been developed that justifies closing the
Preliminary Investigation.

6.7.3  (U) PENDING INACTIVE STATUS
(u/roney|

6.7.4  (U) CONVERSION TO FULL INVESTIGATION

(U//FOHE) When converting a Preliminary Investigation to a Full Investigation. secc DIOG
Scction 7 for approval and netification requircments.

6.7.5 (U) FILE REVIEW

(U//FEH0) Supervisory [ile reviews must be conducted at least once every 90 days in
accordance with DIOG Scctieon 3.4.4. File reviews for probationary FBI employces must be
conducted at least every 60 days.

6.8 {(U) STANDARDS FOR OPENING OR APPROVING THE USE OF AN
AUTHORIZED INVESTIGATIVE METHOQD IN PRELIMINARY
INVESTIGATIONS

(U/AFeH63 Prior Lo opening or approving the use of an investigative method, an FBI employee
or approving official must determine whether:

12 (J/ /Fe8q SAC approval required to extend Preliminary Investigations was non-delegable in the previous
version of the DIOG. That restriction has been removed in this version.
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A) (U/EQYA) The use of the particular investigative method is likely to further the authorized
purpose of the Preliminary Investigation;

B) (U/A*0HO) The investigative method selected is the least intrusive method. if reasonable
based upon the circumstances of the investigation; and

O) (U//POt) The method to be used is an appropriate usc of personnel and financial resources.

6.9 {(U) AUTHORIZED INVESTIGATIVE METHODS IN PRELIMINARY
INVESTIGATIONS

(U} All law([ul methods may be used in a Preliminary Investigation, except [or mail opening.

physical scarch requiring a Federal Rules of Criminal Procedure (FCRP) Rule 41 search warrant

or a Foreign Intelligence Surveillance Act (FISA} order. clectronic surveillance requiring a

judicial order or warrant (Title 111 or FISA), or Title VII FISA requests. Authorized methods

include, but are ntot limited to. those listed below. Some of the methods listed are subject Lo

special restrictions or review or approval requirements. (AGG-Dom, Part V. 4.A)

(U/FOH8) A complete discussion of these investigative methods. including approval

requirements, is contained in Section 18. The use or dissemination of information obtained by

the use of the below methods must comply with the AGG-Dom and DIOG Scction 14. The
following investigative methods arc autherized to be used in Preliminary Investigations:

A) (L) Public information. (See subsection 18.5.1)
B) () Records or information - FBI and DOI. (See subsection 18.5.2)

C) () Records or information - Other federal, state, local, tribal, or foreign government agency.

) () On-line services and resources. {See subsection 18.3.4

F} (U) Interview or request information from the public or private entities. (See subsection
i8.5.6)

G) () Information voluntarily provided by governmental or private entities. (Sce subsection
i85

H) (U) Physical Surveillance (not requiring a court order ;. (Sce subscction §8.3.8)

) (U) Consensual monitoring of communications, including electronic communications. (See

K} (U) Closed-circuit television/video surveillance. direction finders. and other monitoring
devices. (Sce subscction 18.4.3)
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P} (1) Stored wire and electronic communications and transactional records. {See subsection
o v |3
jg.e®)”

(U} See P0G Appendix G- Classified Provivions lor additional information.

6.10  {U) SENSITIVE INVESTIGATIVE MATTERS (SIM) IN PRELIMINARY
INVESTIGATIONS

(U/EOE6S| ]
l [DIOG Section 10

contains the required approval authority and factors for consideration when determining whether
o conduct or approve a Preliminary Investigation involving a SIM.

6.10.1 (U) SIM CATEGORIES IN PRELIMINARY INVESTIGATIONS

(U/POHE3 A SIM is an investigative matter involving the activitics of a domestic public official
or domestic political candidate (invelving corruption or a threat to the national security).
religious or domestic political organization or individual prominent in such an organization, or
ncws media, an academic nexus. or any other matter which, in the judgment of the official
authorizing an investigation. should be brought to the attention of FBIHQ and other DOJ
officials. (AGG-Dom, Part VILN.) As a matter of FBI policy, “judement” means that the
decision of the authorizing official is discretionary.

6.10.2 (U) ACADEMIC NEXUS IN PRELIMINARY INVESTIGATIONS

(U/FOUQY I |

A) (UFeuey] |

B) (U/FeE8)

13 (li/ /POHE) The use of Search Warrants to obtain this information in Preliminary Investigations is
prohibited. (See DIOG Section 18.6.8.4.2.3)
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(U//ROBELThe sensitivity related to an academic institution arises from the American tradition
of “academic freedom” (e.g., an atmosphere in which students and faculty are free to express
unorthodox idcas and vicws and to challenge conventional thought without fear of repercussion).
Academic freedom doces not mean, however. that academic institutions arc off limits to FBI
investigators in pursuit of information or individuals of legitimate investigative interest.

(U

6.11 (U)INTELLIGENCE COLLECTION (LE., INCIDENTAL COLLECTION)

(U//FWQ) Incidental collection is information derived during the course of a pending

investigation, assessment. or a that is responsive o a PFIL, EBI, or IC collection
requirement,
I il
(U//FoEe Incidentally collected information. responsive to the above-mentioned collection
requirements, may also be derived from] ,
(U//FOYS)
(U/Feuo) l
e
| (U//FO'HQf)r ] b7
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6.12  {U) STANDARDS FOR APPROVING THE CLOSING OF A PRELIMINARY
INVESTIGATION
6.12.1 (U) STANDARDS

(U//FOEEY Al the conclusion of a Preliminary Investigation, each of the following items must
be documented in the closing communication (EC and/or LHM):

A) (U/ABHE) A summary of the results of the investigation;

B) (U/A0H8) Whether all logical and reasonable investigation was completed;

C) (U/FOB0O) Whether all investigative methods/techniques initiated have been completed
and/or discontinucd;

D) (U/HFEEE) Whether all leads set have been completed and/or discontinued;

E) (U/FE6Y Whether all evidence has been returned, destroyed or retained in accordance with
cvidence policy; and

FY (U/FOTE) A summary statement of the basis on which the Preliminary [nvestigation will be
closed, and a selection of the appropriate closing status:

1y (U/Feu8) C-4: Administrative Closing, which includes:

a) (U/FOTE) No further investigation is warranted because logical investigation and/or
leads have been exhausted, and the investigation to date did not identify a criminal
violation or a priority threat to the national sccurity

b) (U/POHA) Investigation assigned & new file number

¢) (U/BCT) Investigation consolidated into a new file number or an existing file
number, or

d) (U/FOE-Unaddressed Work investigation file closed because no investigation or no
further investigation will be conducted

2) (U/FERO) C-5: USA Declination Closing, which includes:
a) (U/FOTS) The USAO declined prosccution — individual matter declination
b) (U//FOFE) The USAQ declined prosecution - blanket declination
3) (U/FOTEN C-6: Other Closing, which includes:
a) (U/FORQ) National security investigation has been completed
b) (UAFEHO) Prosecution became non-viable for national sceurity reasons

¢) (UMARSH Any other reason to close
6.12.2 (U)ApPrPrROVAL REQUIREMENTS TO CLOSE

(U//FEHPO) The appropriate closing supervisor described below must review and approve the
closing communication {as described in subscction 6.12.1) to ensure it contains the above
required information and sufficient details of the investigation on which to base the decision to
close the Preliminary Investigation. The appropriate closing supervisors are:
A) (U//+H646) Opened by a Field Office: Closing a Preliminary Investigation opened by a field
oftice requires approval from the SSA |
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| b7E

Notincation to the FBIHQ} operational unit may be required by dIvision PUs.

B) (U/F6EQ) Opened by FBTHQ: Closing 2 Preliminary Investigation opened by FBIHQ
requires approval from the UC and notification to any appropriate ficld office.

C) (U/A-660) SIM Opened by a Field Office: Closing a Prcliminary [nvestigation opened by a
ficld office involving a SIM requires approval from the SAC, written notification to the
FBIHQ operational unit and section.

D) (U/FOHE) SIM Opened by FBIHQ: Closing & Preliminary Investigation opened by FBIHQ
involving a SIM requires approva! from the SC and written notification to any appropriate
ficld officc.

{(U) OTHER PROGRAM-SPECIFIC INVESTIGATIVE REQUIREMENTS

(U//FeHO3 To facilitate compliance with investigative program specific requirements, the FBI
cmployce should consult the relevant division’s PG. No policy or PG may contradict, alter or
otherwise modily the standards of the DIOG. A DIOG related policy or PG must adhere to the
standards. requirements and procedures established by the DIOG. Requests for DIOG
maodifications can be made to the Internal Policy Office (IPO) pursuant to DIOG subscction 3.2.2
paragraphs (A). (B). (C) and (D).
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7 (U) FULL INVESTIGATIONS ALL TNTORMATICHT OCMTAIMEL

HEREZEIN IS UNCLASSIYIED

DATE 05-03%-2018 BY FSICS

7.1 {(U) OVERVIEW

(U//FeldQ) The AGG-Dom authorizes a second level ol investigative activity—Predicated
Investigations. Predicated Investigations that concern federal crimes or threats to the national
sccurity arc subdivided into Prcliminary Investigations (PI) and Full Investigations (Full). A Full
Investigation may be opened if there is an “articulable factual basis™ of possible criminal or
national threat activity. as discussed in greater detail in Section 7.5, below. There are three types
of Full Investigations: (1) single and multi-subject; (11) Enterprisc; and (iii) positive forcign
intelligence collection.

7.2 {U) PURPOSE AND SCOPE

(U} A Full Investigation may be opened to detect, obtain information about, or prevent or protect
against federal crimes or threats 1o the national security or to collect forecign intelligence.

(U} The purposes for conducting Full Investigations include such matters as:

A) (U) determining whether a federal crime is being planned. prepared for, occurring or has
occurred;

B) (U) identifying. locating, and apprehending the perpetrators;

) () obtaining evidence for prosecution;

D) (U) identifying threats to the national sccurity;

E} (U) investigating an cnterprisc (as defined in DIOG Section 8); or

F} (U) colleeting positive foreign intelligence (PFI) {as defined in DIOG Scction 9).

(U) The investigation of threats to the national security can be investigated under the FBI’s
criminal investigation authority or its authority (o investigate threats to the national security. As
with criminal investigations, detecting and solving crimes, gathering evidence and arresting and
prosccuting the perpetrators arc frequently the objectives of investigations relating to threats to
the national sccurity. These investigations also serve important purposes outside the ambit of
normal criminal investigations. however, by providing the basis [or decisions concerning other
measures needed Lo protect the national security.

(U//FeQ) A Full Investigation solely for the collection of positive [oreign intelligence extends
the sphere of the FBI’s information gathering activities beyond federal crimes and threats to the
national sccurity and permits the FBI to scck information regarding a broader range of matters
relating to forcign powers. organizations. or persons that may be of interest to the conduct of the
United States” foreign affairs. (See DIOG Section 9)

7.3 {U) C1vIL LIBERTIES AND PRIVACY

(U} The pursuit of legitimate investigative goals without infringing upon the exercisc of
constitutional freedoms is a challenge that the FBI meets through the application of sound
judgment and discretion. In order o protect civil liberties during the conduct of eriminal and
national sccurity investigations. cvery Full Investigation under this subsection must have
adcquate predication that is documented in the opening communication.
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(U} No investigative activitly. including Full Investigations, may be taken solely on the basis of
rights that are protected by the First Amendment or on the race. ethnicity, gender, national
origin, rcligion. sexual oricntation. or gender identity of the subject. or a combination of only
thosc factors. Full Investigations of individuals, groups or organizations must focus on activitics
related (o the threats or crimes being investigated, not solely on First Amendment rights or on the
race. cthnicily, gender, national origin, religion. sexual orientation. or gender identity of the
subject. In this context, it is particularly important clearly to identify and document the law
enforcement or national sccurity basis of the Full Investigation.

(U) Example: Individuals or groups who communicate with cach other or with members of the
public in any form in pursuit of social or political causes—such as opposing war or foreign
policy, protesting government actions. promoting certain religious beliels, championing
particular local. national. or international causes, or a change in government through non-
criminal means. and actively recruit others (o join their causes—have a fundamental
conslitutional right to do so. A Full Investigation may not be opened based solcly on the exercisc
of these First Amendment rights.

(U) The AGG-Dom authorizes all lawful investigative methods in the conduct of a Full
Investigation. Considering the effect on the privacy and civil liberties of individuals and the
potential to damage the reputation ol individuals, some ol these investigative methods are more
intrusive than others. The least intrusive method if reasonable based upon the circumstances of
the investigation is to be used, but the FBI must not hesitate to usc any lawful method consistent
witl the AGG-Dom. A more intrusive methed may be warranted in light of the seriousness of a
criminal or naticnal security threat or the importance of a foreign intelligence requirement.

{(U) By emphasizing the use of the least infrusive means (o obtain intelligence or evidence, FBI
employees can effectively execute their duties while mitigating the potential negative impact on
the privacy and civil libertics of all pcople encompassced within the investigation. including
targets, witnesses, and victims. This principle is not intended to discourage FBI employces from
secking relevant and necessary intelligence. information, or evidence, but rather is intended to
encourage FBI employees 1o choose the least intrusive—bul still reasonable based upon the
circumstances of the investigation—{rom the available options to obtain the intelligence,
information or evidence. (Sce DIOG Section 4)

74 {U) LEGAL AUTHORITY
7.4.1 (U) CRIMINAL INVESTIGATIONS

(U} The FBI has statutory authority to investigate all federal crime not assigned exclusively to
another federal agency. (Sec 28 U.S.C. § 533; 18 U.S.C. § 3052; 28 C.F.R. § 0.85 [a].)

(U} The FBI also has special investigative jurisdiction to investigate violations of statc law in
limited circumstances. Specifically. the FBI has jurisdiction to investigate felony killings of state
law enflorcement oflTicers (28 U.S.C. § 540), viclent crimes against interstate travelers (28 U.S.C.
§ 540A). and serial killers (28 U.S.C. § 540B). Authority to investigate these matlters is
contingent on receiving a request by an appropriate state official.
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7.4.2  (U) THREATS TO THE NATIONAL SECURITY

(U} The FBI has authority to investigate threats 1o the national security pursuant (o execulive
orders. Attorney General authorities, and various statutory sources. {See E.O. 12333; 50 U.S.C.
88 3001 ct seq.; S0 U.S.C. §§ 1801 ct seq.)

(U) “Threats to the national security” are specifically defined to mean: international terrorism,
cspionage and other intelligence activitics, sabotage. and assassination. conducted by. for, or on
behalf of foreign powers. organizations, or persons; foreign computer intrusion; and other
matters determined by the Attorney General. consistent with Executive Order 12333 or any
successor order. {AGG-Dom. Part VILS)

74.3 (U) FOREIGN INTELLIGENCE COLLECTION

(U} The FBI authority to collect foreign intelligence derives [rom a mixture of administrative and
statutory sources. (Sce E.O. 12333; 50 U.S.C. §§ 3001 et seq.; 50 U.S.C. §§ 1801 et seq.; 28
U.S.C. § 532 note (incorporates the Intelligence Reform and Terrorism Protection Act. P.L. 108-
458 §§ 2001-2003).

(U) “Foreign Intelligence” is defined as information relating to the capabilities, intentions, or
activitics of foreign governments or clements thercof. foreign organizations or foreign persons.
or international terrorists. {AGG-Dom, Part VILE)

7.5 {U) PREDICATION

(U) A Full Investigation may be opened if there is an “articulable factual basis” that reasonably
indicates one of the following circumstances cxists:

A) (L) An activity constituting a federal crime or a threat to the national sccurity has or may have
oceurred, is or may be occurring, or will or may occur and the investigation may obtain
information relating to the activity or the involvement or role of an individual, group. or
organization in such activity;

B) (U) An individuoal, group, organization. entity, information, property. or activity is or may be a
target of attack, victimization, acquisition. infiltration, or recruitment in conncction with
criminal activity in violation of federal law or a threat to the national security and the
investigation may obtain information that would help to protect against such activity or threat;
or

©) (U) The investigation may obtain forcign intelligence that is responsive to a PFI requirement,
as defined m BDIOG Section 7.4.3, ahove.

(U/FOHQ) Examples: The [cllowing examples have sufficient predication to open a Full
Investigation:

A) (U//PEYQ) corroborated information from an intelligence agency states that an individual is a
member of a terrorist group;

B) (U//FOH) an analyst discovers on a blog a threat to a specific home builder and additional
information connecting the blogger to a known terrorist group; and

) (U/Fote-FBI DI has posted an authorized PFI requirement for collection.

(U) NOTE: Sce DG Apnendis € - $lassified Provisions for additional circumstiances warranting a Full
Investigation.
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7.6 (U) STANDARDS FOR OPENING OR APPROVING A FULL INVESTIGATION

(U//FOQUO) Before opening or approving the conduct of a Full Investigation, an FBI employce or
approving official must determine whether:

A) (U/P20H6) Adequate predication exist for opening a Full Investigation;

B) (U//FOE®) The Full Investigation is not based solely on the exercise of First Amendment
rights or on the race, ethnicity. gender. national origin, religion, sexual orientation, or gender
identity of the subject or a combination of only such factors; and

C) (U/FOB63 The Full Investigation is an appropriate use of personnel and financial resources.
(U/HFOHE) Additional policies regarding Full Investigations involving any forcign ambassador,
foreign official. foreign student or exchange visitor, proteciled persons or premises as subjects
may be [ound in DIOG Appendix G - Classified Provisions (No Foreign Policy Objection
[NFPO]).

(U//FeE3-A Full Investigation cannot be opened solely based on an FBI collection
requircment.

7.7 {U) OPENING DOCUMENTATION, APPROVAL, EFFECTIVE DATE, NOTICE,
PENDING INACTIVE STATUS, FILE REVIEW, AND LETTER HEAD
MEMORANDUM

7.7.1 (U) OPENING DOCUMENTATION

(U/AF6H6) The predication to open a Full Investigation must be documented in the opening EC.
In addition t¢ the opening EC, division PGs may require the use of other specific forms to
supplement the opening EC. i.c. FD-920. ctc. The appropriate approving authority may grant oral
authority to open a Full Investigation if the standards for opening or approving a Full
Investigation are met. Should oral authorization to conduct a Full Investigation be granted, an EC
setting [orth the predicating facts, as well as the 1dentity ol the authorizing supervisor and date of
oral authorization. must be documented to the supervisor who granted the oral authorization, as
soon as practicable. but not morc than five (5) business days afier granting the authorization.

(PO |

U/FOHO) Note: Investigative activity must not be conducted'™ out of]
( Note g y not

7.7.1.1 (U) APPROVAL / EFFECTIVE DATE / NOTICE

(U/FeY03 The clfective date of the Full Investigation is the date the final approval authority
(e.g.. SSA or SAC) approves the EC| |
| |If the Full Investigation 1s opened on oral
authority. the date on which the oral authority was granted is the date the investigation was
opened. Sce subsection 3.4.2.2.

14 (U][ I
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A) (U//POHO) Opened By a Field Office: The opening of a Full Investigation for circumstances
described in subsections 7.5.A and 7.5.B (i.c., for any reason other than to collect intelligence
that is responsive to a PFI requirement) by a ficld office requires prior approval of the SSA
with written notification within 15 calendar days of the opening to the responsible FBIHQ
opcrational unit. The opening of a Full Investigation of a United States person (USPER)
rclating to a threat to the national security for circumstances described in Sections 7.5.A and
7.5.B (i.e.. for any reason other than to collect intelligence that is responsive to a PFI
requirement) requires the responsible FBIHQ-NSB unit to notify DOJ NSD as soon as
practicable, but in all events within 30 calendar days after the investigation is opened or the
subject is determined to he an USPER. If the subject of the investigation is a non-USPER and
later becomes or is determined to be an USPER, the notice provisions in this subscction to
DOJ NSD also apply.

B) (U//FOUO) Opened By FBIHQ: The opening of a Full Investigation by FBIHQ for
circumstances described in Sections 7.5.A and 7.5.B (i.c.. for any reason other than to collect
intelligence that is responsive to a PFI requirement) requires prior approval of the UC with
written notification within 15 calendar days of the opening to any appropriate ficld office. The
opening of a Full Investigation by FBIHQ of an USPER relating to a threat to the national
sceurity for circumstances described in Sections 7.5.A and 7.5.B (i.c., for any rcason other
than to cellect intelligence that is responsive to a PFI requirement) also requires notice to DOJ
NSD as soon as practicable, but in sll events within 30 days after the investigation Is opened
or the subjeet 1s determined to be an USPER. If the subject of the investigation is a non-
USPER and later becomes or is determined to be an USPER, the notice provisions in this
subsection to the field office and DO also apply.

Q) (U/-obke) Sensitive Investigative Matters {SIM): The opening of a Full Investigation
involving a sensitive investigative matter:

1 (U/Fede) SIM Opened by a Field Office: requires prior Chief Division Coumnsel (CDC)

review and SAC approval, and written notification {(EC). to the appropriatc FBIHQ

operational unit with program responsibility within 15 calendar days following the

opening | b7E
JAdditionally, the ficld officc must notify the United
States Attorney's Office (USAQ) in writing (bv LHM or similar documentation), as soon

as practicable. but no later than 30 calendar days after the investigation is opened. (Sec
for details concerning notice in

counterintelligence and espionage investigations.)

(U/AeH8) If the ficld office does not provide notice to the USAQ. the ficld office must
state the circumstances for not notifying the USAQ in its written notice to the FBIHQ
opcrational unit with program responsibility. Upon receiving this notice the FBIHQ

operational unit must notify DOJT in writing (by LHM or similar documentation). as soon as

practicable, after the investigation is opened. See £33

Appeadin G Classified Providiens for additional notice requirements.

(UI/reEQ)| | b7E
irevey |

Written noticc must be furnished to the appropriate FBIHQ operational unit
“with program responsibility and to the appropriatc USAQ or DOJ component as specitied

in the preceding paragraph] I
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2) (U/FeYes SIM Opened By FRIHQ: requires prior OGC review and SC approval, and
written notification (EC) to the appropriate field office(s) within 15 calendar davs
followine the openine | i I

| Additionally, the appropriate FBIHQ
Scction must notify the applicable USAO or the appropriate DOJ official, in writing (by
LHM or similar documentation), as soon as practicable, but no later than 30 calendar days
after the investigation is opened. (Sce Cenaierintelfigence 3ivivion Pofioy Guide,
0717082 for details concerning notice in counterintelligence and espionage
investigations.}| | 1f the
FBIHQ section does not provide notice to the applicable USAQ, the FBIHQ section must
state such in its written notice to the ficld office(s) and DOJ. Sce {HOM Appevdic G
Classitied Provigieny for additional notice requirements.

Written notice must be furnished to the relevant

tield oftice(s) and to the gppropriite USAQ or DOJ component as specified in the
Iorcccdinsz paragraph] |

D} (UNFOTOT Pasitive Foreign Intellipence Full Investigation: The opening of a Full
Investigation in order to collect positive foreign intelligence for circumstances described in
Section 7.5.C above must be approved as provided in DIOG Section 9. Additionally, written
notification to FBIHQ Domain, Collection. HUMINT Management Scetion (FIMS) SC and
DQJ NSD is required as soon as practicable but no later than 30 calendar days after opening
the investigation.

E) (U/FOYE) FBIHQ Disapproves Opening: The EAD for the National Security Branch (NSB)
must notify the Deputy Attorney General if FBIHQ disapproves a ficld office’s opening of a
Full Investigation relating to a threat to the national security on the ground that the predication
for the investigation is insufficient. and the EAD for the NSB is responsible for establishing a
system that will allow for the prompt retricval of such denials. (AGG-Dom. Part [1.B.5.d}

7.7.2  (U) PENDING INACTIVE STATUS

(U//FOY0) A Full Investigation may be placed in “pending inactive” status once all logical
investigation has been completed and only prosccutive action or other disposition remains to be
reported. Examples ol Full Investigations that may be placed in “pending inactive” status would
include. but not be limited to: criminal investigations pending an appeal; fugitive investigations,
when all logical investigation has been conducted and the subject is still in fugitive status;
parcnial kidnapping investigations, when the parent who kidnapped the child is residing in a
foreign country and the local authorities will not or cannot exiradite the subject back to the
United States.

7.7.3  (U) FILE REVIEW

(U/AR0Y9) Supcervisory file reviews must be conducted at least once every 90 days in
accordance with DIOG Section 3.4.4. File reviews [or probationary FBI employees must be
conducled at Icast every 60 days.

7-6
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774  (U) ANNUAL LETTERHEAD MEMORANDUM

(U//FEQUQ) Annual letterhead memoranda regarding the status ol Full Investigations are not
required by the AGG-Dom; however. the FBIHQ opcrational divisions may require such reports
in their PGs. Sce foreign intelligence collection in Scction 9 for annual reporting requircments 1o
FBIHQ FIMS and DOJ.
7.8 {(U) STANDARDS FOR OPENING OR APPROVING THE USE OF AN
AUTHORIZED INVESTIGATIVE METHOD IN FULL INVESTIGATIONS
(U/A6107 Prior Lo opening or approving the use of an investigative method, an FBI employce
or approving official must determine whether:

A) (U/FOYO) The use of the particular investigative method is likely to further the authorized
purposc of the Full Investigation;

B) (U//POHO) The investigative method sclected is the Ieast intrusive method, if reasonable
bascd upon the circumstances of the investigation;

C) (U/FOYO) If the Full Investigation is for collecting positive forcign intelligence. the FBL 1s
operating openly and consensually with & USPER. to the extent practicable; and

D) (U/FONQ) The method to be used is an appropriate use of personnel and financial resources.
7.9 {U) AUTHORIZED INVESTIGATIVE METHODS IN FULL INVESTIGATIONS

(U)y All law([ul methods may be used in a Full Investigation, unless the investigation is to collect
forcign intelligence. A complete discussion of these investigative methods. including approval
requircments. is contained in Section 18. The use or dissemination of information obtained by
the use of these methods must comply with the AGG-Dom and DIOG Section 14. The following
investigative methods are authorized to be used in all Full Investigations, other than
investigations to collect foreign intelligence:

I) (U) Consensual monitoring of communications, including electronic communications.
(Subsection i%.6.1)

(U/A*00) Sce the classified provisions in Appendix G for additional information.
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X} () Electronic surveillance — FISA and FISA Title VII (acquisition of foreign intelligence
information). (Subscction §18.7.3)

(U See 37040 Appendic G - Classified Provisions for additional information.

7.10  {(U) SENSITIVE INVESTIGATIVE MATTERS (SIM) IN FULL INVESTIGATIONS

(U/FeEen| | b7E
l |DIOG

Section 10 contains the required approval authority and factors to be considered when
determining whether to conduct or approve a Full Investigation involving a SIM.

7.10.1 (U) SIM CATEGORIES IN FULL INVESTIGATIONS

(U//FOUQ) A SIM is an investigative matter involving the activities of a domestic public official
or domestic political candidate (involving corruption or a threat (¢ the national sccurity).
religious or domestic political organization or individual prominent in such an organization, or
news media, an academic nexus. or any other matter which, in the judgment of the official
authorizing an investigation. should be brought to the attention of FBIHQ and other DOJ
officials. (AGG-Dom, Part VIL.N). As a matter of FBI policy, “judgment” means that the
decision of the authorizing official is discretionary. DIOG Section 10 and/or the DIOG Appendix
G — Classificd Provisions defind

7.10.2 (U) AcApemic NEXUS IN FULL INVESTIGATIONS

I (U/EQUO)| | |

A) (U/Aeben| |
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B) (U/Aegen|

(U/FOE) The sensitivity related to an academic institution arises from the American tradition
of “academic freedom” (i.e., an atmosphere in which students and faculty are free to express
uncrthodox 1deas and views and Lo challenge conventional thought without [ear of repercussion).
Academic freedom does nol mean. however, that academic institutions are off Iimits 1o FBI
investigators In pursuit of information or individuals of legitimate investigative interest.

(U//FOHO) |

7.11  (U) INTELLIGENCE COLLECTION (I.E., INCIDENTAL COLLECTION)

(U/FeHe) Incidental collection is information derived during the course of a pending
investigation. Assessment, orl Ilhat is responsive to a PFIL, FBI, or IC collection

req uwirementf |

(U//FOTO) Incidentally collected information, responsive to the above-mentioned collection
requirements. may also be derived from|

I |
(U/FeH0)| |

(U/FOBOY

/el

{See DIOG Subscction

Wf}ducm) | |

(UIFOY)
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(U) Because the authority to collect positive foreign intelligence enables the EBI to obtain
information pertinent to the United States’ conduct of its foreign affairs, even if that information
is not related 1o criminal activity or threats to the national sccurity. the information gathered may
concern lawful activities. Accordingly, the EBI must operate openly and consensually with an
USPER to the extent practicable when collecting positive [oreign intelligence that does not
concern criminal activitics or threats to the national sccurity.

7.12  {U) STANDARDS FOR APPROVING THE CLOSING OF A FULL

INVESTIGATION

7.12.1 (U) STANDARDS

(U//FOTO) At the conclusion of a Full Investigation. cach of the following items must be
documented in the closing communication (EC and/or LHM):

A) (U/7FQU0N) A summary of the results of the investigation;

B) (U/PEHQ) Whether sufficient personnel and financial resources were expended on the
investigation, or an cxplanation/justification for not expending sufficient resources;

C) (U/FUD0) Whether logical and reasonable investigation was completed;

D) (U//FeEe) Whether all investigative methods/techniques initiated have been completed
and/or discontinucd;

E) (U/EeY0y Whether all leads set have been completed and/or discontinued;

F) (U//Fexg) Whether all evidencee has been returned, destroyed or retained in accordance with
cvidenee policy; and

G) (U/AEH6) A summary statement of the reason the Full Investigation will be closed. and
selection of the appropriate closing status:

1) (U/eee) C-4: Administrative Closing, which includes:

a) (U/HEeH0) No further investigation is warranted becausce logical investigation and/or
leads have been exhausted, and the investigation to date did not identify & criminal
viclation or & priority threat to the national security

b) (U/FORE) Investigation assigned a new file number
¢) (U/ESEER Investigation consolidated into & new file number or an existing file number

d) (U//#06Y Unaddressed Work investigation file closed because no investigation or no
further investigation will be conducted

2) (U/FDWR) C-5: USA Declination Closing, which meludes:
a) (U/FOHE) The USAQ declined prosecution — individual matter declination
b) (U/FEHO) The USAO declined prosceution — blanket declination

3) (U/Fa0) C-6: Other Closing, which includes:

a) (U/FOU0) Final prosceution or final prosccutive action has been completed
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h) (U//FOHE) National security investigation has heen completed
¢) (U/FOHO) Prosccution became non-viable for national sccurity reasons
d) (U/FOP0) A federal grand jury returned a “No Truc Bill™
¢) (U/FOHQ) A nolle proscqui has been entered with the court
) (U//EQUEY any other reason for closing
7.12.2 (U) APPROVAL REQUIREMENTS TO CLOSE

(U/POYO) The appropriate closing supervisor described below must review and approve the
closing communication {(as described in Section 7.12.1) to ensure it contains the above-required
information and sulficient details of the investigation on which to base the decision (o close the
Full Investigation. Although there is no duration limit for a Full Investigation, the investigation
must be closed upon all investigative activity being exhausted. The appropriate closing
SUPETrvisors are:

A) (U#FOYQ) Opened by a Field Office: Closing 2 Full Investigation opened by a field office
requires approval from the SSA. Closing a Full Investigation involving cspionage or an
espionage related matter. requires the concurrence of the FBIHQ Counterespionage section
chief. Notification to the FBIHQ operational unit may be required by division PGs.

B) (U//+a8e) Opened by FBIH(Q: Closing a Full Investigation opened by FBIHQ requires
approval from the UC and notification to the appropriate ficld oftice.

C) (U/FOUS) SIM Opened by a Field Office: Closing a Full Investigation opened by a ficld
oftice involving a SIM requires approval from the SAC, written notification to the FBIHQ

operational unit and section.

D) (U/FOHe) SIM QOpened by FBIHQ: Closing a Full Investigation opened by FBIHQ
involving a sensitive investigative matter requires approval from the SC and written
notification to the appropriate ficld office.

E) (U/FODS) Positive Foreign Intelligence: (Sce DIOG Scction 9)
7.13  {U) OTHER PROGRAM SPECIFIC INVESTIGATIVE REQUIREMENTS

(U//FOTO) To facilitate compliance with investigative program-specific requirements, the FBI
cmployee should consult the relevant division’s PG to ascertain any program-specific
requirements. No policy or PG may contradict, alter or otherwise modily the standards of the
DIOG. DIOG related policy or PGs must adhere to the standards, requirements and procedures
cstablished by the DIOG. Requests for DIOG modifications can be made to the Internal Policy
Office (IPO) pursuant to DIOG Scction 3.2.2 paragraphs (A), (B). (C) and (D).
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3 (U) ENTERPRISE INVESTIGATIONS (EI)
8.1 {(U) OVERVIEW

{U) An Enterprise Investigation (EI} may only be opened and operated as a Full Investigation
and is subjcct to the same requirements that apply to a Full Investigation as described in DIOG
Scction 7. although there arc additional approval requirements that affect Enterprise
Investigations. An Enterprise Investigation locuses on a group or organization that may be
involved in the most serious criminal or national security tireats to the public, as described in
Scction 8.5 below. An Enterprisc Investigation cannot be conducted as Preliminary Investigation
or an Asscssment, nor may they be conducted for the sole purpose of collecting positive forcign
intelligence (PFI). Sce Section 8.2, below. regarding Preliminary Investigations and
Assessments.

8.2 {U) PURPOSE, SCOPE AND DEFINITIONS

(U) Enterprise defined: An enterprise 1s a group of persons associated together [or a common
purpose ol engaging in a course ol conduct. The term “enterprise” includes any partnership.
corporation. association, or other Iegal entity, and any union or group of individuals associated in
fact. although not a legal entity.

(U} Associated in fact defined: The term "associated in fact” means the persons have an
ongoing organization. formal or informal, and that the persons function together as a continuing
unit.

(U} Purpose/Scope: The purposc of an Enterprise Investigation is to examinc the structure,
scope, and nature of the group or organization including: its relationship. il any, to a foreign
power; the identity and relationship of its members, employees. or other persons who may be
acting in furtherance of its objectives; its finances and resources; its gecographical dimensions; its
past and future activitics and goals; and its capacity for harm. (Attorney General’s Guidelines for
Domestic FBI Operations {AGG-Dom). Part 11.C.2)

(U//FOH0) Although an Enterprisc Investigation may not be conducted as a Preliminary
Investigation. a Preliminary Investigation may be used to determine whether a group or
organization is a criminal or terrorist enterprise if the FBI has “information or an allegation” that
an activity constituting a federal crime or a threat to the national sccurity has or may have
occurred, is or may be occurring, or will or may occur, and the investigation may obtain
information relating to the activity of the group or organization in such activity. An Assessment
may also be opened o determine whether a group or organization is involved in aclivities
constituting violations of federal criminal law or threats to the national sccurity.

8.3 (U) CIVIL LIBERTIES AND PRIVACY

{U) The pursuit ol legitimate investigative goals without inlringing upon the exercise of
constitutional freedoms is a challenge that the FBI meets through the application of sound
judgment and discretion. In order to protect civil liberties in the conduct of criminal and national
security investigations, every Full Investigation, including an Enterprise Investigation under this
subsection, must have adequate predication documented in the opening communication.
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(U) No investigative activity. including an Enterprise Investigation, may be taken solely on the
basis ol rights that are protected by the First Amendment or on the race. ethnicity. gender.
national origin, religion, sexual orientation, or gender identity of the subject or a combination of
only those factors. An Enterprisc Investigation of groups and organizations must focus on
activities related to the threats or crimes being investigated. not solely on First Amendment
rights or on the race, ethnicity, gender. national origin. religion. sexual orientation, or gender
identity of the members of the group or organization. In this contex1. it is particularly important
clearly to identify and document the law enforcement or national sccurity basis of the Enterprise
Investigation.

(U/POYQ) Example: Groups who communicate with cach other or with members of the public
in any [orm in pursuit of social or political causes—such as oppesing war or foreign policy.
prolesling government actions., promoting certain religicus beliefs. championing particular local.
national, or international causes. or a change in government through non-criminal mcans. and
actively recruit others to join their causes—have a fundamental constitutional right to do so. An
Enterprise Investigation may not be opened based solely on the exercise of these First
Amendment rights.

(U) The AGG-Dom authorizes all lawful investigative methods in the conduct of an Enterprise
Investigation. Considering the elfect on the privacy and civil liberties of individuals and the
potential to damage the reputation of individuals. some of these investigative methods arc more
intrusive than others. The lcast intrusive method if reasonable based upon the circumstances of
the investigation is 1o be used. but the FBI must not hesitate to use any lawful method consistent
with the AGG-Dom. A more intrusive method may be warranted in light ol the seriocusness of a
criminal or national sccurity threat.

(U) By emphasizing the use of the least intrusive means to obtain information, intelligence
and/or evidence. FBI employees can effectively execute their dutics while mitigating the
potential negative impact on the privacy and civil liberties of all pcople encompassed within the
investigation, including targets, witnesses, and victims. This principle is not intended o
discourage FBI employees from secking relevant and necessary intelligence, information. or
cvidence, but rather is intended to encourage FBI employces to choose the least intrusive—but
still effective mecans—from the available options to obtain the information . intelligence or
evidence. See DIOG Section 4.4.

8.4 {U) PREDICATION

{U) A Full Investigation of a group or organization may be opened as an Enterprise Investigation
il there is an articulable lactual basis for the investigation that reasonably indicates the group or
organization may have engaged, or may be engaged in. or may have or may be engaged in
planning or preparation or provision of support for: (AGG-Dom. Part IL.C.1)

A) (U) Racketeering Activity:

(U) A pattern of racketeering activity as defined in 18 U.S.C. § 1961{5) - (52 and 305A
matters mity be opened as Enterprise Investigations-Racketeering Activity (E/RA));

B) (U) International Terrorism:

(U) International terrorism, as defined in 18 U.S.C. § 2331 and AGG-Dom, Part VILJ - {415
matters mity be opened as Enterprise Investigations);

8-2
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C) (L) Other National Security Threats, as listed in AGG-Dom. Part VIL]

D) (1) Domestic Terrorism:

1) (1) Domestic terrorism as defined in 18 U.S.C. § 2331(5) involving a violation of federal
criminal law — {100 matters may be opened as Enterprise Investigations);

2) (1) Furthering political or social goals wholly or in part through activities that involve
force or violence and a violation of federal criminal law — (100 matters may be opened as
Enterprise Investigations); or

3) (U) An offense described in 18 U.S.C. § 2332b(g}5XB) or 18 US.C. § 43 — (100 matters

may be opened as Enterprise Investigations).

(U) The “articulable factual basis” for opening an Enterprise Investigation is met with the
identification of a group whose statements made in furtherance ol its objectives or its conduct
demonstrate a purposc of committing crimes or sccuring the commission of crimes by others.
The group’s activitics and statements of its members may be considered in combination to
comprise the “articulable factual basis,” even if the statements alone or activities alone would not
warrant such a determination.

(U} Note: Enterprise Investigations were designed, among other things, 1o combine and replace
the
| ‘| An Enterprise Investigation is only authorized to
be opened on the most scrious criminal or national sccurity threats. The term Enterprisc
Investigation as used in the DIOG should not be conlused with other usages of the word

“enterprise,” such as criminal enterprise investigationg

which arc not Enterprise Investigations as defined in DIOG Scction 8. Sce

DTOG Scctions 8.4 and 8.5.
(U/FOEes |

A) (U/Fesey

B) (U/FOHO)|
I |

O) (U/FeUR)|

8.5 {(U) STANBARDS FOR OPENING OR APPROVING AN ENTERPRISE
INVESTIGATION

{(U//FOEO) Before opening or approving the conduct of an Enterprisc Investigation. an FBI
cmployee or approving official must determine whether:

A) (U//FOHE-Adequate predication exists for opening an Enterprisce Investigation;
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B) (U/A686) The Enterprise Investigation is not based solely on the exercise of First
Amendment rights or on the race, ethnicity. gender. national origin. religion, sexnal
oricntation, or gender identity of the subject or a combination of only such factors; and

C) (U/FOUO) The Enterprise Investigation is an appropriate usc of personnel and financial
resources.

(U/AR8H0) In addition o the above, the FBIHQ SC reviewing the EI opening request, must also
consider whether the request involves an organization or group involved in the most scrious
violations of federal crime or threats 1o national security, whether the ficld office requesting to
open the El is the logical Office of Origin (O0) o oversee the investigation, what impact. il any.
opening the EI may have on other ficld offices, and whether the FBIHQ Section is best
positioncd to support the OO’s investigative strategy and provide deconfliction guidance among
affccted ficld offices or operational programs. as appropriate.
(U//FOUQ) Additional policics regarding Enterprisc Investigation involving any foreign
ambassador. forcign official. foreign student or exchange visitor. protected persons or premiscs
as subjects may be found in BICG Appendix (¢ Classified Provisions [No Foreign Policy
Objection (NFPO)].

(U/AASQ) A Predicated Investigation, including an Enterprise Investigation. cannot be opened
solely based on an FBI collection requirement.

8.6 (U) OPENING DOCUMENTATION, EFFECTIVE DATE, APPROVAL, NOTICE,
AND FILE REVIEW
8.6.1  (U) OPENING DOCUMENTATION

(U//FEY6 The predication 1o open an Enterprise Investigation must be documented in the
opening clectronic communication (EC).

(U/FOHO]

(U//FeE0) The appropriate approving authority (Section Chicf) may grant oral authority to open
an Enterprisc Investigation if the standards for opening or approving an Enterprise Investigation
are met. Should oral authorization to conduct an Enterprise Investigation be granted, an EC
setting forth the predicating [acts, as well as the identity of the approving official(s) (i.c.. SC},
and the date of oral authorization must be documented to the approving official(s} who granted
the oral authorization as soon as practicable. but not more than five (5) business days after
granting oral authorization.

(U/EQLQ) Note: Investigative activity must not be conducted"” out of]

8.6.2 (U) EFFECTIVE DATE

(U//EOUO) The cffective date of the Enterprise Investigation is the date the final approval
authority (i.c.. SC) approves the |
| (Il the Enterprise Investigation 1s opened on oral

qON |
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authority, the date on which the oral approval authority was granted 1s the effective date. See
DIOG Section 3.4.2.2.

8.6.3 (U) APPROVAL REQUIREMENTS FOR OPENING AN ENTERPRISE
INVESTIGATION (EI)

8.6.3.1 (U} EI OPENED BY A FIELD OFFICE

{(U//F&TO) The opening of an Enterprise Investigation by an FBI ficld office requires the
prior approval of the appropriate FBIHQ SC, as well as written notification to the United
States Attorney’s Office (USAOQO) and the Department of Justice (DOI) as specilied below.

8.6.3.2 {(UY EI OPENED BY FBIHQ

(U//F&YO) The opening of an Enterprise Investigation by an FBIHQ division requires the
prior approval of the appropriate FBIHQ SC. as well as written notification to the appropriate
field office(s). USAO and DOIJ as specified below.

8.6.3.3 (U} SENSITIVE INVESTIGATIVE MATTER (SIM) EI1 OPENED BY A FIELD OFFICE

(U/FOT0O) A SIM Enterprise Investigation opened by a [ield office requires prior CDC
review., SAC and appropriate FBIHQ SC approval. and written notification to DOJ in the
form of an LHM or similar documentation within 15 calendar days following the opening.

Additionally, the field office must notify the USAQ. in
writing (by LHM or similar documentation). as soon_as practicablc, but no later than 30
calendar davs after the investigation is opened. (Sce

b7E
(uFeEe)
(U//FeBo)
( U//-FQUQ)l_
b7E
8.6.3.4 (U) SENSITIVE INVESTIGATIVE MATTER EI OPENED BY FBIHQ

(U/A6H96) The opening by FBIHQ of an Enterprise Investigation invelving a SIM requires
prior OGC review and SC approval, and written notification (EC) to the appropriate ficld
office(s) within 15 calendar days [ollowing the epening. The opening EC must identify all
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b7E

(Uﬁﬁeﬁe)| _| ' b7E

8.64 (U)NOTICE REQUIREMENTS

(U//Fee) FBIHQ division PGs may require specilic [acts to be included 1n a [ield office
request to open an Enterprise Investigation. At a minimum. the request must include whether the
Enterprisc Investigation is a SIM.

(U/FOHQ) The responsible FBIHQ section must notify the DOJ NSD or the Organized Crime
and Racketeering Scction (OCRS) of the opening of an Enterprise Investigation by a ficld office
or by FBIHQ, as soon as practicable but no later than 30 calendar days after the opening of the
investigation.

(U//FEHe) For Enterprise Investigations that invelve groups of persons who pose a national
security threat, the responsible DOJ component [or the purpose of notification and reports is the
NSD. For Enterprisc Investigations relating to a pattern of racketeering activity that does not
involve a national security threat, the responsible DOJ component is the OCRS of the Criminal
Division. (AGG-Dom. Part 11.C.3)

(U) The Assistant Attorney General for National Security or the Chicf of the OCRS. as
appropriate. may at any time request the FBI o provide a report on the status of an Enterprise
Investigation. and the FBI will provide such reports as requested. (AGG-Dom, Part 11 C.3.d)

8.6.5 (U) FILE REVIEW

(U//FOYQ) Supervisory [ile reviews must be conducted at least once every 90 days in
accordance with DIOG Scction 3.4.4. File reviews [or probationary agents must be conducted at
Icast once cvery 60 days.

8.6.6  (U) PENDING INACTIVE STATUS
(U/rFouQ)| b7E
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8.7 {U) AUTHORIZED INVESTIGATIVE METHODS IN AN ENTERPRISE

INVESTIGATION
(U//BEH6) An Enterprise Investigation may only be opened and operated as a Full Investigation
and is subject to the same requirements that apply to a Full Investigation. Therefore, the
standards for opening or approving the usc of investigative methods and the availability of
investigative methods that may be used in an Enterprise Investigation are the same as set [orth in
Sections 7.8 and 7.9.
8.8 {U) SENSITIVE INVESTIGATIVE MATTERS (SIM) IN ENTERPRISE

INVESTIGATIONS
(/PO ]

DIOG Section 10 contains the required approval authority and factors to be considered
when determining whether 1o conduct or approve a Full Enterprise Investigation involving a
SIM.

8.8.1 (U) SIM CATEGORIES IN ENTERPRISE INVESTIGATIONS

(U//Fe0) A SIM is an investigative matter involving the activities of a domestic public official
or domestic pelitical candidate (involving corruption or a threat to the national sccurity),
religious or domestic political organization or individual prominent in such an organization, or
news media. an acadernic nexus, or any other matter which. in the judgment of the official
authorizing an investigation, should be brought to the attention of FBIHQ and other DOJ
officials. (AGG-Dom, Part VILN). As a matter of FBI policy, “Judgment” means that the
decision of the anthorizing official is discretionary. DIOG Section 10 and/or the DIOG Appendix
G — Classified Provisions define|

8.8.2  (U)ACADEMIC NEXUS IN ENTERPRISE INVESTIGATIONS

(U/Fota | |
A (U/FeHQ) l
B) (U/EeH6Y I

(U/H0H61 The sensitivity related to an academic institution arises from the American tradition
of “academic freedom” (e.g., an atmosphere in which students and faculty are free to express
unorthodox ideas and views and to challenge conventional thought without fear ol repercussion).
Academic freedom does not mean, however. that academic institutions arc off limits to FBI
investigators in pursuit of information or individuals of legitimate investigative interest.
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(Uireuoef | b7E
l I

8.9 (U) INTELLIGENCE COLLECTION (I.E., INCIDENTAL COLLECTION)

(U/MOTO) Incidental collection is information derived during the course of a pending
investigation, Assessment, 01{ Ihat 15 responsive 1o a PEL FBI, or IC collection
1'cquircmcmr

| 1

(U/FOYE) Incidentally collected information, responsive 1o the above-mentioned collection
requirements,_may also be derived from| ]

l |

(U//POQ) Example 1+ bIE
(U/FeHE8) Example 21

(U//BeH0) Intelligence that is responsive to PFI requirements, FBI national collection
requircments and FBI ficld officc collection requircments may be collected incidental to an

Enterprisc Investigation] l

[ (Sec DIOG Section 15.6.1.2 - Written Intelligence Products)

L |

b7E

(U/FOY) _I
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8.10  (U) STANDARDS FOR APPROVING THE CLOSING OF AN ENTERPRISE
INVESTIGATION
8.10.1 (U) STANDARDS

(U/ASH0) Al the conclusion of an Enterprise Investigation. cach ol the following items must be
documented in the closing communication (EC and/or LHM):

A) (U//FEYE) A summary of the results of the investigation;

B) (U/FOH8) Whether logical and reasonable investigation was completed;

O) (U/FEWQ) Whether all investigative methods inittated have been completed and/or
discontinued;

D) (U//FOHE) Whether all leads set have been completed and/or discontinucd;

E) (U/BOBH8) Whether all evidence has been returned, destroyed or retained in accordance with
evidenee policy; and

F} (UMPEBHE-A summary statement of the basis on which the Enterprise [nvestigation will be
closed, and selection of the appropriate closing stitus:
1) (U/AOB6) C-4: Administrative Closing, which includes:

a) (U/ESHQ) No further investigation is warranted becausc logical investigation and/or

leads have been exhansted, and the investigation to date did not identify a criminal
violation or a priority threat to the national sccurity

b) (U/EQLL) Investigation assigned a new file number, or

¢) (U/FOYE) Investigation consolidated into a new file number or an existing file
number.

2) (U/FOH) C-6: Other Closing, which includes:
a) (U/FOY) Enterprise Investigation has been completed; or
b) (U/FOYQ) Any other type of closing
8.10.2 (U) APPROVAL REQUIREMENTS TO CLOSE

(U/AFBYHO) The appropriate closing supervisor described below must review and approve the
closing communication (as described in Section 8.10.1) 1o ensure it contains the above-required
information and sufficient details of the investigation on which to basc the decision o closc the
Enterprisc Investigation. Although there is no limit on the duration of an Enterprisc
Investigation. the investigation must be closed upoen all investigative activity being exhausted.
The appropriate closing supervisors are:
A) (U/FeHQ) Opened by a Field Office with FBIHQ SC Approyal: Closing an Enterprise
Investigation opened by a field office requires the prior approval of the appropriate FBIHQ
SC.

B) (U/AASHO) Opened by FBIHQ: Closing an Enterprisc Investigation opened by FBIHQ
requires approval from the appropriate SC and notification to the appropriate ficld office.

C) (U/AFOU) SIM Opened by a Field Office with FBIHQ SC Approval: Closing an Enterprisc
Investigation opened by a field office involving a sensitive investigative matter requires
approval from the appropriatec FBIHQ SC.
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(U/'FeYe) SIM Opened by FBIHQ: Closing an Enterprise Investigation opened by FBIHQ
involving a sensitive investigative matter requires approval from the SC. and written
notification to the appropriate ficld office.

811 {(U) OTHER PROGRAM SPECIFIC INVESTIGATIVE REQUIREMENTS

(U//PotH®) To facilitale compliance with investigative program-specific requirements. the FBI
employee should consult the relevant division’s PG to ascertain any program-specific
requirements. No policy or PG may contradict, alter or otherwise modily the standards of the
DIOG. DIOG related policy or PGs must adhere to the standards, requirements and procedures
established by the DIOG. Requests for DIOG modifications can be madc to the Internal Policy
Office (IPO) pursuant to DIOG Scction 3.2.2 paragraphs (A), (B), (C) and (D).
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9 (U) FOREIGN INTELLIGENCE ALL INFORMATICON CONTAINED

HERETM IS UMNCLASST:IEC —_

9.1 (U) OVERVIEW CATE 05-09-2018 BY| INSI&:

{U) Foreign Intelligence defined: Foreign intelligence is “information relating to the
capabilitics. intentions. or activilies of foreign governments or clements thercof, foreign
organizations, or foreign persons, or international terrorists.” A “Foreign Intelligence
Requirement” is a collection requirement issued under the authority of the Director of National
Intelligence {DNI}Y and accepted by the EBI Directorate ol Intelligence (DI). Additionally. the
President. a United States Intelligence Community (USIC) office designated by the President. the
Attorncy General. Deputy Attorney General, or other designated Department of Justice (DOJ)
official may levy a [oreign intelligence requirement on the FBI. Foreign intelligence collection
by the FBI 1s based upon requirements.

(U//Fe8) Foreign imtelligence requirements issued by one of the parties listed above and
accepled by the FBI DI will fall into one of two categories: (1) those that address national
security issues that are within the FBI’s core national security mission (FBI collection
requirements); and (i1} information rclating o the capabilitics, intentions, or activitics of forcign
governments or elements thereof, foreign organizations, foreign persons, or international
terrorists which are not within the FBI’s core national security mission (PEI Collection
Requirements).

(U//FOBEO) Requirements which fall into the first category may correspend o FBI national
collection requirements as defined in DIOG Scction 5.12. FBI national collection requircments
arc addressed in properly authorized Asscssments (Sce DIOG Scection 5.6.3.5) or Predicated
Investigations. (See the futellieence Program Pelicy Guide (PG, 87 I8P, for specilic
requirements.)

(U/AeH) Requirements which fall into the second category are known as Positive Foreign
Intelligence (PEI) Collection Requirements and may only be addressed under the authorities
described in this section. Type 6 Asscssments opened for the purposc of determining whether a
ficld office has the ability to collect on a PFI Collection Requirement (See DIOG Scction
5.6.3.5), and Full Investigations opened for the specific purpose ol collecting on PEI Collection
Requirements must be predicated on an established PFI Collection Requirement that has been
accepted and approved by the FBIHQ Dircctorate of Intelligence (DI) — Humint Operations
Section (HOS). Humint Program Management Unit (HPMU) Unit Chief (UC). Preliminary
Investigations for the sole purpose ol collecting on PFI requirements are not authorized by the
AGG-Dom{ _ |

A Full PFI Investigation opened for the intended

purposc of collecting on PFI requirements must be approved by the HPMU UC. A Full PFI
Investigation cannot be opened on oral authority.

(U//FOHO) “The general guidance of the FBI's foreign intelligence collection activities by DNI-
authorized requirements does not limit the FBI's authority to conduct investigations supportable
on the basis ol its other authorities—1to investigate [ederal crimes and threats to the national
sccurity—in arcas in which the information sought also falls under the definition of foreign
intelligence.” (Attorney General’s Guidelines for Domestic FBI Operations (AGG-Domj.
Introduction A.3) Accordingly, the AGG-Dom authorizes the collection of foreign intelligence
incidental to predicated criminal, counterintelligence, counterterrorism, cyber, and weapons of
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mass destruciion invcstigations] ] b7E

| | See DIOG Sections 5.2 and 7.5.A and B.
(U//FOE)-A Full PFI Investigation can be opened based solely on a PFI Collection
Reguirement. The authorized purpose (the PFI Collection requirement) must exist and have been
accepted by the FBL

(U) Examples:
A) (uiregel” |

B) (U/FEta)|

(U//F659) FBIHQ DI provides specific guidance in its IPG regarding FBI national collection
requirements, FBI [field office collection requirements, and PFI requirements.

9.2 {(U) PURPOSE AND SCOPE

(U//FOTO) As stated above, foreign intelligence is “information relating to the capabilities,
intentions. or activities of foreign governments or elements thereol, foreign organizations, or
foreign persons, or international terrorists.” The collection of pesitive foreign intelligence
extends the sphere of the FBI's information-gathering activitics beyond federal crimes and
threats 1o the national sccurity and permits the FBI to seck information regarding a broader range
of matters relating Lo [oreign powers, organizations, or persons that may be of mterest to the
conduct of the United States’ foreign affairs. (AGG-Dom. Introduction A.3)

(U/POYQ) While employees may collect positive foreign intelligence in already opened
Assessments and Predicated Investigations (incidental collection). this section is focused on the
policics and procedures that govern opening and managing Full Investigations for the specific
purpose of collecting on PFI Collection Requirements published by the DI. DIOG Section
5.6.3.5 governs opening and managing Type 6 Assessments.

9.3 (U) C1vIL L1IBERTIES AND PRIVACY

(U) Because the authority to collect positive foreign intelligence pursuant to PFI Collection
Requirements enables the FBI to obtain information pertinent to the United States’ conduct ol its
foreign affairs, even il that information is not related (o criminal activity or threats to the national
security. the information collected may concern lawful activitics. Accordingly, the FBI must
operate openly and consensually with an US Person (USPER), to the cxtent practicable. when
collecting positive foreign intelligence. (AGG-Dom, Introduction A.3)
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(U) The pursuit of legiimate mvestigative goals without inlringing upon the exercise of
constitutional freedoms is a challenge that the FBI meets through the application of sound
judgment and discretion.

(U} No investigative activity. including the collection of positive [oreign intelligence pursuant to
PFI Collection Requirements. may be taken solely on the basis of rights that arc protected by the
First Amendment or on the race, cthnicity, gender, national origin religion. Sexual orientation or
gender 1dentity of the subject or a combination ol only those lactors. In order to take action
intentionally to collect positive [oreign intelligence. an FBI employee must open a Full
Investigation that is predicated on a PFI requirement.

(U} The AGG-Dom present investigators with a number of authorized investigative methods m
the conduct of a Full Investigation 1o collect positive foreign intelligence. Considering the cffect
on the privacy and civil liberties of individuals and the potential to damage the reputation of
mdividuals, some ol these mvestigative metheds are more intrusive than others. The least
mtrusive method 1l reasonable based upon the circumstances of the investigation 1s 1o be used,
but the FBI must not hesitate to usc any lawful method consistent with the AGG-Dom. For
further explanation of the least intrusive method refer to DIOG Scection 4.

(U) Morcover, when cellecting positive foreign intelligence. as part of a Full Investigation
predicated on a PFI requirement. the FBI must operate openly and conscensually with an USPER.
lo the extent practicable.

(U) By emphasizing the usc of the least intrustve means to collect positive foreign intelligence
and by emphasizing the need o operate openly and consensually with an USPER, to the extent
practicable, FBI employees can effectively execute their duties while mitigating the potential
negative impact on the privacy and civil libertics of all people encountered as part of the
collection. This principle is not intended to discourage FBI employces from sccking relevant and
necessary positive foreign intelligence, but rather 1s intended to make sure FBI employees
choose the least intrusive—but still reasonable based upon the circumstances of the investigation
— from the available options to obtain the information.

(U} The Privacy Act may not exempt from disclosure information the FBI collects during
Positive Forcign Intelligence Asscssments and investigations to qualified U.S. citizens or
lawfully admitted permanent residents when personally identifying information about such
persons resides in those files. EBI employees should therefore be particularly vigilant about
properly classilying any such information and avoiding unnecessary references to. and the
documentation of, identifying information about U.S. citizens and lawfully admitted permanent
residents in Positive Foreign Intelligence files.

9.4 {U) LEGAL AUTHORITY

(U) The FBI’s legal authority to collect positive forcign intelligence derives from a mixture of
administrative and statutory sources. (See E.O. 12333; 50 U.S.C. §§ 3001 ctseq.; S0 U.S.C. §§
1801 et seq.; 28 U.S.C. § 532 note [incorporates the Intelligence Relorm and Terrorism
Protection Act, P.L. 108-458 §§ 2001-2003]). In collecting peositive [oreign intelligence. the FBI
will be guided by collection requirements issucd under the authority of the DNI. including the
National Intelligence Prioritics Framework and the National Human Intelligence (HUMINT)
Collection Directives, or any successor directives issued under the authority of the DNI and
accepted by EBIHQ DI (PFI Collection Requirements).
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94.1 (U) FULL INVESTIGATION ACTIVITIES

(U/AFOH0) As discussed in Section 7 of the DIOG, the AGG-Dom cites three predication
circumstances warranting a Full Investigation. one ol which specilically applies to the collection
of positive foreign intelligence: “The Full Investigation may obtain foreign intelligence that is
responsive Lo a [positive] foreign intelligence requirement.”

(U//EQUP) A PFI investigation may only be commenced if the Office of the DNT has levied a
foreign intelligence collection requirement on the FBI and the DI has accepied the requirement
as one to which the FBI will endeavor to respond to as part of its PFI Program (i.c., PE]
Collection Requirements). The FBI is authorized 1o open a Full Investigation to collect on a
USIC intelligence requirement only if it has been accepted and designated by FBIHQ DI as a PFI
Collection Requirement.

95 (U) GENERAL REQUIREMENTS AND FBIHQ STANDARDS FOR APPROVING
THE OPENING OF POSITIVE FOREIGN INTELLIGENCE INVESTIGATIONS

95.1 (U) GENERAL REQUIREMENTS AND PROGRAM RESPONSIBILITIES

(U/AR08Q3 The HOS is responsible for promulgating FBI policy and oversight of the Foreign
Intelligence Collection Program (FICP). HOS, HPMU will provide notice to the DOJ NSD upon
the opening ol a positive foreign intelligence Full Investigation. To ensure that all positive
forcign intelligence collection is focused on authorized PFEI Collection Requirements. only
HPMU may approve the opening of a Full Investigation | |

|Field offices must request. by

EC to the appropriate HPMU Unit Chief (UC) approval (o open Full Investigations to collect on
PFI Collection Requircments.

(U/Fove] |

(U//FOTIOY Note: Investigative activity must not be conducted'® out oil |

9.5.2  (U) STANDARDS FOR OPENING A FULL INVESTIGATION TO COLLECT
Positive FOREIGN INTELLIGENCE

(U/A6H6) Before opening or approving a Full Investigation for the purposc of collecting PFL
the approving official must determine whether:

A) (U/8e9) The FBI DI has established an PFI Collection Requirement for opening a Full
Investigation;

B) (U/FOHE) The Full Investigation is not based solely on the cxercise of First Amendment
rights or on the race, ethnicity. gender. nationzl origin. religion, sexual orientation, or gender
identity of the subject or & combination of only such factors; and

C) (U/FeRD The Full Investigation is an appropriate use of personnel and financial resources.

) |
9-4

UNCLASSIFIED —FOR OFFCHAEUSEOMNY— Version Dated:

March 3, 2016

b7E

b7E

b7E



UNCLASSIFIED - FeR-oHcAESSEONEY-
Domestic Investigations and Operations Guide 89

(U//FEH8) Additional policies regarding Predicated Investigation involving any foreign

ambassador, foreign official, foreign student or exchange visitor, protected persons or premises

as a subject may be found in DICG Appendiy G - Classified Provisions [No Foreign Policy

Objection (NFPO)].

9.6 (U) OPENING DOCUMENTATION, APPROVAL, EFFECTIVE DATE, AND FILE
REVIEW

9.6.1 (U)OPENING BY A FIELD OrrFICE WiTH FBIHQ HPMU UC APPROVAL
OR OPENING BY FBIH(Q

(U/EQLIQY The predication for a Full PFI Investigation must be documented in the opening
clectronic communication (EC). A Full PFI Investigation may not be opened on oral authority.

9.6.1.1 (U} APPROVAL TO OPEN A FULL PFI INVESTIGATION

(U//FOtFS) Opened by a Field Office or Opened by FBIHQ: HPMU UC will approve the

opening of a Full Investigation based on PFI Collection Requirements.
9.6.1.1.1 (U) EFFECTIVE DATE

(U//FelQ) Opened by a Field Office or Opened by FBIHO: The cffective date of the Full
Investigation is the date the HPMU UC approves the EC

96.1.2 (U} APPROVAL TO OPEN A FULL PFI INVESTIGATION INVOLVING A SENSITIVE
INVESTIGATIVE MATTER (SIM)

(U/AOT0) The opening of a Full PFI Investigation involving a SIM:
96.1.2.1 (U) SIM FuLL PFI INVESTIGATION OPENED BY A FIELD OFFICE
(UFOH0)

(U//FOUH]

96.1.2.2 (U) SIM FuLL PFI INVESTIGATION OPENED BY FBIH(Q
(U/FOTO)| I
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(U/Feuo) 1

906.1.2.3 (U) EFFECTIVE DATE

(/PO Opened by a Field Office or Opened by FBIHQ: The cffective date of the Full
Investigation involving a SIM is the date the HOS SC approves the EC| -]

L l
9.6.2  (U) PENDING INACTIVE STATUS

(u/rogel

9.6.3 (U) Notice o DOJ
9.6.3.1 {U} FOR A FULL PFI INVESTIGATION

(U//POHE) Notice to DO is required when a Full Investigation to collect inlormation
responsive o a foreign intelligence requirement is opened. Notice must be forwarded from
HOS/HPMU to the DOJ NSD as soon as practicable but no later than 30 calendar days after
the opening of the investigation. (AGG-Dom. Part 11.B.5) For Full PFI Investigations that arc
a SIM. sce DIOG Section 9.6.1.2 above.

964  (U)DURATION

(U/fFOH6) A Full PFI Investigation may continue for as long as nccessary until the requirement
is met. or the investigation concludes they cannot satisfy the requirement.

9.6.5 (U) FILE REVIEW
9.6.5.1 {U) FULL INVESTIGATIONS

(U/FOY0) Supervisory [ile reviews ol a Full PFI Investigation must be conducted at least
every 90 days in accordance with DIOG Section 3.4.4. File reviews [or probationary agents
must be conducted at least every 60-days.
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9.6.6 (U)ANNUAL LETTERHEAD MEMORANDUM

9.6.6.1 (U} FIELD OFFICE RESPONSIBILITY

(U/FeB) All FIGs must submit an annual report on cach Full PFI Investigation that was
open for any period of time during the previous calendar year. This report is due to FBIHQ
HPMU no later than January 30th of the calendar year [ollowing each year during which a
Full Investigation is open and must include the [ollowing:

A) (U/FOHE) The PFI requirement to which the investigation was responding;

B) (U/FaLQ) All methods of collection used;

C) (U/Peten All Sensitive [nvestigative Matters encountered;

D) (U/F8H0) A list of all [IRs by number issued based on information collected during the
mvestigation,

E) (U/FOHe) A summary of the PFI collected; and

F) (U/FOU The date the Full [nvestigation was opened and., if applicable, the date it was
closed.

(U//FEHQ) Thesce reports should be submitted by EC. The EC must be serialized as
designated in the IPG.

9.6.6.2 {(U) FBIHQ RESPONSIBILITY

(U//FOHO HPMU must compile data from cach ficld office regarding the scope and nature
of the prior year’s PFI collection program. No later than April 1% of cach ycar. the
HOS/HPMU must submit a comprehensive report of all activity described above to DOJ
NSD. The report must include the following information:

A) (U/FaL) The PFI requirement to which the investigations were responding;

B) (U/FEHEE) All Sensitive [nvestigative Matters encountered; and

C) (U/FEYO) The date all Full Investigation were opened and closed (if applicable).

9.7 {U) STANDARDS FOR OPENING OR APPROVING THE USE OF AN
AUTHORIZED INVESTIGATIVE METHOD IN A FULL POSITIVE FOREIGN
INTELLIGENCE INVESTIGATION

(U/FSH0O) Prior Lo opening or approving the use of an investigative method in a Full

Investigation for the purpose of collecting positive forcign intelligence pursuant 1o a PFI
Collection Requirement, an FBI employee or approving official must determine whether:

A) (U//FSU0) The use of the particular investigative method is likely to further the authorized
purposc of the Full Investigation;

B) (U//AGU) The investigative method sclected is the least intrusive method, 1if reasonable
hased upon the circumstances of the investigation and. if taken relative to an US person
(USPER), the method involves open and consensual activitics, to the extent practicablc;

C) (U/FOTO) Open and consensual activity would likely be successful (if it would, covert non-
conscnsual contact with an USPER may not be approved); and
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D) (U/POYE) The investigative method is an appropriate use of personnel and financial
resaurcees.
9.8 {(U) AUTHORIZED INVESTIGATIVE METHODS IN A FULL POSITIVE
FOREIGN INTELLIGENCE INVESTIGATION

(UHESHOS-Prior 1o opening or approving the use of an investigative method, an FBI employee
and approving official must apply the standards as provided in DIOG Section 9.7. With the
exceptions notled below. all lawful methods may be used during a Full Investigation (o collect
positive foreign intelligence pursuant o PEI Collection Requirements. If actions are to be taken

with respect to an USPER, the method used must be open and consensual. to the extent
practicable.

(U) Sce DIOG Section 18 for a complete description of the [ollowing methods that may be used
in Full PFI Investigations. The methods are:

H) (U) Physical Surveillance (not requiring a court order). (See Section 18.5 &)

) (U) Searches that Do Not Require 2 Warrant or Court Order (Trash Cover, Abandoned
Property from a Public Receptucle, Administrative Inventory Search of a Lost/Misplaced

(U//FOU0) Sce the classified provisions in Appendix G for additional information.

N) (U) Undcercover Operations (Scction i8.6.13)
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Q) (U/FOUT) Pen registers and trap/trace devices for non-IUSPERs using FISA. (See Section

i8.6.9)

Q) (U/FOHE) Scarches — with a warrant or cowrt order using FISA or E.0. 12333 § 2.5. The
DIOG classified Appendix G provides additional information regarding certain scarches.

wal, ::.3:“)
S) (UAFEHO) FISA Order for business records (for records relating to a non-USPER only). (Sce
9.9 (U) INVESTIGATIVE METHODS NOT AUTHORIZED DURING A FULL
POSITIVE FOREIGN INTELLIGENCE INVESTIGATION

(U/BEeH65 The following investigative methods are not permitted to be used [or the purpose of
collecting positive foreign intelligence pursuant to PFI Collection Requirements:

A) (U/AQLIOH National Sccurity Letters (15 U.S.C. §§ 1681w, 1681v; 18 U.S.C. § 2709; 12

C) (U//PT0) Pen registers and trap/trace devices in conformity with FISA {on an USPER).
(Section 18.6.%)

D) (U/FOME) Pen registers and trap/trace devices in conformity with chapter 206 of 18 U.S.C.

G) (U/FOH6) Administrative subpoenas. (Section 18.6.4)

H) (U/FeYE) Stored wire and electronic communications and transactional records. (Section

9.10 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM) IN A FULL POSITIVE
FOREIGN INTELLIGENCE INVESTIGATION

(U//FOB) The title/caption ol the opening or subsequent EC for a Full Investigation for the
collection of PFI involving a SIM must contain the words “Sensitive Investigative Matter.”
DIOG Scction 10 contains the required approval authoritics and factors to be considered relative
to a Predicated Investigation involving a SIM.

9.10.1 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)

(U//FQUYQ3 A SIM is an investigative matter involving the activities of a domestic public official
or domestic political candidate (involving corruption or a threat to the national security).
religious or domestic political organization or individual prominent in such an organization. or
news media. an academic nexus, or anty other matter which. in the judgment of the official
authorizing an investigation. should be brought to the attention of FBIHQ and other DOJ
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officials. (AGG-Dom, Part VILN.) As a matter of FBI policy, “judgment™ means that the
decision of the authorizing official is discretionary. DIOG Section 10 and/or the classified
provisions in DIOG Appendix G define domestic public official. political candidate, religious or
political organization or individual prominent in such an organization, and ncws media.

(U//FOYO) All Full PFI Investigations involving a SIM must be reviewed by the CDC/OGC,
approved by the SAC and the FIMS SC.

9.10.2 (U)AcCADEMIC NEXUS

(U//FeHO) | I ]
|

A) (U/FSE6)] |

B) (U/AF60) |

(U//FOYQ) The sensitivity related 10 an academic institution arises from the American tradition
of “academic freedom™ (e.g.. an atmosphere in which students and laculty are free to express

unorthodox ideas and views and to challenge conventional thought without fear of repercussion).

Academic freedom does not mean, however, that academic institutions are off limits to FBI
investigators in pursuit of information or individuals of legitimate investigative interest.

(U/HeHO | 2:0G

Appeiliy ] |

9.11 (U) RETENTION OF INFORMATION

(U//FOYQ) FIMS must maintain a databasc or records systems that permits the prompt retricval
of the status of cach positive foreign intelligence collection Full Investigation (open or closed),
the dates of opening and closing. and the basis for the Full Investigation.

9.12 (U/FOUYO) STANDARDS FOR APPROVING THE CLOSING OF A FULL
POSITIVE FOREIGN INTELLIGENCE INVESTIGATION

9.12.1 (U) STANDARDS

(U//FEH6) At the conclusion of a Full positive foreign intelligence Investigation, cach of the
following items must be documented in the closing communication (EC<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>