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USER APPLICATION HARDENING
Mitigation Strategies to Prevent Malware Delivery and Execution
Blocking Browser risks
Hackers can take advantage of vulnerabilities in applications such as Adobe Flash and Java by tricking people into visiting
specially crafted websites or even deploying malicious advertising, called malvertising.
Application hardening refers to preventing the running of malware or unwanted code, by turning off unnecessary features
in applications. The Essential Eight’s recommendation revolves around hardening the web browser and Microsoft Office to
configure web browsers to block or disable unneeded features.

ESSENTIAL EIGHT RECOMMENDS
•	Configure web browsers to block Flash (ideally uninstall it), ads and Java on
the Internet.
•	Disable unneeded features in Microsoft Office (e.g. OLE), web browsers and
PDF viewers.
These are popular vectors for hackers because:
•	Flash and Java have been known to have critical vulnerabilities in just
about every release and are easily exploited.
•	Microsoft has released an update which will remove Adobe Flash from
all Windows 10 machines, this is how ubiquitous it has become, and how
much of a threat Microsoft deems it to be.
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SUMMARY SNAP-SHOTS
THE GOOD NEWS ON WEB BROWSERS
Unlike in earlier years, most browsers are now off the ‘do not
use’ list. The notable exception is Internet Explorer.

WHY BLOCK OLE
Microsoft Office has a feature called Object Linking and
Embedding (OLE). If you don’t need it (or don’t know
if you need it) it is best to disable it. It is yet another
vector for infection if a hacker crafts a Microsoft Office
document in a malicious way.

WHY BLOCK FLASH AND JAVA?
Back in the day, Flash was used by YouTube for their videos but
with the advent of newer versions of HTML (version 5), a more
secure method of video streaming was made available in the
specification of the standard web protocol without the need to
add Flash.

WHY BLOCK INTERNET ADS?
Specially crafted adverts can deploy malware onto your
computer.

Java used to be used to enable a lot of cool effects and features
on websites that were not possible to do in the older HTML
specification. These days, most, if not all features that Java
brought to the table can be performed within the spec of HTML
5 meaning Java is no longer needed for advanced features on
websites.

Although web browsers are becoming better at
“sandboxing” (referring to attempts to ensure that
anything that happens in the browser, stays in the
browser), there is still a high enough risk of malvertising
getting through.
Blocking ads can also give speed boost of website load
times.

LEARN MORE
Go to the Cyber Security Business Connect and Protect portal www.loyalit.com.au/cybersecurity
and see our videos, Q&A sessions and podcasts on this and other topics.
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