
I caught up with Amnon Siev, CEO at GeoEdge, over the 
holidays. I’ve known Amnon for a long time seeing him at 
various conferences over the years. It was good to catch up. 
We talked about more than malware—I didn’t realize he 

was of Italian descendent from his mother’s side and went 
to school in New York. We talked about children and 
how his three sons are younger than my kids, but 
we share the same concerns about how much 
they use the Internet. That got us talking 
about how important it is to get things right 
and his approach to solving the issues that 
face us as an industry.

RB: Amnon, how are you looking forward 
to the year ahead?

As: My philosophy has been consistent and 
that is to focus not just on the surface issue, but
the underlying problem—the problem behind the 
symptom, which is the lack of transparency. 

When my co-founders and I started GeoEdge, our focus was on 
providing global visibility solutions. We didn’t specifically target 
the ad tech sector but ultimately that was who used our services.

It was interesting to see that some of the biggest users were 
publishers and ad networks who wanted to confirm how their 
geo-targeted campaigns were serving around the world. 

We reached out to companies like Disney, New York Times 
and the BBC to pinpoint the fundamental problem. 

Turns out, it was a transparency problem—people 
didn’t know what ads were running on their 

websites in other regions.
From there we kept uncovering more 
challenges that publishers were trying 
to solve reactively and made sure to keep 
providing them relevant solutions by 
identifying and solving problems before 

they manifest. 

RB: And one of those issues is security?

As: Yes, security is a key concern but in the 
same vein, other ad quality issues have become equally 

important—including the need to align the publishers’ brand 
strategy with the ad content served on their sites. But before 
we dig into that change, it’s important to talk about security 
threats—also known as malware. The bad guy’s end goal is not 
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to serve malware—it’s to make money and as long as they're able 
to create an attack that will eventually lead the user to complete 
the action that they're aiming for, they succeed. Malware is one 
way to accomplish that. Meanwhile, the potential damage to 
the publisher is endless, from reputation to revenue, and a loss 
of users.

Moreover, in today’s threat landscape,  malicious actors are 
perusing different avenues to penetrate the ecosystem. 
One significant path deploys fake ads or deceptive ads—
which pretend to be a content piece or mimic a 
legitimate new site but in reality, are merely a 
pathway to serve malware and launch credit 
card scams.  

RB: Given the new ways to serve malware 
and promote scams through advertising, 
how can publishers confidently maintain 
their ad revenue strategy?  

As: It comes down to having precise and 
robust detection, which is able to pinpoint 
and set apart clean online advertising from 
malvertising. Actually, one of our differentiators 
is that we have the ability to create a very 
granular signature. Meaning, we are not 
identifying a campaign ID nor identifying a 
unique situation when malvertisers attack. 

Rather, we create a signature tagging 
the actual attacker. When that attacker 
peruses a different path, we already have 
the prerequisite information and forensic 
data to identify the attacker as the same actor 
responsible for previous attacks. 

Having said that, it’s important to mention the 
nature of the ecosystem. We are operating in a complex, 
competitive, and highly fragmented ecosystem. And without a 
doubt, malvertisers have and will continue to capitalize on the 
absence of universal ad quality standards and lack of cooperation 
between industry stakeholders.

RB: What initial steps can be taken to reform the industry and 
introduce optimization into the market?

As: There are a number of opportunities to boost optimization 
and here it’s important to point out the new benchmark set in 
the wider cybersecurity landscape. The data sharing that you 
see in other cybersecurity domains is much more consistent and 
voluntary. For instance, when a vendor discovers a new attack, 
they keep the information private for a day or two. Eventually, 
it becomes public domain, and every other vendor can work to 
close the gap. That doesn’t happen in ad tech.

When we're talking about the ability to fight bad ads, the 
industry should move in a direction where there aren’t silos 
of vendors and publishers trying to solve the problem. What's 
happening today is the same campaign is verified again and 
again, through different vendors and steps in the chain. It's 
a fundamental process and it's not efficient in two respects: 
It's not efficient economically and it's not efficient in the fight 
against bad guys. I believe that eventually that market forces 

and the market dynamic will lead us to a change.

RB: Is that the change you were referring to?

As: Actually, it isn’t. Transparency is a 
key component in optimizing the online 

advertising industry. It’s the problem 
behind the symptom. Yet this isn’t the 
change I was referring to. It’s the new 
emerging attack methods that are the 
change we should all be aware of.

As I said, the goal of the bad guys isn’t to 
deliver malware, but rather to make money. 

And today, stakeholders across the industry 
are talking about the phenomenon of deceptive 

ads– and specifically the celebrity fake ad. 
When it comes to detecting deceptive ads, 
It’s not the same as finding malicious code. 
The current challenge is to detect a landing 
page with malicious intent camouflaged 
behind the spoofed domain of a legitimate 
publisher. Today’s sophisticated attackers 

know how to trick users into taking 
action solely using the ad content. That’s 

an entirely different problem to solve as 
opposed to just checking code. As we are seeing 

more and more a combination of attacks that  
psychologically redirect users, that's a significant part 

of our innovation and focus in 2021.

RB: What should publishers be focused on in 2021?

As: They should be focused on their core business and 
making money by strategically thinking long term. To do that, 
publishers need to prioritize their site’s user experience and 
ad quality. Most importantly, they need to create trust with 
people—and bad actors are a threat to those relationships. As 
bad actors continue to evolve, we’re here to protect publishers.  
When you have a true partner focused on the problem behind 
the symptom—you can truly be successful.

Want to learn more about GeoEdge? 
Contact jim.hirshfield@geoedge.com
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