
SNCF (300-710) VIDEO TRAINING SERIES 
 
0.0.0 COURSE INTRODUCTION 
0.1.0 INSTALLING FIREPOWER ON VCENTER   

1.0.0 DEPLOYMENT   

 1.1.0 Lesson 1: NGFW Modes  
  1.1.1 Routed Mode 
  1.1.2 Transparent Mode 
 1.2.0 Lesson 2: NGIPS Modes  
  1.2.1 Passive 
  1.2.2 Inline 
 1.3.0 Lesson 3: High Availability Options  
  1.3.1 Link Redundancy 
  1.3.2 Active/Standby Failover 
  1.3.3 Multi-instance 
 1.4.0 Lesson 4: IRB Configurations  
  1.4.1 Describe IRB Configurations 
 1.6.0 Module 1 Quiz  

2.0.0 Configuration   

 2.1.0 Lesson 1: Cisco FMC System Settings 
  2.1.1 FMC Licensing and Configuration 
 2.2.0 Lesson 2: Cisco FMC Policies  
  2.2.1 Access Control – Part 1 
  2.2.2 Access Control – Part 2 
  2.2.3 Access Control – Part 3 
  2.2.4 Intrusion 
  2.2.5 Malware and File 
  2.2.6 DNS 
  2.2.7 Identity 
  2.2.8 SSL 
  2.2.9 Prefilter 
 2.3.0 Lesson 3: Cisco FMC Features 
  2.3.1 Network Discovery 
  2.3.2 Application Detectors 
  2.3.3 Correlation 



  2.3.4 Actions 
 2.4.0 Lesson 4: Cisco FMC Objects 
  2.4.1 Object Management 
  2.4.2 intrusion Rules 
 2.5.0 Lesson 5: Cisco FMC Devices 
  2.5.1 Device Management – Part 1 
  2.5.2 Device Management – Part 2 
  2.5.3 NAT 
  2.5.4 VPN – Part 1 
  2.5.5 VPN – Part 2 
  2.5.6 QoS – Part 1 
  2.5.7 QoS – Part 2 
  2.5.8 QoS – Part 3 
  2.5.9 Platform Settings 
  2.5.10 Certificates 
 2.6.0 Module 2 Quiz 

3.0.0 Management and Troubleshooting  

 3.1.0 Lesson 1: Cisco FMC CLI and GUI 
  3.1.1 Troubleshooting with FMC CLI and GUI 
 3.2.0 Lesson 2: Cisco FMC Dashboards and Reporting 
  3.2.1 Configure Dashboards and Reporting in FMC 
 3.3.0 Lesson 3: Packet Capture 
  3.3.1 Troubleshooting Using Packet Capture Procedures 
 3.4.0 Lesson 4: Risk Analysis and Reporting 
  3.4.1 Analyze Risk and Standard Reports 
 3.5.0 Module 3 Quiz 

4.0.0 Integration   

 4.1.0 Lesson 1: Cisco AMP for Networks  
  4.1.1 Cisco AMP for Networks in FMC 
 4.2.0 Lesson 2: Cisco AMP for Endpoints  
  4.2.1 Cisco AMP for Endpoints in FMC 
 4.3.0 Lesson 3: Threat Intelligence Director 
  4.3.1 Implementing Threat Intelligence Director 
 4.4.0 Lesson 4: Cisco Threat Response 
  4.4.1 Cisco Threat Response for Security Investigations 
 4.5.0 Lesson 5: Cisco FMC pxGrid 



  4.5.1 Cisco FMC pxGrid Integration with Cisco ISE 
 4.6.0 Lesson 6: Rapid Threat Containment 
  4.6.1 Rapid Threat Containment within Cisco FMC 
 4.7.0 Module 4 Quiz 
 


