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Preface

Purpose of This Book

This book is part of  the Information Systems Security & Assurance Series from Jones 
& Bartlett Learning (www.jblearning.com). Designed for courses and curriculums in 
IT Security, Cybersecurity, Information Assurance, and Information Systems Security, 
this series features a comprehensive, consistent treatment of  the most current thinking 
and trends in this critical subject area. These titles deliver fundamental information 
security principles packed with real-world applications and examples. Authored by 
Certified Information Systems Security Professionals (CISSPs), they deliver comprehensive 
information on all aspects of  information security. Reviewed word for word by leading 
technical experts in the field, these books are not just current, but forward-thinking—
putting you in the position to solve the cybersecurity challenges not just of  today,  
but of  tomorrow, as well.

Consider this scenario: On a quiet June morning, sometime in the future, military 
commanders at U.S. Strategic Command in Nebraska gather around a computer screen, 
pointing at a series of  social media posts that have just appeared on their screens. They  
are somewhat bewildered, because the posts seemed to come out of  the blue, and they 
haven’t heard anything from higher levels of  command yet.  Here’s what they see:

International Cable News

Breaking News: President Jones killed in attack on White House. More to come.

Unified Press Agencies

Military troops ordered on high alert after DC attacks. Retaliatory strikes expected.

The commanding general picks up the hotline phone to place a call to the National 
Military Command Center to obtain further direction. She gets a puzzled look on her face 
when she hears a rapid busy signal. Normally, the watch officer in Washington answers 
the phone immediately. She quickly flips on the television and finds static instead of  the 
normal cable news broadcast.

A young soldier in the command center turns to a computer connected to the public 
Internet and finds that he is unable to connect to any Web sites. The command center has 
no contact with the outside world and has received information that an attack against  
the nation’s capital has resulted in the death of  the commander in chief.
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An alarmed airman approaches the general and reports: “Ma’am, we’ve lost control  
of  one of  our Predator drones. Station 6 is no longer able to control the flight and the drone 
appears to be following orders from someone else.” The alarmed command staff  turns 
its attention to a monitor that is still streaming live video from the drone over a secure 
network and watches in horror as the drone begins to land at an airstrip in the Middle East. 
It is surrounded by inquisitive foreign military officers before the feed goes dead.

Did the attack against Washington actually take place? Is this the beginning of  a  
major armed conflict? Were the social media posts legitimate or the results of  cyberattacks 
against the press’s social media accounts? Are communications circuits dead because  
of  a bomb dropped on a communications complex or a cyberwarfare attack against  
the command center? How did the enemy gain control of  that drone? What is going  
to happen next?

Of  course, this is a fictional scenario. But each of  the attacks described here has 
occurred in one form or another over the past decade. In this book, you will learn about  
the role that cyberwarfare plays in modern military operations. In today’s connected 
world, it has become almost impossible to separate cyberwarfare from traditional warfare. 
The tools and techniques of  cyberattacks have become part of  the modern military 
arsenal, and cyberattacks can be expected before, during, and after armed conflict. 

This book is divided into three parts. In Part 1, you will learn about the history of  
cyberwarfare. Information is a military asset and has played an important role in armed 
conflict from the days of  Sun Tzu and Julius Caesar to the present. With the emergence 
of  the cyber domain, electronic battles have joined the ranks of  air, land, sea, and 
space warfare. This cyberwarfare leads to a variety of  new concerns. Military planners 
must learn how to select and attack cybertargets. Military ethicists must apply long-
standing principles of  ethics and the law of  armed conflict to domains that were never 
previously envisioned. 

In Part 2 of  this book, you will learn how offensive cyberwarfare has become an 
important part of  the modern military arsenal. The rise of  the advanced persistent threat 
has changed the face of  cyberwarfare, and military planners must now be conscious of  
the Cyber Kill Chain: the series of  cyberwarfare actions that include reconnaissance, 
weaponization, delivery, exploitation, installation, command and control, and acting 
on objectives. You will read about the history of  cyberwarfare and how it evolved from a 
novelty in the 1990s to a powerful integrated weapon in recent years. You will learn about 
the various types of  malware that plagued the Internet in the 1990s and early 2000s and 
how they evolved into military weapons used to destroy nuclear facilities in recent years. 
You will also learn how nonstate actors have appeared on the cyberwarfare stage armed 
with more power than ever before.

You will also learn about the defensive strategies that militaries have evolved to protect 
themselves against cyberattacks. The concept of  defense in depth is critical to building  
a well-rounded defense that will stand up to cyberwarfare events.  Military defenses have 
evolved to include technological defenses such as cryptography, endpoint protection, 
firewalls, and data loss prevention systems.
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In Part 3, you will learn how cyberwarfare may evolve in the future. You will read about 
military doctrine’s evolution to include this new domain of  warfare, and how military 
planners use threat modeling and deterrence to plan strategic and tactical cyberwarfare 
operations. You will also learn how recent events have opened a Pandora’s box, setting  
the stage for future cyberwarfare attacks.

Learning Features

The writing style of  this book is practical and conversational. Step-by-step examples  
of  information security concepts and procedures are presented throughout the text.  
Each chapter begins with a statement of  learning objectives. Illustrations are used both 
to clarify the material and to vary the presentation. The text is sprinkled with Notes, Tips, 
FYIs, Warnings, and sidebars to alert the reader to additional helpful information related 
to the subject under discussion. Chapter Assessments appear at the end of  each chapter, 
with solutions provided in the back of  the book. Chapter summaries are included in the 
text to provide a rapid review or preview of  the material and to help students understand 
the relative importance of  the concepts presented.

Audience

The material is suitable for undergraduate or graduate computer science majors or  
information science majors, students at a two-year technical college or community college 
who have a basic technical background, or readers who have a basic understanding  
of  IT security and want to expand their knowledge.
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