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Weaponizing Cyberspace:  
A History

CYBERSPACE MAY BE USED as an arena of warfare. It adds new dimensions 
to all aspects of warfare, including offensive operations, defending one’s 
own assets, and gathering intelligence. Modern militaries are actively taking 

note of these developments and building their own cyberwar abilities. In this 
chapter, you will learn how cyberwar actions and capabilities have grown over the 
past three decades from a fringe area of interest for military strategists to a core 
part of modern operations. In fact, a number of recent military actions have taken 
place only within the limited domain of cyberspace.

The first major cyberwarfare attacks took place in the late 1990s on the 
heels of a military exercise known as Eligible Receiver. Eligible Receiver revealed 
significant weaknesses in the U.S. military’s ability to detect and defend against 
cyberwarfare attacks. Shortly after the exercise took place, the U.S. government 
suffered a series of cyberattacks that confirmed the exercise’s findings. The events 
of Solar Sunrise and Moonlight Maze pointed out that the vulnerabilities in the 
nation’s cyberinfrastructure were both real and exploitable.

The activities of the late 1990s were harbingers of larger things to come. 
The first decade of the new millennium was a turning point in the world of 
information security and cyberwarfare. In addition to the continued exploitation 
of government computer systems by foreign actors, computer systems around  
the world fell victim to malicious code that rapidly spread from system to system.  
The worms of the 2000s worked by exploiting previously known, but undefended, 
weaknesses in common operating systems and applications. This wave of activity 
brought information security to the front of the national consciousness. It resulted 
in increased attention by governments and military forces as well as corporations 
and private citizens. Information security jobs and departments began to spring 
up in places where the subject was previously unaddressed.
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Chapter 7 Topics

This chapter covers the following topics and concepts:

•	 How early cyberattacks awakened the world to the risks of cyberwarfare

•	 What malicious code (worm) outbreaks in the 2000s brought cyberwarfare 
activities into the public eye

•	 How the Stuxnet worm and other actions by nation-states in the twenty-first 
century contributed to the evolution of cyberwarfare

Chapter 7 Goals

When you complete this chapter, you will be able to:

•	 Explain how the Solar Sunrise and Moonlight Maze attacks brought to light 
major weaknesses in U.S. cyberwarfare readiness

•	 Describe the types of malicious code outbreaks that occurred in the early 2000s

•	 Explain how nations have become involved in waging offensive 
cyberwarfare activities

•	 Describe how the Stuxnet worm marked a turning point in cyberwarfare

•	 Understand the risks of cyberwarfare in the contemporary military environment

In this decade, cyberwarfare continues to evolve into a very real component of 
warfare. In the past few years, sophisticated, organized cyberattacks were waged 
both by and against the United States and its allies. The Stuxnet worm, perhaps 
the best-known example of an advanced military cyberattack, disabled an Iranian 
uranium enrichment facility that was critical to that nation’s nuclear-weapons 
development program. Also in the past few years, the advanced persistent threat 
(APT) and the involvement of many nations in organized, sophisticated offensive 
cyberwarfare activities have continued to evolve.

As you peruse the examples in this chapter, you may find that some involve a 
blurred distinction between cyberwarfare and the actions of nonmilitary groups. 
This is because it is often difficult to distinguish between the two. In many cases, 
the perpetrators of cyberattacks are of unknown origin. In others, it is possible 
to identify the probable country of origin, but difficult to attribute the attack to 
state-sponsored activity. This attribution problem plagues military planners as they 
attempt to identify and counter threats in the cyber domain.
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Early Attacks: The 1990s

In the early 1990s, very few people were aware of  the potential threats posed by cyber-
warfare activities. The Internet was new and the minority of  citizens that had heard of   
the global network considered it a novelty designed for a very limited audience of  computer 
geeks and academics. One author, Winn Schwartau, wrote a prescient book in 1994 
that described how cyberwarfare might materialize. In it, he wrote of  conflicts between 
enemies in which information was the prize—in which computers were offensive weapons 
and, along with communications systems, were targets forced to defend themselves 
against invisible attack.

Schwartau foresaw a type of  warfare in which information weapons replaced conven-
tional arms. Anyone—not just governments, intelligence agencies, and militaries—would 
be able to obtain these weapons from readily available commercial and other sources.  
And potential attackers could build these weapons in the comfort of  home.

The end of  the 1990s saw the rise of  organized cyberwarfare activities around the 
world that Schwartau predicted. Shrouded in secrecy, governments quietly organized  
new military units composed of  cyberwarriors who were responsible for developing plans, 
tactics, and weapons for use in this emerging domain of  warfare. Cyberwarfare capabil-
ities were not publicly discussed, but a public debate about the future of  warfare began  
to slowly simmer as some details of  cyberwarfare capabilities began to surface in national 
media reports.

Solar Sunrise
According to a report on the InformIT Web site, in February 1998, U.S. military-run 
intrusion detection systems began to pick up signs of  attacks against military computer 
systems located around the country. The attacks first surfaced on February 3, 1998, with 
the successful compromise of  a government computer system at Andrews Air Force Base 
in Maryland, the home of  Air Force One. Over the course of  the following days, the Air 
Force system detected similar successful attacks against systems located at installations 
around the country. These included:

•	 Lackland Air Force Base in San Antonio, Texas
•	 Kirtland Air Force Base in Albuquerque, New Mexico
•	 Tyndall Air Force Base in Panama City, Florida
•	 Maxwell Air Force Base’s Gunter Annex in Montgomery, Alabama
•	 Columbus Air Force Base in Columbus, Mississippi

It quickly became apparent to investigators on the Air Force’s Computer Emergency 
Response Team (AFCERT) that they were experiencing an organized attack directed  
specifically against military computer systems. After conferring with other federal 
agencies, they realized that the attack was more widespread and involved systems run 
by other branches of  the military, the National Aeronautics and Space Administration 
(NASA), federal laboratories associated with the military, and foreign military forces.  

CHAPTER 7  |  Weaponizing Cyberspace: A History	 141

7

W
eaponizing Cyberspace: 

 A
 H

istory



They quickly organized a government-wide investigation into the attacks and mobilized  
a force of  cyberwarfare investigators that was unprecedented in size and ability. They  
gave their investigation the code name Solar Sunrise.

The investigators quickly traced many of  the attacks back 
to university computer systems located around the United 
States and Israel, including the Massachusetts Institute of  
Technology (MIT). Further investigation revealed that these 
institutions were not the true source of  the attacks. They 
were merely relay points used to obscure the true identity 
of  the attackers. Fortunately for investigators, the hackers 
had made a crucial mistake—they transferred some data 
from the Andrews AFB attack directly to accounts that they 
controlled at a California Internet service provider (ISP).

Investigators quickly obtained a series of  warrants and 
court orders that allowed them to trace the activity back  
to two teenage boys in California with the hacker names 
Stimpy and Mak. They collected direct evidence of  the boys’
hacking activities and raided their bedrooms, finding the 

 

boys working in filthy conditions. Special Agent Chris Beeson of  the San Francisco FBI  
led the raid and described the scene: “Their rooms were a mess…. The scene was typical  
of  teenagers. Pepsi cans. Half-eaten cheeseburgers.” The two boys, whose names were  
not revealed due to their age, were arrested, but the investigation was not yet over.

Federal agents realized that a third individual was involved in the attacks and, after 
reading communications between the boys involved in the attacks, identified him as a 
hacker using the name The Analyzer. They discovered that The Analyzer was actually  
the more skilled hacker and had been mentoring Stimpy and Mak as they broke into 
systems around the nation. After tracing The Analyzer’s activity, they learned he was  
a 19-year-old Israeli named Ehud Tenenbaum. U.S. and Israeli law enforcement worked 
together to arrest Tenenbaum and charge him with computer attacks against systems 
located in both countries. Tenenbaum later pled guilty to charges relating to the Solar 
Sunrise attacks and served eight months in prison.

The Solar Sunrise incident took place at a critical time in military history. Saddam Hussein’s 
regime still ruled Iraq and was rebuffing efforts by United Nations inspectors to investigate  
Iraq’s nuclear program. The nation was not yet at war, but it was becoming clear that military 
action was imminent. Solar Sunrise investigators worried that the attacks might be related  
to war preparations.

NOTE

University computer systems have 
historically been jumping-off points 
for cyberwarfare attacks because 
of their significant computing and 
network resources, and relatively low 
levels of security. Attackers able to 
compromise university systems could 
then leverage that computing power 
to their advantage—both hiding 
their true location and magnifying 
the power of their attacks.
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The Solar Sunrise incident was a serious threat to the national security of  the  
United States. Sen. John Kyl, then chair of  the Senate Subcommittee on Terrorism, told 
the BBC that the Defense Department described it as the most serious intrusion into the 
United States up to that point. 

Fortunately, the attacks did not inflict significant damage on government computer 
systems. Instead, they pointed out to both government leaders and the general public 
the real risk of  cyberattack. Solar Sunrise led to a significant increase in funding for 
information security activities and a new high-level commitment to safeguarding the 
nation’s cyberinfrastructure.

Moonlight Maze
Solar Sunrise was one of  the first major attacks against the U.S. cyberinfrastructure. 
Another followed the very next month, in March 1998, although it wasn’t detected 
until more than a year later. This stealthy attack, code-named Moonlight Maze, involved 
reconnaissance and infiltration of  computer systems owned and operated by governmen
agencies, universities, and research laboratories located around the United States.

t 

Although very few details of  the attacks have been publicly released, a few 
limited details have made their way into the public domain. According to a PBS 
Frontline investigation:

•	 The attacks began in March 1998 and were not detected by the government  
until the spring or summer of  1999.

•	 Some of  the attacks were traced back to a computer system located in Russia.

•	 Sources indicate that thousands of  files may have been stolen during the attacks  
and that some of  these files were likely sensitive, but not classified.

• Government investigators suspected that the Russian government was involved  
in the attacks.

•	 The Russian government denied responsibility for the Moonlight Maze attacks,  
but did not cooperate with the U.S. investigation.

The Analyzer Strikes Again

The Solar Sunrise attacks weren’t Ehud Tenenbaum’s last stand. After his release from prison, 
he founded a computer security firm and stayed off the public stage for about five years.

In 2008, Canadian authorities working with the U.S. Secret Service arrested Tenenbaum, 
charging The Analyzer with masterminding a series of attacks against financial institutions  
throughout the United States. Tenenbaum’s second prosecution dragged on for years, 
eventually resulting in a conviction on bank fraud charges. Tenenbaum was sentenced to 
time served and ordered to pay $503,000 in restitution while serving a three-year probation.
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John Arquilla of  the Naval Postgraduate School told PBS’s Frontline that the Moonlight 
Maze intrusion into Defense Department computers took place over a long period of  time 
and was an indication that modern computer systems are vulnerable to both disruption 
and exploitation by adversaries. Those adversaries, if  successful, could gain access to very 
sensitive information.

Arquilla also pointed out that the intrusion could easily have been prevented. In his 
words, “Had the data in question that was being pilfered been strongly encrypted, it would 
have been of  no use to the intruders.” Unfortunately, it was not. The information stolen 
during the attacks was located in a printer queue where it was neither encrypted nor 
protected by a firewall. “And so,” said Arquilla, “it was simply plucked.”

Moonlight Maze also demonstrated the difficulty of  attributing attacks to their original 
source. There was some indication that computer systems in Moscow were involved in the 
attack, but investigators had no way of  knowing whether the Russians were complicit in 
the attack or whether someone elsewhere in the world was relaying an attack through 
Russian systems in an attempt to throw investigators off  the track.

Confirming the Findings of Eligible Receiver

Solar Sunrise and Moonlight Maze weren’t the first time that the U.S. military pondered 
the impact of a cyberwarfare attack on their computer systems. According to Global 
Security.org, a 1997 exercise code-named Eligible Receiver purposely tested military 
computer systems.

During the Eligible Receiver exercise, computer analysts from the National Security  
Agency conducted actual attacks against government computer systems located at the 
Pentagon’s National Military Command Center, United States Space Command, United 
States Transportation Command, United States Special Operations Command, and  
United States Pacific Command.

The attackers were quite successful. Some of their many achievements during the 
exercise included:

•	 Breaking into systems and networks, gaining administrative access

•	 Tampering with and eavesdropping on e-mail messages

•	 Disrupting operational systems

Summing up the findings of the exercise, then-Deputy Secretary of Defense John Hamre 
stated: “What Eligible Receiver really demonstrated was the real lack of consciousness 
about cyberwarfare. The first three days of Eligible Receiver, nobody believed we were 
under cyberattack.”
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Official details about the Moonlight Maze attacks remain sketchy to this day. Arquilla’s 
statement equivocating about Russian involvement may be factually correct, but it is 
not the opinion expressed by military leaders at the time. A 1999 Newsweek story quoted 
unnamed Pentagon officials classifying Moonlight Maze as “a state-sponsored Russian 
intelligence effort to get U.S. technology.” Then-Deputy Secretary of  Defense John Hamre 
put it even more bluntly: “We’re in the middle of  a cyberwar.”

Moonlight Maze did mark a major milestone in cyberwarfare’s evolution. Whether 
the rumors of  Russian government sponsorship are true or not, Moonlight Maze was the 
first time that the U.S. government suspected that it was being systematically attacked by 
a serious cyberwarfare adversary with military/political motivations. The Solar Sunrise 
attackers were children playing with dangerous toys. The Moonlight Maze attackers, on 
the other hand, had significant resources at their disposal and focused on the pilfering  
of  large amounts of  information.

Honker Union
The Honker Union is an organized group of  Chinese hackers who have waged cyberwarfare 
against targets whose views and actions conflict with those of  the Chinese government. It 
is difficult to pinpoint when the group formed, but analysts believe it has very early origins, 
perhaps dating back to the 1999 American bombing of  the Chinese embassy in Belgrade, 
Yugoslavia. In subsequent years, the experts say the group has masterminded a series of  
malicious code outbreaks and cyberwarfare attacks against U.S. government targets.

The precise details of  Honker Union activity are not publicly known. Three prominent 
actions where the group’s involvement is suspected include:

•	 Creation of  the 2003 SQL Slammer worm, discussed later in this chapter

•	 Cyberattacks launched against the Tibetan dissident Tsering Woeser that took place 
in 2008, including impersonations of  her on Skype. These forced Woeser to issue  
a warning to her colleagues to verify that the person they were talking to on Skype 
was really her.

• Ongoing attacks against Japanese targets in the wake of  territorial disputes between 
China and Japan over the ownership of  a set of  islands

These attacks continue to this day and, if  waged by the same Honker Union group, mean 
that the group is one of  the oldest, if  not the oldest, organized hacking groups in existence.

The 2000s: The Worm Turns

Although the attacks of  the 1990s raised the profile of  cyberwarfare, the attacks were 
relatively unsophisticated. They led the way, however, for an increasingly sophisticated 
series of  attacks that took place during the next decade. The 2000s saw the advent of  
sophisticated malware that spread around the world under its own power. The decade 
also marked an uptick in the suspected use of  cyberwarfare tactics by nations advancing 
military and political agendas.
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Code Red
On July 19, 2001, the Internet erupted with activity as a new  
piece of  malicious software quickly spread between vulnerable 
computer systems. This code, known as a worm, was especially 
dangerous because, unlike viruses, the worm was able to spread  
on its own power—jumping from system to system without human 
intervention. In a single day, the Code Red worm infected more 
than 350,000 computer systems around the world.

Code Red impacted only systems running Microsoft’s Internet Information Server (IIS) 
Web server software. It used a buffer overflow technique that flooded a small location 
in the server’s memory, seeking to write executable commands into a protected area 
of  memory. Code Red simply filled up a buffer with the character N and then wrote 
commands that allowed the worm to infiltrate the machine. The HTTP log entries from 
one infected system showed the attack in progress:

GET /default.ida?NNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNN

%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801

%u9090%u6858%ucbd3%u7801%u9090%u9090%u8190%u00c3

%u0003%u8b00%u531b%u53ff%u0078%u0000%u00=a HTTP/1.0

When the worm infected a vulnerable Web server, Code Red changed the contents of  the 
Web site to display a simple message:

HELLO ! Welcome to http://www.worm.com! Hacked By Chinese!

The worm then directed the system to take several actions, 
depending upon the day of  the month:

• On days 1–19 of  every month, systems infected with Code Red 
spread themselves farther, scanning random IP addresses and 
trying to attack any system they could find.

• On days 20–27 of  the month, Code Red launched denial of  
service attacks against several other servers, including the Web 
server operating www.whitehouse.gov.

•	On days 28–31 of  the month, Code Red performed no actions.

NOTE

The Code Red worm earned 
its name from the drink that 
security researchers were 
enjoying when they discovered 
it—Mountain Dew Code Red!

TIP

The Code Red worm 
demonstrates the importance 
of applying patches to systems 
promptly. Microsoft released 
a security patch for IIS that 
resolved the vulnerability 
exploited by Code Red one 
month before the worm 
wreaked havoc on the Internet.
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One research firm estimated the total damage caused by Code Red at $1.2 billion. Who 
launched the attack? That remains an open question. There is speculation that the worm 
began in the Philippines, but no perpetrators were ever identified or brought to trial.

SQL Slammer
SQL Slammer was a malicious worm that spread rapidly across the Internet in January 
2003, infecting systems running vulnerable versions of  Microsoft’s SQL Server 2000 
database software. In addition to rendering the infected database servers unusable, SQL 
Slammer had a more insidious effect on the Internet as a whole. When a system became 
infected, SQL Slammer immediately used it to send as many infection requests to other 
systems as possible. Essentially, the server became dedicated to sending as much traffic 
across the Internet as possible.

The effect of  this traffic was dramatic. The approximately 75,000 systems infected by 
SQL Slammer represented a relatively small percentage of  the total systems connected 
to the Internet, but they were able to generate enough traffic to affect the network’s 
infrastructure. Routers responsible for transmitting network traffic across the Internet 
backbone collapsed under the heavy load generated by SQL Slammer. The result was a 
massive Internet slowdown that affected virtually all Internet users on January 25, 2003.

SQL Slammer was strikingly similar to Code Red in many ways. Like Code Red, it 
exploited a buffer overflow vulnerability that allowed the worm to execute its own 
commands on the targeted server. Also like Code Red, Microsoft had released a patch 
that corrected the buffer overflow before the worm outbreak took place. The worm was 
released on January 25, 2003, but the patch had been available since July 24, 2002. 
Unfortunately, administrators of  the 75,000 infected systems simply hadn’t gotten 
around to applying the patch at the time of  the outbreak.

Lights Out at NSA

In 2000, the U.S. National Security Agency suffered an extremely serious computer 
network outage that resulted in a days-long disruption of intelligence-processing activities. 
It turned out that the disruption was not the work of hackers or cyberwarriors but was  
the result of an outdated network infrastructure.

In an address to the Kennedy Political Union at American University, the then-Director of 
the NSA, Lt Gen Michael Hayden, said, “You may have heard about the recent network 
outage at NSA. Due to a software anomaly, our aging communications infrastructure 
failed, and our ability to forward intelligence data, process that data, and communicate 
internally was interrupted for 72 hours. Thousands of man-hours and $1.5 million later,  
we were able to resume normal operations.”
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Titan Rain
In 2005, U.S. government officials disclosed to reporters from the Washington Post  
and other outlets that they were investigating a series of  computer intrusions  
that had been ongoing for at least two years. This investigation, code-named  
Titan Rain, revealed that attacks launched from Chinese Web servers had success- 
fully infiltrated hundreds of  networks used by the Department of  Defense and  
other government agencies.

As with previous attacks, officials remained tightlipped about the intrusions.  
Even the FBI refused to confirm its involvement. One official, speaking anonymously 
to the Washington Post, said, “It’s not just the Defense Department but a wide variety 
of  networks that have been hit. This is an ongoing, organized attempt to siphon off  
information from our unclassified systems.”

It remains unclear whether the attacks were sponsored by the Chinese government 
or merely used Chinese servers as a jumping-off  point for the attacks. What is clear  
is that the U.S. government considered the Chinese People’s Liberation Army (PLA)  
a considerable cyberwarfare threat. In a report to Congress released in the midst of  
the Titan Rain investigation, Department of  Defense officials wrote that:

China’s computer network operations (CNO) include computer network attack, 
computer network defense, and computer network exploitation. The PLA sees 
CNO as critical to seize the initiative and “electromagnetic dominance” early in 
a conflict, and as a force multiplier…. The PLA has likely established information 
warfare units to develop viruses to attack enemy computer systems and networks, 
and tactics to protect friendly computer systems and networks. The PLA has 
increased the role of  CNO in its military exercises. Although initial training 
efforts focused on increasing the PLA’s proficiency in defensive measures, recent 
exercises have incorporated offensive operations, primarily as first strikes against 
enemy networks.

The Titan Rain investigation continued the work begun during Solar Sunrise and 
Moonlight Maze, revealing significant potential for a cyberwarfare attack against  
the United States. Titan Rain confirmed that the vulnerability to the type of  attack 
conducted during those events in the late 1990s continued to exist through 2005.

Stakkato
From 2003 until 2005, a mysterious hacker waged cyberattacks against servers 
belonging to the U.S. military, educational institutions, corporations, and government 
agencies. The attacker was able to gain credentials to access those systems and then 
exploit privilege escalation vulnerabilities that allowed him to gain administrative  
access and full control of  the systems.
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Targets of  the attack were widespread and included:

• White Sands Missile Range
•	 NASA
•	 Cisco Systems
•	 Stanford University
•	 The California Institute of  Technology
• The San Diego Supercomputer Center

Investigators traced the attacks back to Sweden’s University of  Uppsala and learned that 
the perpetrator was a 16-year-old boy named Philip Gabriel Pettersson. Pettersson used 
the hacker name Stakkato. A grand jury in San Francisco indicted Stakkato on five felony 
charges in 2009.

Poison Ivy
Poison Ivy is the name given by security analysts to a remote access trojan (RAT) first 
released in 2005. The tool, often used by script kiddie attackers, is a point-and-click 
infection utility that allows the user to retain control of  infected systems. Some of  the 
features of  Poison Ivy include:

•	 Keystroke logging capability that monitors user keystrokes
• Screen capture capability that monitors user activity on the screen
•	 File scanning and exfiltration
• Relaying of  traffic destined for other systems

Notably, Poison Ivy is a tool with amazing longevity. It was  
first released in 2005 and has not been updated since 2008. 
However, it remains a widely used tool in the hacker community 
today. A high-profile attack against security firm RSA in 2011  
made use of  the tool. Many attacks associated with Poison Ivy  
are of  Chinese origin, leading to speculation that the tool may  
have been developed by the Chinese military. However, there  
is little evidence to substantiate these claims. What is certain  
is that advanced persistent threat actors continue to make use  
of  the tool.

Senior Suter
The Chinese government is not alone in developing tools used by hackers attempting 
to gain access to systems. Numerous reports circulate around the Internet and news 
media about the U.S. government’s own offensive cyberweapons development capability. 
According to a 2007 report in Aviation Week & Space Technology, one such program was 
named Senior Suter.

NOTE

FireEye, an information 
security firm, released a 
comprehensive report on 
Poison Ivy in 2013. The 
company also released a set 
of tools to help organizations 
identify systems infected by 
Poison Ivy. They amusingly 
named these tools Calamine.
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The Aviation Week report claimed that Senior Suter is a program managed by an 
Air Force unit known as Big Safari that worked with defense contractor BAE Systems 
to develop three different versions of  the Suter tools for use in offensive cyberwarfare 
operations. According to the report, the three versions of  Senior Suter allowed U.S. 
operators to monitor what enemy radars could see, to take control of  enemy networks, 
and to invade links to time-critical targets, such as missile launchers or surface-to-air 
missile launchers.

The report claimed that the Suter tools are specifically designed to manipulate 
enemy air defense systems. It also stated that several classes of  U.S. Air Force aircraft 
are involved in the program. It is unclear from reports which techniques the Suter  
tools use to manipulate those systems.

Stuxnet and the Twenty-First Century

If  the first decade of  the twenty-first century was the adolescence of  cyberwarfare 
activity, the second decade is shaping up to be one of  continued maturity of  these 
techniques. The cyberattacks that took place during the first half  of  this decade 
are increasingly sophisticated and have had significant effects on their targets. The 
2010s have seen cyberwarfare become one of  the dominant domains of  conflict 
between nations.

Stuxnet
In perhaps the most significant example of  cyberwarfare to date, a computer worm 
named Stuxnet attacked and destroyed the uranium enrichment centrifuges located  
at an Iranian nuclear facility in the city of  Natanz. The worm was carefully designed  
by a sophisticated adversary to specifically target the Siemens Step 7 programmable  
logic controllers used to control the expensive centrifuges at the Natanz facility.

Once Stuxnet gained access to the controllers, the software modified their activity 
to rapidly accelerate and decelerate the centrifuges, causing them to destroy themselves. 
Reports by the New York Times and other media outlets attribute the attack to cyberwarfare 
operations jointly sponsored by the United States and Israel. The worm is believed 
responsible for the destruction of  approximately one-fifth of  the centrifuges in Iran’s 
nuclear program.

Neither government has publicly claimed responsibility for the program, but the  
New York Times reported that one senior U.S. official smiled when questioned about the 
origins of  Stuxnet. According to the newspaper, Gary Samore, a White House advisor  
on weapons of  mass destruction, stopped short of  admitting U.S. involvement, but said, 
“I’m glad to hear they are having troubles with their centrifuge machines, and the  
U.S. and its allies are doing everything we can to make it more complicated.”
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The Stuxnet worm is believed to have entered the Natanz facility through a USB drive 
carried into the facility unintentionally by an employee. The worm then likely spread 
around the facility’s basic network, infecting many systems and the USB drives used  
with them. Eventually, an individual unknowingly carried a USB drive used on one of  
those systems to a system located on the isolated nuclear centrifuge control network.  
The Stuxnet worm was then able to infect the system running Siemens’ Step 7 software 
and gain control of  the centrifuges.

Stuxnet is significant because it marks one of  the first times cyberwarfare attacks  
were used to cause physical damage to a significant military target. The damage caused 
by Stuxnet was equal to, or perhaps of  greater impact, than the damage that would have 
been caused by a conventional bombing attack on the facility. In the eyes of  many military 
analysts, Stuxnet marked the opening of  Pandora’s box and the beginning of  an era  
of  legitimatization for the cyber domain of  warfare.

Operation Aurora
In January 2010, Google made a startling public announcement about a major cyber-
attack against its operations. Google described the attack in a blog post that revealed the 
company was one of  more than 20 major organizations targeted by China-based attackers 
and that the attack was targeted against free speech. The announcement read, in part:

Like many other well-known organizations, we face cyber attacks of  varying degrees 
on a regular basis. In mid-December, we detected a highly sophisticated and targeted 
attack on our corporate infrastructure originating from China that resulted in  
the theft of  intellectual property from Google. However, it soon became clear that 
what at first appeared to be solely a security incident—albeit a significant one— 
was something quite different.

The announcement went on to describe three ways that this security incident differed 
from previous cyber attacks suffered by Google. First, the attack targeted 20 other large 
companies in addition to Google. Adobe Systems, Rackspace, and Juniper Networks  
later confirmed that they were also targeted by the attackers. Second, the attackers  
were attempting to access the personal e-mail accounts of  Chinese human rights 
activists. Finally, the investigation into the attack revealed that the accounts belonging 
to dozens of  human rights activists in several countries had been “routinely accessed” 
by third parties.

The media quickly dubbed these attacks Operation Aurora and they became known 
worldwide. In a detailed report outlining the Aurora attacks, Alex Stamos of  iSEC Partners 
described the process used by the attackers to gain access to a targeted company:

	 1. The attacker uses social engineering techniques to trick a victim at the 
targeted company into visiting a malicious Web site.

	 2.	 The Web site contains malicious code that attacks the user’s browser  
and installs malware on the victim’s computer.
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	 3. The malware contacts a command-and-control server operated by the 
Chinese attackers.

	 4.	 The attacker uses the malware to gain administrative access to the targeted 
company’s entire network through the victim’s computer.

	 5.	 The attacker locates an Active Directory server on the target company’s 
network and attempts to obtain a password file.

	 6.	 The attacker uses password-cracking techniques to extract passwords  
from the file.

	 7.	 Once the attacker obtains a valid password, he or she uses that password  
to obtain access to the target company’s virtual private network (VPN).

	 8. The attacker executes his or her original objectives, stealing sensitive  
information from the targeted company through the VPN connection.

The Operation Aurora attack against Google and other firms was a highly sophisticated 
attempt to infiltrate American businesses and the personal accounts of  Chinese activists. 
In the wake of  the attacks, Google announced a major policy change in which it would  
no longer censor search results at the behest of  the Chinese government.

Duqu
In 2011, Hungarian computer security researchers released a report detailing their 
discovery of  a new computer worm that they dubbed Duqu. Follow-up research by 
Symantec Corporation concluded that Duqu was “the precursor to the next Stuxnet”  
and that it was “nearly identical to Stuxnet, but with a completely different purpose.”

Security researchers analyzing the Duqu worm concluded that the worm was written 
either by the same individuals who wrote Stuxnet or by individuals who had access to  
the source code used by Stuxnet. The purpose of  the worm is believed to be to gather  
intelligence. The worm appears to be designed to gather information about industrial 
control systems that would facilitate a future attack against those systems.

Like Stuxnet, Duqu made use of  “bridge” systems located on insecure networks to  
gain access to targeted systems located on more secure networks. Figure 7-1 shows  
a model of  the activity conducted by Duqu.

Flame
A series of  reports in mid-2012 announced the discovery of  a new piece of  malicious 
software dubbed Flame that targeted Microsoft Windows systems. The software was 
believed to have been operating since at least 2010, and possibly as early as 2007. 
Analysts studying the source code of  Flame discovered similarities to some of  the code 
used in the Stuxnet attack, leading to speculation that Flame was the product of  another 
joint U.S.–Israeli effort.
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Flame was highly targeted and is believed to have infected only about 1,000 systems 
in the Middle East. It appears to have targeted the Iranian oil ministry. An attack against 
that ministry in April 2012 caused the ministry to disconnect its computer systems from 
the Internet.

FOXACID
In 2013, security researcher Bruce Schneier published a blog post offering insight into 
a program allegedly run by the National Security Agency designed to leverage secret 
Internet servers for hacking into the systems of  carefully selected targets.

Schneier’s summary of  the FOXACID system paints a scary picture of  the U.S. govern-
ment’s alleged capability to compromise systems:

By the time the NSA tricks a target into visiting one of  those servers, it already 
knows exactly who that target is, who wants him eavesdropped on, and the  
expected value of  the data it hopes to receive.

Schneier’s description of  the FOXACID approach takes cyberwarfare to the next level, 
allowing the use of  automated decision making to carefully select weapons based upon 
the value of  the target, the likelihood of  detection, and the nature of  the target’s defenses. 
This risk assessment allows the strategic selection of  weapons and reservation of  zero-day 
attacks for times when they are necessary.

Insecure Zone

Secure Zone

Internet

Initial
Infected

Computer

Command Bridge

Infected Server

Command-and-Control
Server

Command Bridge

FIGURE 7-1

Duqu uses a bridge system located on an insecure network to relay commands from the attacker’s 
command-and-control server to infected systems located on a secure network.

Source: Sym
antec
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Careto
In 2014, researchers at Kaspersky Lab revealed the existence of  a previously unreported 
advanced persistent threat they dubbed Careto, a Spanish word meaning “Mask.” 
According to Kaspersky’s report, Careto had been surreptitiously operating since 2007, 
targeting a wide variety of  organizations, including:

•	 Government agencies and diplomatic missions
•	 Energy companies
•	 Activist organizations
•	 Research organizations
• Financial/private equity groups

The Careto threat compromised more than 1,000 unique IP addresses controlled by  
380 victim organizations in 31 countries. Careto’s source remains unknown, although 
there is evidence in the code that the authors may speak Spanish.

When Careto infects a system, it gains total and complete control using very sophisti-
cated malicious software to monitor the system, control infrastructure elements on the 
target network, cover its tracks, and steal massive amounts of  information. Kaspersky 
believes that the level of  sophistication points to a state-sponsored attack, stating that the 
use of  sophisticated code “puts it above Duqu in terms of  sophistication, making The Mask 
one of  the most advanced APTs at the current time.”
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KEY CONCEPTS AND TERMS

Careto
Code Red
Duqu
Eligible Receiver
Flame

FOXACID
Moonlight Maze
Operation Aurora
Poison Ivy
Senior Suter

Solar Sunrise
SQL Slammer
Stuxnet
Titan Rain
Worm

Cyberwarfare has evolved significantly over the past three decades. Threats that 
were seen as somewhat remote in the 1990s have become major instruments of  
modern warfare today. During the 1990s, the world saw the evolution of  a new 
threat environment. A series of  attacks code-named Solar Sunrise and Moonlight 
Maze and waged by relatively unsophisticated adversaries awakened government 
leaders and the public to a new threat landscape. This resulted in the development 
of  significant offensive and defensive cyberwarfare capabilities.

Over the ensuing years, cyberwarfare capabilities and attacks grew significantly. 
Organizations of  all kinds reported falling victims to cyberattacks that appeared 
to originate from state-sponsored sources. The first decade of  the twenty-first 
century saw the advent of  attacks by computer worms such as Code Red and SQL 
Slammer. The Stuxnet attack in 2010 marked a major turning point in the world 
of  cyberwarfare when a news reports alleged that a joint U.S.–Israeli cyberwarfare 
operation destroyed 20 percent of  the nuclear centrifuges in use by Iran’s nuclear 
program. Since 2010, several more sophisticated threats have appeared on  
the cyberwarfare radar. It would be hard to conceive that even more advanced 
weapons aren’t sitting unused in cyberarsenals, awaiting the appropriate time  
for their appearance on the world stage.

CHAPTER SUMMARY
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