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CHAPTER

The Evolving Threat: From Script
Kiddies to Advanced Attackers

ACKERS HAVE BEEN AROUND since the early days of computing. In fact,

the term hacker has not always carried connotations of malicious intent.

It was once used to describe anyone proficient enough with computers
to find new and innovative ways to use them. After a series of high-profile
computer crimes in the 1970s and 1980s, the media began using the term
to describe individuals who exploited computer security weaknesses for fame,
financial gain, or other purposes. The name stuck and the world now views
hackers as tech-savvy people who are either common criminals or, at best,
individuals living on the margins of law and morality.

The history of hacking is filled with many different types of individual actors
who occasionally formed loose confederations in pursuit of a common goal.
These hackers probed the weaknesses of operating systems, hardware, and
applications, seeking out flaws that might be exploited as gateways for future
attacks. They sometimes shared information about these flaws and gained
credibility within the hacker community when they disclosed previously unknown
vulnerabilities. The open disclosure of vulnerabilities led to the rise of a subset of
hackers known as script kiddies. These individuals did not discover vulnerabilities
on their own. Instead, they downloaded the exploit scripts written by others
and simply ran them against target systems without a real understanding of
the technical details behind the attack.

Gradually, the world began to realize that it was possible to engage in a wide
range of malicious activities through hacking. Computers evolved to the point
where they controlled the vast majority of financial transactions, physical security
systems, business processes, and many other lucrative targets. The darker corners
of society began to prize and value the ability to hack into computers. Organized
crime began to dabble in hacking, hiring hackers to use their tradecraft to
engage in criminal activity that could be monetized. Governments also realized
the damage that could be waged through hacking and began to see it as both
a military threat and an opportunity. This was the birth of cyberwarfare.
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As cyberwarfare capabilities grew, organized hacking began to take on
a different character. Instead of being dominated by script kiddies who
sought out any system that might be vulnerable to attack, the threat
landscape began to include highly organized and capable groups who had
specific targets in mind. These groups wielded very sophisticated technical
weapons and became known as advanced persistent threats. They
embraced a new model of cyberwarfare known as the Cyber Kill Chain.
The Cyber Kill Chain takes the traditional model of warfare and applies
it to computer-based attacks.

In this chapter, you will learn about the evolution of the cyberwarfare
landscape, from the early days of individual actors to the presence of
advanced persistent threats. You will learn about the tools and techniques
used by these new cyberwarriors, as well as the Cyber Kill Chain process
they use to seek out and exploit high-value targets.

Chapter 5 Topics

This chapter covers the following topics and concepts:

How hacking evolved from a hobby into a tool of warfare

What the characteristics, motivations, and tools of advanced persistent
threats are

How the Cyber Kill Chain describes the attack technigues of advanced
persistent threats

Chapter 5 Goals

When you complete this chapter, you will be able to:

Describe the changing threat model presented by cyberwarfare
Explain how opportunistic, semi-targeted, and focused attacks differ

Explain the characteristics, motivations, and tools used by advanced
persistent threats

Describe the phases of the Cyber Kill Chain
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The Changing Threat Model

Over the past three decades, the world witnessed the evolution of hackers from
teenagers hunched over a computer in the middle of the night, WarGames style,

to sophisticated cyberwarfare threats with financial and geopolitical motivations.

As the stakes increased, so did the weapons, tactics, and techniques of cyberwarriors.
The increased focus on attack mechanisms led to increased investment in defensive
forces and tools. This cat-and-mouse game resulted in dramatic changes in the
landscape of cyberwarfare and increasing attention from both government and
business leaders.

Historical Hacking

The term hacker once described an individual who was extremely proficient at
manipulating computers. Early computing industry pioneers including Steve
Wozniak, one of the cofounders of Apple Inc., and Bill Gates, the founder

of Microsoft, were proud to be counted among the elite ranks of hackers in
Silicon Valley.

The use of the term changed after some high-profile computer security incidents
took place in the 1980s, and the media quickly co-opted the term hacker to describe
individuals who exploit computer security weaknesses for fame, financial gain,
or other purposes. The stereotypical image of a hacker was a teenage boy who
lacked social skills and filled his time with the esoteric pursuit of probing networks
for security holes—gaining access to systems that few people knew existed, let
alone understood.

One of the first well-known hackers, Kevin Mitnick, quickly became the poster
child for the hacker movement. At the age of 16, he hacked into the private network
of computer manufacturer Digital Equipment Corporation (DEC) and stole a copy
of their proprietary operating system software. He was convicted of this crime
in 1988 and was sentenced to a year in prison and three years’ probation. While
on probation, he was charged with hacking into telephone company voice mail
systems and went on the run, remaining a fugitive from law enforcement until his
eventual capture in 1995. His exploits are chronicled in the book Track Down and
the movie Takedown.

FYI

Mitnick is now out of prison and employed as a well-known computer security consultant.
He frequently makes media appearances in the aftermath of computer security incidents.
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Cracking the Cuckoo's Egg

One of the earliest documented hacking investigations took place in 1986 when Cliff Stoll,
a systems administrator at Lawrence Berkeley National Laboratory, noticed an accounting
discrepancy on one of his computer systems. As he began to investigate, he realized that
someone outside the laboratory had gained access to his system. He quickly set a trap,
known as a honeypot, for the attacker, and cooperated with law enforcement to identify
and track the hacker’s activity.

When Stoll and the authorities dug further into the attacker’s actions, they quickly became
concerned. The hacker had broken into a series of military-related targets, including Army
and Air Force bases throughout the United States, Europe, and Asia.

Investigators eventually traced the activity back to a German hacker named Markus Hess.
The FBI and the West German government conducted a joint investigation, revealing that
Hess had been recruited by the Soviet intelligence service, the KGB, to obtain sensitive
military information for the Soviet Union. Hess was convicted of espionage and sentenced
to a one-to-three-year prison term. Stoll later told the story of the investigation in a book
titled The Cuckoo’s Egq: Tracking a Spy Through the Maze of Computer Espionage. The
book tells the story of one of the first recorded acts of cyberwarfare.

Modern Hacking

Modern hackers have advanced far beyond the antics of lone ranger hackers like Mitnick
and Hess. Early hackers roamed an Internet that resembled the Wild West. There were
few security controls and even fewer trained security professionals. Modern hackers face
a sophisticated adversary of well-trained information security practitioners armed with
sophisticated defense mechanisms. For this reason, they must step up their game and
move beyond the world of script kiddies into an environment of advanced cyberwarfare.

The types of attacks waged by modern hackers may be classified into three categories:
opportunistic attacks, semi-targeted attacks, and focused attacks.

Opportunistic Attacks

An opportunistic attack begins with a tool in mind. The attacker develops an attack
technique and then uses a brute-force approach against thousands or millions of targets
in an attempt to find a handful of vulnerable systems. The attacker then exploits those
systems, typically either for financial gain or to gain access to the computing power of
compromised systems.

Opportunistic attackers use the following common attack techniques:

Malicious software that scans networks for systems with a specific vulnerability
and then infects those systems. The SQL Slammer and Code Red worms are famous
malware outbreaks and examples of opportunistic malware.
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Phishing attacks that send out massive quantities of e-mails soliciting help with
a money transfer. These attacks are designed to lure unsuspecting users into
providing financial information, which is then used as part of a fraudulent scheme.

Phishing attacks that seek to scare users into providing usernames and passwords.
These attacks often threaten that an e-mail account is about to expire and
provide a false password-protected link that the user can click to “rescue” the

threatened account.

Password-guessing attacks that target Web sites and other
secured servers. These attacks try common combinations
of usernames and passwords in an attempt to gain access
to legitimate Web site accounts.

The techniques used by opportunistic attackers are not sophisti-
cated. In fact, they are quite simplistic. The idea behind this type
of attack is to play a numbers game. Even if only a miniscule
percentage of people or systems are susceptible to the attack,
the attacker will likely be successful if he or she tries a sufficient
number of times.

Semi-Targeted Attacks

A semi-targeted attack goes a step beyond opportunistic attacks
and seeks to infiltrate a specific organization or type of target.
However, semi-targeted attacks continue to use the same brute-
force tools used by opportunistic attacks but sometimes with

slight modifications designed to better fit the target environment.

They do not target very specific individuals or systems, but do
seek to compromise computers within a specific organization.

For example, the classic “webmail expiration” phishing
scam described in the previous section might be modified to fit
a particular target organization and then sent only to e-mail
addresses within the targeted domain. The original phishing
message might read:

!\, WARNING

Opportunistic attacks
occur on the Internet
constantly. For this reason,
it is essential to maintain
basic security controls,
such as updated antivirus
software and a robust user
education program.

NOTE

Opportunistic attacks are
sometimes described as “one
in a million attacks” because
they use the large number of
employees at major targets as
an advantage. An attack with
a 99.9999 percent failure rate
will likely succeed against at
least one person if you send it
to 1,000,000 people.

Your mailbox has exceeded the storage limit set by your administrator. You may not
be able to send or receive new mail until you revalidate your mailbox. To revalidate

your mailbox, please click here: mailbox revalidation.

Sincerely,
System Administrator

This is clearly a generic message and it has a very low likelihood of success against all
but the most naive e-mail user. However, an intelligent attacker seeking to gain access
to an Acme Enterprises e-mail account might use knowledge of Acme’s organization

to revise this message to something more sophisticated, such as:
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Dear Acme Employee,

In compliance with the company’s recent GOL initiative, all e-mail accounts are
being updated with advanced levels of security. To facilitate these changes, all users
must change their account passwords before the close of business on Friday.

To ensure the security of your account, you should change your password only by
using the Acme password change utility. Never provide your password to anyone
via e-mail, telephone, or other insecure means. To access the Acme password
change site, please click here.

Thank you for your cooperation. Remember, it is essential to change your password
before Friday to retain continued access to your account.

Sincerely,

George Parker

Vice President for Information Technology
Acme Enterprises

This message is much more sophisticated than the previous draft, although it says
basically the same thing. It is a threat that the user’s account will be terminated, but
it has several advantages over the earlier message:

It is branded using the Acme Enterprises name and the
!\, WARNING company’s common jargon, giving it the air of legitimacy.

Semi-targeted attacks are Users are warned that they should never provide their
often successful because password via insecure means, even though the e-mail is

of the “one in a million” asking the user to do just that.
approach described earlier.

It is believed that this type
of phishing attack was

The message uses the name of an individual who is probably
well known to Acme employees and has a high rank within

responsible for the successful the organization.
2011 hacking attack against Users are given an imminent deadline (the close of business
computer security firm RSA. Friday) and are advised of the consequences of failure to

comply (loss of access).

Of course, users who actually click the link are taken to a fake password change site, not
the actual Acme page. That site will collect the user’s password for use in a later attack.
The fake site will likely be designed to visually replicate the official site. If it is truly sophis-
ticated, it will accept both the old and new passwords provided by the user and then
actually change the user’s password on the official site to avoid raising suspicions when
the user is unable to use the new password.

Focused Attacks

Focused attacks, or targeted attacks, seek to compromise a specific system or
individual user. They use highly sophisticated attack mechanisms that are often
custom-designed to compromise a specific account. They may involve the use of
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The Many Hats of Hackers

Hackers have many different motivations and use their skills for different purposes.
The community has adopted a system of describing these motivations by talking about
the hacker’s “hat color,” using a system adapted from old Western films. The common
hacker hats include:

White-hat hackers are benevolent security practitioners who use hacking skills
for good purposes, seeking to secure the information systems of their employers
or consulting clients. They operate with permission.

Black-hat hackers use their skills with malicious intent. They seek to gain
unauthorized access to systems for financial gain, to advance a political agenda,

or for other purposes.

Gray-hat hackers occupy a nebulous space between white hats and black hats. They
have the seemingly noble purpose of informing companies of system vulnerabilities,
but operate without permission.

As with all areas of human behavior, it is often difficult to neatly characterize the behaviors
of any specific individual.

technically advanced malicious software that is able to gain surreptitious access

to a system. Alternatively, focused attacks may leverage a variation of phishing
attack, known as spear phishing. Spear phishing uses highly specific information
about a particular individual to gain access to an account. For example, a spear
phishing attack might send a forged e-mail message from the target’s spouse saying
something like “Check out these pictures I took at dinner the other night.” Seeing
familiar language from a familiar address makes it much more likely that the
individual will click the link.

The pinnacle of the focused attack is the advanced persistent threat (APT).
These attackers are extremely well-funded organizations with access to advanced
technology and specific operational objectives. APTs are discussed in detail in the
next section of this chapter.

Inside the Advanced Persistent Threat

The evolution of hackers from script kiddies into sophisticated attackers with
focused goals has led to the emergence of a new kind of cyberwarfare threat—
the advanced persistent threat (APT). APTs earned their name because they make
use of advanced technologies, select specific targets, and then remain focused on
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those targets until they achieve victory. An APT might be willing to

NOTE invest months or years of time toward infiltrating and compromising
APTs and cyberwarriors a valuable target.
can be one and the APTs are highly organized and have significant resources at their
same. A cyberwarfare disposal. They move beyond the hacker confederations of earlier times
group is an APT from because they have defined leadership and a command structure. APTs
the perspective of the might be military units, other government-sponsored entities, or under
attacked organization. the control of nongovernmental actors, such as corporations, activist

groups, or organized crime.

Characteristics of the APT

APTs are a completely different type of attacker than earlier forms of hacker organiza-
tions. They share five common characteristics:

Sophisticated technical tools—APTs have access to advanced attack technol-
ogies that are simply unavailable to other attackers. These may include the
use of vulnerabilities discovered by the APT or APT sponsor that have not
been disclosed to anyone else and, therefore, are difficult or impossible to
defend against.

Use of social engineering—APTs often worm their way into an organization
by using old-fashioned social engineering techniques that manipulate human
behavior. These are discussed in more detail in the “APT Tradecraft” section
of this chapter.

Clear, defined objectives—APTs operate in a military or paramilitary manner.
They have a very clearly defined mission and conduct all of their cyberwarfare
operations in support of that mission.

Financial and human resources—The sponsors of APTs provide very high levels
of funding and support for their operation. Depending upon the nature of the
sponsor, this may include access to very talented staff, tremendous financial
resources, and access to intelligence-collection mechanisms and finished
intelligence products.

Organization and discipline—APTs are not the loosely organized hacker confed-
erations that grew up in the past. Instead, they are very well-organized and
disciplined organizations that operate in a command-and-control style.

These characteristics differentiate APTs from all other types of attackers. These well-
resourced, highly skilled attackers are formidable opponents for information security
professionals in the organizations that APTs target.
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APT Motivations

Although APTs share common motivations, they may have very different purposes.
Some APTs may have military/political objectives, whereas others may be activist
organizations seeking to advance a political agenda. In this section, you will learn
four common APT motivations: military/political, cybercrime, corporate espionage,
and activism.

Military/Political

The most well-known examples of APTs have military and/or political agendas.
These are state-sponsored groups that operate either within or on the fringes of
official government agencies. They are typically used to wage cyberwarfare against
anation’s adversaries. The cyberwarfare activities of a nation-sponsored APT may
be overt actions that are associated with a declared war/military action. Or they may
be covert actions designed to advance the nation’s agenda in a stealthy manner,
avoiding activities that may lead to attack attribution.

Many governments are known or suspected to sponsor APT activities. The Chinese
government is widely believed to be behind a group known as APT1 that has engaged
in cyberwarfare activities against targets around the world for over 10 years. The
group is believed to be based in Shanghai and associated with Unit 61398 of the
Chinese People’s Liberation Army.

Cybercrime and Corporate Espionage

A subset of APTs have very old-fashioned motivations: They want to make money.
The goal is to simply steal items with monetary value or obtain information that may
be used as part of a corporate espionage campaign, allowing a company to gain a
competitive advantage over another firm. For example, a company might want to
gain access to a competitor’s bid on a particular project. This would help the company
undercut that bid and win an account.

The recent attack against RSA Security is an example of an APT focused on
corporate espionage. Attackers used spear phishing attacks to trick company execu-
tives into running a malware-infected attachment. They then leveraged this initial
access to gain access to sensitive company information stored on internal systems.

Activism

Although many APTs are motivated by financial or military purposes, others
simply seek to advance a political agenda while not having an association with a
government. They might want to overthrow an existing regime, gain awareness
for a political cause, or correct what they perceive to be an institutional injustice.
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The window

of vulnerability
begins when a

new vulnerability is
discovered and rises
to a peak just before
a security patch

is released.
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One of the best-known activist APTs is a group known as the Syrian Electronic
Army (SEA). This group conducts social-media spamming, Web site defacements, and
hacking attacks designed to advance its political agenda. SEA's goal is to support the
Syrian government and attack both Syrian opposition groups and Western organiza-
tions that it views as opposed to the Syrian government.

APT Tradecraft

APT groups invest tremendous amounts of time and money in developing sophisti-
cated tools to attack their targets and achieve their ultimate objectives. Although they
may use common hacker tools, they typically supplement them with attack mecha-
nisms that are unlikely to trip the alert systems of even very sophisticated opponents.
APTs use the following tradecraft types: zero-day attacks, advanced malware, social
engineering and phishing, and strategic Web compromises.

Zero-Day Attacks

Zero-day attacks are one of the most common techniques employed by APTs. In these
cases, the APT group or the sponsor of the APT group identifies a new vulnerability
in a software package or operating system. Instead of disclosing that vulnerability to
the software manufacturer, the APT keeps it secret for use in a future attack. Because
it has no knowledge of the vulnerability, the manufacturer never prepares a security
patch designed to correct it.

APTs that exploit zero-day attacks are taking advantage of a concept known as
the window of vulnerability, shown in Figure 5-1. The risk associated with a zero-day
attack begins when the attack is discovered and increases until the time that the
software vendor releases a patch. Once a patch is available, the total risk diminishes
as administrators around the world apply the patch to their systems. However, some
residual risk remains until all administrators have successfully patched their systems.

Patch
Released

Risk

Zero Day Residual Risk

A 4

Vulnerability Time
Discovered



CHAPTER 5 | The Evolving Threat: From Script Kiddies to Advanced Attackers

Malware

Malware is one of the staple mechanisms used by attackers of all shapes and sizes. APTs
often use malware toolkits to help standardize their attack process. These toolkits provide an
easy way to couple a known control mechanism with a novel zero-day exploit. For example,
an attacker might discover a new zero-day exploit and use it to gain access to a system.
Once he or she has this access, the attacker might install a remote access trojan (RAT) to gain
permanent access to that system so that it might be exploited in the future. The APT
might use a malware toolkit to develop and deploy the RAT on a compromised system.

Social Engineering and Phishing

Hackers of many different skill levels use social engineering attacks, which are still one
of the most successful attack techniques. APT hackers often use highly targeted spear
phishing techniques to gain access to a specific individual’s system. The hacker chooses
a specific individual whom he or she finds of significant interest. For example, the APT
might want to gain access to a system administrator’s computer because of the unique
privileges that the system administrator has on the target network. The attacker might
spend weeks conducting careful research about the administrator. He or she might then
craft a very clever phishing message designed specifically to fool that administrator into
executing attached malware or clicking a malicious Web link.

Strategic Web Compromises

Strategic Web compromises occur when attackers compromise a Web site known to be
frequented by members of the target organization and install malware on that Web site.
The malware lies dormant until the target visits the Web site. At that time, it infects the
targeted system and gains a foothold in the target environment, allowing future attacks
by the APT.

Strategic Web compromises are often referred to as watering hole attacks because they
compromise a location that is commonly visited by the target. Watering hole attacks
typically follow a four-step process:

1. The attacker compromises a commonly visited Web site by conducting an attack
against the Web servers.

2. The attacker manipulates the code of the compromised Web site to include
instructions to download malicious code, hosted on a second Web site.

3. The target of the attack visits the Web site and unknowingly follows the instruc-
tions embedded in the watering hole site and downloads the malicious code.

4. The attacker gains access to the target’s system through a command-and-control
network set up by the malicious code.

Watering hole attacks are dangerous and have become very prevalent in recent years.
Several major security vendors have recently documented watering hole attacks that have
successfully penetrated both government agencies and large corporations.

105
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NOTE

It's important to remember that
the steps in the Cyber Kill Chain
may occur over dramatically
different time intervals.
Reconnaissance for an attack
may take months in advance
of the actual engagement.
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The Cyber Kill Chain®

Military targeting specialists use the concept of a kill chain to describe how they move
from intelligence gathering that identifies appropriate targets to the process of engaging
and destroying the adversary. The traditional kill chain is described in the military’s
Joint Targeting Manual, and consists of six steps:

1. Find—Identify targets and collect intelligence about them.
2. Fix—Focus sensors on the target and locate it in time and space.

3. Track—Maintain tracking information on the target and conduct additional
intelligence, surveillance, and reconnaissance, as necessary.

4. Target—Select appropriate weapons, conduct a risk assessment, and decide upon
the plan of engagement.

5. Engage—Transmit the order to attack and strike the target.

6. Assess—Monitor the attack, determine success, and recommend another attack,
if necessary.

This kill chain model works very well when describing a kinetic attack against a physical
target, such as dropping a bomb on a building. Cyberwarfare planners wanted to adapt
this model to reflect the activities of cyberwarfare. Researchers at Lockheed Martin used it
as the basis for the Cyber Kill Chain, shown in Figure 5-2.

The Cyber Kill Chain follows the basic idea of the generic kill
chain model. An attack consists of a sequence of events that
begins with identifying a target and moves through the stages
of selecting and delivering an appropriate weapon. The steps,
however, are modified to better describe the actions specific to
cyberwarfare attacks.

Individuals participating in cyberwarfare may use the Cyber
Kill Chain as an effective way to understand attacks from both
offensive and defensive perspectives. Those engaging in offensive

On the other hand, the entire cyberwarfare may use the chain to help organize their attacks and
chain may be compressed into ensure that they are progressing in an orderly manner. Defenders
a few hours, depending upon may use the chain to gain insight into the minds of their adver-
the nature of the attack and saries, recognizing the early signs of an attack in progress and
external circumstances. using those indicators to build an effective cyberwarfare early

warning system.

Reconnaissance

Attacks begin with the Reconnaissance phase, where cyberwarriors gather information
about potential targets. This is extremely similar to the Find phase in the kinetic kill chain
model. War planners provide strategic objectives, and targeters search for potential targets
that might achieve those objectives. Intelligence professionals gather information about
the target’s weaknesses that might be exploited in an attack.
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Conduct background research necessary to

g
Reconnaissance identify and select targets % The Cyber Kill Chain®
£ was developed by
& researchers at Lockheed
Weaponize Create a cyberwarfare weapon suitable for § Martin as an excellent

the intended target way to understand the

process used by APTs to

. . compromise systems.
Deliver Insert the weapon into the target environment

: Execute the cyberwarfare weapon by
Exploit leveraging a system or human vulnerability

Create a permanent footprint on the exploited

Install system to enable persistent access
Command and Establish a control mechanism used to
Control communicate with the compromised system
Act on Leverage the new access to steal data, alter
Objectives records, or achieve other objectives

In a kinetic attack, this Reconnaissance phase might include using satellite-based
imagery intelligence (IMINT) to identify buildings related to the war objectives and deter-
mining their precise geographic coordinates to facilitate an attack. The reconnaissance
might also include human intelligence (HUMINT) about the construction materials used
in a building and signals intelligence (SIGINT) that identifies the hours of occupancy.

All of this information may be gathered over an extended period of time and stored in a
targeting database that planners may access quickly in the event of armed conflict.

The cyberwarfare reconnaissance process is quite similar and may leverage some of
the same traditional intelligence tools. These tools are normally supplemented, however,
with specific tools of cyberwarfare. For example, the Reconnaissance phase might include:

Conducting network sweeps of known IP address ranges belonging to the
adversary to identify active servers on those networks
Running port scans that identify the services running on detected servers

Using operating system fingerprinting on identified servers to determine both
the operating system and version in use on targeted servers

Accessing Web applications running on targeted servers to determine

their purpose
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NOTE

Logging is only useful as an
early warning mechanism if
the logs are monitored on
a routine basis.
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Probing systems for network-based vulnerabilities that may be exploited during
an attack

Conducting Web application vulnerability scans to probe running applications
for SQL injection, cross-site scripting (XSS), and other weaknesses

As you look through the preceding list, notice the reconnaissance techniques are listed
in order of increasing information utility. You will get more information from the items
later in the list. However, the techniques are also increasingly intrusive and are more
likely to generate noise that alerts the adversary to the fact that the systems are being
scanned. Log information will also reveal the IP addresses of the systems conducting the
scan, which may reveal important geographic and/or organizational information about
the attackers.

Staff responsible for defending networks should implement
robust logging and monitoring capabilities to facilitate the early
detection of reconnaissance attacks. This information should be
logged to a centralized server and monitored on a routine basis to
provide critical defensive intelligence.

In addition to detecting reconnaissance in progress, admin-
istrators may take proactive measures to block reconnaissance
activities. For example, administrators can configure network and
host firewalls to restrict external network access to those servers and ports absolutely
necessary to meet business requirements. Additionally, administrators can configure
intrusion prevention systems to identify scans that are in progress and automatically
block all network access for the systems performing the scan. These actions can block
reconnaissance and cut off a potential attack very early in the kill chain.

NOTE Weaponize
Choosing a weapon that Once the attacker has identified a target, it is time to develop and/or
is very likely to succeed is customize a weapon that is likely to succeed in compromising
crucial to a stealthy attack. the security of that target. The intelligence gathered during the
Unsuccessful attack attempts Reconnaissance phase is crucial to this work. Information about
are likely to set off alarms, the operating system, patch level, and software running on a device

alerting the target to
the attempt.

allows cyberwarriors to choose a weapon that has a very high
likelihood of success in compromising that target.

The malicious payload that actually compromises a system
is typically embedded in a more innocuous file that is not likely to arouse suspicion.
Figure 5-3 shows an example of this, with a malicious payload embedded inside a
Microsoft Word document that may be easily delivered via e-mail to the target recipient
during the next phase of the Cyber Kill Chain.
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Word Document
E-mail

Malicious Malicious
Payload > Payload

Attackers seeking to create a cyberwarfare weapon first design a malicious payload, and then embed it
within a delivery mechanism, such as a Word document. In the next phase, attackers deliver the malicious
payload to the target, such as via an e-mail message.

Before moving on to the Deliver phase, the attacker will likely perform testing of the
payload and delivery mechanism to ensure that it will successfully compromise the target
system. Highly sophisticated attackers conducting high-stakes attacks will go to great
lengths to create a test environment that mimics the actual target environment as closely
as possible. The quality of the intelligence gathered during the Reconnaissance phase is
directly related to the quality of the test environment. As an example, evidence shows
that the Israeli military actually created a physical replica of an Iranian uranium
enrichment facility during the testing of the Stuxnet worm. This testing effort likely
cost millions of dollars, but it made a significant contribution to the eventual success
of the attack.

The design of the malicious payload and delivery mechanism typically occurs without
any interaction with the target environment. Therefore, it is difficult for defenders to take
any measures to either detect or disrupt the Weaponize phase of the Cyber Kill Chain.

Deliver

After developing and testing an effective weapon designed to penetrate the target system,
the actual attack takes place. The Deliver phase may occur weeks, months, or even years
after the Weaponize phase, depending upon the military or political objectives of the attack.
Cyberwarriors may invest significant amounts of time conducting reconnaissance and
developing weapons effective against targets that may never be attacked. This is similar
to the efforts that kinetic warfare planners put into developing comprehensive war plans
that may be used in the event of an actual military engagement.

The delivery occurs by transmitting the embedded payload to the targeted system
through any means thought to be effective. A Lockheed Martin analysis of weaponized

payloads during the period 2004—2010 revealed three common attack delivery mechanisms:
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E-mail attachments
Web sites with embedded malware
USB removable media (flash drives)

Information security professionals seeking to detect and disrupt weapon delivery attempts
affecting their users and networks have a variety of tools at their disposal. These include:

Intrusion detection and prevention systems
Antivirus software
Content filters

In addition to these technical controls, it is important to implement and maintain a
robust user education program. The first signs of malicious activity are usually visible to
end users. If users are trained to identify and report unusual activity on systems, security
staff may receive notice of an attack not identified by other detection mechanisms.

Exploit

When the malicious payload reaches the target system, it must then execute and

exploit a vulnerability in the target system to gain a foothold. This is the focus of the

Exploit phase of the Cyber Kill Chain. The payload may require user intervention,

such as opening an infected attachment, as shown in Figure 5-4. Or it may exploit

an operating system or application weakness to gain temporary control of the

targeted device.

Administrators seeking to defend systems from the Exploit phase

TIP of the Cyber Kill Chain must shift their focus to defending the
endpoint itself. Once the weapon has been delivered to the target,

It's impossible to overstate
network-based defenses are no longer effective because the weapon

the importance of quickly

installing security patches has finished crossing the network. From a detection perspective,
on systems. This is one of host-based intrusion detection software may alert administrators
the most important duties to the presence of an exploit. Antivirus software, either signature-
of system administrators. based or behavior-based, may provide a means of both detecting

and preventing malware infections.

When the user receives
the e-mail with the

Word Document

q
infected Word document, E-mail py N N
he or she opens that \ — l\él)all?lo%s
document, and the — Malicious - 5 y A {

payload infects the

Payload |
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Buffer Overflows and Data Execution Prevention

A buffer overflow is a particularly dangerous class of exploit that attempts to force
applications to write more data to an area of memory, known as a buffer, than has been
set aside for that purpose. If successful, the buffer overflow attack writes into an area of
memory designed for program execution. The attacker exploits the attack to push beyond
the reserved area of memory and write malicious commands into that executable area.
These commands may give the attacker control of the system.

Microsoft's Data Execution Prevention (DEP) marks portions of memory set aside for
program use as nonexecutable. Even if an attacker is able to exploit a buffer overflow to
write commands to memory, he or she cannot force the execution of those commands.
Violations of DEP cause the termination of the violating program.

Many users are frustrated by the pop-up windows associated with DEP. These windows
sometimes appear when a user is attempting to install software and prompt the

user for administrator credentials. Unfortunately, this inconvenience sometimes leads
users to disable DEP, undermining its effectiveness as a security control against buffer
overflow attacks.

System administrators may further fortify their devices against attack by ensuring
that systems have a full set of current security patches. Applying updates as soon as
they are issued reduces the vulnerability of the device to known exploits. Furthermore,
the use of preventive technology such as Microsoft’s Data Execution Prevention may
block certain types of attacks from succeeding.

Install

Once the attacker gains access to the target system through the exploitation of a vulner-
ability, the attacker must move to make that access permanent. This occurs during the
Install phase of the Cyber Kill Chain. The attacker leverages, or uses, the temporary
access achieved in the Exploit phase and installs a remote access trojan (RAT) on the
system. The RAT allows the attacker to gain permanent access to the infected system.
The capabilities of a RAT include:

Obtaining complete control of the infected computer

Monitoring screen activity

Logging keyboard and mouse activity

Stealing data stored on the device or accessible network locations

Running reconnaissance tools against other systems on the network connected
to the RAT-infected system

Altering system configuration settings
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RATSs are designed to operate in a stealthy manner, hiding their presence from the
end user. They typically communicate back to their controlling user over an encrypted
HTTPS channel. This makes it difficult to distinguish the network activity they
generate from normal use of secure Web sites. Attackers using a RAT to control a
system must take care to avoid issuing any commands that alert the user to the RAT’s
presence. For example, a user might be alerted to the presence of a RAT by any of the

following indicators:

Unusual disk activity causing noise

Changes in system configuration settings with user-visible results
Alterations to data stored on the device

Slow performance caused by heavy CPU use by the RAT

TIP

The use of behavior-based
antivirus software is growing in
popularity. This software does
not require signatures and is
capable of detecting previously
unknown malware on a system.

NOTE

A system under the control of

a C2 server is commonly referred
to as a bot. The attacker might
have a large collection of bots
executing the same commands
simultaneously. This is known as
a botnet. Botnets are commonly
used in distributed denial of
service (DDoS) attacks.

Once an attacker gains access to a system in the Exploit phase,
it becomes very difficult to prevent the attacker from continuing
through the final phases of the Cyber Kill Chain. Antivirus
software may be effective against the use of a RAT, particularly
if the RAT is a known piece of malicious software.

Command and Control

In the Command and Control phase of the Cyber Kill Chain,
the attacker maintains control of the compromised system
through the use of the RAT. This typically takes place
through the use of a command-and-control (C2) server, as
shown in Figure 5-5. The attacker may either interactively
control the infected computer through the C2 server or may
store a series of queued commands on the C2 server that
will be executed on the infected systems at a later date.
Most corporate networks block all unsolicited inbound
connections from the Internet as a standard defensive
measure. They strictly limit inbound connections to a
small set of servers designed to handle such traffic, such as
public-facing Web servers and e-mail servers that accept
inbound messages from Internet users. Furthermore,

these publicly exposed systems are normally segregated from other systems in a
demilitarized zone (DMZ) that is unable to access other corporate resources. That
way, if a system in the DMZ is compromised, the infection is less likely to spread to
other systems on the company’s network.

The use of DMZs can spell trouble for C2 connections and is the primary reason
that attackers use dedicated C2 servers. Systems operated by end users are almost
always on private networks with no external inbound exposure. An attacker may
be able to travel through the Install phase by tricking the user into opening an
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Command-and- m
Control Server After malware is

installed on the target
system, it establishes

Infected a command-and-
ompute - 5~ control link with a
'; ¢ server maintained by
l". the attacker.
—

N,

infected e-mail message, accessing an infected Web site, or opening an infected
file. However, the presence of a firewall would prevent the attacker from directly
connecting to the RAT on the compromised system and issuing commands.

Given this limitation, attackers program RATSs to connect to a C2 server once they
are installed on a system. The outbound connection takes place over an encrypted
HTTPS connection that is allowed by the firewall because it is indistinguishable from
routine, secure Web browsing traffic. The C2 server then uses that RAT-initiated
connection to issue commands to the compromised system. C2 servers also serve
as intermediaries, hiding the true IP address of the attacker from the RAT and
frustrating the attempts of investigators to determine the attacker’s identity.

Using encrypted connections makes it extremely difficult to detect command-and-
control connections on your network. One technique used to identify these connec-
tions is to build a database of known C2 servers and then monitor network activity
for attempts to connect to those known malicious addresses. This becomes a cat-and-
mouse game, with attackers rotating the IP addresses of C2 servers when they
become known to security administrators.

When an administrator detects a connection attempt to a TIP
known C2 server, he or she should take two actions. First, block You might want to consider
the connection attempt. The administrator typically does this in an subscribing to a threat
automated fashion through a firewall rule or intrusion prevention intelligence service that offers
system. Second, immediately investigate the system that was the members access to a C2
source of the infection because it has likely been infected by a RAT. server IP blacklist that is
Even if antivirus scans return clean results, it would be prudent to updated in real time. This
immediately isolate the system from the network and rebuild it to may prevent RATs from
a known secure state. connecting to your C2 server

and receiving commands.
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Act on Objectives

After progressing through the previous six phases of the Cyber Kill Chain, attackers may
finally act on their ultimate objectives for the attack. Reaching this phase requires careful
planning, sophisticated technical tools, stealthy navigation, and fortuitous circumstances.
It may require the investment of significant financial resources and take an extended
period of time to successfully reach this phase. Many attacks will never reach the point
where the attacker is able to act on those original objectives because they are stymied at
an early stage of the kill chain.

The objectives that an attacker may attempt to achieve during this phase include:

Stealing sensitive information that is either stored on the device or in a location
that the device is able to access.

Monitoring the activity of the device’s user for intelligence purposes.
Altering data on the device or a connected database to mislead the enemy.

Using the device as a foothold on the organization’s network with the objective
of leveraging that access to gain access to yet another system. In this case,
the attacker typically begins the Cyber Kill Chain anew.

Whatever the objectives of the attacker, it has taken a considerable effort to reach this
stage in the chain. The advanced technology leveraged to achieve this goal and the
sustained effort required to successfully arrive at this point are the reasons that attackers
employing the Cyber Kill Chain are known as advanced persistent threats.
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CHAPTER SUMMARY

Hacking techniques and organizations have evolved significantly over the past

three decades. Whereas early attacks were waged by lone teenagers exploring the
new world of networked computing from their basements, modern attacks may be
waged by well-funded and highly organized adversaries with sophisticated technical
capabilities. Advanced persistent threats (APTs) are capable of waging sustained,
complex attacks against high-value targets. They use a variety of sophisticated
techniques to gain access to systems. They then leverage that access to achieve their
ultimate objectives.

Cyberwarfare experts use the concept of the Cyber Kill Chain to describe the phases
of a cyberwarfare attack. The Cyber Kill Chain begins with the Reconnaissance
phase where the attacker gathers as much information as possible about the target.
The attack then moves into the Weaponize phase where the attacker develops a
weapon specific to the selected target. This weapon is transmitted to the target during
the Deliver phase. The attack then enters the Exploit and Install phases, where it
gains access to the target system and installs a permanent footprint on the device.
Attackers retain access to the target system during the Command and Control phase.
They eventually implement their strategic aims in the Act on Objectives phase.

b KEY CONCEPTS AND TERMS
Advanced persistent threat Data Execution Prevention Remote access trojan (RAT)
(APT) (DEP) Script kiddies
Black-hat hackers Demilitarized zone (DMZ2) Semi-targeted attack
Bot Gray-hat hackers White-hat hackers
Botnet Hacker Window of vulnerability
Buffer overflow Kill chain Zero-day attacks
Cyber Kill Chain Opportunistic attack
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