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Intelligence Operations
in a Connected World

  

INTELLIGENCE IS THE COLLECTION, analysis, and dissemination of information 
about the capabilities, plans, intentions, and operations of an adversary. 
It typically includes the collection of information that an adversary wants 

to remain secret. Intelligence organizations closely guard the methods that 
they use to gather intelligence and the sources that provide them with 
secret information.

Nations consider intelligence critical to advancing their military and  
political agendas. At the same time, companies, organized crime, and  
other nonstate actors seek to gain intelligence about their competitors.  
The information gathered by intelligence sources and methods may give  
a group a significant advantage over an adversary by providing insight into 
the adversary’s capabilities, thoughts, objectives, and plans. The desire to 
achieve this advantage leads nations and organized nonstate actors to 
invest tremendous amounts of money and time in developing advanced 
intelligence-gathering capabilities.

Intelligence collection is as old as warfare itself. The earliest armies 
sought to identify the strength and location of opposing forces by using 
reconnaissance scouts sent out in the field to locate enemy encampments. 
Early intelligence officers relied upon the use of human intelligence sources. 
These spies and scouts were sent into the field to gather information 
that the enemy considered secret. Col. Thomas Knowlton, considered 
America’s first spy, led the country’s first intelligence organization during the 
American Revolution. George Washington sent “Knowlton’s Rangers” out 
on reconnaissance missions against British troops. One famous member of 
Knowlton’s unit was Nathan Hale, who uttered the famous quote, “I only 
regret that I have but one life to give for my country” before being executed 
by the British.
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Chapter 4 Topics

This chapter covers the following topics and concepts:

• What intelligence is and what the processes to collect it and  
analyze it are

•	 What disciplines and techniques used to gather intelligence are

•	 What types of support intelligence can provide to offensive and 
defensive cyberwarfare

•	 How countries have gathered intelligence in a connected world

Nations still make significant use of human intelligence today, but this 
traditional spycraft is now supplemented with advanced methods that 
take advantage of advanced technological capabilities. In this chapter, you 
will learn the variety of techniques used by modern intelligence-gathering 
operations, including the use of imagery intelligence, signals intelligence,  
open source intelligence, and other capabilities.

Naturally, countries seek to apply intelligence to all forms of warfare. 
Military units focused on the four traditional domains of warfare—land, 
sea, air, and space—are able to gather intelligence that assists them in both 
offensive and defensive operations. The addition of the cyber domain to 
the military landscape means that military units that engage in this domain 
now actively seek intelligence to assist them in military operations. As with 
the other four domains, intelligence support to cyberwarfare can extend to 
both offensive and defensive operations. In this chapter, you will learn how 
intelligence can assist cyberwarfare operations.

In 2013, an American military contractor named Edward Snowden 
released a significant cache of what he claimed were secret military 
documents to several media outlets. These documents provided the public 
with unprecedented insight into the abilities, tools, and techniques that 
governments use when engaging in cyberwarfare operations. In the final 
section of this chapter, you will learn about these abilities and how they  
have contributed to cyberwarfare efforts.
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Chapter 4 Goals

When you complete this chapter, you will be able to:

•	 Describe the five phases of the intelligence cycle

•	 Explain the different intelligence disciplines and how they are used  
to collect intelligence

•	 Explain how intelligence operations can support offensive cyberwarfare

•	 Explain how intelligence operations can support defensive cyberwarfare

•	 Describe examples of the intelligence-gathering techniques used today

Intelligence Operations

As mentioned, intelligence is the collection, analysis, and dissemination of  information 
about the capabilities, plans, intentions, and operations of  an adversary. Intelligence 
operations may take place at the behest of  nations or nonstate actors seeking to gain 
an advantage over a military, political, criminal, or business adversary. Every nation 
around the world engages in the discipline of  collecting intelligence. Many nations 
dedicate significant financial, technical, and human resources to increasing their 
intelligence capabilities.

As a formal discipline, intelligence operations follow well-defined processes and utilize 
standard abilities that nations have evolved over time. Using a repeatable, organized 
approach to intelligence collection and analysis ensures that nations are able to prioritize 
the use of  intelligence resources and gather the information needed by decision makers  
at the policymaking, strategic, and tactical levels.

The Intelligence Cycle
The intelligence cycle, shown in Figure 4-1, is a model used to describe the process of   
intelligence operations. It begins when a decision maker states a need for a specific type  
of  information and concludes when finished information is provided to that decision 
maker. The five phases of  the intelligence cycle include:

•	 Planning and Direction
•	 Collection
•	 Processing and Exploitation
•	 Analysis and Production
•	 Dissemination
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NOTE

Although intelligence professionals 
describe the process as a cycle and 
draw that cycle with unidirectional 
arrows, real-world intelligence 
collection rarely proceeds in 
such a clean, organized fashion. 
Steps in the cycle are often 
skipped or repeated, as practical 
demands dictate.

Each of  these phases or steps plays a critical role in 
ensuring that decision makers receive timely, accurate 
intelligence that answers the questions they posed. The 
Joint Publication 2.0: Joint Intelligence describes the full 
intelligence cycle process. 

Planning and Direction
The Planning and Direction phase of  the intelligence  
cycle consists of  several activities designed to ensure that  
intelligence operations target the appropriate information 
to assist decision makers. In this phase, several activities 
take place:

•	 Identify intelligence requirements—When decision makers identify a gap in the 
intelligence available to them, they work with the intelligence community to develop 
intelligence requirements. These requirements are general or specific subjects for 
which there is a need for information collection or intelligence production. These 
requirements are then broken down into two components:

•	 Priority intelligence requirements (PIRs) are the questions identified by decision 
makers as needing critical attention from intelligence operations. For example,  
a PIR might be “Will the British attack by land or by sea?”

•	 Essential elements of information (EEIs) are specific pieces of  information that  
may be collected to help answer the priority intelligence requirement. In the case 
of  the PIR above, EEIs might include “Is the British Navy assembling outside of  
Boston Harbor?” and “Are British troops leaving New York headed north?”

Planning and
Direction

The
Intelligence

Cycle

CollectionDissemination

Processing and
Exploitation

Analysis and
Production

FIGURE 4-1

The United States 
intelligence community 
uses the intelligence 
cycle to describe 
the sequence of 
events involved in 
collecting intelligence.

Joint Chiefs of Staff
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NOTE

You may sometimes see 
a six-phase version of the 
intelligence cycle. People who 
use this approach break out 
Requirements Gathering as a 
separate phase from Planning 
and Direction.

NOTE

You will learn more about 
the types of intelligence 
assets available to collection 
managers later in this chapter.

NOTE

In cases where information is 
collected electronically, many 
processing and exploitation 
tasks may be partially or 
completely automated.

•	 Develop an intelligence architecture—Intelligence 
production and dissemination require complex collection, 
processing, and dissemination systems. During the Planning 
and Direction phase, intelligence professionals identify the 
systems and processes that will be used in future phases of  
the cycle.

•	 Prepare a collection plan—The collection plan identifies the 
specific intelligence disciplines and methods that will be used  
to gather the essential elements of  information needed by 
analysts seeking to answer priority intelligence requests.

•	 Issue requests to collectors—After the collection plan is approved, orders  
are issued to intelligence collectors, directing them to execute the activities  
described in the collection plan and report results. 

The Planning and Direction phase is a critical component of  the intelligence cycle.  
It ensures that intelligence agencies are operating from the same plan of  action  
and are neither conducting redundant operations nor leaving critical gaps that will 
prevent fulfillment of  PIRs.

Collection
During the Collection phase, intelligence professionals use the assets 
at their disposal to gather the essential elements of  information. 
This work is led by collection managers, who are responsible for 
specific EEIs and have the ability to assign intelligence assets to 
collect data that may result in the requested information. 

The types of  assets used during the Collection phase depend 
upon the specific information requests made by decision makers 
and the availability of  appropriate assets. For example, a request to count the  
number of  tanks at a particular military base may be easily fulfilled by satellite 
 imagery under normal conditions. However, if  the information is needed on a  
cloudy day when satellite imagery is unavailable, the collection manager may  
seek to use an on-the-ground human spy to visit the facility and perform the count.

Processing and Exploitation
During the Processing and Exploitation phase, the potentially 
massive amounts of  data collected by intelligence assets must be 
transformed into information that analysts may use. This phase 
may include a variety of  activities, depending upon the types 
of  intelligence collection performed. Raw data may need to be 
decrypted, stored in databases, converted to viewable images, or 
undergo a variety of  other activities so it is useful to intelligence 
analysts. Translating collected data from one language into another
is also an important part of  the Processing and Exploitation phase. 
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If  the collection plan was well designed and assets were able to collect the 
requested information, the output of  the Processing and Exploitation phase 
should include the EEIs developed during the Planning and Direction phase.

Analysis and Production
At the conclusion of  the Planning and Direction phase, intelligence agencies  
now have answers to the EEIs. This information is turned over to professional 
intelligence analysts. These analysts have access to information from a variety  
of  intelligence sources and correlate the answers they receive to satisfy priority 
intelligence requests. For example, an analyst seeking to answer a question  
about whether a missile launch is imminent may have several EEIs available:

• Satellite imagery showing missiles on the launch pad

• Electronic intelligence showing that the missile command systems  
are activated and in launch mode

• Intercepted communications from the missile group commander  
ordering that all leaves be canceled

•	 Report from a human spy that the preparations are part of   
an exercise

In the Analysis and Production phase, the analyst must then interpret this infor-
mation and develop an assessment that satisfies the PIR. In this case, as in many 
real-world cases, the analyst has conflicting information. There are three infor-
mation sources indicating that a missile launch is imminent but one conflicting 
report from a spy saying that the preparations are all part of  an exercise. At this 
point, the analyst must make a judgment about the reliability of  the information 
from the spy. Is it possible that the spy is a double agent feeding false information  
as part of  a deception campaign? Has the spy provided accurate information in  
the past? Does the spy have access to credible sources?

Dissemination
The final phase in the intelligence cycle is the delivery of  finished intelligence 
products to the decision makers who made the requests. The Dissemination phase 
can take a wide variety of  forms, ranging from intelligence reports provided to 
the president of  the United States to field briefings made to a flight crew preparing 
to fly into combat. The recipients of  intelligence products can then integrate that 
information into their own processes. 
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Data, Information, and Intelligence

Intelligence professionals draw important distinctions among the words data, information,  
and intelligence. These terms are used to describe the products of different phases of the  
intelligence cycle, as shown in Figure 4-2.

Data is collected from the operational environment by using various techniques available in 
different intelligence disciplines. It might consist of large amounts of raw information that 
is not very useful by itself. For example, imagery data collected by a satellite would include 
thousands of photos.

Information is created by intelligence operations staffers when they process and exploit data. 
For example, an image processor might pore over satellite photos and identify all of the military 
vehicles in photographs by nation and type. This may be useful information.

Intelligence is the final product of the cycle. Intelligence analysts take the information collected 
through intelligence methods and assess it based upon the operational environment, the 
context of history, and their professional experience. They correlate information from a variety 
of sources, draw conclusions, and create forecasts. The resulting intelligence may be quite 
valuable to decision makers.

Operational
Environment

Collection Processing
and

Exploitation

Analysis
and

Production

Data Information Intelligence

FIGURE 4-2

During the intelligence cycle, data is processed into information, which is then analyzed and turned into 
intelligence for dissemination.

Reproduced from
 the Joint Chiefs of Staff
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Intelligence Disciplines

When intelligence professionals receive requirements from decision makers, they 
choose from a variety of  tools and techniques to uncover the information needed  
to satisfy these requests. These techniques vary widely, from using clandestine spies 
on the ground to assigning remote electronic capabilities to intercept communica-
tions from afar.

Intelligence professionals developing a collection plan must identify the intelligence 
disciplines most likely to successfully satisfy intelligence requests. They must then 
work with collection managers to assess the availability of  assets in those disciplines 
and the relative priority of  their requests. After that, they assign intelligence assets 
to work on those assignments, beginning with the highest priority and proceeding 
down the list. You will almost always have more intelligence requests outstanding 
than assets available to fulfill those requests, so it is critical to clearly define 
collection priorities.

Human Intelligence (HUMINT)
The discipline of  human intelligence (HUMINT) involves the collection of  information 
using techniques that involve interaction among individuals. In the United States, 
primary responsibility for HUMINT operations belongs to three agencies:

•	 The Central Intelligence Agency (CIA) has broad responsibility for HUMINT 
operations outside of  the United States.

•	 The Defense Intelligence Agency (DIA), a combat support agency of  the 
Department of  Defense, maintains its own HUMINT clandestine service 
dedicated to identifying the military intentions and capabilities of  adversaries.

•	 The Federal Bureau of  Investigation (FBI) bears responsibility for HUMINT 
operations within the United States.

When thinking of  human intelligence operations, you might immediately imagine 
the cloak-and-dagger techniques of  clandestine spycraft. Although conducting 
clandestine espionage operations is certainly a component of  HUMINT, collectors 
may exploit many other possible human sources as well. Examples of  HUMINT 
sources include:

•	 Agents who are sent clandestinely into an adversary’s operating environment  
to gather information and report back.

•	 Traitors who are recruited from within an enemy’s organization to provide  
information about the enemy. Some traitors (known as moles) are recruited  
long before they have access to desired information in the hopes they will be 
promoted to positions of  power.
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•	 Friendly military forces that encounter the enemy and are debriefed 
afterward to glean as much information as possible about enemy capabilities 
and tactics.

•	 Hostile military forces that are captured and taken as prisoners of  war 
(POWs) and may be interrogated for information of  intelligence value.

•	 Businesspeople who travel to a foreign country may be tasked with specific 
intelligence objectives before they leave and/or debriefed about their travels 
after they return.

• Embassy personnel in foreign countries who have diplomatic immunity  
may be tasked with intelligence-collection objectives.

This is just a small sampling of  the types of  human intelligence sources 
that HUMINT collectors may exploit. Creative collectors will develop 
unusual sources that are unlikely to raise the suspicion of  adversary 
counterintelligence operations.

In some cases, individuals with access to information volunteer to 
cooperate with HUMINT operations. However, many HUMINT sources 
must be recruited to participate in these activities. When recruiting 
HUMINT assets, intelligence professionals rely upon the four primary 
motivations of  spies: 

• Money—Many spies simply want cash. If  a spy has access to important infor-
mation, intelligence services are often willing to provide the spy with cash 
payments to continue the flow of  intelligence.

•	 Ideology—Some spies already possess or later develop strong beliefs that  
cause them to think that their espionage activities are contributing to the 
greater good.

•	 Coercion—Spies may be coerced into participating in HUMINT activities.  
The most common example of  this is blackmail, where an intelligence service 
has embarrassing or incriminating information about an individual. This 
information often relates to undiscovered criminal acts or embarrassing 
sexual activity. The intelligence service may even have placed the individual 
in the situation where the activity took place in the hopes of  capturing 
evidence. It then uses this evidence to force an individual to engage 
in espionage.

•	 Ego—Some individuals, particularly those with relatively unimportant 
positions but with access to sensitive information, may see themselves as 
much more important when they share that information with a foreign 
power. This desire for self-importance motivates some spies. 

TIP

You can easily remember 
the four motivations 
for spies by using the 
acronym MICE.
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As with any intelligence source, HUMINT collectors are faced with a wide variety of  
potential sources. The identification and cultivation of  a source is a time-intensive,  
risky process. HUMINT operators must use an approach that prioritizes potential sources 
based upon the likelihood that they will cooperate and the value of  the information they 
possess. The Army assigns each source one of  the following three cooperation codes:

•	 1—Responds to direct questions

•	 2—Responds hesitatingly to questions

•	 3—Does not respond to questioning

In addition, the Army assigns each potential subject a knowledgeability level using this 
three-tiered system:

•	 A—Very likely to possess information that would help satisfy a PIR

• B—Might have information meeting lesser intelligence requirements

•	 C—Does not appear to have pertinent information

Notice that the knowledgeability level codes are directly related to intelligence require-
ments. HUMINT operators place targets that are likely to have information about priority 
intelligence requirements in the highest category. This approach allows a direct linkage 
between the source-development process and the intelligence requirements process.

Once potential sources are rated on both cooperation and knowledgeability, they 
are placed on the graph shown in Figure 4-3. This graph assigns priority levels to each 
possible code combination, allowing HUMINT collectors to spend their time developing 
the sources that are most likely to both have important information and cooperate with 
HUMINT efforts. 

Robert Hanssen

Former FBI agent Robert Hanssen is an excellent example of a spy who was motivated 
by both ego and money. Hanssen spied for both the Soviet and later Russian intelligence 
organizations over the course of 22 years until his capture and arrest in 2001.

Hanssen’s activities were extremely damaging because of the sensitive positions that  
he held with the FBI. During one period, when the FBI suspected a mole, he actually  
led the effort to discover a suspected mole within the bureau. Little did his supervisors 
know that they had actually charged the mole with discovering himself!

After his arrest, a Department of Justice report classified the “vast quantities of documents 
and computer diskettes filled with national security information of incalculable value” 
disclosed by Hanssen as “possibly the worst intelligence disaster in U.S. history.”

Hanssen’s story was immortalized in the 2007 film Breach. He is now serving a lifetime 
sentence in the Florence, Colorado, supermaximum high-security federal prison.
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Signals Intelligence (SIGINT)
Signals intelligence (SIGINT) is the collection of  intelligence information through inter-
cepting communications and other electronic signals. Given the tremendous amounts of  
information exchanged electronically in modern society, SIGINT is often considered one 
of  the most productive intelligence disciplines. In the United States, the National Security 
Agency (NSA), a supporting agency of  the Department of  Defense, has primary responsi-
bility for SIGINT operations.

Traditional SIGINT operations are divided into two subdisciplines:

• Communications intelligence (COMINT) involves the collection of  communications 
between individuals. COMINT collection sources may include, among other sources:
•	 Telephone calls
• Radio transmissions
•	 Text messages
•	 E-mail
•	 Web traffic

•	 Electronic intelligence (ELINT) involves the collection of  electronic signals generated 
by nonhuman communications. It includes the electronic emissions generated 
by radar systems, aircraft, ships, missiles, and other communications systems. 
Examples of  ELINT uses are geolocation of  targets and identifying weapons systems’ 
operating characteristics.
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FIGURE 4-3

A prioritization chart 
used to rank potential 
HUMINT sources  
by their expected 
cooperation and level  
of relevant knowledge.
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In many cases, the communications intercepted by SIGINT opera-
tions are encrypted to prevent successful eavesdropping. Even 
encrypted communications may provide useful information about 
the location of  transmitters and the amount and frequency of  
transmissions. For example, a sudden burst in encrypted communi-
cations between a military command center and outlying command 
posts may indicate imminent military activity.

However, SIGINT is most useful when intelligence analysts  
gain access to the contents of  communications. For this reason, 
SIGINT forces retain significant cryptanalysis capabilities. 
Cryptanalysis is the discipline of  studying and defeating encryption 
technology to gain access to the plaintext of  encrypted messages. 

SIGINT information may be collected from a variety of  sources. 
These include large ground stations with antennas dedicated to 

receiving communications from specific sources, clandestine facilities located close to 
targets, and even military ships and aircraft with SIGINT capabilities. As an example, the 
RC-135 Rivet Joint aircraft is a dedicated SIGINT aircraft operated by the U.S. Air Force.  
As you can see in Figure 4-4, the Rivet Joint plane is a standard airplane outfitted with  
a variety of  antennas for use in SIGINT collection. 

Open Source Intelligence (OSINT)
In some cases, you can glean the information decision makers require from publicly 
available information. The practice of  obtaining and processing this information for 
intelligence purposes is known as open source intelligence (OSINT). A wide variety of  

NOTE

Many descriptions of SIGINT  
also include the capture 
of signals from foreign 
devices, known as foreign 
instrumentation signals 
intelligence (FISINT). You will 
find more information about 
FISINT in the “Measurement 
and Signature Intelligence 
(MASINT)” section of 
this chapter.

FIGURE 4-4

RC-135 Rivet Joint 
aircraft used by the  
U.S. Air Force for SIGINT 
collection missions.

Courtesy of the U. S. Air Force
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information sources are available to OSINT collectors, in English and other languages. 
These include:

•	 Newspaper reports
•	 Radio and television broadcasts
• Internet content
•	 Presentations made by military and political officials at conferences
• Documents issued by government agencies

The Open Source Center (OSC), a division of  the Central Intelligence Agency, is respon-
sible for the acquisition and analysis of  open source materials by the U.S. government. 
When the CIA formed OSC, it absorbed the agency’s Foreign Broadcast Information 
Service (FBIS) that had been collecting and translating information from foreign media 
broadcasts since World War II.

Geospatial Intelligence (GEOINT)
Geospatial intelligence (GEOINT) includes information gathered through photography, 
maps, and other information about terrain. The most common subdiscipline of  GEOINT is 
imagery intelligence (IMINT), which consists of  photographic information that is collected 
by either aircraft or satellites overflying an area of  interest. Images collected by IMINT 
sources may be used to assess changes in an adversary’s force structure, troop 
movements, industrial production, and many other areas of  intelligence interest.

The earliest IMINT collection programs leveraged aircraft to overfly enemy troops and 
capture photographs for exploitation. The first widespread use of  IMINT occurred during 
World War II, when Allied forces equipped aircraft with cameras that used photographic 
film. After an IMINT mission, the film was rushed to the Allied Central Interpretation Unit 
at Oakington, England, for development and interpretation.

At the conclusion of  World War II, IMINT programs expanded through the use of  
dedicated intelligence collection aircraft in the cold war. An example of  this is the U-2 spy 
plane, developed to fly at extremely high altitudes, out of  the reach of  antiaircr aft guns 
and missiles. The U-2, shown in Figure 4-5, first flew missions in 1957 and remains in use 
today as part of  U.S. intelligence-collection programs. 

In addition to aircraft-gathered imagery, the intelligence community relies heavily on 
images collected by satellites equipped with high-resolution cameras, known as overhead 
imagery. Early satellites, first launched in the 1960s, periodically ejected film canisters  
that were retrieved by friendly forces and developed for interpretation.

Details of  modern satellite imaging programs remain classified, but civilian unclas-
sified satellite imagery programs certainly provide a minimum standard that military 
technology is likely to achieve. Today, anyone in the world with a computer and an 
Internet connection can pull up Google Earth and look at recent satellite imagery  
of  almost any area on the globe.
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IMINT has played a crucial role in modern military and political operations. It was 
used extensively during the 1962 Cuban Missile Crisis to gather intelligence about Soviet 
movements in Cuba. In 2003, then-Secretary of  State Colin Powell gave a presentation 
at the United Nations Security Council justifying the move to war in Iraq, using satellite 
imagery to bolster his case. Figure 4-6 shows one of  the slides Powell used in his presen-
tation; it contains imagery of  a recently bulldozed chemical weapons facility.

In the United States, GEOINT activities are coordinated by the National Geospatial-
Intelligence Agency (NGA). 

FIGURE 4-5

A U-2 Dragon Lady 
aircraft used by the 
U.S. Air Force for IMIN
collection missions.

T 

Courtesy of the Airm
an 1st Class Bobby Cum
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FIGURE 4-6

A slide from Colin 
Powell’s presentation 
to the United Nations 
Security Council, 
February 5, 2003.

Courtesy of the W
hite House Archives
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Measurement and Signature Intelligence (MASINT)
Measurement and signature intelligence (MASINT) makes use of  information gathered 
from unintended electromagnetic emissions generated by a target. MASINT may be 
used to detect, locate, track, identify, and/or describe the details of  intelligence targets. 
MASINT may be collected independently or may be gained by applying advanced  
interpretation techniques to SIGINT and IMINT information.

All of  the subdisciplines of  MASINT are highly technical fields that require sophisti-
cated technical expertise. These include:

•	 Radar intelligence (RADINT) that collects information from adversary 
radar systems

• Frequency intelligence that gathers electromagnetic signals generated  
by adversary military systems

•	 Nuclear intelligence that monitors radiation and other byproducts of   
nuclear events for intelligence purposes

•	 Geophysical intelligence that observes seismic waves, acoustic waves,  
magnetic field disturbances, and other natural-world alterations resulting  
from human intervention

•	 Electro-optical intelligence that captures light emissions, which may be  
exploited for intelligence purposes

• Materials intelligence that uses the analysis of  physical materials to gain  
intelligence, such as collecting samples of  chemical or biological weapons

MASINT information is often combined with SIGINT information to study the 
emissions made by enemy weapons systems, such as intercontinental ballistic  
missiles (ICBMs) in flight. This field is known as foreign instrumentation signals  
intelligence (FISINT).

U.S. MASINT activities are coordinated by the Directorate of  MASINT and Technical 
Collections within the Defense Intelligence Agency.

Intelligence Support to Cyberwarfare

Over the course of  history, intelligence operations have provided support to military 
operations across all domains of  battle. For example, when the air domain became 
dominant during World War II, intelligence agencies quickly geared up to collect  
information about enemy aircraft and antiaircraft capabilities. This information  
proved invaluable to those seeking to conduct offensive and defensive war in the air. 
Similarly, effective control of  the space domain requires information about enemy 
capabilities in that domain. Intelligence agencies are tasked with collecting, processing, 
and disseminating information in support of  space warfare.
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Although there is little public information available about how intelligence operations 
may support cyberwar, it is hard to imagine that operations in the cyber domain would 
not also draw upon the use of  intelligence sources to achieve a battlefield advantage.  
This support to cyberwarfare likely extends to both offensive and defensive cyberwar.

Supporting Offensive Cyberwarfare
One of  the primary ways that intelligence operations support warfare is providing infor-
mation about potential targets. In the air domain, for example, intelligence operations  
can identify the military facilities and industrial complexes crucial to the war effort.  
This information may then be translated into prioritized target lists for bombing opera-
tions. Offensive cyberwar also requires target lists. For example, which enemy information 
systems should be targeted for attack? Intelligence operations can help answer these 
questions and direct the targeting of  cyberwar assets against priority targets.

Another interesting characteristic of  cyberwar is the fact that attackers’ identities can 
easily be concealed. The nature of  cyberwar sometimes makes it difficult to determine the 
source of  attacks. Clever cyberwar operators may use this to their advantage, collecting 
information about the cyberwar capabilities of  third parties and then using that infor-
mation to “frame” a third party as the source of  an attack.

Supporting Defensive Cyberwarfare
Information gleaned through intelligence operations may also help with defensive 
cyberwar operations. Building strong defenses requires knowledge of  your adversary’s 
capabilities, tactics, and intent. Gathering this information is a traditional strength of  
intelligence operations, and there is no reason that it cannot be extended to the cyber 
domain. Intelligence professionals may leverage HUMINT, SIGINT, and other traditional 
methods to gather information about enemy cyberwar capabilities. They then use this 
information to build better defenses against those capabilities.

Intelligence operations supporting cyberwarfare may attempt to answer a variety  
of  questions. These include:

• Who are the potential adversaries in the cyberwarfare environment?
•	 What are those adversaries’ technical capabilities?
•	 What are cyberwarfare opponents’ plans and intentions?
•	 What signs may warn of  an impending cyberwarfare attack?
• How will the adversary make decisions about using cyberwarfare techniques?
• How will the adversary communicate orders to engage in cyberwarfare?

These critical pieces of  information can provide defenders with advance warning of  an 
attack. They can also provide information critical to preparing cyberwarfare defenses 
equal to the risk real-world adversaries pose.
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Case Studies: Media Reporting on Intelligence Activities

One of  the best ways to understand intelligence capabilities is to study media reports 
about intelligence operations and the tools and methods used to gather intelligence.  
Until recently, this type of  analysis was limited to historic information, such as the  
Ultra program designed to counter the German Enigma code system in World War II.

When U.S. defense contractor Edward Snowden released a large cache of  what he 
claimed were classified documents to the media in 2013, however, he provided a unique, 
if  unconfirmed, glimpse of  U.S. intelligence-collection capabilities. Studying this infor-
mation helps you understand how intelligence agencies may operate and how SIGINT 
capabilities, in particular, seem to have evolved to match the communications of  a 
connected world.

Echelon
Although not part of  the Snowden disclosures, the public scrutiny of  the Echelon 
program in the 1990s provided much of  the world its first glimpse at the intelligence 
capabilities of  the United States and its partners. The system was described in the  
British Guardian newspaper as:

A global network of  electronic spy stations that can eavesdrop on telephones,  
faxes, and computers. It can even track bank accounts. This information is stored  
in Echelon computers, which can keep millions of  records on individuals.

Purportedly, the Echelon program included SIGINT capabilities targeted against satel-
lites, undersea cables, radio communications, and other signal sources. These alleged 
capabilities were also mentioned in the Snowden documents. According to both sources, 
these facilities are operated by the United States and its intelligence partners: the United 
Kingdom, Canada, Australia, and New Zealand. These five nations often cooperate on 
SIGINT activities. 

Telephone Metadata
SIGINT operations do not necessarily have to capture the content of  communications  
to be successful. Capturing technical details about the communications themselves can 
also provide intelligence analysts with important and useful information. Information 
about communications, known as metadata, can provide analysts with details about who 
is communicating, where they are located, and the amount of  information exchanged.

In June 2013, The Guardian reported that the NSA was operating under secret court 
orders to collect telephone metadata from major U.S. cellular carriers and storing that 
information in a database. Intelligence analysts could then access the metadata by issuing 
database queries, looking for patterns of  communication between suspects and unknown 
individuals. This provided new targets for investigation.
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Data Center Eavesdropping
The efforts of  the intelligence community changed during the early part of  the twenty-
first century because communications patterns changed dramatically. Although 
governments and individuals spent most of  the twentieth century communicating 
by telephone, radio, and fax, those technologies quickly dried up as communications 
shifted to the Internet. Use of  electronic mail, text messaging, and Web sites quickly 
eclipsed traditional telecommunications circuits in both quantity and importance. 
The intelligence community was forced to evolve new capabilities designed to target 
communications sent via those channels.

The Washington Post reported in October 2013 on a government program that 
allegedly seeks to exploit those electronic communications. This program allegedly 
bypassed the end user and went straight to the source, targeting the links connecting 
the data centers of  major providers, including Yahoo! and Google. This supposedly 
avoided the sticky problem of  encrypted communications on the Internet by collecting 
the cleartext communications on private links within the company’s internal cloud. 

As a result of  this disclosure, many Internet companies have since announced that 
they will be encrypting communications between data centers in an effort to avoid  
third-party interception and exploitation of  customer communications.

Follow the Money
In September 2013, Der Spiegel reported an alleged program known as “Follow the Money” 
that is responsible for financial intelligence (FININT)—operations that collect information 
about financial transactions for use in intelligence operations. The report alleged that 
the NSA targeted transactions conducted with Visa cards in Europe, the Middle East, and 
Africa, as well as transaction records from the international SWIFT transaction network.

The information collected by the Follow the Money division of  NSA was allegedly  
stored in a database known as TRACFIN. As of  2011, this database purportedly contained 
information on 180 million transactions.

Quantum
Computers containing desired information are not always connected to the Internet. 
Another Der Spiegel report alleged that the government could access data stored 
on offline computers. One of  these programs, reportedly called Quantum, inserted 
devices into computer equipment that allowed remote access via covert radio waves. 
The signals from these devices could allegedly be received by briefcase-sized radio 
relay sites located up to eight miles away from the target computer. That relay device 
would, in turn, retransmit the information to an NSA facility for further analysis.
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KEY CONCEPTS AND TERMS

Analysis and Production
Collection
Communications intelligence 

(COMINT)
Cryptanalysis
Dissemination
Electronic intelligence (ELINT)
Essential elements of 

information (EEIs)
Financial intelligence (FININT)

Geospatial intelligence 
(GEOINT)

Human intelligence (HUMINT)
Imagery intelligence (IMINT)
Intelligence
Intelligence cycle
Intelligence requirements
Measurement and signature 

intelligence (MASINT)
Metadata

Open source intelligence 
(OSINT)

Planning and Direction
Priority intelligence 

requirements (PIRs)
Processing and Exploitation
Signals intelligence (SIGINT)

In this chapter, you learned how intelligence operations take place in an increasingly 
connected world. The intelligence cycle allows operators to identify the intelligence 
requirements of  decision makers and then progress logically through planning, 
collection, processing, analysis, and dissemination of  intelligence to customers. 
When gathering this intelligence, they are able to draw upon a wide variety of   
assets in various subdisciplines. These include capabilities that draw upon human 
intelligence assets, capture electronic signals, take photographs of  areas of   
intelligence interest, and assess information available in public sources.

Although intelligence information has long been used to assist with operations  
in the traditional domains of  warfare, there is every reason to believe that it is 
similarly engaged to assist with cyberwar. Intelligence may provide support to  
both offensive and defensive cyberwarfare, including the development of  target  
lists and the analysis of  adversary cyberwar abilities. The release of  the Snowden 
files provided the world with unprecedented reporting about the alleged intelligence-
gathering capabilities of  the United States and its allies.

CHAPTER SUMMARY

The Der Spiegel report alleged that Quantum was only one of  many tools available 
to NSA agents seeking to gain access to hardware for intelligence purposes. The 
agency reportedly published a 50-page attack catalog known as ANT, which provided 
agents with details on the capabilities available for use against many different types 
of  technology.
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