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Pandora’s Box: The Future 
of Cyberwarfare

OVER THE PAST DECADE, nation-states have employed cyberattacks more and 
more as part of the accepted array of weapons. Flame, Duqu, and Stuxnet 
are only a few of the weapons in this sometimes quiet battle between 

attackers and defenders. Other attacks, like those against U.S. drones, have 
helped demonstrate the risks that increasingly networked and computer-based 
military units, weapons systems, and even civilian infrastructure face.

International law in the form of the Geneva Conventions and numerous other 
treaties has not yet been updated to accommodate the new ways in which 
international cyberwar affects both military targets and civilian infrastructure and 
populations. The lack of clear rules means that nation-states are left to use their 
best interpretation of the existing body of law. Obviously when nations are left to 
interpret laws and standards, they often choose the interpretation that best fits 
their own needs and desires. This makes cyberwarfare an exercise in the careful 
application of international law, or in many cases, the lack of fully relevant law.

Because the laws of cyberwarfare remain unsettled, the use of advanced 
malware to disable or destroy infrastructure and systems as part of covert 
activities between nation-states who may not be in an active state of war has 
made the need for strong cyberdefenses a priority. The countries with the 
best-developed cyberwar capabilities in the world currently enjoy a significant 
lead in the development of advanced tools, skills, and techniques. But other 
countries are working to quickly develop their own capabilities. In the next few 
years, it is reasonable to expect more and more countries to invest in advanced 
computer network defense and attack capabilities as part of their national 
defense spending.

The same advanced capabilities employed by advanced nation-state military 
and government-sponsored organizations are also increasingly available to actors 
that are not nation-states. As tools like Stuxnet are deployed, they often leave 
remnant portions of their code and capabilities behind them. This creates the 
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Chapter 15 Topics

This chapter covers the following topics and concepts:

• What the future of cyberwar may look like

• What the role of nonstate actors in the future of cyberwar is

• What the future of international law in cyberwar is

• What the impact of pervasive network connectivity for devices and systems is

• What the effects of cyberwar on civilian infrastructure could be

• What the role of advanced tools and training in the future of cyberwar is

• What the future of defensive cyberwar may look like

possibility that any organizations or individuals with access to copies of Stuxnet or 
similar advanced malware packages can analyze and possibly use the malware for 
their own purposes. Reverse engineering of cyberwarfare attack packages means 
that the advantages that nation-states have due to their well-funded and staffed 
computer network attack teams may exist only for a short time after their tools 
are deployed.

The continued prevalence of advanced persistent threats (APTs) indicates that 
computer network attack capabilities are an increasingly important element in 
nation-state intelligence gathering. APTs have been found throughout civilian 
infrastructure for businesses, higher education, and government systems. These 
deeply embedded malware packages have been discovered with evidence pointing 
to long-term compromise and data gathering. Network and computer-based 
intelligence gathering can blur the line between nation-state interest, industrial 
espionage, and cybercrime—leaving defenders needing to defend against 
advanced adversaries without a clearly identified opponent.

Today’s strategists, defenders, and attackers must all operate in a quickly 
changing world of cyberwar capabilities, agreements, and adversaries. Attackers 
enjoy many advantages in a networked world, as they often need only find a 
single vulnerability to make their way into a protected network. Defenders face 
greater challenges, as it is often difficult to determine who is attacking, from 
where, and for what purpose. Defenders can be faced with an almost infinite 
number of potential threats, making strong defensive design, capable and  
skilled defenders, and a strong response plan a must.
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Chapter 15 Goals

When you complete this chapter, you will be able to:

• Explain the future of cyberwar as envisioned by U.S. and other nations’ strategies

• Describe potential future issues caused by nonstate actors in cyberwar

• Explain the risks created by advanced persistent threats

• Describe the role of future international laws related to cyberwar

• Explain what is meant by the Internet of Things and what it means in terms of 
potential cyberwar targets

• Describe the future threat cyberwar poses to cloud services and the U.S. 
government’s response

• Describe tools and methods of future computer network defense and attack

• Discuss the future of defensive cyberwar

The Future of Cyberwar

The future of  cyberwar has been debated for more than two decades. In 1993, John 
Arquilla and David Ronfeldt predicted that the information revolution would change how 
institutions are designed, how power is distributed, and the effects of  space and time on 
the ways war is waged. They noted that it would change large, static organizations, and 
the survivors would change into nimble, flexible organizations that used new, network-
based models to operate.

All of  this, they said, would change how war is waged and how societies enter conflicts. 
In fact, changes in the U.S. Department of  Defense (DoD) and the creation of  cyberwar-
focused organizations in other countries reflect their predictions two decades ago. New 
shared groups have been created that distribute information and provide shared defensive 
and offensive services and capabilities. These are beginning to throw a spotlight on the 
organizations they serve.

Over the past two decades, many of  Arquilla and Ronfeldt’s predictions have come 
true. Now cyberwar tools that can attack countries far away from the originating country’s 
borders are much easier to create and to obtain than traditional kinetic weapons that could 
reach similar distances. They are also far less expensive than kinetic weapons systems both 
to create and maintain. This means that cyberwar weapons are more accessible to countries 
that want to develop an offensive cyberwar capability.
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The Israeli Defense Forces point to a number of  important cyberwar issues that echo 
concepts that Arquilla and Ronfeldt described:

• The fact that everything is networked, making everything a possible target

• The advantages provided by human capital, such as attackers and defenders  
with strong computer network attack and defense skills, and the need to have  
a well-trained, capable group of  cyberdefenders

• The increasing use of  computers and automation, which make cyberattacks 
more useful, and the increasing role of  social media and online communications 
for propaganda

• The ease of  developing tools, which allow nations to quickly become cyberwar rivals

• Unpredictability, due to attacks that are unknown and may have already succeeded 
and the lack of  knowledge about who is conducting attacks

“Cyber attackers always advance faster than the defenders,” says Major General Uzi 
Moshkovitz, head of  the Israeli Defense Forces Telecommunications Branch. U.S. cyberwar 
experts agree: In 2014, General Keith Alexander, commander of  the U.S. Cyber Command, 
described the major gaps the U.S. military faces in preparing for cyberwar and how those 
gaps would affect USCYBERCOM’s priorities and strategies for future computer network 
defense, attack, and intelligence operations. In a statement to the U.S. Senate Committee 
on Armed Forces, General Alexander noted that:

• Cyberspace is more hospitable to attackers than defenders.

• The U.S. legacy information architecture and some weapons systems are not 
designed to be robust and to survive in a hostile cyber environment.

• Commanders do not always understand the cyber-risks they face.

• Commanders can’t reliably gain situational awareness of  their own systems  
or the global threat environment.

• Communications systems are vulnerable to attacks.

Arquilla and Ronfeldt defined a new information-related conflict they described as netwar: 
“trying to disrupt, damage, or modify what a target population ‘knows’ or thinks it knows about 
itself and the world around it.” They believed that information and communications would form 
the core of this new type of conflict. They believed it would be fought not only between nations, 
but also nonstate actors like insurrectionists and corporations. Modern uses of social media, 
including Twitter and Facebook account exploits, have fulfilled their netwar prophecies.
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General Alexander noted that the future of  USCYBERCOM depends on imple-
menting a defense-in-depth strategy involving a defensible architecture staffed 
by trained and ready cyberforces. He also emphasized that meeting those risks 
will require global situational awareness and the ability to share information and 
knowledge. This can provide a “common operating picture,” which will allow 
DoD to take action.

Future cyberwar activities will require nation-states and nonstate actors 
to meet these challenges. This will require balancing a defensive strategy with 
offensive capabilities, as well as proceeding cautiously to ensure that actions 
taken are not violations of  the existing and evolving rules of  war.

Blurred Boundaries: Cyberwar and Nonstate Actors

In conventional kinetic warfare, it’s sometimes hard for defenders to determine 
an attacker’s identity. In cyberwarfare, it can be almost impossible to determine 
the attacker—if  that attacker is careful to use systems that cannot be linked back 
to him or her and if  he or she removes identifying features from the tools and 
methods used. As the attack methods and advanced exploit tools and techniques 
used by nation-states become available to cybercriminals, insurrectionists, and 
individuals, it will become increasingly difficult to determine if  an aggressor is a 
traditional nation-state opponent or a group that doesn’t abide by the traditional 
and accepted rules of  war.

Nation-states may be forced to decide whether to respond based on the threat 
the attack creates, rather than the aggressor. Their responses may affect civilian 
and nation-state resources and infrastructure. The fact that attackers often hide 
behind a series of  compromised systems to conduct their attacks means that 
responses are likely to involve individuals and organizations that were not the 
actual aggressors, but whose security failures have resulted in their networks  
and systems participating in attacks. This changes how international law  
and customs view these responses, and the issue of  nation-state retribution 
against compromised civilian infrastructure and systems will likely become  
a critical issue.

Because they know that their opponents can hide the attacks’ source, nation-
states may be tempted to use analysis of  the attacks to determine which of  their 
potential adversaries conducted them. Analysis of  attack tools is often based on 
pinpointing the networks and systems from which the attack appears to have 
originated—as well as the knowledge required to create the tools and processes 
used. Even the attack tools’ source code can reveal clues about the native 
language and programming habits of  the attack code’s developers.
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Identifying Attackers

Defenders who find advanced malware on their systems and networks will often 
attempt to reverse engineer it to identify the attackers, as well as what the malware 
can do. In the case of Stuxnet, the code contained a reference to May 9, 1979, the date 
that a prominent Iranian Jew was executed by the Iranian government. This led analysts 
to believe that Stuxnet likely had a link to Israel. Later statements by officials from both 
the U.S. and Israeli governments indicated that Stuxnet was a joint effort. In many 
cases, however, information planted in malware can mislead defenders, particularly  
if the malware is part of a repurposed package.

Tools like Duqu, Flame, and Stuxnet have contained cleverly written code and advanced 
techniques that point to the developers being skilled professionals. Experts who 
analyzed Duqu and Stuxnet noted that the code stood out from other malware code 
by the level of skill and specialized knowledge the code demonstrated. In fact, both 
Duqu and Stuxnet share many commonalities, infection methods, and some source 
code, although the two have very different purposes. Flame is an advanced cyberintel-
ligence gathering tool, whereas Stuxnet is a highly specific computer-based attack tool. 
Many analysts believe that they were either written by the same authors or that Duqu’s 
creators had access to Stuxnet source code.

Unlike Duqu and Stuxnet, Flame appears to use an entirely unique code base, although 
it does leverage two of the vulnerabilities that Stuxnet used. This reinforces the fact 
that attackers can repurpose attacks and software, making it even more difficult to 
determine who they are. Nonstate actors can repurpose tools previously used by a 
nation-state, and a nation-state could use the same tools as nonstate actors to deceive 
its opponents.

If Duqu and Stuxnet actually are based on the same framework share libraries, it implies an 
additional layer of sophistication in the approach the attackers used. Information that links 
attacks can be a great help in determining who may have written the malware and chosen 
its targets.

338   	   Part 3  |  The Future of Cyberwarfare 



Unfortunately for nations that might want to adopt this approach, Ralph Langner’s 
analysis of  the Stuxnet attack concludes that nation-state resources would not be required 
to duplicate a complex attack like Stuxnet. He also says that while Stuxnet’s development 
required nation-state-level resources for intelligence gathering, infiltration, and testing, 
similar attacks by nonstate actors are entirely possible. In fact, Langner’s analysis points 
out that:

• Intelligence gathering is not difficult, and it would not take nation-state-level  
resources to gather information about many facilities from underpaid or 
disgruntled employees.

• Attacks can be reused or can be used against multiple targets. Langner notes that 
smaller attacks widely used can be just as effective as a single attack in one facility 
with a major impact.

• Exploit code is likely to become modular and user-friendly, rather than remaining  
so complex it requires deep knowledge to implement or use.

The ability to conduct attacks using massive computer systems is also easily attainable 
for both nation-states and nonstate actors. The growth of  large-scale cloud computing 
environments—which will rent massive amounts of  computational power and storage 
connected to some of  the fastest Internet connections in the world—means that attackers 
can already pay for machines to conduct their attacks. Using stolen credit cards or 
difficult-to-track payment methods such as cryptocurrency can make cloud service 
providers an ideal platform for both nation-state and nonstate actors to attack from 
while concealing their identity. Figure 15-1 shows an example of  the use of  multi–data 
center cloud computing resources. These can leverage hundreds or thousands of  virtual 
computers, which can target a single system or network from sites around the world.  
This type of  attack can leverage massive computational resources that easily outweigh 
any system likely to be hosted in a traditional data center.

Nonstate actors will continue to make cyberwar a challenge for nation-states, as they 
are harder to target and can be nearly impossible to hunt down. The rise of  the hacktivist 
group Anonymous as a threat to both national and civilian infrastructure, as well as 
businesses and commercial networks, demonstrates the threat that distributed organiza-
tions organized through the Internet can create. The challenges found in guerrilla warfare 

Ralph Langner’s detailed analysis, which includes details of the supervisory control and data 
acquisition (SCADA) systems used in Iran, provides history and design insight into the plants that 
Stuxnet attacked. You can find it at http://www.langner.com/en/wp-content/uploads/2013/11/
To-kill-a-centrifuge.pdf.
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against an enemy that can blend into the population with ease are even more evident 
when the guerrillas can hide among millions of  systems on the Internet—any of  which 
could be used as a launch pad for a cyberattack.

Advanced Persistent Threats
Attackers who seek to retain long-term access to gain intelli-
gence and to control infrastructure and systems, along with the 
tools they use, are known as advanced persistent threats (APTs). 
Future cyberwar intelligence activities will include ever-more 
capable APTs.

Intelligence gathering and long-term exploit of  systems will 
likely continue to heavily involve the techniques APTs now commonly employ. As the 
malware packages APTs use evolve, they will continue to add new capabilities and more 
advanced techniques to help them evade detection; to maintain control of  systems; and  
to detect, capture, and transfer sensitive data and intelligence.
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FIGURE 15-1

Leveraging commodity cloud computing for attacks.

NOTE

U.S. government estimates 
put the losses due to stolen 
intellectual property at 
$300 billion a year, in addition 
to lost business and jobs.
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Information security researchers at Mandiant have already shown that certain APTs 
already have successive layers of  upgrades and modular package designs. Features like 
these allow them to use only the capabilities needed to evade defenders, as shown in 
the preservation phase of  a typical APT life cycle (see Figure 15-2). When defenders 
become aware of  the threats, the APT’s controllers, or the software itself, can upgrade the 
packages used to remain on compromised systems. It is reasonable to expect that APTs 
will target new areas of  the computing and network technologies market, such as mobile 
devices and cloud computing. An APT that can leverage an organization’s own capabil-
ities to make itself  stronger can remain hidden for months or years. That APT could then 
use the organization’s entire infrastructure against it in addition to providing long-term 
intelligence about the organization.

In 2013, Mandiant, an information security company that has worked extensively with APT 
research and incident response, released a report on a Chinese advanced persistent threat 
group that they referred to as APT1. Mandiant attributed APT1 to the Second Bureau of China’s 
People’s Liberation Army General Staff Department’s Third Department. Mandiant’s report links 
APT1 to more than 40 malware families and extensive economic and industrial espionage, with 
141 identified victims spread throughout a variety of industries. You can find the report at  
http://intelreport.mandiant.com/.

Reconnaissance Attack
Exploration and

Discovery Exfiltration Preservation
Attackers scan
and search for

vulnerabilities or
paths in 

 
 

Attackers gather
data from inside
of the network
and systems 

 
 

Attackers send
captured data
back to their

own networks
or systems

 
 

 

Attackers monitor
defenders and
work to prevent

losing their access  

 

 

Intruders exploit
vulnerabilities or
other means into

systems  
 

FIGURE 15-2

Typical APT life cycle.
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FBI Charges Against Chinese Generals

In May of 2014, the United States indicted five Chinese military officers from Unit 61398 of the 
Third Department of the People’s Liberation Army on a variety of charges, including computer 
hacking and economic espionage. This is the same group that Mandiant identified as APT1. 
The charges cited the use of compromised systems to steal information, including trade secrets 
that were useful to state-owned enterprises and other businesses in China. In addition to trade 
secrets, prosecutors alleged that the attackers had stolen internal communications that could 
give Chinese companies insight into corporate strategies and vulnerabilities.

The FBI lists all five military officers on its Cyber Most Wanted list, including Sun Kailiang,  
as shown in Figure 15-3.

Victims identified in the charges included Westinghouse Electric Co, SolarWorld AG, United 
States Steel Corp., and Alcoa, Inc., a major aluminum producer. Prosecutors alleged the attacks 
occurred across an eight-year period from 2006 to 2014.

The charges are the first ever brought against a state actor for this type of hacking, according 
to U.S. Attorney General Eric Holder. “The range of trade secrets and other sensitive business 
information stolen in this case is significant and demands an aggressive response,” he said in 
an FBI press release. This form of long-term cyberespionage blurs the lines between intelligence 
gathering and corporate espionage, and highlights the difficulty of separating nation-state 
cyberwar attacks and nonstate corporate espionage.

Shortly after the U.S. charges were announced, Chinese state media released a report calling 
U.S. surveillance “unscrupulous” and claiming that U.S. intelligence-gathering activities violated 
international laws. China Youth Daily claimed in an editorial that Cisco, a major network 
technology company, had aided in the intelligence-gathering activities and had willingly helped 
the National Security Agency (NSA) in those activities.

FIGURE 15-3

FBI most wanted
poster.

  

Courtesy of the Federal Bureau of Investigation

342   	   Part 3  |  The Future of Cyberwarfare 



APT groups frequently target firms like SolarWorld for industrial espionage. In fact, 
SolarWorld found competing in the U.S. market difficult after successful hacks provided 
their Chinese competitors with information about pricing and marketing strategies, in 
addition to other private corporate information. In 2012, the U.S. Federal Bureau of  
Investigation contacted SolarWorld to alert it to a persistent threat. In fact, this was a 
relatively uncommon event—although the U.S. government is increasing its efforts to 
notify businesses of  APT attacks due to their increasing impact on the U.S. commercial 
and other sectors. Since then, the United States has leveled charges at China’s state-
sponsored APT hackers, noting that U.S. intelligence gathering does not directly share 
information with U.S. companies that would benefit from the information, unlike the 
Chinese program that targeted SolarWorld and other companies.

Future cyberwarriors will continue to use long-term attacks to acquire and maintain 
access to government and civilian systems, both to provide intelligence information and 
to gain a competitive advantage for business. Nations other than the United States are 
responding to the threats that APTs create. In 2012, Japan’s Ministry of  Economics, 
Trade, and Industry, along with eight electronics companies, created a Control System 
Security Center (CSSC) to improve the security of  control systems for infrastructure.  
The CSSC’s goals are very similar to those expressed by both military and government 
agencies tasked with providing cybersecurity against APTs and other similar threats:

• Provide security verification tools for control systems.
• Develop secure technology for control systems.
• Drive international security standardization for control systems.
• Develop certification tools.
• Provide incident support.
• Develop human resources.
• Establish security guidelines.

The common themes found here will remain a constant for organizations faced 
with a combination of  advanced threats and increased targeting of  their previously 
non-network-connected devices and systems. Advanced persistent threats like Stuxnet 
have proven that both industrial control systems (ISCs) and SCADA platforms can be  
an important target for attackers.

Continuous Warfare
Defenders in cyberwar have to be constantly aware that their networks and systems are 
under attack. Further, the future of  cyberwar will continue to rely on defense and attack 
using the same methods commonly used today. Network attacks, malware, vulnerabilities, 
social engineering, and even internal threats from trusted employees provide a constant 
threat to the organizational resources that they are employed to protect. Figure 15-4 
shows these threats, which must be balanced and defended against in future computer 
network defense scenarios. The sheer variety of  possible threats that an organization may 
face will make cooperation between nations, industry, and security experts a necessity.
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The ease with which basic cyberwarfare tools can be acquired and employed  
means that nation-states and civilians must ensure that their defenses are always  
active and monitored. In essence, continuous low-level warfare is always occurring.  
A typical network can see thousands or even tens of  thousands of  network scans a day. 
Network-edge firewalls connected to the public Internet often block more than half   
of  the traffic that is sent to systems behind them. Continuous attacks aren’t limited to 
network attacks and scans, however. Defenders must keep pace with an ever-growing rate 
of  malware attacks and viruses. Panda Security reported in 2014 that antivirus vendors 
claim as many as 82,000 new pieces of  malware are deployed each day, along with up 
to 30 million new malware threats per year. The continued ability of  malware writers to 
use prepackaged tools allowing them to create new malware quickly, and then package it 
in a way that makes it distinct from other malware packages created using the same tool, 
ensures a continuing high pace of  malware growth. The same malware creation packages 
are also likely to include tools and techniques used by APTs to provide malware with even 
greater capabilities. This means the research into vulnerabilities and exploits conducted 
under the guise of  nation-state intelligence and cyberwar activities will place advanced 
exploit tools into the hands of  cybercriminals, hacktivists, and insurrectionists. The 
blurred boundaries of  future cyberwar will become even more difficult to determine as 
the attacks employed by last week’s APT or nation-state attacker show up in commodity 
malware creation packages for relatively unsophisticated attackers to use.

Software, hardware, and firmware all provide attackers with possible attack vectors 
when they seek to compromise an organization’s network and systems. Balancing the 
development of  new software and devices with providing updates and fixes for current 
systems is a challenge for defenders. They are often left to rely on the vendors and 
manufacturers of  the software and hardware they provide to their users and organiza-
tions. Attackers need only identify one vulnerability that will permit them past existing 
defenses to succeed in their mission of  obtaining a foothold in a well-defended network.
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FIGURE 15-4

Continuous threats to 
systems and networks.
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Defenders in cyberwar must balance updates and patch management against 
the needs of  their operations and the risks patches can create when installed. Even 
if  they remain fully patched and updated, attackers can identify vulnerabilities 
manufacturers are unaware of  and successfully attack devices and software that is 
as secure as defenders can make it. This means that defenders must constantly be 
on guard and must use monitoring and detection systems in addition to handling 
vulnerabilities they are aware of.

A sometimes-neglected aspect of  the continuous attacks computer network 
defenders have to face is consistent attempts to exploit human vulnerabilities 
through social engineering. The strongest network defenses can be defeated by a 
trusted internal employee or administrator who falls for a social engineering attack. 
Ruses like phishing attacks, or even more-directed threats using specific knowledge 
about an organization, can provide attackers with an easy route into a protected 
environment. Continuing education and awareness efforts are often a significant 
part of  computer network defense activities in many organizations.

Integrating Cyberwar and Kinetic Warfare
One possible result of  the constant use of  cyberwar capabilities will be the 
integration of  cyberwar capabilities into kinetic warfare. Over time, cyberwar may 
become an unremarkable part of  normal warfare and intelligence activities, much 
like air combat and submarine warfare before it. Those once-revolutionary game 
changers have become an expected part of  combined arms combat. Strategy that 
doesn’t take existing technologies and capabilities into account is likely to fail.

Cyberwarfare provides a new way to attack civilian and military infrastructure, 
as well as the weapons and information systems themselves. This means that it will 
likely be used at every opportunity as a relatively low-cost means to military and 
intelligence ends. A technology that becomes that closely integrated into every act 
is not as remarkable as one that nations fear to use, such as nuclear, chemical, or 
biological weapons.

Russian cyberattacks in early 2014 against Ukraine did not create severe disruptions, but both 
network and physical attacks against Ukrainian telecommunications were successful in the 
Crimean peninsula. Similar attacks were seen against Estonia and Georgia during earlier conflicts 
with Russia, and were blamed on pro-Russian hackers at the time. Regardless of who the attackers 
are, attacks on Ukrainian Internet and telecommunications networks open the possibility of 
more-visible cyberwar between the two countries.
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Alliances and Partnerships
The need for a coordinated effort to provide greater security has received increasing 
attention from the U.S. government. The U.S. Cyberspace Policy Review points to efforts 
to develop an international cybersecurity policy and strengthened international partner-
ships. Other efforts like U.S. Cyber Command’s CYBER FLAG exercise, allow allied nations 
to participate in cyberdefense training with U.S. military units.

Cybersecurity concerns are driving the creation of  cooperative 
cyberdefense agreements between NATO members as well as the 
improvement and growth of  organizations like the Cooperative Cyber 
Defence Centre of  Excellence (CCD COE). Such concerns have also 
resulted in increasing cooperation between the United States and 
the European Union. This includes focus on cybersecurity capability 
development for third-party countries and focused work by specialized 
cybersecurity working groups on critical infrastructure cybersecurity 
and awareness.

The need for cooperation extends into industry and has resulted in the creation of  
groups like the Control System Security Center (CSSC), the Health Information Trust 
Alliance (HITRUST), and other vertical industry-centric organizations for cooperation and 
sharing of  security information. In some cases, information-sharing groups are created 
after a breach. For example, the U.S. banking and retail industry created the Financial 
Services Information Sharing and Analysis Center (FS-ISAC) after large-scale breaches 
were announced in early 2014. Groups such as these work to share threat and event 
information and alert their members. They provide expertise and awareness and serve to 
coordinate the efforts of  industries where organizations and companies have traditionally 
competed with, rather than assisted, each other. The constant state of  cyberwar and 
the broad range of  targeted organizations mean that cooperative response and shared 
knowledge are far more appealing than the competitive advantage sharing information 
may cost.

NOTE

The CCD COE is responsible 
for the creation of the Tallinn 
Manual, and hosts CyCon, 
the International Conference 
on Cyber Conflict.

The FBI has operated InfraGard, a partnership between the FBI and the private sector since 1996. 
InfraGard works with 16 critical sectors, including the chemical, communications, manufacturing, 
defense/industrial, and transportation systems sectors. Critics of InfraGard have questioned 
the information-sharing restrictions that the group uses to help preserve interorganizational 
trust, and have asked whether U.S. government information about threats that is shared with 
members should be made public.
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Gaining access to an information-sharing partnership is an obvious target for future 
attackers. The inside knowledge and response information shared between industry 
partners could provide attackers with useful details about which attacks are successful 
and which have been detected. Although cooperative organizations are careful to review 
their members, those members may not always be able to protect themselves, their 
systems, or their e-mail from talented and capable attackers. This means future attacks 
will likely occur through the very trusted groups that used to share information about 
the attackers.

International Law and Cyberwarfare

The need for updated and clarified international laws on cyberwarfare has been reinforced 
by the analyses of  groups of  experts such as those who wrote the Tallinn Manual. The 
ways cyberwarfare is conducted create new issues in many areas. Therefore, the means  
of  conducting cyberwar will face legal challenges in a number of  areas, including, but  
not limited to:

• The requirement to respect other nations’ territorial sovereignty  
and jurisdictional rights

• How and when cyberattacks count as a use of  force

• When and what type of  self-defense is reasonable, proportionate,  
and appropriate when a cyberattack is occurring, has occurred,  
or may occur

• What constitutes cyberweapons, and how they are regulated 
under international law

• How existing international laws and agreements like the Geneva 
Conventions apply to cyberwar

• How the roles and laws are applicable to nonstate actors 
in cyberwar

• Which services and systems, such as those used for health care 
and journalism, are protected and how they should be treated 
in cyberwar

The need for greater attention to international law, as well as the significant differences 
found between the laws and how many countries interpret them, has been expressed 
in a variety of  ways in recent years. This indicates agreement on a need for action. In 
fact, the U.S. Cyberspace Policy Review states that, “Law applicable to information and 
communications networks is a complex patchwork of  Constitutional, domestic, foreign, 
and international laws that shapes viable policy options.” It also notes that there are 
three critical areas related to the laws and accepted rules of  cyberwarfare that need 
international cooperation:

NOTE

A second version of the 
Tallinn Manual is already 
envisioned, and updates 
based on cyberwar activities 
since its original publication 
should point to additional 
clarifications needed in 
international law.
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• Acceptable legal norms for territorial jurisdiction
• Sovereign responsibility
• The use of  force

The Cyberspace Policy Review also points to a need to work to make 
the differences between the laws covering investigation, prosecution, 
data preservation and protection, and privacy less of  an issue at both 
the international and interjurisdictional levels. The Cyberspace Policy 
Review doesn’t call for legal action until its mid-term action plan is 
put in place. At that time, it sets a goal to “[i]mprove the process for 
resolution of  interagency disagreements regarding interpretations of  
law and application of  policy and authorities for cyber operations.” 
The plan doesn’t include a timeline for efforts to create international 
legal consensus.

Networks Everywhere: Cyberwar in a Highly Connected World

The increase in network connectivity for almost every possible system and device will 
continue to expand the potential targets in cyberwar. Past attacks have targeted industrial 
control systems as well as those controlling power grids and other infrastructure, in effect 
duplicating surgical strikes against those parts of  infrastructure. As vehicles, households, 
and individuals continue to add more connectivity, they will become easier targets. The 
idea that more and more devices and systems will be Internet-connected is sometimes 
referred to as the Internet of Things. Future attacks enabled by pervasive networking 
might include:

• Targeted or untargeted compromises of  network-connected vehicles. Attacks against 
vehicles are already being demonstrated to the media, and network-connected and  
self-driving cars are being tested. The same concepts apply to airplanes and naval 
vessels, which provide internal networks for control as well as networks for passengers. 
Now designers must implement network security controls in their vehicle designs.

• Complete compromise of  drones and other weapons systems through multistep attacks 
focused on the drone’s control systems. As drones enter wider use in both the civilian 
and military world, this results in the potential for attackers to cause armed drones to 
attack unintended targets. It could also result in the use of  unarmed civilian drones  
for intelligence gathering—or even attacks using the drone itself  as a weapon.

• Increased focus on mobile devices, which allow tracking of  an individual’s location. 
This potentially allows attackers to listen to nearby conversations using built-in 
microphones and take pictures or capture video. Mobile devices such as cell phones 
and tablets also often contain significant amounts of  information about the 
individual, from daily schedules to contacts. For convenience, they are often set  
to automatically log on to remote tools and Web sites, also permitting an attacker  
to gather useful information.

NOTE

You can find the U.S. 
Cyberspace Policy Review  
in its entirety at http://www 
.whitehouse.gov/assets/
documents/Cyberspace 
_Policy_Review_final.pdf.
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• Compromises of  home automation and control systems. Whereas changing the 
temperature of  an individual’s house might seem relatively unimportant, changing 
the environment around a key negotiator or public figure can make him or her less 
able to respond in an emergency.

• A focus on remote access to medical devices. News articles about the potential issues 
with former U.S. Vice President Richard Cheney’s pacemaker pointed to the potential 
to use cyberattacks against politicians and other key personnel who use medical 
devices. Attacks could range from simple modification of  the device’s settings, like 
speeding or slowing down a pacemaker, to far-greater impacts—such as disabling  
a pacemaker or using its built-in defibrillator to cause a heart attack.

The increased connectivity of  devices not previously connected to networks means 
computer network defenders must consider the capabilities and design of  each device 
added to a network. As the numbers and types of  devices increase, this will make 
defenders’ jobs harder. Managing the software updates, vulnerabilities, and configu-
ration of  more devices not designed for central management and protection will present 
significant challenges.

Network design and centralized protection capabilities will become increasingly 
important as devices without additional protective software and management capabilities 
enter networks. This will require network defenders to design their networks to isolate 
devices that cannot be secured effectively from trusted or protected devices—without 

Hacking a Car

In 2013, Forbes magazine reported that Charlie Miller and Chris Valasek had figured out 
how to hack the operating software of a Prius sedan. Miller and Valasek were working to 
discover security vulnerabilities as part of research into vehicle security systems funded by 
the U.S. Defense Advanced Research Projects Agency (DARPA).

The video clip that Forbes released showed that the car’s brakes could be disabled, 
the horn could be sounded, and the steering wheel and seat belts could be manipu-
lated remotely. Although the attacks were successful, in the case of the Prius, they did 
require extended physical access to the car. Other hacks that were not DARPA funded 
have attacked other vehicular systems, such as locks that use encrypted codes to allow 
remote opening.

As vehicles become increasingly network connected, the likelihood of cars needing online 
updates to provide software fixes and patches, as well as feature upgrades, will grow. 
Once that happens, manufacturers that haven’t learned security lessons well will find that 
well-funded nation-state organizations may target their vehicles much like DARPA did  
with its research funding.
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making the difficult-to-protect devices less secure. Although some civilian, military,  
and government network defenders may be able to restrict the devices that appear  
on their networks, many other networks will use them.

Integration of  network defense between civilian and government agencies to 
ensure that networks are not easily compromised or used as launching points for 
further attacks will continue to be a difficult task. Individual home networks and 
network-connected devices will never receive the same level of  attention as a centrally 
managed and protected network. This means the many endpoints connected to the 
Internet will remain a source of  infrastructure for attackers. These hostile actors 
can compromise network devices, using them and their collective bandwidth and 
resources to attack other sites and facilities while using the compromised systems  
to hide their own identity.

Cyberwar and Infrastructure

One of  the most terrifying threats in future cyberwar will be the threat to civilian 
infrastructure—including power and utility grids, communications, and transpor-
tation infrastructure. Software flaws and configuration mistakes have already demon-
strated the potential effect that a cyberattack could have on existing infrastructure, 
with results ranging from flooding to power-grid shutdowns. Intentional attacks 
against increasingly computerized infrastructure and control systems could create 
massive disruptions due to the complexity of  power grids and utility infrastructure.

The advent of  large-scale commodity cloud computing means that the cyber 
infrastructure companies and governments rely on is moving to massive data centers 
designed to allow virtualized infrastructure to be shared by many users. This means 
that infrastructure has begun to centralize in the form of  hosted services and systems, 
making the cloud providers themselves attractive targets. The concerted attacks on 
Google’s systems, which resulted in exposure of  both back-end systems and source 
code, show a potential future in which the underlying infrastructure of  cloud services 
is a preferred target for intelligence activities as well as cyberattacks.

The U.S. government has attempted to preempt this problem for cloud services 
with its Federal Risk and Authorization Management Program (FedRAMP). FedRAMP 
provides a set of  common security controls and verification processes that help ensure 
that providers meet known standards. This avoids common issues, but doesn’t promise 
guaranteed security for government use of  cloud services.

The lines between kinetic war and cyberwar will likely blur as infrastructure 
attacks can be executed at a lower cost and with less-direct exposure for nations with 
stronger cyberattack capabilities. At the same time, infrastructure defenders who 
have historically protected infrastructure not connected to the network will have to 
learn the hard lessons that network defenders in other disciplines have had to over  
the past two decades.
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Advanced Tools and Training

The increasing need for capable computer network defenders, as well as the growth of  
cyberwarfare as a viable tool for attack, has meant that countries are increasing their 
efforts to develop people with those skills. The U.S. government has increasingly required 
certification using commercially available certification packages  
for many jobs that involve cybersecurity. These certifications range 
from entry-level to advanced, and provide a demonstrable foundation 
of  knowledge for cybersecurity practitioners.

At the same time as the growth in certification and skills, the  
U.S. government and military are increasing the number of  cyber-
security staff. Significant growth plans are in place for both the U.S. 
Air Force and the U.S. Army, allowing greater support for cyber-
warfare’s increasing role in military operations. The same type 
of  growth has been visible in China, with the reported growth of  
cybersecurity and hacking schools that support the Chinese military 
and the continued growth of  China’s cybersecurity operations. It 
is reasonable to expect that countries currently having significant 
cyberwarfare and cybersecurity capabilities will expand them, 
continuing to project power into cyberspace.

Advanced Training on Cyber Ranges

Threats to commercial and governmental organizations have resulted in the creation of virtual 
environments designed to mirror the same systems and devices found in the real world. These 
virtual environments like the Michigan Cyber Range and the SANS NetWars CyberCity provide 
environments that allow practitioners to attack and defend the same types of networks they 
would encounter without the risk of taking production systems offline.

The SANS NetWars CyberCity environment includes SCADA controls for electrical power 
distribution, water, transportation, medical, and commercial environments, as well as typical 
residential infrastructure. These are all built using physical models with the help of a hobby 
shop. It even provides streaming cameras for defenders and attackers to check their progress 
when attacking the model city. The U.S. Air Force uses the SANS NetWars CyberCity to train  
for attack and defense, as well as for vulnerability testing.

As cyberwar training becomes increasingly important, the ability to accurately simulate entire 
cities down to individual houses and infrastructure control nodes allows practitioners to gain 
hands-on skills that otherwise require years of experience. They can review critical parts of 
training scenarios and even re-create actual attacks in ways that allow students to study each 
part of a compromise, then respond in different ways as they gain skills and knowledge.

NOTE

The U.S. Air Force’s 
cybersecurity growth plan 
includes 1,000 new personnel 
between 2014 and 2016, 
increasing their staff from its 
existing 6,000 cybersecurity 
personnel throughout the Air 
Force. The U.S. Army’s Fort 
Meade cybercommand will 
grow by 1,500 staff, with a 
worldwide staff of 21,000.
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The growth of  cyberwarfare as a means of  asymmetric power projection—which 
empowers organizations and nation-states that would normally have had a relatively 
small ability to conduct kinetic warfare against opponents—means that the growth 
of  advanced tools and training will be an attractive option. The relatively low cost of  
purchasing on the open market an exploit that provides access to an opponent’s critical 
infrastructure is a low barrier to entry into cyberwar. Even a simple exploit can allow 
attackers to gain access to less-important systems—which they can then use to expand 
their access and gain further intelligence. This means relatively poorly funded organiza-
tions with little support can have a disproportionate effect on their targets.

The Future of Defensive Cyberwar

Successful defense in future cyberwar will require even greater integration of  capabilities 
between the government and civilian sectors. Integrated, self-defending networks that 
can adapt to the state of  the systems and components that make up their parts will have 
to respond to threats as they appear. Defenders will have to monitor and respond based 
on complicated inputs and detection capabilities while maintaining their networks’ and 
systems’ ability to perform their required functions.

For now, visions of  a smart, self-defending network continue to be more of  a desire 
than a reality, and thus defenders must balance design, training, and response capabilities 
with current technologies. Defenders will have to be increasingly alert to suspect network 
devices and gear that have been modified or compromised prior to delivery by nation-state 
actors with access to the IT supply chain or who can work directly with vendors to deliver 
systems already under their control.

The need for international agreement on cyberlaw—particularly updated and, in some 
cases, entirely new laws—to handle cyberconflict between nations, and between nations 
and nonstate actors, will become increasingly clear. As conflicts escalate and have greater 
effects on countries worldwide, it’s likely that efforts like those that produced the Tallinn 
Manual will be leveraged to create a new body of  international law dealing specifically 
with the ways cyberwarfare is waged.

Cooperation among industry, governments, the manufacturers of, and creators of  
networked devices is crucial to a survivable infrastructure and Internet of  Things. As 
more and more of  the world becomes network connected, the potential for a cyberattack 
to have a massive impact on national infrastructure increases. The likelihood of  cyber-
attacks crossing over into kinetic warfare in the form of  attacks that directly cause fatal-
ities—either from harm to infrastructure and controls or by causing combat platforms 
such as drones or weapons systems to activate—continues to increase.

Cyberwar will require trained, experienced, and talented professionals to preserve  
and protect networks and national infrastructure. The policies and standards you apply 
and the way that you design and manage your networks and devices will be crucial to 
their ongoing security and safety in a world of  constant attacks and increasing access  
to cyberattack tools.
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KEY CONCEPTS AND TERMS

Cryptocurrency
Hacktivist
Internet of Things

Malware
Network attacks
Vulnerabilities

This chapter discussed the future of  cyberwarfare. It examined the blurred bound-
aries among cyberwarfare, cybercrime, and attacks by nonstate actors. It reviewed 
the growth of  advanced persistent threats and constant attacks against networked 
systems, resulting in a constant low-level form of  cyberwarfare. This requires 
attackers to be constantly aware of  the environment in which they are operating. 
Those same attacks demonstrate the need for clearer international law and general 
agreement on the accepted rules of  cyberwar. The legal future of  cyberwar will 
be guided by the responses of  the United Nations and individual nation-states 
to cyberattacks.

Future cyberwar has the potential to target even more systems and infrastructure 
due to the growth of  networks. Devices and systems, from vehicles to medical 
implants and industrial control systems, will become increasingly network 
connected. This means that governments and nongovernment organizations must 
increase their network defense and offense capabilities through the creation of   
tools, standards, and trained personnel. Those added capabilities could help with 
future defensive cyberwar, but attackers are likely to keep an upper hand in a  
heavily networked world.

CHAPTER SUMMARY
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