
Real-World Scenario 14-1: Key Stretching 

Scenario: You are working as a security administrator alongside your or-

ganization's development team. You are in charge of implementing key 

stretching whenever there is weak encryption.  

Examine the figure below.  

What is being encrypted here?  

How many iterations (or rounds) were performed during the encryption 

process? 

 

 

 

  



Real-World Scenario 14-1 Solution 

I created a password for the GRUB bootloader in Linux and encrypted it 

using PBKDF2. This utilized the SHA512 cryptographic hash, which ran 

for 10,000 rounds (iterations). The amount of rounds can be modified, 

but be careful when doing so because it might increase computational 

time considerably. Finally, be sure to test any key stretching technology 

before putting a system into production. 

The video solution below describes key stretching, salting, and PBKDF2, 

and then demonstrates how the GRUB bootloader password in the fig-

ure was encrypted. 

Video Solution: Watch the video solution “14-1: Introduction to Key 

Stretching.” 


