
page 1 of 1

www.irised.com©2010  IRIS Educational Media

Managing Threats
A Schoolwide Action Plan

INTRODUCTION

Tragic school violence has understandably mobilized 
concerted and vigorous efforts to make schools safer for 
our students and staff. As a result of these endeavors, 
recent statistics show a reduction in school crime.

However, despite these positive results there is a growing 
fear among parents regarding the safety of their children 
in the schools. This perception of parents has put more 
pressure on school officials to take strong action on any 
behaviors that may be related to violence such as threats. 
This heightened response by schools, known as the 
Zero Tolerance Policy, has resulted in large numbers of 
students suspended and expelled from school. This practice of removing students from school, especially in 
cases of seemingly minor behavior, has come under serious scrutiny in terms of student rights violation.

A central issue is how can schools respond in a sensible and responsible behavior that may be related to 
violence?  Schools are not and should not be in the business of discarding students and yet they have to be 
responsive to the increasing pressure to make schools safer.

A protocol is needed for managing threats that assures safety of the school and community and at the same 
time protects the civil and educational rights of the students.

The purpose of this program is to provide information and training on how 
schools can make timely and comprehensive responses to one aspect of violence 
prevention, and that is, student threats.
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Definition of Threats
“A threat is an expression of intent to do harm or act out violently against someone 
or something. A threat can be spoken, written, or symbolic.” (The School Shooter: A 
Threat Assessment Perspective- FBI Report - p.6)

Classification of Threats
In general, threats can be classified as either explicit or implicit.

Explicit threats are defined by their level of specificity. Typically these threats have 
detailed information such as:

• How the person(s) will be harmed (assault, shot, knifed, blown up)
• When it may occur
• Where it may occur

Explicit threats are plausible in that the perpetrator indicates the means by which the threat can be carried out. Moreover, these 
threats are often delivered in a calm and planned manner. Clearly, explicit threats imply imminent danger and usually require 
implementation of school emergency procedures.

Implicit threats as the name suggests, lack specificity on what will happen, how 
it will happen and when it will happen. Typically, the individual discloses some 
general intent to cause harm such as, “You’re gonna pay for this.” These threats are 
sometimes called veiled or indirect.

Implicit threats may or may not imply imminent danger. The threat could be the 
result of motivation other than the actual desire to cause physical harm (See below, 
Function of Threats). Even though implicit threats may not impose imminent danger, 
they need to be taken seriously, investigated thoroughly and support plans devel-
oped accordingly.

Function of Threats
Threats, as with behavior in general, serve a purpose for the student making them and this purpose may vary. In other words the 
threat has a function and if the function can be determined, then a more accurate assessment and corresponding intervention can 
be formulated. Some common functions of threatening behavior include:

• Revenge
• Attention getting
• Avoidance and escape
• Face saving
• Thrill seeking
• Response to pressure and stress
• Power and control

In general, if we can identify the function we are in a stronger position to 
eliminate the threats and replace them with appropriate behaviors that have  
the same functions.

UNDERSTANDING THREATS
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The Seriousness of Threats
There is general consensus among authorities in the field of violence prevention 
that all threats should be taken seriously. There are several reasons for this position 
because threats:

• May be a predictor of violence
• May cause significant fear, anxiety and concern among students, staff and par-

ents even when there may not be intent to follow through on the threat.
• Can cause disruption to the school schedule

However, there is also general consensus that all threats are not the same and should 

not be treated as the same. This means that some threats can impose imminent dan-
ger while others may be delivered without the intention of following through with harm. Clearly, a protocol needs to be in place so 
that schools can adequately assess the seriousness of a threat and develop an appropriate response.
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There are three general steps in developing a protocol for managing threats
1. Using essential school protocols
2. Defining roles for one-line staff and administrators
3. Conducting risk assessments and developing behavior support plans

Using Essential School Protocols

We recommend that the following protocols be in place in order for school staff and administrators to make timely and effective 
responses to student threats. These protocols utilize emergency procedures, safe reporting strategies and building resource teams.

 Emergency procedures

Typically schools are required to have emergency procedures in place to manage crises such as someone in possession of a weapon, 
someone under the influence of drugs or alcohol, serious accidents, suspicious strangers in the building, and breakdowns in the 
physical plant. By and large schools use a generic emergency plan with the following components:

• Trained crisis team
• Working relationship with law enforcement
• Spokesperson for the media
• Clear communication of procedures to students, staff, parents and appropriate 

community members
• Closedown and lockdown procedures
• On call follow-up support staff available
• Specific documentation procedures

We recommend that the established school emergency procedures be utilized in the 
case of threats when imminent danger is determined. For more detailed information on this critical topic of emergency procedures, 
see the printable, “Additional Resources and References.” 

 Safe Reporting Strategies

Many of the threats that are dealt with in schools come from student reports. However, in order to maximize this source of 
information and to protect the students, the following specific guidelines need to be established:

• Educate the students that it is responsible behavior to report threats. It is well known that students have a “code of silence” 
that says they should not report on each other if it is likely to get the person into trouble. Students need to be taught to report 
threats to ensure safety and violence prevention.

• Designate a school person for students to report threats such as a school counselor, school principal, homeroom teacher or any 
staff person with whom they are comfortable.

• The receiving staff person must assure the student that his or her name will be kept out of the investigation.
• Positively acknowledge the student taking responsibility to report a threat.
• Follow-up later in a private way to check that the student is doing OK and whether or not there have been any repercussions.

 Building Resource Team

A building resource team is responsible for corresponding necessary assessment and for developing corresponding interventions 
and long term care plans following assessment. This team is comprised of building staff and includes professionals from 
community agencies as needed. The team members should receive appropriate training prior to implementing the threat protocol 
and behavior support plans. 

PROTOCOLS FOR MANAGING THREATS
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This protocol describes procedures to be followed by on-line staff and administrators. On-line staff refers to any staff member who 
is first to encounter a threat. This includes all certified, classified and administrative staff.

Role of On-Line Staff

There are two typical occurrences of threats that on-line staff may encounter, (a) threats that staff directly witness and (b) threats 
that students report to staff.

Responding to Directly Witnessed Threats

In this situation a staff person hears or observes a threat being made.  
We recommend four steps in responding to these threats:

 Step One: Assess for Imminent Danger

The staff person makes an immediate determination if the threat is likely to 
be carried out or if the incident may escalate to violent behavior. Indicators of 
imminent danger include:

• Whether the offender (or victim) is brandishing an object
• Physical excesses occurring such as pushing, shoving, finger pointing or squaring off
• Agitated behavior such as shouting, waving arms, strong facial expressions or strong 

language
• Other students milling around and becoming involved

If any of these indicators are present, the on-line staff person should immediately follow the school emergency procedures. If 
the staff person is in doubt, it is safer to follow the school emergency procedures or secure assistance from another staff person 
if readily available.

 Steps Two: Defuse the Situation

If the situation does not warrant emergency procedures, the next step is to 
defuse the situation. This means that the problem is broken up and is not 
allowed to escalate. Defusing strategies include:

• Giving directions to separate the students
• Dispersing other students if present
• Speaking to each student privately, calmly, firmly and respectfully
• Inform students that procedures such as an office referral and report will  

be made.

 Step Three: Make Office Referral

Even thought the situation has been defused, we recommend that all threats should be reported to the office. The reason is 
that all threats should be taken seriously. The staff person follows normal procedures for making an office referral.

 Step Four: Write Report

The staff person now completes a report to provide the administration staff with adequate documentation to follow up on  

DEFINING ROLES OF ON-LINE STAFF AND ADMINISTRATORS

1



page 2 of 3

www.irised.com©2010  IRIS Educational Media

Managing Threats
A Schoolwide Action Plan

the threat. Information that is typically recorded about the threat is:

• Time and location
• Names of person making threat, victim and witnesses, if possible
• Description of the threat (words, gestures, body language)
• Level of cooperation by offender
• Support action taken for victim

A form for reporting threats can be found on the Module 5 printable, “Incident Report: Student Threat.”

Responding to Threats Reported to Staff

The other situation where on-line staff encounter threats is when it its reported to them, usually by a student. In this case use the 
following steps:

 Step One: Interview the student reporting the threat

Here the staff person assesses the situation based on the information received from the student. If the threat implies immediate 
danger, follow school emergency procedures. Otherwise, the on-line staff contacts the office, interviews the student and writes 
a report. The interview format includes the following steps:

If the interview reveals information that there is imminent danger, the staff person should follow emergency 
procedures immediately. If imminent danger is not present then the staff person would proceed with steps 2 and 3.

 Step Two: Make Office Contact

The on-line staff receiving the threat notifies the office that a threat has been 
made and arranges a meeting with an administrator.

 Step Three: Write Report

The staff person completes a report to provide the administrative staff adequate 
documentation to follow up on the threat. The report typically includes:

• Time and location
• Names of person making threat, victim and witnesses, if possible
• Description of the threat (words, gestures, body language)
• Level of cooperation by offender
• Support action taken for victim
• Follow up with person who made the threat to ensure no repercussions

• Acknowledge the student for reporting the threat
• Determine whether the information on the threat was obtained first or second hand
• Identify the time and place
• Obtain the names of person making threat, the victim and any other witnesses
• Determine exactly what was said or done
• Determine what behaviors accompanied the threat (physical excesses, language 

excesses, milling around of other students)
• Assure the student that confidentiality will be honored and that his or her name 

will be kept private
• Notify the student that the information will be passed on to the office and that 

someone may wish to talk with him or her to follow up on the information.

2
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Role of Administrators

In this model the school administrator is the one who receives the threat report from on-line staff and is responsible for follow-
up. Use the following steps:

 Step One: Initiate Immediate Safety Plan

The first step is to ensure that the threat cannot be fulfilled. Even though 
further assessment is necessary, the student should not have any opportunity to 
actuate the threat while the assessment is being conducted. These procedures, 
essentially emergency procedures, should be rehearsed and “on call” for immediate 
implementation. The critical components for preventing a threat from being 
actuated are:

• Isolate and supervise the student who made the threat
• Report to law enforcement, school officer or school security staff, as appropriate
• Review records to determine if student has had previous involvement with law 

enforcement
• Notify parents of the student who made the threat and parents of the victim
• Develop supervision plan with parents of the perpetrator and the victim
• Modify student routines to separate the perpetrator and the victim
• Supervise the perpetrator at all times on school campus
• Provide staff support for victim
• Implement short term consequences as appropriate (such as suspension or isolation of student)
• Check to determine if student has capacity to implement the threat (access to weapons, bomb material, etc.) and if so then 

take steps to eliminate or control that access

 Step Two: Initiate risk Assessment

The administrator contacts the building resource team to conduct a comprehensive risk assessment. The purpose of the risk 
assessment is two-fold, (a) to determine the extent to which the student is likely to carry out the threat or make another threat 
that is likely to be carried out and (b) to provide information for developing an appropriate behavior support plan for the 
student delivering the threat. Risk assessment procedures have been well developed recently and several resources have been 
identified in the back of this manual. Moreover, the persons conducting the risk assessment should be trained in using the 
information to develop behavior support programs (short term and long term) and administering the assessment.

Caution: Be sure to conduct the risk assessment in full compliance with:

• District policies and applicable laws regarding student rights
• Procedures to obtain appropriate releases of information
• Culturally sensitive procedures for collecting information

 Step Three: Initiate student support plan

See the Module 5 printable, “Conducting Risk Assessments and Developing Behavior Support Plans.”
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Student name  Grade

Date Time

Location

Name(s) of person making threat

Name(s) of victims

Name(s) of witnesses

Description of threat (words, gestures, actions)

Level of cooperation of perpetrator

Support action for victim

Other information

Person filing report

INCIDENT REPORT: STUDENT THREAT
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Components of a Comprehensive Risk Assessment

 Review School Records 
Examine incident report of current threat, attendance history especially truancy, 
failing grades, skipping classes, history of suspensions and expulsions, history 
of serious incidents, previous law involvement.

 Identify Parent and Family Issues 
Obtain information on level of parent supervision, family criminal involvement, 
family trauma or disruption issues, substance abuse, domestic violence or child 
abuse issues.

 Interview Student 
Ask questions related to intent to harm others; availability of means; specificity 
of plan; previous convictions or charges; previous history; current use of 
controlled substances; relationships with peers, school staff, family; presence of 
significant stressors, moods, agency involvement; sense of gravity of situation; 
willingness to work on a plan or contract.

 Interview Parent 
Attempt to establish a working relationship with parent(s). Obtain information 
on their son or daughter’s history of threat making and follow through; 
availability of means; violence; bullying; cruelty to animals; moods; stressors; sibling relationships; agency involvement; parent 
support options; willingness to participate in a support plan.

 Interview School Staff and Students 
School staff interviewed include person making report, members who know the student, and the school nurse, as appropriate. 
Students interviewed include victim, witnesses and some students who may know the person making the threats. Information 
solicited relates to any history of threats and following through; violence; moods; other students fears; availability of means to 
fulfill threat; specificity of plan in which details have been mentioned.

 Interview Involved Agency 
Any agency personnel involved with the student is asked questions related to history of threats, follow through, acts of 
violence; stability of moods; trauma; peer relationships; family issues and willingness to participate in a support plan.

Risk Assessment Summary

Once the record reviews and interviews have been conducted, a risk assessment summary form is completed. A copy of 
this form is included in the back of this manual. If the assessment shows the student to high risk, specifically in terms of 
seriousness of intent and access to means of carrying out the threat, then law enforcement needs to be involved immediately (if 
they already have not been contacted). If law enforcement and youth services become involved then the judicial system takes 
charge of subsequent planning and placement. However, if law enforcement does not become involved or if the student is 
returned to the home, then the school needs to take the next step of developing appropriate plans.

Development of a Behavior Support Plan

Even if law enforcement is not involved following a student threat, or law enforcement has been involved and the student has 
returned to school, a support plan needs to be developed based on the risk assessment. While the risk assessment is designed 
to help determine whether or not a student is likely to cause harm, the assessment also reveals the needs that a student has. 

CONDUCTING RISK ASSESSMENTS & DEVELOPING BEHAVIOR SUPPORT PLANS
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Clearly, if these needs are met, the student will be less likely to make threats and more likely to be successful at school, home 
and community. These plans need to be comprehensive and usually have the following features:

 Team Development 
It is desirable for the plan to be developed and coordinated by a team comprised of school staff, parents and community 
agency personnel as appropriate.

 Case Manager 
Given there are many parts to these plans, it is necessary to have a case manager who would also serve as team coordinator. 
Generally, this person would be a school staff person since the plan is school based.

 School Behavior Support Plan 
The plan would involve supports to assist the student in school areas where these are problems, such as attendance, failing 
grades, per relations, and problem behavior.

 Home Support Plan 
This part of the plan is designed to help the parents with their son or daughter at home in areas of need such as supervision, 
routines, communication, problem solving, sibling relations, home and community productive activities.

 Written Plan 
The plan should be written indicating specific needs, strategies and who’s responsible in the areas of school, home and the 
community. A sample plan is included in the appendix.

Summary

There is no question about it; schools have been under sustained pressure to make their campuses safe for students and staff. 
This has made school officials and educators examine every factor associated with school safety and violence prevention. 
One of these factors is student threats. Threats are very tricky to manage because on the one hand they may be a predictor of 
violence and thereby warrant serious attention. On the other hand however, schools experience relatively high rates of threats 
most of which do not have the intent of being fulfilled. So the bind is how can we treat threats seriously and yet manage the 
high numbers of threats that are made. The solution is not, in my opinion, wholesale suspensions and expulsions of students. 
This measure does not make schools safer, certainly not the community, and it seriously disrupts the student’s education.

In this video program we have tried to present an approach to managing threats that we believe is sensible, responsible 
and practical. The emphasis was placed on understanding the nature of threats, utilizing existing school protocols such as 
emergency procedures, carefully assessing the situations for imminent danger, taking measures to ensure the threats cannot be 
fulfilled and developing behavior support plans. Moreover, the program was presented as a total faculty response in that the 
roles of staff and administrators are systematically described to enable a coordinated action plan.
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Risk Assessment Checklist

(Adapted from Warning Signs Checklist, National School Safety Center)

If an adult checks off more than four of these signs in connection with an individual student, it should be concluded that the 
student is high risk and a behavior support plan should be developed.

1.   Has a history of tantrums and uncontrollable angry outbursts.

2.   Characteristically resorts to name calling, cursing or abusive language.

3.   Habitually makes violent threats when angry.

4.   Has previously brought a weapon to school.

5.   Is preoccupied with weapons, explosives or other incendiary devices.

6.   Has a background of serious disciplinary problems at school and in the community

7.   Has a background of drug, alcohol or other substance abuse or dependency.

8.   Is on the fringe of his/her peer group and has few or no close friends.

9.   Has previously been truant, suspended or expelled form school.

10.  Displays cruelty to animals.

11.  Has little or no supervision and support from parents or a caring adult.

12.  Has witnessed or been a victim of abuse or neglect in the home.

13.  Has been bullied and/or bullies or intimidates peers or younger children.

14.  Tends to blame others for difficulties and problems s/he causes self.

15.  Consistently prefers TV shows, movies or music expressing violent themes and acts.

16.  Prefers reading materials dealing with violent themes, rituals and abuse.

17.  Reflects anger, frustration and the dark side of life in school essays or writing projects.

18.  Is involved with a aging or an antisocial group on the fringe or peer acceptance.

19.  Is often depressed and/or has significant mood swings.

20.  Has threatened or attempted suicide.
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Student name  Grade  Date  

Parent(s)/Guardian

Team Members

Date of review meeting

STUDENT BEHAVIOR SUPPORT PLAN

Environment

School

Home

Community

Needs Strategies Person in charge
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