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ADITYA GUPTA

▸ Founder & CEO, Attify  

▸ Help companies secure IoT devices  

▸ IoT Security Penetration testing and 
Training 

▸ Speaker @ BlackHat, Defcon, Syscan, 
OWASP AppSec, Toorcon etc.  

▸ Author : Learning Pentesting for Android 
Devices, Offensive IoT Exploitation, IoT 
Hackers Handbook, IoT Pentesting 
Cookbook
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AGENDA FOR THE TALK

▸Introduction to IoT Security  

▸What is a smart home / enterprise  

▸Vulnerabilities in Smart home systems  

▸Firmware and Hardware Exploitation  

▸Mobile Exploitation 

▸Radio Exploitation 

▸What can be done about it

https://attify.com
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PROBLEMS WITH IOT SECURITY

▸ If one of the component fails, entire system goes down  

▸ Rush to market  

▸ Supply chain  

▸ Fragmentation  

▸ Lack of awareness  

▸ Most of the devices that you see out there are insecure 

https://attify.com


ISN’T IOT 
ALREADY 
SECURE?

















COMPONENTS  
OF A SMART 
HOME





LIGHT BULBS



LEADING TO THINGS LIKE THESE



DOOR LOCKS



AIR PURIFIER 



SMART HOME GATEWAY



COFFEE MAKER 
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WHAT IS A SMART HOME

▸ Allows you to control various aspects of the home using your 
smart phone or additional device  

▸ Lights, Temperature, Coffee, Thermostats, Toys, Dishwashers, 
Refrigerators, Security cameras, Door Locks, Water bottles, 
Microwave, TVs etc.  

▸ If one device gets compromised, what about the other devices on 
the network  

▸ We just need ONE vulnerable device on the network 

https://attify.com
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COFFEE MACHINE 

▸ Happened during one of our enterprise/VC-Funded startup 
pentests  

▸ The office we were targeting was using a “Smart” Coffee machine  

▸ Operational over both BLE and WiFi  

▸ Sniff the traffic using a Ubertooth One, and you’ve got yourself the 
WiFi credentials  

▸ Coffee Machine => Vulnerable Employee System => Credentials => 
Domain Admin => Entire network owned including Client databases 

https://attify.com
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ONE REVIEW ON AMAZON

https://www.amazon.com/review/R3IMEYJFO6YWHD/ref=cm_cr_dp_title?ie=UTF8&ASIN=B00FLZEQH2&nodeID=228013&store=hi

https://attify.com
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ATTACK SURFACE MAPPING

▸ Look at the entire IoT solution  

▸ Focus on all individual components and the connectivity between 
them   

▸ What areas do you think could be attacked 

▸ What kind of attacks 

▸ How to test them  

▸ How to secure them 

https://attify.com
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MAPPING THE ATTACK SURFACE

https://attify.com


HARDWARE
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INITIAL ANALYSIS 
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INITIAL ANALYSIS 

https://attify.com


▸ Open up the hardware  

▸ Look at all the various possible 
entry points  

▸ This could be external interfaces 
(USB, ethernet, external peripheral 
access, audio jacks etc.) or internal 
interfaces (UART, SPI, I2C, etc.)  

▸ Figure out how you can interact 
with the device  

▸ Get a root shell, add gdb server, 
dump firmware, flash modified 
firmware
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UART EXPLOITATION

▸ One of the most easiest interfaces to get access to  

▸ Pinouts can be identified using Multimeter  

▸ Once it is identified, use Attify Badge (or BusPirate) to connect to 
it  

▸ Figure out the correct baud rate  

▸ And you will be able to see debug logs, shell etc. 

https://attify.com
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UART EXPLOITATION

https://attify.com


▸ IP Camera  

▸ Decided to have one of our team 
members do a bit of investigation 
before even opening the device  

▸ Usually can gather information 
from FCC-ID, online forums and 
other public resources  

▸ RE the Windows binary that 
comes with this IP Camera  

▸ Found a Buffer Overflow in the 
login box => Exploitable (in 1 day) 

▸ It’s not HARD! 





DUMPING  

FIRMWARE









JTAG 













FIRMWARE
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FIRMWARE SECURITY ANALYSIS

▸ Once we have the firmware, we can look at the individual binaries  

▸ Hardcoded credentials, API keys, passwords, staging URLs, etc.  

▸ Modify, repackage and flash the firmware to a device  

▸ Have seen people doing (personally) : Returning a device after 
modifying the firmware 

https://attify.com
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DIFFING FIRMWARE

https://attify.com
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DIFFING FIRMWARE
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HARDCODED INFO IN FIRMWARE

https://attify.com
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COMMAND INJECTIONS

https://attify.com
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FIRMWARE SIGNING PROTECTIONS

https://attify.com


MOBILE APP
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AS SEEN IN A MEDICAL DEVICE

https://attify.com
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IZON
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PASSWORD WITHIN THE MOBILE APP

https://duo.com/blog/izon-ip-camera-hardcoded-passwords-and-unencrypted-data-abound

https://attify.com
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PASSWORD WITHIN THE MOBILE APP

https://duo.com/blog/izon-ip-camera-hardcoded-passwords-and-unencrypted-data-abound

https://attify.com
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LIVE DEMO

▸ Mobile application of a Smart plug  

▸ Reverse engineering  

▸ What kind of sensitive data can we extract  

▸ Encryption being used? 

https://attify.com


https://motherboard.vice.com/en_us/article/pgwean/internet-of-things-teddy-bear-leaked-2-million-parent-and-kids-message-recordings
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HACKING BILLBOARDS

https://attify.com


RADIO
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EXPLOITING GARAGE DOOR OPENER

https://blog.rapid7.com/2017/09/22/multiple-vulnerabilities-in-wink-and-insteon-smart-home-systems/

https://attify.com


BLE
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BLUETOOTH LOW ENERGY

▸ Pretty different from traditional Bluetooth  

▸ Meant for short bursts of data  

▸ Typical radio attacks work - Sniffing, Jamming, Replay, MITM etc . 

▸ Can figure out which characteristics needs to be written 

▸ Sniff the communication, figure out handles, rewrite them  

▸ Tools used - Ubertooth One, BLE dongle  

▸ Additional tools - Gatttacker, BTLEJuice 

https://attify.com
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ATTACKING BLE

▸ Light bulb

https://attify.com
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BREAKING AUTHENTICATION

▸ Demo 

https://attify.com
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BREAKING AUTHENTICATION

▸ Demo on RFID key entries 

▸ Pretty easy to clone  

▸ Proxmark 3 works in pretty much all the cases  

▸ Can also build your own cheaper version using an Arduino and an RFID 
Card reader  

https://attify.com
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ATTACKING ZIGBEE

▸ 802.15.4 based protocol  

▸ Used in TONS of smart home devices  

▸ Radio based attacks on ZigBee 

▸ To sniff/intercept/transmit, you need a hardware called AtMel 
RzRaven (flashed with KillerBee firmware)  

▸ Philips Hue short video demo of Replay Based attack - to control 
the target device 

https://attify.com




PWNING SMART HOMES - ATTIFY - HTTPS://ATTIFY.COM 

ZIGBEE WORMS

▸ PoCs already exists against popular devices such as Philips Hue  

▸ Found by a bunch of researchers including Eyal Ronen, Colin 
O’Flynn, Adi Shamir and Achi-Or Weingarten  

▸ Full info at - http://iotworm.eyalro.net/iotworm.pdf  

▸ Infects one ZigBee device, and autospreads  

▸ Flashes a new malicious firmware to the nearby ZigBee device  

▸ If this is Philips Hue, what would you think of other manufacturers 
using ZigBee 

https://attify.com
http://iotworm.eyalro.net/iotworm.pdf




CONTACT

▸ Email: ADI@ATTIFY.COM 

▸ Training and Learning kits: ATTIFY-STORE.COM  

▸ Blog: BLOG.ATTIFY.COM  

▸ Slides : ATTIFY.COM/SECTOR-SLIDES   

▸ IoT Security and Exploitation training: SECURE@ATTIFY.COM 
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