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Pangea Laboratory, LLC 

Privacy Policy 

Pangea Laboratory respects your right to the privacy of your information. We are dedicated to being 

open about how we use, share, and protect your information. To help you understand our commitment 

and practices, we have developed this privacy policy (“Privacy Policy”) for the types of information we 

collect, why we collect it, how we will use it, and the various options you have to manage the privacy of 

your Personal Information. 

At Pangea Laboratory our most important asset is our relationship with our community. We are 

committed to maintaining the confidentiality and security of your Personal Information. We strictly 

practice our privacy practices and want you to know how we protect your information submitted or 

collected through your use of our solutions. 

Highlights and How We Use the Information You Provide 

The Bladder CARE™ Test or Service for cancer detection and pangealab.com website (each and 

collectively a “Service”, “Test” or “Site”) are owned and operated by Pangea Laboratory, LLC, (referred 

to as “Pangea Laboratory” or also referred to “we”, or “us”). This Privacy Policy gives you information on 

how we collect, use and sometimes transfer your personal information when you visit our web site as 

well as the safeguards we use to protect it. The most current version of the Privacy Policy can be viewed 

clicking on the “Privacy Policy” link at the bottom of the page of our Site.  

We ask that you review this Privacy Policy thoroughly and contact us if there are any questions.  

Consent and Opting Out 

By visiting our Site and registering with us you accept and consent to this Privacy Policy. Thus, by 

providing your Personal Information (“Information” or “Personal Information”), you agree that we may 

collect, use, share and transfer that information in accordance with the terms and conditions of this 

Privacy Policy. Also, our Terms of Service are incorporated by this reference in its entirety into this 

Privacy Policy.  

You may revoke this consent by contacting Pangea Laboratory and revoking your consent at any time, 

requesting your information be deleted.  

Contact Pangea Laboratory 

If you have any questions, concerns or complaints about this Privacy Policy or privacy-related practices, 

please contact Pangea Laboratory by email at info@pangealab.com or phone at 949-346-9393.  

Scope of Information Collected, Ordering and Providing Your Information 

We collect no Information about you when you visit our Site unless you choose to provide Information 

to us when you use our Site, order from us, or register with us or provide information to our personnel 

at trade shows or via emails. Pangea Laboratory’s web servers or other computers and customer service 

personnel collect your contact information when you place orders. This includes name (personal or 

entity), address, phone number, facsimile number (Fax), email address, credit card number, or other 

identifier for billing or shipping in order for us to process and complete an order for our products or 
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services. Also, sometimes we may ask you to voluntarily provide us or we may provide information to 

you about promotions, scientific interests, new products, technical updates or changes, contact 

preferences, and other information.  

When your physician orders the Service for you we ask for you to log into our Site to give your name, 

phone number, and addresses (email and mailing), often called personally identifiable information 

(“PII”), as well as answers to questions designed to gather information to help us improve the Service 

and to develop additional services to offer to you. We then de-identify or obscure your name from the 

other information you provide and from records for the Service to minimize the risk of unintended 

disclosure of your identity and information about you to third parties. We will ship you (or your 

physician) a sample collection kit including instructions for use for urine samples (“Sample”). You follow 

the instructions for harvesting the Sample and ship us the Sample for processing for the Service. We will 

send you (or your physician) a report featuring your Bladder CARE™ Test and Service. We share your 

information to allow us to perform and improve the Service as indicated below. We also may collect 

general information about you when you access the Site to aid us in improving the Site also as indicated 

below.  

You Agree to Our Uses of Your Sample and Information 

We will use your sample to perform the Bladder CARE™ Service and to report to you. By ordering the 

Service you agree that we own and may use the sample material (“DNA”, “RNA”, or “protein”) and data 

generated therefrom for our internal uses which include sharing with our Research Laboratory for 

improving the Service.  

Ordering and Accessing the Site 

Only licensed physicians or healthcare professionals may order the Service from Pangea Laboratory.  The 

information on the Site are intended for individuals 21 years of age or older.  

Who We Share Information With and Measures We Take for Security 

We share your PII with our associated collaborator Zymo Research Corp. for research to improve our 

Test and Service (“Research Laboratory”) with whom we have licensed technology and also work closely 

to provide and improve the Service offered via the Site. We may share your PII with other such 

associates from time to time to improve the Service only with your consent.  When you provide us your 

PII, we are committed to safeguarding your privacy and take a variety of reasonable steps to ensure 

none of your information is disclosed beyond those with a need to know or use such information related 

to our internal uses or to that of our Research Laboratory or other associates. However, no precautions 

can absolutely ensure that your PII or other information is completely secure.  

Other Sharing of Information  

We may share and transfer your PII to our other associated companies, affiliates, agents, vendors or 

service providers who assist us in the process of providing Tests or Services to you or assist us in other 

ways. We do not sell or otherwise benefit monetarily from transferring your information. We also may 

disclose Information to third parties where we believe in good faith that disclosure is required by law, to 

cooperate with authorities (law enforcement) or to comply with a legal proceeding (public or private) or 

to protect the safety, rights, or property of you or us or the public. At some future date we may buy or 
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sell or otherwise transfer a business unit or asset from or to another entity, we may share or transfer 

your information pursuant to the terms and conditions of any such transaction.  

Sharing your Report for the Bladder CARE Service™ 

We will only share the Bladder CARE™ report (or its data or results) with third parties (e.g. physicians, 

other care providers or professionals, etc.) who you authorized to order the Test for you  You may 

request a copy of the report from us directly by contacting Pangea Laboratory.   

Other Information We Collect 

When we collect your PII this includes other non-personally identifying or potentially personally 

identifying information and statistics on how you use our Site including time spent on various pages 

when these are viewed and IP addresses. We may use this additional information without reservation 

including providing it publicly or to third parties as we see fit. Our Site uses cookies to facilitate use of 

the Site that store information on your computer when you success our site. If you do not want to have 

cookies placed on your computer you should not check the keep me logged in check box when this 

arises.  

Tracking Technology 

Pangea Laboratory’s Site automatically uses cookies or other similar tracking tools or technology to track 

use and to facilitate and enhance the user experience (collectively “Cookies”). Cookies are small pieces 

of text that are stored on your computer’s hard drive by your browser. Our websites may use both 

Cookies that we implement and Cookies implemented by our suppliers and other third parties. With 

cookies in place, our system will recognize you whenever you use your web browser to connect to our 

page. Most web browsers allow you to exercise control over Cookie to disable them but this may affect 

or stop you from using certain features of our websites such as interactive options or some purchasing 

features. You may choose not to take advantage of these interactive features and you can set your 

browser to reject Cookies or to alert you when a cookie has been sent. Due to this automatic collection 

of Cookies, we do not honor “do not track” requests. We do not have access or control over of third-

party Cookies and consider them to be outside the scope of this Privacy Policy.  

Aggregating Information 

We may combine your information with others for our purposes to improve the Service or to develop 

added Services. When we aggregate information we remove it of PII to reduce the chances of exposing 

any such information. We also store information in compliance with GDPR requirements.  

Security and Retention of Information (Storage) 

Our privacy practices follow the legal requirements of the US (“Applicable Data Protection Laws”).  

According to Applicable Data Protection Laws, you may be entitled to know the identity of your “Data 

Controller” i.e. the legal entity which determines why and how your Personal Information is processed.  

We are the controller of the data you submit on this Site. 

  

We use robust internal and third party physical and technical measures intended to safeguard your 

information and help protect this information from unauthorized access or loss. You are responsible for 
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maintaining the confidentiality of any required passwords to access our websites (if any). We use our 

best efforts and comply with US state and federal and other law such as the GDPR (when applicable; 

EEA) for data security but cannot guarantee complete security. If you believe your data is compromised 

contact us and we will conduct a review and take action to rectify or mitigate any such compromise of 

your information.  

We retain data for a reasonable time and at least as long as required by applicable law, and for periods 

of time needed for Pangea Laboratory to pursue our obligation to meet your needs and other business 

needs (audits, quality management system compliance), legal obligations, dispute resolution or 

enforcing agreements. You may access, correct, and update your information by accessing your 

accounts or profiles, where relevant, on the websites or by contacting us via phone. You may request a 

summary of information we hold about you, as well as corrections, updates or deletion of your 

information, by contacting us at info@pangealab.com.  Our response to such requests will be limited to 

information under our direct control. We will make best efforts to respond promptly to such requests in 

accordance with our legal obligations by applicable rules and laws.  

Protection of Your Information  

We use information in connection with various legal proceedings from time to time to protect your or 

our rights. In this regard, In addition, we may disclose information about you to a third party at your 

request, or if you consent to the disclosure.  

US Privacy Notice:  As a healthcare provider in the United States, we are required by law to provide US 

residents with a notice of our privacy practices (“NPP”) detailing how we may use and disclose their 

protected health information (“PHI”), as well their rights and our obligations with respect to that PHI.  

Our current NPP may be found here. 

Updates for this Privacy Policy 

Please note this Privacy Policy may be updated and changed from time to time without our notifying 

you. Changes will be effective upon the date the revised Privacy Policy is posted on the websites, with 

the effective date noted in the Policy header at the top of this page. When you visit our websites, you 

accept the version of this Privacy Policy in effect at that time. We recommend you check the Site for the 

most current Privacy Policy then in effect. When you visit our websites, you accept the version of this 

Privacy Policy in effect at that time. 

Contacting Pangea Laboratory about This Privacy Policy and YOUR Personal Information  

If you have a question or input regarding this Privacy Policy or about any matter regarding your Personal 

information, please send an email to our legal compliance team at legal@pangealab.com.  You may also 

contact Pangea Laboratory at 3189 Red Hill Avenue, Suite D, Costa Mesa 92626, or via phone at 949-

346-9393.  We will respond to all reasonable requests in a timely manner and may need to further 

confirm your identity in order to process certain requests.  Please note that even if you request for your 

Personal Information to be deleted, certain aspects may be retained for us to: meet our legal or 

regulatory compliance (e.g. maintaining records of transactions you have made with us); exercise, 

establish or defend legal claims; and to protect against fraudulent or abusive activity.  


