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OVERVIEW 
 

Once relegated to the back pages of local newspapers, today’s data breaches are 

primetime news.  Negative media coverage is often accompanied by scrutiny from 

public officials and foreboding consumer notifications, all of which emphasize the 

increased risk of identity fraud after a breach.  Once thought to be a theoretical 

consequence, new evidence clearly shows consumers become less apt to open 

their wallets and patronize a company after a data breach.   In addition to 

potential lost business and goodwill, a breached company may find itself saddled 

with the cost of litigation and subsidizing identity protection services for affected 

consumers.   

 

A data breach puts a company’s financial stability at risk by simultaneously 

increasing costs and decreasing revenues. Occasionally spooked investors punish 

the company further, causing stock prices to decline in tandem with the fallout 

from the breach. Although companies in different industries do not suffer these 

negative effects to the same degree, for companies that store sensitive data such 

as Credit Cards, Social Security Numbers, and other personally identifiable 

information (PII) protecting consumer’s sensitive information from compromise is 

now inextricably tied to maintaining profitability and a positive brand image. 

 

A prime example of this phenomenon is the mega-merchant Target, which 

experienced significantly reduced revenue in Q4 2013 due to a massive data 

breach.  Remediation costs related to the breach, including payments to the card 

networks, legal fees, and providing credit monitoring, totaled $61 million in Q4 

2013.  As a result of lost revenue and costs from the breach, Target’s stock price 

remains below pre-breach levels.1  Civil cases have been filed against Target on 

the behalf of consumers and financial institutions that could drive costs 

significantly higher, further damage the company’s image, and depress its stock 

price even more. 2 

 

 

1 http://www.forbes.com/sites/maggiemcgrath/2014/02/26/target-profit-falls-46-on-credit-card-breach-and-says-the
-hits-could-keep-on-coming/ , accessed March 24, 2014. 
 
2 http://www.reuters.com/article/2014/04/04/us-target-lawsuits-idUSBREA3309J20140404 , accessed April 8, 2014. 

http://www.forbes.com/sites/maggiemcgrath/2014/02/26/target-profit-falls-46-on-credit-card-breach-and-says-the-hits-could-keep-on-coming/
http://www.forbes.com/sites/maggiemcgrath/2014/02/26/target-profit-falls-46-on-credit-card-breach-and-says-the-hits-could-keep-on-coming/
http://www.reuters.com/article/2014/04/04/us-target-lawsuits-idUSBREA3309J20140404
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Companies can be governed by different data breach statutes depending on 

industry or location, yet many define a "Breach" as "unauthorized access." Before 

every breach comes internal exposure, and companies can cost-effectively  

prevent the fallout from breaches by detecting and remediating exposed and 

unprotected sensitive data, before unauthorized access has occurred. 

Forward 

This white paper was sponsored by Identity Finder (www.identityfinder.com) in 

April 2014. The comprehensive survey of identity fraud victims and the affected 

industries was independently produced and analyzed by Javelin Strategy & 

Research, a division of Greenwich Associates.  Javelin maintains complete 

independence in its data collection, findings, and analysis.  The sponsor was not 

involved with the tabulation of the cited survey data or analysis. 

 

 

 

http://www.identityfinder.com
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The True Cost of Data Breach Notifications 

Public Awareness Decreases Revenue 

Prior to the passage of California’s landmark data breach notification law in 2002 

(S.B. 1386), a data breach was not a top-of-mind concern for businesses or 

consumers.3  Subsequently, data breach notification laws have been adopted by 

46 U.S. states, in addition to federal industry-specific regulations.4  Since 2005, 

more than 4,000 data breaches have been made public, but recent media 

coverage on related and previously undisclosed incidents has coalesced to make 

“data breach” an everyday term among consumers and business customers.5  

Notifications and media portrayals promote the idea that data breaches pose a 

threat to customers' identities. In law and the public mind, a data breach is now 

recognized as a failure on the part of businesses to manage sensitive data and 

protect their customers’ privacy and financial well-being.   

California’s S.B. 1386 established the key parameter under which notification must 

be made after the breach of consumers’ PII, which has been mimicked in principle 

by not only similar state laws, but also federal regulations.  In many jurisdictions, if 

a business “reasonably believes” that sensitive personal information has been 

accessed without authorization, then that business must notify the individuals 

affected.  In essence, notifications were designed to allow affected consumers the 

opportunity to take protective measures – and relevant government agencies the 

opportunity to intervene – in the event that sensitive, personal information has 

been compromised.   

Yet despite any benefit that notifications may provide to the public, they are a 

double edged sword for breached businesses as they often suffer additional 

indignities once an incident has been disclosed.  For three industries in particular – 

financial services, healthcare, and retail – there are unique challenges associated 

with providing notifications, as they can diminish public trust. 

 

3 http://www.leginfo.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.pdf, accessed 
April 8, 2014. 
 
4 http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-
laws.aspx, accessed March 23, 2014.  

5 https://www.privacyrights.org/data-breach, accessed March 23, 2014. 

http://www.leginfo.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.pdf
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
https://www.privacyrights.org/data-breach
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Industry-Specific Breach Notification Issues 

 

 Financial Institutions and Issuers: 

 In the event of a breach, a financial institution must notify consumers and 

regulators in order to meet either state notification law or federal 

regulatory guidance (depending on charter).6  Detected and reported 

large-scale breaches within financial service organizations have been few 

and far between. 

 Even in the absence of financial services breaches, banks and credit card 

issuers often notify consumers of potential breaches at third party 

organizations (such as merchants and payment processors) when 

financial credentials such as a credit card or bank account number is 

breached, because the exposure increases liability for both the bank and 

the victim.  Breaches at third-party vendors (e.g., payment processors) 

increase the odds of fraudulent card transactions that a financial 

institution may have to bear.   

 These notifications are necessary to prepare affected consumers for any 

disruptions due to changes in payment approvals, or the replacement of 

a compromised card.7  Unfortunately, consumers can mistakenly 

associate their financial institution with the source of the breach, 

damaging the long-term relationship. 

 

 Healthcare Providers: 

 The HITECH Act of 2009 mandates that healthcare providers must 

provide public notification of any data breach affecting the personal 

health information (PHI) of more than 500 patients, which includes 

notifying the media.8  

 Breached healthcare providers must also notify the Department of Health 

and Human Services (HHS).  To supplement the limited resources of HHS, 

state attorneys general may now pursue civil cases related to data 

breaches on behalf of HHS.  These civil cases open the door to costly fines 

along with further brand damage for breached healthcare providers.9 

 

 

6http://ithandbook.ffiec.gov/media/resources/3372/frb-sr-05-23.pdf, accessed March 24, 2014.  
72014 Identity Fraud Report: Card Data Breaches and Inadequate Consumer Password Habits Fuel Disturbing Fraud 
Trends, Javelin Strategy & Research, February 2014.  
8http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.html, accessed March 24, 2014.  
9http://www.hhs.gov/ocr/privacy/hipaa/enforcement/sag/, accessed March 24, 2014.  

http://ithandbook.ffiec.gov/media/resources/3372/frb-sr-05-23.pdf
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.html
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/sag/
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 Internet and Traditional Retail Merchants: 

 When the breached information is sufficiently sensitive, breached 

merchants must comply with state notification laws.  Increasing pressure 

from the financial industry and the U.S. attorney general, among others, 

may result in retailers being held to some of the same standards as 

financial institutions and healthcare providers. These could include 

mandated, federal data security and notification requirements.10,11 

 By analyzing large-scale financial activity, financial institutions and the 

card networks are often able to identify fraudulent activity pointing to a 

breach before a compromised merchant is able to confirm the event.  As 

demonstrated by the recent Target breach, under these circumstances, a 

merchant does not control the public message surrounding the breach, 

while they bear the punishment for it.  Banks are beginning to publicly 

identify breached merchants, further complicating control of the public 

message.  For example, after a recent suspected compromise of taxis in 

Chicago, First American Bank issued a public response recommending 

that customers avoid using their credit or debit cards when taking a 

cab.12,13 

 

A Significant Proportion of Affected Consumers Discontinue or Reduce 
Their Patronage Post-Breach  
 

Figure 1:  Avoidance of Further Business, by Type of Organization in Which Data Breach Occurred 

 

 

10http://www.icba.org/files/ICBASites/PDFs/ltr012814.pdf, accessed March 24, 2014. 
11http://www.nbcnews.com/tech/security/attorney-general-seeks-standard-protect-against-identity-theft-n37161, 
accessed March 25, 2014. 
12http://krebsonsecurity.com/2014/03/illinois-bank-use-cash-for-chicago-taxis/, accessed March 24, 2014. 
13http://www.nytimes.com/2014/03/08/your-money/after-debit-card-fraud-a-small-bank-feels-customers-
frustration.html?_r=0, accessed March 24, 2014.  

http://www.icba.org/files/ICBASites/PDFs/ltr012814.pdf,
http://www.nbcnews.com/tech/security/attorney-general-seeks-standard-protect-against-identity-theft-n37161
http://krebsonsecurity.com/2014/03/illinois-bank-use-cash-for-chicago-taxis/
http://www.nytimes.com/2014/03/08/your-money/after-debit-card-fraud-a-small-bank-feels-customers-frustration.html?_r=0
http://www.nytimes.com/2014/03/08/your-money/after-debit-card-fraud-a-small-bank-feels-customers-frustration.html?_r=0
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Unfortunately, consumers’ willingness to continue doing business with a company 

decreases after they find out a breach has occurred.  For consumers whose data 

was compromised in a breach, their degree of willingness to return to the affected 

business varies by industry.  Given the heavy coverage of recent merchant 

breaches, it is unsurprising that retailers bear the brunt of consumer angst.  Thirty

-three percent of affected consumers avoid doing business with a retailer after a 

breach (see Figure 1).  Burdened by the requirement to solicit media coverage, 

healthcare providers fair marginally better, as 30% of affected consumers would 

avoid their healthcare provider post-breach (see Figure 1).  Despite the potential 

for being mistakenly held responsible for external breaches, financial institutions 

and credit card issuers prove the best at retaining consumer trust with only 24% 

of affected consumers choosing to have their financial needs met elsewhere after 

a breach (see Figure 1). 

Obligatory Services for Victims: Expensive and Misplaced 

Years of breaches, notifications, litigation, and settlements has led to the standard 

practice of breached businesses subsidizing identity protection services (IDPS) for 

affected consumers.  Incurred to appease public officials or combat media 

pressure, or as preemptive damage control, the cost of these services compounds 

the effect of lost revenue.  Worse still, IDPS are sometimes provided regardless of 

whether they are appropriate, effective, or actually reduce risk in light of the data 

that was breached.   

Subsidized IDPS are being offered to consumers affected by data breaches at 

different rates depending on industry, but these consumers may still be exposed 

to fraud risk.  Healthcare providers are the most likely (54%) to subsidize IDPS for 

affected patients after a breach (see Figure 2).  These consumers are likely to 

benefit due to the wide range of sensitive PII and PHI they share with healthcare 

providers, which exposes them to types of fraud that IDPS can help prevent, with 

one major exception.  Ironically, IDPS generally offer poor protection from medical 

identity fraud.14  
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The vast majority of identity fraud cases are directly related to new fraudulent or 

compromised existing financial accounts,15 and IDPS have become increasingly 

proficient at preventing many of these types of frauds, with the exception of card 

fraud.16  This makes subsidizing these services worthwhile for financial 

institutions, who – along with credit card issuers – subsidized them for 40% of 

affected consumers post-breach.   

Merchants are the least likely to subsidize these services for affected consumers 

(30%, see Figure 2), but the pressure from state attorneys general that was 

exerted on Target could set a clear precedent for other merchants going 

forward.17  This does not mean that these services should be subsidized for 

consumers affected by every merchant breach, especially considering the type of 

data being favored by criminals during merchant data breaches.  Target provided 

one free year of credit monitoring, but for the 40 million consumers whose 

payment card information was compromised this type of identity protection is 

ineffective for preventing fraudulent credit and debit card transactions. 

 

 

142013 Identity Protection Services Scorecard: Adjusting Tactics in the Face of High Customer Turnover, Javelin 
Strategy & Research, November 2013. 
152014 Identity Fraud Report: Card Data Breaches and Inadequate Consumer Password Habits Fuel Disturbing Fraud 
Trends, Javelin Strategy & Research, February 2014. 
162013 Identity Protection Services Scorecard: Adjusting Tactics in the Face of High Customer Turnover, Javelin 
Strategy & Research, November 2013. 
17http://www.washingtonpost.com/business/economy/target-tries-to-reassure-customers-after-data-breach-
revelations/2014/01/13/3c0323e0-7c7e-11e3-95c6-0a7aa80874bc_story.html, accessed March 25, 2014. 

http://www.washingtonpost.com/business/economy/target-tries-to-reassure-customers-after-data-breach-revelations/2014/01/13/3c0323e0-7c7e-11e3-95c6-0a7aa80874bc_story.html
http://www.washingtonpost.com/business/economy/target-tries-to-reassure-customers-after-data-breach-revelations/2014/01/13/3c0323e0-7c7e-11e3-95c6-0a7aa80874bc_story.html
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Data breaches have become a primary source for personal and sensitive data that is 

used by criminals in the commission of identity fraud.  Nearly one in three data 

breach notification recipients suffered identity fraud in 2013.  These cases have 

shown that the type of data breached indicates the likelihood that a consumer will 

also suffer identity fraud.18  Identity protection services offer varying degrees of 

protection from identity fraud, but their effectiveness is often predicated on the type 

of data compromised, along with the capabilities of the particular product offering.19   

 

Despite this, breached businesses come under pressure to provide some form of IDPS 

to affected consumers en masse, without due consideration of the type of data 

compromised or whether the service is effective.  Subsidizing these services can 

create unnecessary costs along with a false sense of security, which could later 

backfire should consumers suffer related identity fraud. 

 

 

182014 Identity Fraud Report: Card Data Breaches and Inadequate Consumer Password Habits Fuel Disturbing Fraud 
Trends, Javelin Strategy & Research, February 2014. 
192013 Identity Protection Services Scorecard: Adjusting Tactics in the Face of High Customer Turnover, Javelin Strategy 
& Research, November 2013. 

Healthcare Providers Are Significantly More Likely Than Banks, Card 
Issuers, or Merchants to Subsidize IDPS Post-Breach 

Figure 2: Free/Discounted IDPS Offered, by Type of Organization in Which Data Breach Occurred  
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CONCLUSION 

Today, regardless of whether they occur in the financial, healthcare, or retail 

industries, data breaches have an undeniable impact on a business’s image, and in 

turn, both the revenue and expense sides of its bottom line.  While notified 

consumers are suffering fraud at the highest rates ever, inappropriately providing 

identity protection services may be making matters worse by creating a false 

sense of security.  In attempting to balance image maintenance with protecting 

the integrity of consumers’ identities, breached businesses are failing financially, 

to noticeable effect.  Mandatory breach notifications and identity protection 

services cost far more than they first appear to, making voluntary sensitive data 

management and data breach prevention absolute and cost-effective necessities.    

Recommendations 

To protect sensitive data from breaches and subsequent misuse, Javelin 

recommends ongoing risk assessments for the financial industry, healthcare 

organizations, and merchants. For these assessments to be successful, businesses 

should create a “sensitive data management” program. 

 

An effective sensitive data management program will be tailored to each 

organization and should at least include these five steps: 

 

 Sift through irrelevant data to identify sensitive information 

 Classify sensitive information and assign accountability to manage 

and protect it 

 Secure unprotected files and remove at-risk data 

 Centrally monitor policies, actions, and good behavior going forward 

 Report compliance with policy and regulation 

 

Defining sensitive data, classifications, allowed actions for remediating 

unprotected data, and other policies are critical tasks.  As organizations establish 

their requirements for managing sensitive information, ensuring complete 

coverage is challenging.  It only takes one stolen laptop, one employee’s cloud 

drive, one virus, one hacker, or one mistake to end up as the next headline, with 

massive negative effects on the company’s image and its bottom line. 
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METHODOLOGY 
 

2013 Identity Fraud Survey Data Collection 

 
Javelin’s ID Fraud survey was historically fielded as a landline survey using 

computer-assisted telephone interviewing (CATI). At the time of the survey’s 

inception in 2003, landlines provided a relatively comprehensive coverage of the 

U.S. population. However, with the advent of time and technology, landline 

coverage has been shrinking — thus the ID Fraud survey has had increasingly less 

penetration into the younger, more mobile population. Cognizant of this shift, in 

2011 Javelin fielded the ID Fraud survey through the KnowledgePanel®. Javelin 

continued to use KnowledgePanel for our 2013 ID fraud survey in order to obtain 

the most representative sample of U.S. adults. 

 

KnowledgePanel is the only probability-based online panel in the U.S. Through 

mail, the panel recruits households with no access to Internet (at the time of 

recruitment) as well as cell phone-only households. The panel offers a mix of RDD-

based recruitment (1999–present) and address-based sampling (introduced in 

2008 and rolled out in full in 2009). 

 

The 2013 ID Fraud survey was conducted among 5,634 U.S. adults over age 18 on 
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KnowledgePanel; this sample is representative of the U.S. census demographics 

distribution, recruited from the Knowledge Networks panel. Data collection took 

place from Oct. 9 to Oct. 30, 2013. Final data was weighted by Knowledge 

Networks, while Javelin was responsible for data cleaning, processing, and 

reporting. Data is weighted using 18+ U.S. Population Benchmarks on age, gender, 

race/ethnicity, education, census region, and metropolitan status from the most 

current CPS targets. 

 

Margin of Error 

For questions answered by all 5,634 respondents, the maximum margin of 

sampling error is +/- 1.31 percentage points at the 95% confidence level. For 

questions answered by all 936 identity fraud victims, the maximum margin of 

sampling error is +/- 3.20 percentage points at the 95% confidence level.  

 


