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1 OVERVIEW OF TWO EXISTING ATTRIBUTE-
BASED ENCRYPTION SCHEMES
1.1 The YWRL’s Revocable KP-ABE Scheme
The YWRL’s revocable KP-ABE scheme [1] is based on
the GPSW KP-ABE scheme [2]. There are eight algo-
rithms in total, where the first four are the same with
those in the GPSW scheme.
Setup(1κ). This algorithm takes as input a security

parameter κ and an attribute universe U = 1, 2, ..., N . It
defines two multiplicative cyclic groups G1 and GT with
prime order p, g1 as a generator of G1, and an admissible
bilinear map e : G1 ×G1 → GT . The system master key
MK and public key PK are generated as:

MK = 〈y, {ti}i∈U 〉,
PK = 〈Y = e(g1, g1)

y, {Ti = gti1 }i∈U 〉
The KeyGen(T ,MK,PK) algorithm takes as input

an access tree T , MK and PK, outputs a user secret
key SKu = {Di = g

qx(i)/ti
1 }i∈L(T ), where qx() is the

polynomial for parent of leaf node i.
The Encryption(γ,M,PK) algorithm takes as input a

message M , a set of attributes γ and PK, and outputs a
ciphertext CT = 〈γ,E′ =MY s, {Ei = T si }i∈γ〉.

The Decryption(SK,CT ) is an algorithm that takes
as input an SK (for access tree T ) and ciphertext CT
(encrypted under γ), and outputs the plaintext message
M only if γ satisfies T . It first computes e(Ei, Di) for
each leaf node, and then aggregates these results to
recover Y s = e(g1, g1)

sy using polynomial interpolation.
The additional four algorithms in the YWRL scheme

are briefly described in Fig. 1. When a user u is
to be revoked by the TA, AMinimalSet(T ) is run to
obtain a minimal subset of attributes γ′. Then for
each i ∈ γ′, its corresponding master/public key
components are updated using AUpdateAtt(i,MK),
where a re-encryption key rki↔i′ is generated.
The secret key components for unrevoked users
are updated using AUpdateSK(i, SKi, AHLi), and
the ciphertext components are updated through
AUpdateAtt4File(i, Ei, AHLi). The computation of the
last two algorithms are delegated to the server (using

AUpdateAtt(i,MK)
//Input: attribute i, master key MK.
Randomly pick t′i

R← Zp;
Compute T ′

i ← gt
′
i and rki↔i′ ← t′i

ti
;

Output: t′i, T ′
i and rki↔i′ .

AUpdateAtt4File(i, Ei, AHLi)
//Input: attribute i, ciphertext Ei, attribute history list AHLi.
If i has the latest version, exit;
Search AHLi and find the old version of i;
rki↔i(n) ← rki↔i

′ · rki′↔i
′′ · rkin−1↔in = ti(n)/ti;

Compute E
(n)
i ← E

rk
i↔i(n)

i = g
t
i(n)s

i ;
Output E(n)

i .

AUpdateSK(i, SKi, AHLi)
//Input: attribute i, secret key SKi, attribute history list
AHLi.
This algorithm is similar to AUpdateAtt4File, except it
exponentiates SKi with rk−1

i↔i(n) .
Output SK(n)

i .

AMinimalSet(T )
//Input: an access tree T .
This algorithm finds a minimal subset γ′ of attributes without
which T will never be satisfied.
Output: γ′.

Fig. 1. The four algorithms related to user revocation in
the YWRL scheme.

rki↔i′ ), and lazy re-encryption is adopted to lower their
overhead.

1.2 Chase and Chow’s Multi-authority ABE Scheme

Next we review the Chase and Chow’s basic MA-ABE
(CC) [3]. Assume there are N AAs in total. The CC
scheme consists of the following four algorithms:
Setup(1κ). This algorithm’s input is each AA’s at-

tribute universe {Uk}k∈{1,...,N}, and outputs a master
key for each AA and the public key. It is cooperatively
executed by all N AAs. It defines bilinear groups G1,
G2 with prime order p and generators g1, g2 respectively,
and an admissible bilinear map e : G1 × G2 → GT with
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a computable isomorphism from G2 to G1. The PK and
AAk’s master key MKk are:

MKk = 〈skk, vk, {tk,i}i∈Uk
〉

PK = 〈Y = e(g1, g2)
∑

k vk , {yk, {Tk,i = g
tk,i

2 }i∈Uk
}k∈{1,...,N}〉

where skk is AAk’s secret used only in key issuing, vk is
the master secret of each AA, yk is only used by the AAs,
and tk,i ∈ Zp and Tk,i ∈ G2 are attribute private/public
key components for attribute i.
KeyIssue(Au,MK,PK). In this algorithm, the AAs

collectively and interactively generates a secret key for
a user. For a user with (secret) ID u, the secret key is in
the form

SKu = 〈Du = gRu
1 , {Dk,i = g

qk(i)/tk,i

1 }k∈{1,...,N},i∈Au
k
〉,

where Ru is a random number for user u, and qk(·) is
a dk degree polynomial generated by the kth AA where∑

k qk(0) =
∑

k vk −Ru.
Encryption(M,AC , PK). This algorithm takes a mes-

sage M , PK and a set of attributes {AC
1 , ...,A

C
N} as input,

and outputs the ciphertext E as follows. The encryptor
first chooses an s ∈R Zp, and then returns

CT = 〈AC , E0 =M ·Y s, E1 = gs2, {Ck,i = T sk,i}i∈AC
k ,k∈{1,...,N}〉.

Decryption(CT, SKu). This algorithm takes as input a
ciphertext CT and a user secret key SKu. If for each
AA k, |AC

k ∩ A
u
k | ≥ dk, the user pairs up Dk,i and

Ck,i and reconstructs e(g1, g2)sqk(0). After multiplying all
these values together with e(Du, E1), u recovers the blind
factor Y s and thus gets M .

We will make use of the CC MA-ABE construction
which allows for arbitrary key access structure for each
AA, beyond the threshold gates [3].

2 SECURITY ANALYSIS
In this section, we analyze the security of our proposed
solution in more details.

2.1 Data Confidentiality

In a secure PHR system, the primary security goal is
to keep the owners’ encrypted data confidential with
regard to non-authorized users, and our proposed frame-
work can achieve this goal.

First, in [2] and [3], respectively, the original GPSW
and CC MA-ABE schemes have been proven secure
under the attribute-based selective-set model given the
Decisional Bilinear Diffie-Hellman (DBDH) problem is
hard. Intuitively, for GPSW, this means a user who does
not hold proper access privilege that satisfy the data
attributes of a PHR file cannot decrypt the file. For CC
MA-ABE, since we use it in a way similar to CP-ABE, the
security interpretation should be, a user who does not
have a set of role attributes that satisfy the PHR file’s
access policy cannot decrypt.

In our framework, we have used both enhanced ver-
sions of GPSW1 and CC MA-ABE to encrypt each PHR
file. The composition of the two schemes is still se-
cure, because they are independent cryptosystems with
separate attribute universes and master/public keys —
the GPSW’s key generation is done by each owner’s
application, while that of CC MA-ABE’s is done by the
AAs in PUDs. So next we will show that the enhanced
MA-ABE scheme (with efficient revocation) is secure
under the attribute-based selective-set model [3], [4] as
well, through the following theorem.
Theorem 1: The enhanced MA-ABE scheme is

(poly(t), N − 2, ε)-secure, under the assumption that no
probabilistic polynomial time (PPT) adversary A can
solve the DBDH problem with probability ε better than
1/2 (or advantage larger than ε).

This also proves the main theorem in the paper. Our
security proof leverages the method of Yu et. al. [1], [5];
the goal is to show that the proposed enhanced scheme
is as secure as the standard CC MA-ABE. Note that,
the only additional information disclosed to the server
includes the proxy re-keys, and the partial user secret
keys (without the dummy attributes), while the PKs for
different ver can be naturally derived from the re-keys.
Therefore, we can find a reduction from the enhanced
MA-ABE scheme to the original one using a series of
games. The proof is shown in the Appendix. B.

2.2 Collusion Resistance
Our scheme is resistant to user collusion, which is
implied by the security of the adopted ABE schemes.
According to Theorem. 1, the enhanced MA-ABE is
further resistant to collusion among up to N − 2 AAs.
Intuitively, this is because we let every AA define a
dummy attribute which is required to AND with every
original access policy. In this way, as long as less than
N − 1 AAs are corrupted, there is still one AA∗ with
a dummy attribute not corrupted. Thus, even collusion
between all the rest of the AAs and the server would
not expose the secret keys of users who have given the
server corresponding partial keys.

The cost of this solution is to have prolonged public
keys, user secret keys and ciphertexts (extended with
additional N − 2 components). This means that strong
privacy guarantee can be achieved through file encryp-
tion in our secure PHR sharing framework.

Interestingly, our scheme allows a tradeoff between
collusion resistance and efficiency. If we only let k <
N−2 AAs define dummy attributes, it is easy to see that
the scheme is secure as long as at least two of the AAs
are not compromised (including one AA that defines
dummy attributes).

2.3 Forward Secrecy
Forward secrecy means that, any user who loses an
attribute (or part of an access structure) should be

1. The enhanced GPSW was proven secure in [1].
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prevented from accessing the plaintext of subsequent
data exchanged afterwards, unless her remaining valid
attributes (access structure) satisfy the access policy (or
data attributes). Suppose a user/attribute revocation
event happens at time t0, and the revoked user u’s first
login/access to the server happens at time t1 > t0.
Our enhanced MA-ABE scheme encrypts any new files
uploaded after t0 using the updated version of PK, and
also re-encrypts the existing files that u requests access
using rk. Since the revoked user’s SK components
for her revoked attributes are not updated, u cannot
decrypt the new files added during t0 and t1 unless her
remaining valid attributes satisfy the file access policy,
i.e., forward secrecy is achieved.

2.4 Security of Write Access Control

The write access is enforced by the scheme in Sec. 5.2. Its
security can be explained as follows. (1) Assume a con-
tributor is allowed to write into a patient’s PHR during
time period [i, j], 0 ≤ i < j ≤ n (discretized time slots),
and the corresponding hash chain elements given by the
organization are: hn−j , ..., hn−i, hn. Due to the one-way
property of the hash chain and the ordered release of the
hash elements, it is infeasible for the adversary to derive
hk−1 given only hk, ..., hn where H(hk−1) = hk. Thus she
cannot gain write access for any time slot not in [i, j]. (2)
Also, according to the unforgeability of the underlying
signature scheme, an adversary can hardly forge an
organization’s signature of the hash chain end (σorg(hn)).
Therefore, it is infeasible for the adversary to create an
unauthenticated hash chain h′0, ..., h

′
n. (3) By encrypting

the ticket using server’s public key, an unauthorized
contributor cannot construct a legitimate ticket for a
time slot that she does not have permission (unless a
legitimate contributor or the server misbehaves), since
she cannot decrypt the desired hash chain elements and
the owner/organization’s signature.

2.5 Discussion

In our ABE schemes, the attributes or access policies for
the ciphertexts appear in plaintext form. By looking at
the attributes and policy under which the data is en-
crypted, some information about the data content could
be inferred. For example, if an owner’s “HIV profile” is
only allowed to be accessed by a doctor that specializes
in STD, probably her HIV test result is positive. To
reduce the potential privacy leakage, one way is to let the
system define less fine-grained data attributes without
the specific file type, such as “sensitive”, “less sensitive”,
“not sensitive”. Also, for sensitive role attributes similar
choices could be made. Of course, this trades off the
fine-grainedness of access policies. If a PHR file has to
be viewed by a few specific user(s) with sensitive roles,
an owner can always choose to include those users into
her PSD and distribute keys to them based on data
attributes, to avoid disclosing her access policy.

3 FURTHER EVALUATION OF SCALABILITY
AND EFFICIENCY
3.1 Storage and Communication Costs
Here, we carry out numerical analysis of storage and
communication overhead of our scheme, by decompos-
ing the PSDs and PUDs.

(1) Ciphertext size. For the PUDs,

|CTPUD| =
X∑
i=1

(
(

Ni∑
k=1

|AC
PUDi,k|+Ni) · S1 + ST

)
, (1)

which is linear to the number of PUDs and the number
of PAAs. For a back-of-the-envelope calculation, assume
there is one PUD (X = 1), 5 AAs (N = 5) each
having 3 types of attributes, and we use CNF policy
with 2 attributes for each type. The additional storage
overhead for the server created by each ciphertext is
35 G1 group elements, and if 160-bit ECC is adopted
(S1 = 160, ST = 1024) equals to about 800 bytes. It is
acceptable compared with the length of a PHR document
(usually in the order of KBs). In addition, for each owner,
to update access policies, one additional group elements
(s′) shall be locally stored which is quite small.

For the PSD, let each file be encrypted using its type
and one emergency attribute. Assume the file hierarchy
is 4 levels so the type attribute takes 4 group elements.
Then, |CTPSD| = 5 · S1 + ST = 228 bytes. This shows
encryption in the PSD is very efficient.

(2) Public key size. The sizes of data and role attribute
universe are system-dependent. To get an estimation,
we note that in Googlehealth [6] there are less than 10
data categories. In a case study for role-based access
control system Cassandra [7], the authors defined 58
roles for a national EHR system. So we can assume
|UD| = 50, |UR| = 100. So |PKPSD| = |UD| · S1 ≈ 1KB
for each owner, and |PKPUD| = |UR| · S1 ≈ 2KB.

(3) Secret key size. For a data reader in the PSD,
|SKPSD| = |Au

PSD| · S1. Assume the access structure
contains 10 attributes, this equals to 200 bytes. For a
reader in the PUD, |SKPUD| = (|Au

PUD| + m + 1) · S1

where m is due to the wildcard attributes. Let X = 1,
N = 5, m = 15 and each reader possess one role in each
attribute type, then this amounts to 620 bytes.

3.2 Computation Costs
Benchmark Results. First we present the benchmark tim-
ing results of several main primitive operations, includ-
ing pairing, exponentiations in G1 and GT .

TABLE 1
Benchmark Timing Results.

Pairing (w/ preprocessing) Exp. in G1 Exp. in GT

Time (ms) 2.5 6.4 0.6

In addition, we study the encryption and decryption
costs from the owner’s and user’s points of views, re-
spectively. For GPSW KP-ABE, the encryption performs
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|AC
PSD| exponentiations in G1 and 1 exponentiation in

GT . For CC MA-ABE, it is |AC
PUD| + 1 exponentiations

in G1 and 1 exponentiation in GT . For decryption, a
personal domain user needs to perform |L(T )| pairings
in the worst case, which can be optimized for the general
case [2]. A public domain user needs to perform m + 1
pairings and approximately m+1 multiplications in GT

if we assume CNF policies.
The timing results are reported in Fig. 2. We present

the time measurements of KP-ABE (assuming AND pol-
icy for decryption which is worst case), and estimate
those of MA-ABE’s by adding the times of additional
primitive operations w.r.t. KP-ABE. It can be seen that
all three algorithms are very efficient for both ABE
schemes2. The time costs of key generation, encryption
and decryption processes are all linear with the number
of attributes. For 50 attributes, they all take less than 0.5s.

Note that, in our enhanced MA-ABE scheme, the
decryption computation cost can be further reduced by
delegating most of the pairing operations to the server.
A user can submit all the Dk,is to the server and only
computes one bilinear pairing: e(Du, E1). This is secure
because the server does not know Du. Similarly, for
GPSW KP-ABE, we can also add a dummy attribute to
each user’s secret key which is ANDed with her original
key policy, and delegate the pairings corresponding to all
the key components except the dummy one to the server.
In this way, the decryption time of a user is a constant.

Finally, we measure the server’s time cost related
to user revocation via simulations. We focus on the
enhanced MA-ABE scheme. Upon revocation of a user u
in the public domain, the AAs find a minimal subset of
attributes without which u’s key-policy will never be sat-
isfied, and those attributes should be updated to a newer
version. The straightforward way is to immediately re-
encrypt all the affected documents (by the server) and to
update all the affected users’ keys (the AAs can multicast
the re-keys to unrevoked users securely). However, this
method incurs too much overhead; in fact, our scheme
uses lazy revocation, where the server only updates the
requested documents and u’s secret key upon u’s file
access.

We assume that both the user revocation and user file
access events arrive according to Poisson processes with
average rates λ and μ, respectively3. The worst case is
assumed, where all the attributes in a revoked user’s key
need to be updated. We set the user revocation rate to be
λ = 0.1/s, user access rate as μ = 0.5/s; the total number
of documents is 10000, and each user access 100 docu-
ments each time; the total number of users is 1000, and
the number of attribute categories m = 10, number of
attributes in each ciphertext is 100. The attributes in each
ciphertext and user secret key are all randomly chosen
from the attribute universe (containing 1000 attributes).

2. For MA-ABE, the key generation time is not presented since it
involves an anonymous key issuing process. If user anonymity is not
needed, then the time is similar to that of KP-ABE.

3. This model has been adopted in previous works [8].

In Fig. 3, we present the results comparing the overhead
of revocation between the two methods, in terms of ac-
cumulated number of exponentiations in G1 performed
by the server, which further breaks down to time costs
for file re-encryption and key-updates. The concrete time
cost can be estimated by multiplying the above with
benchmark time for each exponentiation. It can be seen
that the lazy revocation method incurs much lower
computation/time cost, which indicates our scheme will
not overwhelm the server for revocation operations. This
is because the lazy revocation method amortizes these
operations over multiple file access operations in a long
time period. Finally, we note that the server’s time share
spent in revocation is quite low. For our scheme, the
time spent in file re-encryption operations would be
2.5× 104× 6.4× 10−3 = 16s, accounting for only 1.6% of
the 1000s period.
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Fig. 3. The accumulated computational cost of user
revocation over time.

APPENDIX A
DEFINITIONS FOR MA-ABE
For completeness, we first review the security definition
of the MA-ABE scheme [3].
Definition 1: An N -authority MA-ABE scheme is

(t, n, ε)-secure against selective-attribute attack (or under
the attribute-based selective-set model), if any t-time
adversary A compromising at most n authorities has
advantage at most ε in winning the game in Fig. 4.

In Fig. 4, st is state information, and the attribute-key
generation oracle AKeyGenO(GID,Au

k , k) is defined as:

if (k ∈ Kcor) return ⊥;
if (∃Au′

k s.t.(GID,Au′
k ) ∈ Uk) return ⊥;

if (|Au
k ∩ A

C
k | ≥ dk) ∧ {∀j 
= k, [(j ∈ Kcor) ∨

(∃Au
j s.t.(GID,Au′

j ) ∈ Uj ∧ |Au
j ∩ A

C
j | ≥ dj ])}, return ⊥;

Uk ← Uk ∪ (GID,Au
k); return AKeyGen(MKk,GID,Au

k).

Next, we formally define the security game of the
enhanced MA-ABE scheme as in Fig. 5, where k∗ refers
to one of the AA(s) with a dummy attribute. Basically,
the challenger generates PK and MK for M versions,
along with the re-keys. The adversary B is allowed
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Fig. 2. The timing results of ABE schemes. The ones for MA-ABE are estimated based on those of KP-ABE.

to pick a ver as the version number of the challenge
ciphertext, and can also query user secret keys for qs
times for ver. Subscript v denotes the versions of the
PK,MK, rk. The oracle AKeyGenO’(GID,Au

k , k, v) is
then defined as:

if (k ∈ Kcor) return ⊥;
if (∃Au′

k s.t.(GID,Au′
k , v) ∈ Uk) return ⊥;

if (|Au
k ∩ A

C
k | ≥ dk) ∧ {∀j 
= k, [(j ∈ Kcor) ∨

(∃Au
j s.t.(GID,Au′

j , v) ∈ Uj ∧ |Au
j ∩ A

C
j | ≥ dj ])}, return

⊥;
Uk ← Uk∪(GID,Au

k); return AKeyGen(MKk,GID,Au
k , v).

APPENDIX B
SECURITY PROOF OF THE ENHANCED MA-
ABE SCHEME
Here we prove Theorem. 1. Without loss of generality,
we assume that at least one attribute authority (AA∗) is
not corrupted, whose dummy attribute is A∗.

Proof: We define three games: Game 0 – the same as
the semantic security game in the original CC MA-ABE
which is shown in Fig. 4. Game 1 is different from Game
0, in that more than one pairs (versions) of (PK,MK)
are defined, A is given the PKs, the re-keys between
any two versions, and at most qS user secret keys for
access structures non-satisfiable with A

C submitted by

Game A(λ)
(AC = {AC

1 , ...,A
C
N},Kcor ⊂ [1, N ])← A;

if |Kcor| > n then return 0;
{Uk}k/∈Kcor ← ∅;
(params, {(PKk,MKk)}k∈{1,...,N})

$←− Setup(1λ, N);
(m∗

0,m
∗
1, st)← AAKeyGenO(·,·,·)(‘find′, params,

{PKk}k∈{1,...,N}, {MKk}k∈Kcor );

b
$←− {0, 1};C∗

b
$←− Enc(AC ,m∗

b);

b′ $←− AAKeyGenO(·,·,·)(‘guess′, C∗
b , st);

if b 
= b′, then return 0 else return 1.

Fig. 4. The security game of the original MA-ABE. Kcor

is the set of corrupted AAs.

her. Game 2 is the security game of the enhanced MA-
ABE, shown in Fig. 5. It is the same with Game 1 except
that A is specifically given the “partial” user secret keys
– otherwise-satisfying secret keys without the dummy
attribute (A∗) component. We need the following two
lemmas.
Lemma 1: Given that the authority AA∗ is not corrupt-

ed, the advantage of the adversary in Game 2 equals to
that in Game 1.

Proof: We first show that all the user secret key
queries made by A in Game 2 can also be made by A
in Game 1. Suppose a SK query in Game 2 for access
structure A

u = {Au
k}k∈[1,N ] is expressed by a set of oracle

queries {AKeyGenO’(GID,Au
k , k, v)}k∈[1,N ]. When SK is

a partial secret key, we have ∀k �= k∗,Au
k � A

C
k , while

A
u
k∗ � A

C
k∗ , where “�” denotes the satisfiability relation.

Thus, the above access structure is non-satisfiable with
A
C . And since AA∗ is not corrupted, the corresponding

queries {AKeyGenO(GID,Au
k , k)}k∈[1,N ] can be made in

Game 1, according to the definition of the AKeyGenO
oracle associated with Fig. 4.

On the other hand, all the secret key queries made by
A in Game 1 can be made in Game 2 as well, according

Game B(λ)
(AC = {AC

1 , ...,A
C
N},Kcor ⊂ [1, N ] \ k∗, ver)← B;

if |Kcor| > n then return 0;
{Uk}k/∈Kcor ← ∅;
(params, {(PKv

k ,MKv
k )}k∈{1,...,N},v∈{1,...,M},

{rkv−1,v}v∈{2,...,M})
$←− Setup(1λ, N);

(m∗
0,m

∗
1, st)← BAKeyGenO’(·,·,·)(‘find′, params,

{PKv
k}k∈{1,...,N},v∈{1,...,M}, {MKv

k}k∈Kcor,v∈{1,...,M},
{rkv−1,v}v∈{2,...,M});

b
$←− {0, 1};C∗

b
$←− Enc(AC ,m∗

b , ver);

b′ $←− BAKeyGenO’(·,·,·,·)(‘guess′, C∗
b , st);

if b 
= b′, then return 0 else return 1.

Fig. 5. The security game of the enhanced MA-ABE. Note
that, AC

k∗ should always include the dummy attribute A∗,
while the SKs that B can query must be non-satisfiable
with A

C , which includes the “partial keys” (otherwise-
satisfying secret keys without the A∗ component).
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to the definition of the two Games. Therefore, the views
of the adversary in Games 1 and 2 are the same. This
proves the lemma.
Lemma 2: The advantage of the adversary in Game 1

equals to that in Game 0.
Proof: If there exists a polynomial time algorithm

B that wins the Game 1 with AdvB(Game-1) > ε, then
we can construct a polynomial time algorithm A to win
Game 0 with AdvA(Game-0) > ε. The basic idea to con-
struct such an algorithm A is as follows. Let C stand for
the challenger in Game 0. The only difference between
C’s public key (delivered to A) and that requested by B
is the latter contains keys for many versions. In order to
answer B’s query, A only needs to generate random re-
keys to convert C’s public key to multiple versions and
give them to B. The same idea can be used to answer
user secret key queries from B.

It is easy to see that A is a polynomial time algorithm,
and if the output guess by B is b′ = b, then A also
wins Game 0. Thus, AdvB(Game-1) ≤ AdvA(Game-0).
On the other hand, since the information available to
the adversary in Game 1 is more than that in Game 0,
we have AdvB(Game-1) ≥ AdvA(Game-0). Therefore,

AdvB(Game-1) = AdvA(Game-0). (2)

From the above, we can conclude that when AA∗ is
not corrupted, the adversary has the same advantage
in Game 2 with Game 0. According to [3], we know
that CC MA-ABE is (poly(t), N − 2, ε)-secure under the
assumption that no PPT adversary can solve the DBDH
problem with advantage larger than ε. So this proves our
theorem.
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