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Abstract—Cloud computing has emerged as a paradigm that
attracts more and more researchers. In this context, the need for
knowing where, how and under what conditions data is either
processed or stored in datacenters, becomes a prime interest due
to the continuously developing field of cloud computing forensics.

In this paper we describe in a detailed manner an essential
part of our cloud forensic framework that can be built on top of
both new and existing datacenters - the logging part. We discuss
the problems that must be dealt with in such architectures and
we detail our proposed solutions to them. We explain how our
architecture and findings can help forensics investigators that
conduct investigations in a cloud environment.

Key words - cloud computing; data forensics; logging frame-
work.

I. INTRODUCTION

Since its creation, cloud computing technology presented
itself to the users as a way in which they could rent various
amounts of computing power under the form of virtual ma-
chines, intermediate platform targeted to developers or ready to
use applications for mass usage. The technologies surrounding
it have evolved with great pace, but nevertheless, we can
find a common concern within all of them - cloud computing
security.

But this is not enough in our current digital world, as we
store more and more data remotely, in cloud systems. Hackers,
malware and all other Internet threats are real menaces for our
data. Thus, legal investigators must have a way in which they
can monitor the activity of a certain virtual machine and the
software associated [5]. The problem that they face in this case
is mainly concerning jurisdiction as the cloud data is often
split across multiple datacenters, over multiple countries or
even continents. On second case, current cloud infrastructures
tend to leave this sensible part away and only monitor virtual
machines for performance rather than what is happening inside
them.

In this paper we describe a new way of monitoring activity
in cloud environments and datacenters using a secure cloud
forensic framework. We discuss the architecture of such a
framework and how can it be applied on top of new or existing
cloud computing deployments. Also, for testing and collecting
results we implemented this solution on our previous devel-
oped cloud computing system.

The rest of the paper is structured as follows. In section 2
we present some of the related work in this field, linked to our

topic and in section 3 we detail our proposed cloud forensics
logging framework. Section 4 is dedicated to presenting our
results from our current implementation, and in section 5 we
conclude.

II. RELATED WORK

The field of cloud logging, as a support for forensics, is
also starting to emerge along with the ones presented before. In
this directions, we find theses, such as the one of Zawoad et al
which present in [1] an architecture for a secure cloud logging
service. They discuss the need of log gathering from various
sources around the datacenter or hypervisors in order to create
a permanent image of the operations done in a datacenter
and they present an architecture that can be used for helping
improve this area.

The same challenges are evidenced by Marty [2] and Sibiya
et al [3]. The paper discusses a logging framework and
presents a series of guidelines that can provide assurance to
forensics investigators that the data has been reliably generated
and collected and propose a standardized way to do logging,
in order to have a single, centralized logging collector and
processor, thus saving time and money for both businesses
and users.

During our research we focused on choosing an intermediate
representation of the data that is sent between the local and
central forensic modules. We have analysed different existing
metalanguages for logging.

The first one is the “Management metalanguage” [10]
proposed by the UnixWare community. Its advantage is that
it can be used as a transparent API in the kernel modules as
it provides an interface for an external host. The downside is
that it needs a lot of auxiliary binary data to be sent in order
to re-create the entire picture at the other end, and using it we
get quickly a traffic larger than the one that can be obtained by
sending only the basic snapshots. This is due to the fact that
this metalanguage is designed to be used only locally over a
system.

On the other side, the CEE (Common Event Expression)
organization [9] proposes a set of specifications using the
JSON and XML markup languages for event logging on
disk or in transit over a network. These requirements are
designed for maximum interoperability with existing event
and interchange standards to minimize adoption costs. The
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advantage of this approach is that CEE expresses its interfaces
and does not promote an actual implementation.

Using the information gathered from these metalanguages,
and considering that our work is novel within this field, we
provide our own logging metalanguage, custom tailored for
our needs. We rely our implementation on the CEE specifica-
tions and take also into consideration the suggestions made by
previous research in this field [8]. As metalanguage format we
use the JSON markup due to its widespread usage in modern
web applications or distributed systems. It is considered a
lightweight alternative to XML markup and is also used as
a backend in our cloud forensic modules, that are going to be
presented later in this paper.

III. LOGGING FRAMEWORK ARCHITECTURE

In this section we describe the top view architecture of
a cloud enabled forensics system, starting with the general
concept that our system implements and then focus on the
logging part. We can observe a modular architecture and each
of the modules is presented in detail and it is easy to see that
the entire framework can be extended with other modules or
plugins.

A. General Forensics Architecture

In order to have a solid working platform, we must first
introduce the concept of a cloud computing forensics frame-
work. The architecture described in this section is detailed
in our previous work [4], [6] and here we briefly present
the essential parts. As can be seen in Figure 1, the top view
of a cloud forensic framework contains two main layers: the
virtualization layer and the management layer.

Figure 1. Forensic Enabled Cloud Computing Architecture

In the virtualization layer we find the actual platforms
and servers that host the virtual machines and have virtual-
ization enabled hardware. In the management layer we find
the modules responsible for enabling the entire operations
specific to the cloud. These modules are, in order: Security
(responsible with all security concerns related to the cloud
system - intrusion detection and alarming module), Validation
engine (receives requests to add new jobs to be processed),
Virtual jobs (creates an abstraction between the data requested
by the user and the payload that must be delivered to the cloud
system), Scheduler (schedules the jobs to the virtualization
layer), Hypervisor interface (acts like a translation layer that is
specific to a virtualization software vendor), Load distribution

(responsible with horizontal and vertical scaling of the requests
received from the scheduler), Internal cloud API (intended as
a link between the virtualization layer and the cloud system)
and External cloud API (offers a way to the user to interact
with the system).

For the forensics parts specifically we implemented a dis-
tinct module, the Cloud Forensic Module. Its main goal is to
gather all forensic and log data from the virtual machines that
are running inside the virtualization layer. Furthermore, we
must attribute to the Security module greater responsibilities
and allow it to communicate with all the other modules in the
management layer.

B. Cloud Logging Architecture

Now that the notion of a cloud forensics system as a
whole has been presented, in this section we discuss the
central element inside the Cloud Forensic Module - the logging
framework.

Our cloud system makes use of the concept of leases [6], in
which we can specify the amount of time the job must run, or
specify between which hours of a day it runs. To achieve our
goal, we added a new persistent lease, responsible exclusively
with the logging part, that during the day, when the datacenter
is mostly occupied by the users, uses a minimum number of
nodes and during the night, when the datacenter is almost
entirely free, it automatically scales up to use a maximum
number of nodes.

Figure 2. Cloud Forensics Logging Framework

The architecture is a layered one, containing five layers,
each with its own purpose. We also represented this in a
graphical way, in Figure 2 the layers and the relationship
between them. The layers are all implemented using the dis-
tributed computing paradigm and actually, they are jobs in our
cloud computing environment. We preferred this architecture
because it is natively scalable on top of existing datacenters
or computer networks and it is able to deal with large amount
of data and connected clients.

Furthermore, in order to make sure that the data is kept
safely and no one can tamper it, each operation made by
the system goes through a hashing algorithm, both original,
resulting and diff files. These hashes are stored encrypted using
a passphrase provided by the investigator.

The first layer, as presented in our previous work [4],
represents the management layer in a cloud computing de-
ployment. It contains the modules responsible with enabling
all the operations specific to the cloud. We can also see the
previously mentioned Cloud Forensic Module.



The second layer represents the virtualization layer in a
cloud computing deployment. Its purpose is to contain the
actual workstations that host the virtual machines and have
virtualization enabled hardware. A dedicated “Local logging
module” must be installed into the existing physical machine.
It is responsible with the RAW data gathering from the
monitored virtual machines. The data quantity can be adjusted
by the investigator and he can choose to monitor a particular
virtual machine or monitor the entire activity existing inside
that machine.

In order to gather data reliably from the virtual machines
the local logging module must be integrated fully with the
running hypervisor inside the physical machine. In this paper
we focus on the integration with the “KVM” virtualization
technology that exists in modern Linux kernel releases. We
have chosen it because it is a full open-source virtualization
solution, integrated with the Linux kernel since 2007 and it is
actively used by many companies across the world.

An important thing that we must take into consideration
is which data are we intercepting from the virtual machine
and then send to further processing. Since all this activity can
be intercepted, there exists the risk of severe time penalties
and processing speed. In order to solve this problem, at this
point we offer the possibility for an investigator to choose
the logging level for a certain virtual machine. This is helpful
considering that, for example, an investigator only wants to
analyse the virtual memory for its contents, and it is not
interested in virtual disk images or virtual network activity.
Also at this step we must consider the problem of network
transmission overhead.

The third layer represents a storage layer for the RAW
data sent from the local logging modules existing in the
virtualization layer. The logging modules send RAW data, in
the form they are gathered from the hypervisor. Thus, this
layer has the function of a distributed storage and it contains
a series of nodes, each running a database. We have chosen
this approach in order to create a flexible and scalable layer
architecture that can face the data traffic coming from the
upper layer.

Since the data that is going to be sent from the physical
virtualization host to the central forensic management unit can
reach an important size, we implement a mechanism of “diff”
between two pieces of data. For example, if an investigator
wants to analyze a virtual machine memory over a period, the
local forensic module is going to send only one initial memory
snapshot and after that only what has been changed will be
sent. Of course we can use the full potential of the host and
provide a local aggregation module that pre-processes the data
collected before sending it to the central forensic module. This
approach is new for the field of cloud computing forensics and
we consider it as a great way to reduce the impact over the
network.

The process runs in the following manner. Initially the
logging modules send a reference file and then, at an user
defined time period, the modules respond with a delta file,
that represents the difference between the previous reference
file and the current state. Thus, it implements a snapshot
mechanism at the hypervisor level. We have chosen this

approach because we want to offer to the forensic investigator
the possibility to have an image of what is happening inside
a virtual machine between two snapshots. This feature is
currently not available in other hypervisors, such as VMware’s;
in their case we can have a snapshot at time t0 and one at
time ti, but we cannot know the state of the virtual machine
between the 0 and i step.

This layer has also another purpose. In case of extreme
emergency, the forensic investigator can see a real-time evo-
lution of the monitored virtual machine by issuing a direct
connection to this layer. This feature is made available through
the Cloud Forensic Module, which has the ability to by-pass
normal RAW data processing.

The fourth layer has the purpose of analysing, ordering,
processing and aggregating the data stored in the previous
layer. Since all these steps are computing intensive, the entire
analysis process is made in an off-line manner and is available
to the investigators as soon as the job is ready. After this entire
process the investigator has a full picture of what happened
over the monitored remote virtual machine in a manner such
as the one encountered in software source code version tools,
thus permitting him to navigate back and forth into the history
of the virtual machine.

This layer is implemented also as a distributed computing
application. We have chosen this approach due to the process-
ing power needs that our framework demands, more exactly it
needs to do correlations between different snapshots in a fair
amount of time.

The fifth layer represents the storage of the results published
by the previous layer. A forensic investigator interacts with the
monitored virtual machine snapshots at this layer, by using the
Cloud Forensic Module from the Management layer.

IV. RESULTS

In this section we are going to present details regarding the
results we collected after implementing our Cloud Logging
modules. For testing, the modules have been split across
multiple workstations, as showed in Figure 3.

Figure 3. Mapping Modules to Workstations.

They are represented as a cluster of servers, each having
the functionality detailed in the architecture section. As it can
be seen, the entire modules found in the perimeter, called
“Cloud Computing Forensic System”, can also be ran together
on one workstation. Elements like network switches are not
represented in order not to burden the graphic, but the IP
addresses of the hosts are kept. In our configuration, we used



three distinct workstations, each having the functionalities and
network addresses presented in the figure.

The hardware platform that we used consists of an AMD
Phenom II X6, 6 cores, 8GB RAM, RAID0 configured hard-
disks running KVM as hypervisor and QEMU as a hypervisor
interface, an Intel DualCore, 4GB RAM as the storage layer
and an AMD C-60 DualCore, 4GB RAM as the management
layer. The network we used is 10/100 MB.

The software platform used for conducting experiments
consists of standard Linux operating system with KVM as
a hypervisor, QEMU and libvirt as communication driver
between the hypervisor and our measuring tools.

The tests had the goal of measuring the virtual machine used
memory by means of virtual RAM snapshots, and the virtual
machine storage by means of virtual DISK snapshots. The
virtual machines were running various software stacks, from
bare kernel and just a FTP server, to a stack composed from
Apache HTTP server, PHP environment and a PostgreSQL
database running an on-line content management system like
Django, Drupal or Plone. The process of recording virtual
machines’ activity was made over a period of several hours,
at a time step of 10 minutes. The CPU load when conducting
records using all the 6 cores was about 20%.

The results are interesting, if we take into consideration
the technologies used by KVM internally. For example, RAM
snapshots are made entirely from host machine RAM and do
not contain necessarily consecutive physical or virtual RAM
locations; furthermore they are made efficiently by KVM and
each snapshot has a couple of tens or hundred of megabytes
in size.

Nevertheless, within our experiments, the DISK snapshots
were the largest, reaching even gigabyte in size and those
became the main target for our logging system.

Bellow you can see the actual tests that were made for
the DISK snapshots. We used virtual machine images starting
from a 10MB size and up to 6GB. Table I and Figure 4
present the data collected from our modules and the tine
needed to process the entire data. Also, in Table I we can find
details regarding the virtual machine operating system and the
software stack being in use at the moment of testing. The
transfer time between the Cloud Forensic Interface module
and the Storage module is not considered, as being a constant
time, of about 82 seconds for a 800 MB file.

We can see that the time needed for our system at this mo-
ment is proportional with the size of the virtual machine DISK
snapshot and it grows exponentially together with it. This is
why, even though our implemented modules responsible with
logging are performing in good conditions, the results at this
step are not very satisfactory. Nevertheless, they are required
in order to establish a base level for comparison. The main
conclusion after testing our implementation is that, in order to
fulfil the required performance for our cloud forensic system,
we need a dedicated tool for computing differences, specially
tailored for the usage with virtual machines snapshots [7].

V. CONCLUSION

In this paper we presented a novel solution that provides
the digital forensic investigators with a reliable and secure

Table I
Virtual Machine, Virtual Disk Size and Running Software

Size (KB) Time (ms) Operating System Software stack
10813 8000 CoreOS Vsftpd
108036 58982 PuppyLinux FileZilla
740032 401156 Debian 6 MySQL Server
4251346 2277855 CentOS 6 Apache HTTP, PHP
6282583 3416782 Ubuntu Server 12.04 Apache HTTP, PHP,

PostgreSQL

Figure 4. Virtual Machine Snapshots and Time Needed for Processing

method in which they can monitor user activity over a Cloud
infrastructure.

Our work is focused on increasing reliability, safety, se-
curity and availability of Cloud Computing systems. The
characteristics of such systems present problems when tackling
with secure resource management due to its heterogeneity
and geographical distribution. We described the design of a
hierarchical architectural model that allows investigators to
seamlessly analyse workloads and virtual machines, while
preserving scalability of large scale distributed systems.

REFERENCES

[1] S. Zawoad, A.K. Dutta and R. Hasan, “SecLaaS: Secure Logging-as-a-
Service for Cloud Forensics”, Symposium on Information, Computer and
Communications Security (ASIACCS), 2013

[2] R. Marty, “Cloud Application Logging for Forensics”, Proceedings of the
2011 ACM Symposium on Applied Computing, 2011

[3] G. Sibiya, H. Venter and T. Fogwill, “Digital forensic framework for a
cloud environment”, Proceedings of the 2012 Africa Conference, 2012

[4] A. Patrascu and V. Patriciu, “Beyond Digital Forensics. A Cloud Com-
puting Perspective Over Incident Response and Reporting”, International
Symposium on Applied Computational Intelligence and Informatics, 2013

[5] A. Amarilli, D. Naccache, P. Rauzy and E. Simion, “Can a program
reverse-engineer itself?”, Proceedings of the Thirteenth IMA International
Conference on Cryptography and Coding, 2011
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