Digital Citizenship Toolkit
HWDSB

Context and Introduction to the Project
The lessons collected in this project are inspired or remixed extensions and revisions of the work
done by the creators of the Our Space: Being a Responsible Citizen of the Digital World
casebook. The focus of the lessons within that text focused on students in grades 7-12, with
examples and content primarily appropriate for a Secondary school audience.
We cannot pretend that we can improve on that work, and certainly feel that the lessons available
through that project, when implemented within a classroom, will have a positive impact on how
students interact and engage in the present age. Our attempt here — as the creators
have graciously allowed through their Creative Commons Attribution-NonCommercial 3.0
Unported License – is to create lessons that are responsive to a need we were seeing to start
having this conversation at a younger age. Our hope is that these lessons, geared towards a Grade
4-6 audience, will enable more teachers to benefit from the themes and conversations presented
in the Our Space document.
In some instances we were able to make smaller changes to the lessons to help make them more
accessible to a younger audience, and in other circumstances — always adhering to the five
themes established by the Our Space writers (Participation, Identity, Privacy, Credibility,
Authorship and Ownership) — we created our own lessons to help attend to the needs of a
younger age group. There are also instances where we have contextualized the lessons further to
leverage the use of board and provincially-provisioned tools: you are more than welcome to
utilize these lessons in much the same way that the Our Space writers have shared their work,
remixing and contextualizing them for a different audience.
Please feel free to comment on the project as a whole in the space provided within the
Discussion tab on this page, or on individual lessons within the wiki. Our hope is that these
lessons continue to grow and develop as they are utilized with classrooms. Your comments will
help guide changes and additions to the tools. Please share your successes, your frustrations, or
the ways in which you remixed the lesson to contextualize it for the varied needs of your
learners.
We must acknowledge the writing team on this project, who wrote these modules through
Google Docs, providing feedback and support for one another throughout the process, and
modelled how collaboration looks in the 21st Century. Although there were individual lesson
assignments, the finished product would look very different if it wasn’t for the supportive space
and connections provided through the process. Thank you for all of your help.
Aviva Dunsiger
Bill Hughey
Christopher Stewart
Robert Ellis

Scott MacLeod
Sean Kelly (edit)
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Participation Overview
Taken from Our Space: Being a Responsible Citizen of the Digital World, Participation
Overview
The Participation unit is designed to encourage reflection about the meaning of ethical
participation and to foster the thinking skills needed to participate responsibly in online
communities. Ideally, students will come away from such lessons with a stronger perception of
themselves as citizens of various communities in which they participate online and offline—and
with a greater sense of the responsibilities their citizenship entails.
We define participation broadly, as the ways in which people conduct themselves online.
Participation online can include signing an online petition, commenting on a friend’s status
update on Facebook, uploading an original video to YouTube, contributing to an ongoing blog,
etc. Online spaces provide young people with positive opportunities to assume new roles, learn
new skills, and collaborate with others to address urgent social problems. At the same time,
opportunities to
participate in harmful or counterproductive ways abound online, such as through hate speech,
griefing, trolling, cyberbullying, and other forms of misconduct that can harm both individuals
and whole communities. Ethical participation is more likely when youth perceive themselves as
citizens, and are reflective about
the norms that exist in “good” communities, their own roles and responsibilities, and the
potential impact of their actions on others.
Key Questions
• In online contexts where communities can rapidly form, and just as rapidly disintegrate, how
should norms of behavior be established, maintained, and respected?
• What are your roles and responsibilities in the online communities in which you participate?
• How can a person’s conduct in an online community affect other participants and the
community as a whole?
Unit Lesson Overview
Perspective Taking
Establishing Community in a Blog
This lesson is designed to have students think about their role as participants in an online space
(a blog), and begin to establish and understand their digital footprint in the context of
contributing to a group blog.
Flamers, Lurkers and Mentors
Online Mysterious Strangers
Ethical Perspectives: Netiquette

Divided Nations – Novice/Veteran Members
Basic Guidelines and Rules for Online Spaces (edit)
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Perspective Taking/Point of View
Grade: 6
Digital Citizenship Theme: Participation
Lesson Overview
Before one acts ethically, one must first learn how to think ethically. One of the skills that is
needed to start thinking ethically is perspective-taking: the ability to take on the points of view of
a variety of actors in a given situation. When young people learn how they can take on the point
of view of others they can better see how their actions have consequences on others.
http://www.reallifeonline.ca/Grade-6/Full-Video-and-Resource.aspx
After watching part one and two of the video, have students discuss (in small groups) the
perspectives of each character, considering three components of perspective taking:
Intent: Motivations for an action.
Key questions: What was this person intending to do? What were his/her motivations?
Consequences: Outcomes of an action.
Key Questions: What did this person perceive the outcomes of the situation or of his or her
actions to be? To whom and to what communities are the consequences most severe?
Emotional Responses/Empathy: Feelings about an action/state of events and feelings that
motivate an action.
Key Questions: What was this person feeling? Is it possible to understand why this person felt
this way?
The class will then have a larger group discussion about how a lack of perspective-taking
affected this situation, the potential benefits of perspective taking, and the steps towards effective
perspective- taking.
The following ethical thinking skill is emphasized in this lesson:
Perspective-taking: striving to understand the motives and goals of multiple stakeholders in a
community.
New media literacies highlighted in this lesson:
Negotiation: the ability to travel across diverse communities, discerning and respecting multiple
perspectives, and grasping and following alternative norms.
Simulation: the ability to interpret and construct dynamic models of real world processes.
Learning Goal

We are learning how to engage in perspective-taking (includes consideration of others’
motivations and feelings, as well as how others may be impacted by a particular course of
action).
Success Criteria
I can consider other peoples motivations and feelings
I can communicate how others could be impacted by my actions
I can demonstrate why it is important to consider others while I am making decisions in an
online community
Materials Used
Internet access to view http://www.reallifeonline.ca/Grade-6/Full-Video-and-Resource.aspx
Computer access to use Linoit.com or post it notes
Chart paper/Whiteboards and markers for brainstorming in groups the term “perspective-taking”
Paper and pencils
Lesson Introduction
In small groups ask the students to describe the term “perspective-taking,” based on their
impressions of the term. (They may be familiar with the alternate term ”point of view”). List the
different elements of their definitions. (This may include ideas like: how characters or people
think, how they feel, their opinions on a given situation.)
Point out to the class that perspective-taking encompasses how someone thinks, feels, his/her
opinions on the situation, and his/her perceptions of consequences. Being able to imagine
someone else’s perspective, and be understanding of their way of thinking, can lead to better
decision making when working with others both online and offline.
Lesson Instructions
After the class has come up with a definition for “perspective-taking”, view part one and two of
http://reallifeonline.ca/Grade-6/Full-Video-and-Resource.aspx. Give one character to each group
for them to focus on. In their groups have the students discuss the different perspectives of their
highlighted character. Please find attached a copy of questions to be given to each group to help
the students take on the perspective of one of the characters. While analyzing the different
characters, ensure that the students are focusing on the three components of perspective taking:
1) Intent: Motivations for an action.
Key questions: What was this person intending to do? What were his/her motivations?
2) Consequences: Outcomes of an action.
Key Questions: What did this person perceive the outcomes of the situation or of his or her
actions to be? To whom and to what communities are the consequences most severe?
3) Emotional Responses/Empathy: Feelings about an action/state of events and feelings that
motivate an action.

After the groups have had a chance to discuss their character, the students will go on linoit to
post their answers about their characters. Alternatively, you could use chart paper or
whiteboards.
Once, all of the groups have answered the questions about the different characters, the entire
class should view all of their classmates answers. While viewing on linoit or chart
paper/whiteboards have the students make comments on the other groups ideas about the
characters’ perspectives. After all of the students have commented on the other groups’
characters, use the probing questions to facilitate a discussion.
After the discussion have the students choose one of the following questions to answer in a short
paragraph.
1) You have just found a hilarious video of your friend, Tasnim, and you want to post it online.
Should you post it? How do you know whether or not to post it? Justify your answer.
2) Why is it important to always be thinking about other people’s perspectives/point of view
while viewing or reading things online? Justify your answer.
Probing/ Guiding Questions
1) How did considering the consequences of the characters actions affect your feelings about the
situation?
2) Even though it was online, the website and picture had offline consequences for others and for
their offline communities. Do you think the characters considered the offline consequences prior
to taking the picture or making the website?
3) Do your actions matter, if you are in an online community compared to when you are within
an offline community? Why or why not?
4) Do you think people are more or less likely to think about others perspectives online or off?
Why/why not?
5) Whose points of view most closely match one another? Whose don’t match? Why?
Anticipating Responses
1) It made me feel uncomfortable, uneasy, and sad
2) No, because when you are on the Internet you might say things that you would say face to
face. It is like you have more courage
3) They shouldn’t because it still affects the person if you are online or off
4) You think more about yourself when you are online. It is not right because it is not right to say
bad things about others no matter what.
5) Ashley’s and Mayumi’s match because they were both bullied, and hurt by what happened.
Also, Carlos, Julie’s and Duncan’s were also similar because they were the ones hurting the
others.
Concluding Takeaways
In today’s lesson, we examined multiple perspectives within a couple of scenario’s. In these
scenario’s, we saw how a lack of perspective-taking negatively impacted many individuals.

Reflect back about your own online usage and think about if you take others perspectives when
you act. Using the three components of perspective-taking (consequences, a motivation, and
emotional effects) it can help you make better-informed decisions online and off. Trying to
understand motivations, emotional responses, and consequences can help make better-informed
decisions online. It is important to always be thinking about the effects of our actions on others.
Suggestions for Extensions
At School Extension
1) In groups students can create their own video/play outlining the importance of always acting
ethically while online.
2) In groups students can create a campaign for their school outlining the importance of always
acting ethically while online.
Questions to help guide the students analyses of the characters
Ashley’s Perspective
Directions
After watching the clips, try taking Ashley’s perspective. Use the questions below as a guide.
• What do you think motivated Ashley to be persuaded by Carlos?
• What emotions do you think Ashley is feeling when she finds out that Carlos has sent the
picture to everyone with a cellphone?
• From Ashley’s perspective, what are the potential outcomes of the picture? To her? To her
family?
Carlos’ Perspective
Directions
After watching the clips, try taking Carlos’ perspective. Use the questions below as a guide.
• What do you think motivated Carlos to send everyone the picture?
• What emotions do you think Carlos was feeling when he sent everyone the picture? Does
Carlos show empathy towards others?
• What outcomes do you think Carlos thought the picture would have? For himself? For Ashley?
Mayumi’s Perspective
Directions
After watching the clips, try taking Mayumi’s perspective. Use the questions below as a guide.
• What do you think motivates Mayumi to visit the website?
• What emotions do you think Mayumi is feeling when she visits the website? When she is
teased in school?
Julie’s and Duncan’s Perspective
Directions
After watching the clips, try taking Julie and Duncan’s perspective. Use the questions below as a
guide.
• What do you think motivated Julie and Duncan to make the website?
• What emotions do you think Julie and Duncan were feeling when she made the website and
feels as they taunts Mayumi?

• What outcomes do you think Julie and Duncan expected the website would have? For
themselves? For Mayumi?
	
  
	
  
	
  

Establishing Community in a Class Blog
Grade: 6
Digital Citizenship Theme: Participation
Lesson Overview
This lesson is designed to have students think about their role as participants in an online space
(a blog), and begin to establish and understand their digital footprint in the context of
contributing to a group blog.
Learning Goal
Create a positive online blogging community
Curriculum Links
Language:
Media 1.1 – identify the purpose and audience for a variety of media texts
Media 3.1 describe in detail the topic, purpose, and audience for media texts they plan to create
Success Criteria
I will understand how I contribute in creating a positive online community with my peers
I will help establish and uphold clear and concise community guidelines for my class blog
Materials and Resources
Chart paper
Markers
Tape
Smartboard or Blackboard
A blog (this should be established beforehand)
Computer lab or mini-lab
Online Resources:
http://commons.hwdsb.on.ca
Lesson Introduction
Ask students if they know what a blog is and record their answers either on the blackboard,
smartboard, or chart paper.
Lesson Instructions

Step 1:Show the students an example of a blog from commons.hwdsb.on.ca/blogs or from
tags.commons.hwdsb.on.ca/ and ask them what they notice that is different about the blog
compared to regular websites they have visited before. Record those answers on either
blackboard, smartboard or chart paper. Discuss their answers. If the class doesn’t reach the
necessary conclusions, read them these definitions:
•
•
•
•
•

Blogs can be online journals
Blogs can have one or more contributor, and are usually focussed on one area of common
interest
Blogs are spaces where conversations occur, and comments can be shared
Blogs can be used as portfolios to showcase past work
Blogs can be used to host text, pictures, video, and other Web-created media

Step 2:
Have the students log into HWDSB Commons and have them create their own Avatars. To
explore this concept further, visit the Linking Avatar and Self module Remind the students that
their Avatar is a digital representation of themselves and their personalities, and is an opportunity
to make a good first impression. Once the students have established themselves in The Commons
add them to your already established class blog as ‘Authors’. Take a moment to view the avatars
of the class. What do the decisions that the students made about their avatars reveal? Do they
make a good first impression?
Step 3:
Once all of the students have been added to the class blog show them the blog via smartboard or
teacher broadcast in the lab. Show them the blog features like posts, comments, and the various
things you may have added to the blog’s sidebars. During this task get input from them as to
what they like or don’t like about the blog. In most themes the header (top banner) and
background of the blog can be customized: are there ways you can allow the students to
contribute to the design decisions for this new collaborative space. This gives more ownership of
the blog to the students as they feel that they have contributed to the ‘look’ of the blog. You can
browse through the Appearance menu show them various themes that are available.
Step 4:
Before establishing ‘User Guidelines’ for the blog do the following activity to create a more
reflective environment. Using Appendix A ‘The Triple Filter Test’ have the students read the
handout either individually or as a teacher directed oral reading. Once the handout is read do the
following:
Have the class divide into small groups of 3-5 with the following instructions:
In your groups discuss whether you think Socrates’ Triple Filter Philosophy is a good one to
follow. Be prepared to explain your views to the rest of the class as each group will be asked to
share.

Once that activity is done have the class form a large group circle similar to a Restorative Justice
circle and have each smaller group share their thoughts with the larger group, but no one is
allowed to sit next to any of their group members – all group members must be mixed-up in the
larger circle. Organize yourselves in a such a way so that every student is placed in the circle by
order of their groups (i.e. one member from group 1 followed by one member from group 2,
group 3 group etc.. and repeat). This way the discussion by each small group moves around the
circle and the discussion is not ‘heavy’ at one end of the circle.
It is important for the students to come away from this activity with the understanding that it is
important for them to think about what they say and write in any environment let alone the
digital one.
Step 5:
Reminding the students of the lessons learned in the Triple Filter discussion it is now time to
establish community guidelines for the class blog. Have them break into small groups and have
them come up with simple community guidelines for their blog focusing on what is posted and
commented on and how is the message conveyed. Have the students write their guidelines onto
chart paper and post them at the front of the room. Have each group in turn discuss what they
wrote and the reasoning behind it.
Step 6:
Once each group has presented collectively, create blog community guidelines as a large group.
Each class is going to generate slightly different guidelines specific to the purpose of the blog
and the attitudes/needs of the class but it is important to note that the guidelines created by your
class should follow these simple rules;
Keep your guidelines concise and clear – This isn’t going to be a Bill read before the House of
Commons. Make your list focused on 3 or 4 core values.
Frame your guidelines positively rather than a list of negatives – You want to focus on what your
community is about, not what it isn’t about. Instead of “Don’t swear” write “Our blog is a
profanity free site.”
Example of a basic Community Guideline:
•
•
•
•
•

Step 7:

Use common sense
Talk about topics in the posts and not about who posted it
Make your point and let people respond
If you wouldn’t say it to someone’s face, don’t write it in the blog – follow the Triple
Filter Test!
This is a profanity free site

Give the class the following examples and have them identify whether they think these
comments meet their established guidelines or not;
•
•
•
•

I like what you said in your post, but I think you really should stop talking in class.
I agree with what you are saying but do you think the author could be talking about what
it like to be a homeless person and not how people help homeless people?
I don’t care if you liked the book or not, you never read good books anyway so who
cares?
This sounds like a good idea, we should talk to the teacher about it. What do you think?

Once you’ve done that it is time to start using your blog. Make sure you post your blog
guidelines in the classroom/computer lab and somewhere on your blog.
Suggestions for Extensions
1) Have the class cooperatively develop a progressive discipline policy for repeat offenders of
the guidelines. For example;
•
•
•
•

Verbal warning by teacher or site monitor
Written warning by the teacher or site monitor
Public apology shared on the blog, explaining actions, and acknowledging affect the
actions had on the blogging community within the classroom, and the blog’s audience
Role switched to that of a Contributor, whose contributions must first be vetted by a
teacher or site monitor, or subscriber, whose contributions are confined to commenting
on discussions established by the teacher or other students

2) Have students in your class take turns as comment moderators to make sure everyone is
commenting appropriately, notifying the teacher if there are any questionable posts/comments.

Establishing Community Appendix A
The Triple Filter Test
In ancient Greece, Socrates was reputed to hold knowledge in high esteem. One day an
acquaintance met the great philosopher and said, “Do you know what I just heard about your
friend?”
“Hold on a minute,” Socrates replied, “Before you talk to me about my friend, it might be a good
idea to take a moment and filter what you’re going to say. That’s why I call it the triple filter
test. The first filter is Truth. Have you made absolutely sure that what you are bout to tell me is
true?”
“Well no,” said the man, “actually I just heard about it and …”
“All right,” said Socrates. “So you don’t really know if it’s true or not. Now let’s try the second
filter, the filter of Goodness. Is what you are about to tell me about my friend something good?”
“Umm, no, on the contrary …”
“So,” Socrates continued, “you want to tell me something bad about my friend, but you’re not
certain it’s true. You may still pass the test though, because there’s one filter left – the filter of
Usefulness. Is what you want to tell me about my friend going to be useful to me?”
“No, not really.”
“Well,” concluded Socrates, “if what you want to tell me is neither true, nor good, nor even
useful, why tell it to me at all?”
	
  
	
  
	
  
	
  

Flamers, Lurkers, and Mentors
Grade: 6
Digital Citizenship Theme: Participation
Lesson Overview
This lesson is all about ethical participation online. It’s knowing when to leave a response, and
when to not get involved. This lesson will show students that by developing good judgement
about when to step in and when to back off, they can participate well in discussion and debate
both online and offline.
This lesson has students working in partners using a chat room. This could be through a blog or
group in the HWDSB Commons, Adobe Connect, FirstClass instant messaging, or Today’s
Meet. This can also be accomplished without technology by posting chart paper on the walls of
your room. Establish the situations for each chart paper and have the students circulate, leaving
“texts” on the papers around the room. The teacher will be facilitating the conversation by
having students respond to different situations using one of the online programs. Their responses
will also help the students understand the different roles they can play online and how to
participate responsibly in online environments.
During this lesson, students will:
•
•
•
•

Explore how their choices to speak in different ways or stay silent can harm and/or
benefit the communities in which they participate
Present their own judgments, describing whether they would stay silent or speak and how
they would speak in different hypothetical online situations
Engage in discussion and constructive critique of one another’s decisions
Explain some passive actions and why they may in fact be participatory

Ethical thinking skills highlighted in this lesson:
•
•

Reflecting on different roles and responsibilities within a community
Considering the community-level consequences (benefits or harms) of individual
decisions

Learning Goals
I am learning the various ways to participate online (i.e., posting, viewing a webpage, or
choosing not to respond) and the impact of each type of participation.
Success Criteria
I understand that I can choose how I’m going to participate online
I understand how I can critique the ideas shared by others

I know when it is appropriate to offer my point of view and understand the points of view shared
by others
I re-read my work before posting it, and consider the impact of what I say
Materials Used
A Situation Sheet (For The Teacher) — These situations will be shared with the students through
the chat room that you plan to useLaptops, Computers, iPod Touches, or iPads that have Internet
Connection — One per ever three to four students and one for the teacher. (These can all be the
same devices, or they can be a collection of different devices.)
Some Other Options For The Devices
Work with a partner — If there are enough devices for students to use.
Work individually — Students can still sit beside a partner to discuss scenarios before posting
their thoughts if they want. Again, this is dependent on having enough devices for students to
use.
OR
Chart Paper
Markers
Lesson Introduction
On the chalkboard, whiteboard, or a piece of chart paper, write down the words, “flamer, lurker,
and mentor.” Get students to share what they think these words mean in the context of online
life. (If only a limited number of students are contributing ideas, get them to first brainstorm their
ideas with a partner, and then share some of what they brainstormed with the class. The teacher
can circulate during this brainstorming session to help facilitate the discussion.) Get them to
focus on what a flamer, lurker, and mentor does.
Two Other Options For This Brainstorming Component
Watch this video Protecting Reputations Online to help generate discussion –
http://www.commoncraft.com/video/protecting-reputations-online
Do a short role playing activity to help students see how people clash in real life, and hence, how
they might clash online. Topics for this role play can include situations that have already taken
place in the classroom this year (to help give meaning to the activity) or they can include things
such as people calling each other names because of how they act or what they want to do, one
student wanting to cheat off another student for homework and the impending results, and
problems in a group work activity because of the amount of work and/or the type of work that
people are doing in the group.

Students might start sharing ideas such as, “A flamer leaves mean comments,” “A lurker follows
you but doesn’t say anything” and “A mentor blogs a lot on the Board blogging site, so this
person knows the community rules well enough to help others.”
If the class has difficulty defining these terms, give them these definitions:
Flamer—A person who gets into arguments and, instead of having a reasonable discussion,
insults people or states his/her opinions in very blunt or insensitive ways.
Lurker—A person who surfs the Web, exploring and even joining various online communities,
but never posts or comments on anything.
Mentor—A person who seeks out new members of a community and helps them learn how to fit
in by orienting them to the rules, guidelines, norms, and values of the community.
Once the students know the definitions, have them share some ways that these people might
“clash” online. They might say things like, “A mentor might try to stop the mean comments that
a flamer writes on blog posts,” or, “A flamer might try to say lots of mean things to a lurker to
try and get a lurker to say something online.”
Students may even want to work in partners to think of some more of these clashes. Once
different clashes have been shared with the class, explain to the students that these clashes can
happen very quickly online, and responses can be very quick as well. The purpose of this lesson
is to slow everything down to help brainstorm some ways to deal with these tense situations
online.
Lesson Instructions
1. Introduce the lesson. This should not take any more than a quarter of the allotted class time.
2. Get the students into groups and have them login to the selected chat tool. This will require the
use of a device with Internet access, be it a computer, laptop, iPod Touch, iPad, or any
combination of the above. (Please note that you will need to have previously set-up a group in
the Commons, set-up a room for Today’s Meet.) If you choose to give each student his/her own
device, you would still want each student next to a peer that he/she can brainstorm with before
posting responses.
3. The teacher shares the first situation in the chat room. Get the students to talk quietly in their
groups and respond to the situation. (This discussion piece would happen even if students post
from their own device.)
4. Have the students read the responses from other groups and reply to these responses as well.
5. Once the conversation has started to come to an end, type the next situation into the chat room.
Just like before, have the students discuss the situation in their group, post a reply, and reply to
posts from other students as well.

6. For the last quarter of the lesson, put away the devices, and have a discussion with the students
about how the different situations were handled.
- Did the partner groups tend to act like flamers, lurkers, or mentors?
- What could be the results of these actions?
- How do the individual students feel about the decisions that were made as a class?
Suggested Situations
1) Your class is up in the computer lab, and there are problems. A student posts a mean comment
on one of your blog posts. Then another student forwards you an email that she received from a
friend, and in the email, the person is saying mean things about you. Then, you see that one of
your classmates put a photograph of you up on his blog and didn’t ask permission first. You
don’t like photographs of yourself, so this is really bothering you. How do you handle these
problems?
2) You’re doing some blogging in the classroom. You notice that students in the class keep
visiting your blog, but never leaving any comments on your posts. You want this to change, but
don’t know how. Then you’re checking out some other student posts, and you see that a
classmate wrote a fictional story on her blog, but used your name as one of the mean characters
in the story. This upsets you! Another student put a video up on his blog. You start watching it,
and you realize that it’s inappropriate. How do you handle these problems?
3) You’re given free time up in the computer lab, and you notice students are making silly
comments on the chat stream of the Board blogging site. You are tired of reading all of these
comments. Then a student leaves a comment on your blog post with a list of words that you
spelled wrong. You didn’t realize that these words were spelled wrong, and now your classmates
have started teasing you about your bad spelling. You start looking around the lab, and you see
that students are conducting inappropriate searches on Google. How do you handle these
problems?
These situations can be used in any order that the teacher wants, or can be replaced by situations
previously developed by the teacher or suggested through the earlier class discussion on
“clashes.”
Probing/ Guiding Questions
1) Why do you think the students responded that way?
2) What else could they have said?
3) Why might you choose not to respond in a situation?
4) Is there a time that you chose to respond, but now, you wish you hadn’t? Why?

5) Do you find yourself acting most like a flamer, a lurker, or a mentor? Why?
6) How will the discussion today impact on your future online activities?
Anticipating Responses
In this controlled, classroom situation, students may choose to act more like a lurker or mentor,
even though this may not be how they usually act online. Join in on the conversation, and ask
questions based on the responses of others, to get them to react in different ways. If students do
react as a “flamer,” get students to think about how this other student might feel based on these
hurtful comments. Help them come up with some other possible solutions, such as telling an
adult.
Concluding Takeaways
The purpose of this lesson is for students to realize that there are many different ways to respond
when interacting with people online. By dealing with these different situations in a controlled,
classroom environment. Hopefully the students will leave knowing that they have options when
interacting online. This lesson should have the students considering some other options that they
may not have considered before (e.g. choosing not to respond to some of the comments).
Suggestions for Extensions
Send parents a link to the virtual space where the groups shared their ideas, so that the parents
can look at the situations at home and talk to their children about them. Have students think of
some of their own situations based on the ones shared in class, and get them to write about how
they might handle them. In class the next day, hand out what the students wrote to other students
in the class (covering up the name of the original student). Give students post-it notes, and have
them write on these post-it notes how they would have solved these different situations. Teachers
may also want to take digital photographs of the situations, put them into a Lino Wall, and have
students work in small groups to add sticky notes to the Lino Wall with their suggested solutions.
If teachers don’t have a digital camera, but want to try out this Lino Wall idea, the students or the
teacher could also type the different situations on sticky notes in the Lino Wall, and then proceed
from there. (Please note that the teacher will have to have registered for a free Linoit account
before using this web-based tool.) The teacher can then have a discussion with the class about
different solutions and the benefits and drawbacks of each one. (This discussion can either be
done orally, or in a chat room.
	
  
	
  
	
  

Online Mysterious Strangers
Grade: 6
Digital Citizenship Theme: Participation
Lesson Overview
This lesson seeks to promote sensitivity and self awareness when we engage in online
interactions. It gets students thinking about who is contributing opinions, perspectives, and
information for online discussions. In particular, it explores issues of cultural diversity, varying
norms and values among people that may be active online, and promotes awareness and respect
for this diversity. This lesson builds on the multicultural aspect of our schoolrooms in Ontario
and has students thinking about the interpersonal skills that they employ on a daily basis in the
classroom to respect this diversity. The lesson will help students understand that online
discussions and interactions should mirror expectations of face to face contact when it comes to
respecting different value systems and communicating in a culturally sensitive manner.
This lesson deals with potentially contentious issues and teachers are encouraged to be mindful
of the need for sensitivity and active participation in all aspects of the discussion, both in-class
and online.
Learning Goals
•
•
•
•
•
•
•

I am learning to consider my audience when I contribute to online discussions.
I am learning to recognize different points of view and understand some reasons people
why may hold these.
I am learning to be sensitive to different value systems.
I will engage in an appropriate online discussion considering people of diverse values and
experiences.
I will recognize other points of view.
I will apply other points of view when I am in role and interacting online.
I will reflect on how not knowing people influences my behaviour when interacting
online.

Materials Required
Computers, iPods/iPads – any device that can access the Internet. There should be enough so that
partners can share a device.
Handout #1:Interview Sheet
Handout #2:Role Sheets
Pose the questions:
“What does diversity mean?”
“What different kinds of diversity are there in a school?”

Lead class discussion to define diversity. Lead discussion so that students appreciate that
diversity is more than just ethnic or religious diversity.
Pair students up to conduct interviews using Handout #1: Interview Questions. Strive to pair up
students of diverse backgrounds and experience (e.g., religious diversity, cultural differences,
different family experience, a variety of personal experiences). Encourage students to ask
probing questions of the person they are interviewing. E.g., Why is that a rule in your house?
Who enforces the rules in your house? Is it different for different age children in your house? Is
it different for brothers and sisters?
Note the answers and look for trends. Share your own experiences with your partner. Look for
similarities and differences between the routines in your partner’s house and in yours. Where do
they differ? Where are they similar? Create a Venn diagram to chart responses.
Analyze similarities and differences in your Venn diagram and brainstorm reasons why there are
differences between your routines. Can you agree upon some factors why certain rules differ?
Some areas to discuss should include:
1. Routine of parents – Do some work different hours? Is there one parent that is always at
home? Are you with a babysitter during certain hours?
2. Experience of parents – Were your parents raised with similar routines?
3. Cultural – Does your culture have certain rules that affect any decisions made about the setting
of rules in your house?
4. Religion – Are there some religious requirements that help inform your family’s choices in
these matters?
5. Personal experience – Have you experienced certain things personally that have helped your
family decide upon certain rules – e.g., Perhaps you saw a scary movie before and it gave you
nightmares so are not allowed to watch them? Maybe you get sick easily if you do not get to bed
early enough?
Summarize in a class discussion. Conclude that people have a variety of ways that they look at
life. Some families place more limits on their children and they do so for a variety of reasons.
This is an example of diversity.
Point out that when we are in the classroom, we are encouraged to respect this diversity and that
school policies are written to be as inclusive as possible. In other words, schools respect diversity
and they work to teach students to respect differences among all people in their school
community.
Lesson Instructions
ACTIVITY ONE:
1. Discuss ways that diversity benefits us as a society.
Use the following prompts with the students to guide a discussion about this question:

•
•
•
•
•

Living in a diverse society gives us the opportunity to:
experience different cultures from around the world.
understand different ways of living.
develop skills of kindness and compassion towards differences.
understand our world better.

Have students brainstorm some tangible gains we benefit from in living in a diverse society (e.g.,
different foods, exposure to different art and music, understanding of world religions, language
opportunities)
2. In small groups, have students brainstorm ways that we see diversity in a classroom. What are
some things that we can observe or information that we might know that helps us understand that
a different student may have different values than us? Have students post these to a Lino Wall.
3. Tell students that we will be having an online conversation about a topic. What is different
about this conversation is that everybody will be writing “in role.” Clarify with students that they
understand what this means. Ensure that they understand that when they are responding to the
article, they should try to approach it from the point of view of the person whose role they are
assuming. Tell them that you will be doing a shared reading lesson with them and that they will
then be discussing this online with the rest of the class – with everybody assuming a role for the
discussion.
4. Pair students up. Give some advance thought to strategic pairings of students to try and get
partners that are diverse in their backgrounds in some way. Distribute Handout #2: Role Sheet
(one/pair) and instruct students to keep these secret from everyone else. Give students a couple
minutes to share any background knowledge or experience with their partner about the role they
will be playing. They may make any notes or comments on their role sheets to help them
understand their character better for the subsequent chat.
ACTIVITY TWO:
1. Conduct a shared reading lesson using the following article. It is about the Netherlands and the
debate over whether they should become the second European country to consider banning the
wearing of the burqa and the niqab:
http://www.aljazeera.com/news/europe/2012/01/201212720294828225.html
Students should follow along on whatever device with which they are accessing the internet.
Before reading: Have students skim and scan the article, looking at the pictures, titles, sub-titles,
creator. Point out that Al-Jazeera is a news network that comes out of Qatar, a country in the
middle east where many people are Muslim and where many women wear different head
coverings of a variety of types for religious reasons. Ask them to predict what this article will be
about.

Clarify terms: burqa, niqab. Explain that these are full face coverings that are worn by some
female Islamic believers. In some countries it is considered mandatory for women to wear these.
Point out that these are different from hijabs which are only a head covering and not a full face
covering. Ask students to think about why the hijab would not be included in what the article we
are about to read is suggesting.
Instruct students that the focus for the reading will be on picking out the main idea and trying to
identify different points of view that different people may have on this article.
During Reading: Read the article together, building an outline of the author’s main point and the
main supporting details as you go. Post on the board. Support difficult vocabulary in this article
and help students figure out unknown vocabulary words as they go through the lesson (e.g.,
using context clues or breaking a word into smaller parts).
After Reading: Discuss the possible reaction to this article by different groups of people. Ask
students to consider different groups of people and different perspectives. Allow them time to
discuss with their partners as well. Some guiding questions could be:
1. Who are some groups that may feel strongly one way or another about this issue? Be specific
and identify as many as you can.
2. Why is the Dutch government thinking of doing this?
3. What role do religious beliefs play in this issue?
4. Is this a womens’ rights issue? How so?
5. Is this an issue about public safety? How so?
Steer the class to try and see as many different sides to this issue as possible. List some of these
different perspectives in a commonly accessed spot (e.g., teacher’s blog, chart paper on board,
SmartBoard notes) for students to refer to during the online chat.
ACTIVITY THREE:
1. Have students review their role sheet. Ask them to consider their role and what they might
think this person’s reaction would be to this article based on what they know from the role sheet.
Allow them a couple minutes to discuss with their partner and to make any notes they feel might
be useful in an online chat about this issue.
2. Student pairs should log into a chat/instant messaging site (e.g., Today’s Meet, Twiducate, or
Edmodo depending on how public or private you would like this discussion to be) with the login
name they have been provided on their role sheet. Remind them that all responses should try to
come from the point of view of the person in their role sheet. While they should try to interact in
role, urge them to try not to be too obvious about stating their beliefs or their backgrounds. Point
out that in a face to face discussion, people would not simply blurt out this information.
3. On the chat site, pose the question following question:
“Is it fair for the Dutch government to ban full face coverings in public?”

4. Have students respond to the question through the chat site. Facilitate ongoing discussion.
Respond to student questions, comments, and guide them to justify their answers and comments.
Moderate the discussion actively!
5. As dialogue starts becoming scarce or content starts to weaken, steer the discussion in
provocative directions. Use the dialogue as a guide but think about posing some of the following
questions in the course of the online discussion:
“Does this ban respect diversity?”
“Are face coverings unfair to women?”
“Is this ban an attack on Muslims?”
“What do you think the reaction would be if this were suggested in Canada?”
“Do you believe that the main reason for this ban is one of public safety?”
6. Tell students that there were 6 different roles being played in our online chat. In a full class
discussion, ask students to give any opinions on what they think they now know about the
different characters they interacted with online. Think in broad terms. In a T-chart on chart
paper, post these in the left column for later reference.
7. On a SmartBoard, display the different role sheets that were actually used in this discussion.
Introduce the various roles that people have been playing throughout this online discussion. Post
these in the right column of the T-Chart and compare with the roles students thought were being
used. Guide students to consider the following questions:
“How close were you in what you thought you knew about the characters?”
“Are there any differences that surprise you?”
“Are there any roles that do not seem to fit based on what you read in the chat stream?”
“Which was the easiest role for you to guess? Which was the hardest? What were some of the
specific things they said that allowed you to understand something about their background?”
8. Pull up the whole chat stream and see if students can map comments to particular roles. In
other words, can they guess which comments came from which characters? Remind students to
still not reveal who they were nor to give away their identity during this discussion.
9. As a class, make some guesses as to which comments came from which roles? The teacher can
perhaps keep track of results to see how successful the students were in knowing which
characters said what. Together, explore the following questions:
“How successful were you in knowing to whom you were speaking?”
“Is it easier or more difficult to know the background of a person to whom you are speaking
online or face to face? Why?”
10. Have students reflect on this exercise. Identify one thing they have learned from this lesson
that they will try to use the next time they are interacting in an online dialogue. These reflections
could be posted on their personal blogs, in a journal, or in an appropriate format of their
choosing.

1. How does the anonymity of the internet make it more difficult to be sensitive of different
values and perspectives?
2. What effects can insensitive behaviour online have on people?
3. Does how you conduct yourself online affect peoples’ perceptions of you in real life?
1. Why should we care about being sensitive to other peoples’ needs online?
2. We’ll never meet the person or know if we’ve offended them anyway by something we said
online.
Concluding Takeaways
Students are meant to go away from this lesson and have the beginnings of a realization that the
values of tolerance and respecting differences that they learn in the classroom apply equally to
the digital world of communication. They should understand that the anonymity provided by the
internet can make it more difficult to know whom they are talking to and that they should
therefore exercise self-awareness in how they express themselves.Extensions for both home (#2)
and in class (#1, 3)
1. Form real online connections with classes in other jurisdictions to debate current events.
2. Have students interview their own parents about the article in question for their perceptions.
3. Hold online debates within the school between groups of students that know something about
each other and their backgrounds.
Handout #1:
Interview Sheet
1. Are you allowed to play video games that have a “T” (teen) or “M” (mature) rating?
2. Do your parents allow you you to watch PG-13 movies? What about 14A movies?
3. Do you have a Facebook account?
4. Do you have a curfew on weekends? What is it?
5. Do you have a set time that you must go to bed?
Handout #2:
Role Sheet 1
Login Name: jazzycat3
You are a 15 year old Muslim girl whose family comes from Afghanistan. Your mother is a
teacher and your father works on computers in an office. To respect religious custom, two of
your sisters and you wear the hijab. You have one other sister who chooses not to wear the hijab.
From your parents, you also know that in your home country, it was forbidden for women to go
out in public without being completely covered (i.e. in a burqa). Your family left Afghanistan to

escape war and to get away from the Taliban, a group that ran the country and made laws that
required women to wear burqas. You came to Canada when you were only 5 and have very few
memories of Afghanistan.
Handout #2 – Role Sheet 2
Login Name: jj_jackson
You are a 12 year old boy and you live with your grandmother and your mother. You were born
and raised in Hamilton. Your grandmother is a well known local television personality and your
mother is a family doctor. Both of them are highly successful and well educated. Your
grandmother is well known for producing TV shows that fight for equal rights for women. She
has been involved in the fight for women’s rights for 50 years.
Handout #2 – Role Sheet 3
Login Name: copy_copy1234
You are a 20 year old woman who lives alone in a very bad neighbourhood. The crime rate is
very high and you never go out of your house alone at night. You are scared of the
neighbourhood and wish to move but can’t afford to. A few nights ago, some men in masks came
into the local variety store and robbed it. You often see police in your area but they have a
difficult time catching criminals in your neighbourhood. Almost every teenager in your area
looks similar with loose jeans, running shoes and hoodies that are often pulled over their heads.
It’s no wonder the police can’t catch the troublemakers.
Handout #2 – Role Sheet 4
Login Name: shammy_less
You are a 35 year old Muslim woman with 4 children (3 sons and 1 daughter, ages 5-15). You
were born and raised in the United Arab Emirates and are a devout Muslim. You work as a
homemaker and you have stayed home to raise your children. All females in your family wear
the hijab. To you, the wearing of hijab is a sacred duty that is required by your religion and you
wear it with pride to show your devotion to the teachings of Islam. You have never worn a burqa
but you know many women who do.
Handout #2 – Role Sheet 5
Login Name: joejay
You are a 25 year old man who came to Canada from Russia when you were 19. You are still
struggling to learn English though you can carry on a basic conversation in the language.
Adjusting to Canadian life has been extremely difficult and it has been hard for you to find work
and to make friends here. You question whether you should have come here as you often feel
alone. You know nothing about Islam nor do you personally know any Muslims.

Handout #2 – Role Sheet 6
Login Name: 6528_smiley
In your house, responsibilities towards chores and roles in the family are clearly divided. You are
a 10 year old boy and your chores include mowing the lawn, taking out the garbage, and feeding
the dogs. Your sister’s jobs are to help your mother clean the bedrooms, vacuum, and wash
dishes. Your father is the only one who works outside of the house and he prides himself on
having what he calls a traditional family. He believes that there is certain work that is “men’s
work” and other jobs that are “women’s work.” You live in a small town in southern Ontario.
The vast majority of people in your town come from families that have been there for several
generations.
	
  
	
  
	
  

Ethical Perspectives: Netiquette
Grade 4, 5 & 6
Digital Citizenship Theme: Participation
Lesson Overview
In this lesson students will learn that the same ethical principles exist online as they do face-toface. Students will explore their roles and responsibilities associated with their interactions
online and some guidelines to help them develop proper netiquette.
This lesson has the possibility of students working in partners using a chat room. This could be
through HWDSB Commons in a group or blog (P2 Theme), Adobe Connect, FirstClass instant
messaging or alternatively in a program such as Today’sMeet. The teacher will be facilitating the
conversation by having students take part in different discussions using one of the online
programs. Their responses will also help the students understand the different roles they can play
online and how to participate responsibly in online environments.
Learning Goal
I am learning how my behaviour online should be the same good behaviour that I use in face-toface experiences.
Success Criteria
I will think about my face-to-face behaviour when determining what is appropriate for online.
I will use the guidelines to help me determine what is proper netiquette.
Materials and Resources
•
•
•
•
•
•

chart paper
digital projector and computer/smartboard
internet connection
computers or other internet capable devices (1 per group of 4 if available)
HWDSB Commons (commons.hwdsb.on.ca), todaysmeet.com, en.linoit.com
Microsoft Word or similar program (Googledocs, WordPerfect)

Key Vocabulary
ethical behaviour- ethical behaviour involves making the right choices. Being ethical means that
you are honest, honorable and that you think about how your actions may impact someone or
something.”
netiquette- the correct or acceptable way of communicating on the internet

digital footprint- trail left by a user’s interaction in a digital environment. Some examples are
chat messages, emails, login and logout information.
Lesson Introduction
Start lesson by providing students the following scenario
At recess, you see a 7th grade student bullying someone in your class. You try to intervene to
help your classmate, but it does not help the situation.
Ask students to think about what they would do in that situation. Some responses may be
•
•
•

I’d go and find a teacher and tell the teacher what was happening
I’d talk to the principal
I’d ask the peer-mediator for help

After some responses have been given, provide the next scenario:
At home after dinner, you’ve been given permission to use the computer. You notice that one of
your friends is being bullied online. The bully is threatening your friend, saying that he is going
to make everyone at school hate him.” Ask students to think about what they would do in that
situation. Some responses may be:
•
•
•

I’d speak to my parents about it and ask them what I should do
I’d talk to my teacher about it in class the next day
I’d talk to the student who was being bullied

Explain to students there are many situations online that require good ethical behaviour. Define
ethical behaviour to the students as:
Ethical behaviour involves making the right choices. Being ethical means that you are honest,
honorable and that you think about how your actions may impact someone or something.
Also define the term netiquette:
The correct or acceptable way of communicating on the internet.
Lesson Instructions
Activity 1
Divide students into groups of 4. Provide each student with a scenario that they could discuss in
their group. Ask them to think of a strategy they might use to help remedy the situation. Remind
students that proper or ethical behaviour is required in many online situations, not just with
cyberbullying. (face-to-face and cyber example)

Here are some scenarios that may be given to the students. Explain to the students that each
scenario has an online and face-to-face situation. When they are finished discussing in group
what to do in the situation, have the students present each group of scenarios (online vs. face-toface). Once complete, discuss the similarities and differences that exist among them. Make an
anchor chart to post in the classroom that is divided into two columns titled “similarities” and
“differences” Students should notice that there are more entries in the similarities.
Scenarios
1a. While in the hallway at school, Sam notices that some students are trying to break into a
locker of one of his friends. What should he do?
1b. In class, Sam notices that a few students are watching his friend enter his password on the
computer. What should he do?
2a. Some students in the school have being using language that you think is inappropriate. What
should you do?
2b. You visited a friend’s website and you notice that there is some language that you think is
inappropriate. What should you do?
3a. Your neighbour left his door unlocked. Is it ok to go into his house and look through his
personal belongings? What should you do?
3b. Your friend left his personal webpage open and logged in. Is it ok to go through his webpage
and read his personal information? What should you do?
4a. An adult you know left their bank card and pin number on the table. Is it ok for you to use the
bank card to take money from the bank? What would you do?
4b. You notice that someone has left their banking information (online account) open on a public
computer. What should you do?
Make an anchor chart to post in the classroom that is divided into two columns titled
“similarities” and “differences” Students will notice that there are more entries in the similarities
column. Ask student to think about why? Have them brainstorm with their group and post some
of their answers on Todaysmeet.com. If this program is not available, ask them to write their
ideas on sticky notes. As a class, have a quick discussion about why there are more similarities
(i.e., ethical principles rarely differ whether you are online or face-to-face. You are still
responsible for your actions and should be honest and responsible. Also, discuss with students
that digital actions have more lasting impact (digital footprint: see definition above in key
vocabulary) Ask students to think about this and choose one of the above scenarios and have an
open discussion about how the digital interactions could leave a negative and long lasting
impact.
ex: Someone uses the password from scenario 1 to send hurtful messages to a user’s friends –
could create tension among friends and even loss of friendship.
OR

Using scenario 4 discuss how taking money from someone’s account online could affect the
person who is now missing money? (can’t pay bills, can’t buy groceries etc).
Activity 2
Now that the class has had the opportunity to investigate ethical behaviour and developed
strategies to help them deal with ethical situations, the class will create a set of
tips/strategies/rules that can be used to help govern their actions when online. Show the class the
following video on the smartboard/digital projector or individual computers if available.
http://www.brainpop.com/technology/computersandinternet/digitaletiquette/
Ask students to record some of their ideas about netiquette (ethical online behaviour) and some
guidelines that can help guide their ethical online behaviour. Make an anchor chart with title
“netiquette” and write down some of the rules developed by the class. Listed below are some
guidelines for netiquette.
Guidelines for netiquette1
•
•
•
•
•
•

•

•
•
•
•
•
•
•

Follow the same rules for good behaviour as you do in real life.
Treat others the way you would like to be treated.
Remind yourself that there is a person on the other end of your message.
Know where you are and use appropriate good behaviour.
Forgive other people’s mistakes, especially newcomers.
Always remain calm, especially if someone insults you (or you think they have –
misunderstandings are common on the Internet, as central elements in human
communication, such as body language, eye contact and tone of voice, are absent).
Avoid typing with the ‘Caps Lock’ on to emphasize – SOME USERS SEE THIS AS A
WAY TO BE YELLING, AND IS CONSIDERED TO BE VERY RUDE. This is the
case whether you are writing in an e-mail, on a message board, chat room, website or
news group.
Don’t use inappropriate or offensive language.
Use your online name or nickname consistently and sign all messages with it (but protect
your real identity by never using your full name – unless it is absolutely necessary).
Do not use someone else’s name and pretend to be them.
Don’t send or forward junk e-mail (commonly referred to as spam).
Stay out of continual, emotional arguments or “flame wars.”
Check your spelling, be concise, and keep messages short.
When you participate in chat rooms, don’t interrupt others and stay on topic.

1Taken from http://www.kidsandmedia.co.uk/netiquette/
Once complete, create a word document with the guidelines your class has created. This may be
used for the extension – home connection.
Probing/ Guiding Questions

Why shouldn’t you use someone’s password?
What type of similarities do you see between online behaviour and face-to-face behaviour?
Anticipating Responses
Students may share their experiences where they feel that someone was/was not ethically
responsible either online or face-to-face.
How do I know what is ethical? What if i’m unsure?
Who can help me determine what is my actions are ethical?
Concluding Takeaways
Throughout this lesson, students have been given the opportunity to explore ethical dilemmas in
both face-to-face scenarios and online. Students are learning how to understand that our online
actions/activities have just as big an impact as our face-to-face experiences. Also, students will
recognize how their online and face-to-face situations share similar ethical principles. When
compared, students should recognize that online actions can sometimes have more of an impact
that face-to-face situations – digital footprints provide long lasting record of a user’s digital
interactions.
Suggestions for Extensions
Using the group function in the HWDSB commons ask students to think of examples of
situations where they’ve had to use proper netiquette. Ask them to explain what they did and
how it resolved a problem (if applicable) If available, students may also use the HWDSB
commons to create a blog post about what they have learned in this lesson – a good integration
into a writing or literacy centre. If no internet access or computers to access the HWDSB
commons, have an oral discussion about different experiences. Students can use journals to write
examples of their own situations.
Home Connection
Provide a copy of the guidelines (word document) decided as a class to each student. Students
can visit the following link with their parents and play the online netiquette game. If no
computer/internet is available, students can discuss with their parents/guardians the
rules/guidelines for proper ‘netiquette’.
http://www.carnegiecyberacademy.com/funStuff/netiquette/netiquette.html
	
  
	
  
	
  

Divided Nations – Novice/Veteran Members
Grade: 4-6
Digital Citizenship Theme: Participation
Lesson Overview
Critical relationships between novice and veteran users are explored in this lesson. Students will
be given the opportunity to explore/familiarize themselves with the concepts of novice and
veteran. Students will work collaboratively with their class to discuss experiences where they
identify themselves as a veteran in an offline group or community. Students will also have an
opportunity to work in a group setting to investigate a scenario where novice and veteran users
interact. Using this scenario, students will explore possible solutions to a problem that has been
created in an online community.
Ethical thinking skills highlighted in this lesson:
•
•
•

Perspective-taking, or striving to understand the motives and goals of multiple
stakeholders in online communities.
Reflecting on different roles and responsibilities within a community.
Considering the community-level consequences (benefits or harms) of individual
decisions.

New media literacies highlighted in this lesson:
•
•

Simulation—the ability to interpret and construct dynamic models of real-world
processes.
Negotiation—the ability to travel across diverse communities, discerning and respecting
multiple perspectives, and grasping and following alternative norms.

This lesson has the possibility of students working in partners using a chat room. This could be
through HWDSB Commons in a group (for more information on how to use the group function
of the HWDSB commons, visit http://commons.hwdsb.on.ca/support/groups-vs-blogs/) Adobe
Connect, FirstClass instant messaging or alternatively in a program such as Today’sMeet. The
teacher will be facilitating the conversation by having students take part in different discussions
using one of the online programs. Their responses will also help the students understand the
different roles they can play online and how to participate responsibly in online environments.
Key Vocabulary
Veteran – experience community members who understand the norms of an online community
and help pass on important community knowledge
Novice – a new or inexperienced member of a community. These members are responsible for
learning the community’s norms while introducing novelty.

Digital Footprint – trail left by a user’s interaction in a digital environment. Some examples are
chat messages, emails, login and logout information.
Learning Goal
I am learning about novice and veteran responsibilities in online communities and how
relationships between novice and veterans help define an online community.
I can understand the benefits and harms of entering a community for the first time
I can understand the benefits and harms of dealing with new community members
Materials Used
Chart paper
Markers
Blackline Masters (email and discussion thread)
Optional
HWDSB Commons, TodaysMeet, or Lino
Lesson Introduction
Introduce the term veteran and novice with the students – people who have been part of a group
for a long period of time and people who are fairly new to a group. Begin the lesson by asking
students to think of a group that they belong to that they consider themselves a veteran. Ask
them to think about the difference between a veteran in their group and a novice
Some Examples:
Example 1
I’ve been part of a baseball team for 3 years. I know how to catch the ball with my mitt. I can
also hit a homerun if I concentrate. I know how to play a variety of positions. A novice on my
team might have difficulty catching a ball or might be confused about some of the rules.
Example 2
I’ve been taking violin lessons for 4 years. Once a year, all of the players gather to perform for
our parents. I know how to read sheet music and to keep time with the other players. A novice in
my group may have trouble reading sheet music, might be nervous about performing in front of
an audience and might have difficulty playing the violin with a group of other people.
Continue to encourage students to share their own experiences in a class discussion.

Ask:
“What can a veteran in your group do that a novice might have difficulty?”
“How does the novice in your group learn to become a veteran?”
“What can you do as a veteran to help the novice member?”
Lesson Instructions
Probing/ Guiding Questions
What would you do if you were part of this online community?
What could Michael do to help solve the problem? (create a list of rules? agreement policy?)
Have you had any experiences like this in online or offline communities or groups? What did
you do to solve any problems that you may have encountered?
When can novices be a problem for a community?
What can novices bring to the community?
Anticipating Responses
I’ve had experiences like this in offline communities. I try to solve the problem using past
experiences or help from an adult or experienced group member.
I think that John shouldn’t be allowed to make posts on this site.
I think that Michael should send John a message telling him the rules for the site.
I think that Michelle did a good job trying to get the conversation back on track.
Novices can be bad for a community if they don’t know how to use the site properly.
Michael needs to send another email out to all users that outlines the rules for usage. I think that
he needs to remind people how to use the site correctly and the consequences if members abuse
the site.
Concluding Takeaways
In this lessons, students have had the opportunity to explore some of the difficulties that exist in
online communities. Online communities are ever changing with new members joining and rules
and norms changing. Students will recognize that it is important to keep a healthy relationship
between novice and veteran members so that the community can continue to be a positive
experience for everyone.
Explain to students that they are going to be reading an email requesting help for an online
community that was created by an elementary student. This online community is an open space
that was created to encourage positive discussion about World Peace. Students from around the
world can register to this site and participate in discussions.Explain to students that this
community has several dedicated members that have contributed many interesting and
responsible comments that have lead to many different ideas about how world peace can be
attained. These members are classified as veterans of the site. Next, the teacher will explain that
in the recent months there has been a lot of new registrations to the site and many of the
members are making comments that are inappropriate or do not fit the model of the site. Some
new members are unsure of what types of comments should be made, but are really interested in
participating.

The creator of the site decides to send an email to all registered users. Below is the email. Read
the email as a class and provide each student with a copy that they can use during group work.
Subject: Let’s figure it out
Hi,
My name is Michael and I am the creator of this positive space on World Peace. I created this
site to connect with other students/children from around the world. My goal was to create a space
where people could meet and create meaningful discussions about World Peace. I was really
interested in hearing how people from different parts of the world would create World Peace.
In the last few months, there have been a lot of new registrations on the site, of which I’m very
happy! Our community is growing and we are having a lot of valuable discussions. However, the
last month I’ve noticed that a lot of members are making comments that are not related to World
Peace. Also, some members are making inappropriate comments when replying to other posts.
As a result, some of the members are choosing to leave this online community or not participate.
I’m not sure really what went wrong, so I need your help.
I definitely think that this site is worth saving. I don’t want any other members to feel like they
need to stop using this site, but I’m not sure what to do to fix the problem. I need your help. Any
suggestions?
Divide the students into groups (3-4 students per group) Give each group 20 minutes and provide
each group with an email and the example thread of a recent discussion (blackline master). Ask
students to find answers to the following questions. Provide chart paper and markers to students
so that they can record some of their ideas. Alternatively, students may wish to use linoit (if
computer and internet are available to each group). Students may also use the commons platform
to discuss their ideas in a group that has been created by a teacher. (note: the group will have to
be created by the teacher prior to starting the lesson)
1. What is creating difficulty in the community? Is this impacting the strength of the community?
2. Why are veterans and novices not getting along?
After students have had 20 minutes to work on this activity, come together as a class to begin a
class discussion. Ask students for some answers to the questions above. As an alternative,
students may use the commons platform to discuss their ideas in a group that has been created by
a teacher. This will provide them an opportunity to act as veterans or novices in this activity.

Activity 2
Give students 5-10 minutes to gather again in their groups to think of possible solutions to the
problem. Ask each group to think about;
1. What is one thing that a veteran member could do to improve the community?
2. What is one thing a novice could do to improve the community?
3. What is one thing Michael could do to improve the community.
Have the groups present their three solutions. If time constraints prevent you from doing the
second activity, lead a general discussion about the solutions.
Suggestions for Extensions
Ask for students to give examples of sites or online communities that they belong to or a family
member where they are either veterans or novices. Students can show the site using smartboard
or digital projector and discuss their roles and how they interact with other members (could be a
discussion board or gaming site – any site where they interact with other players/members).
Subject: Let’s figure it out
Hi,
My name is Michael and I am the creator of this positive space on World Peace. I created this
site to connect with other students/children from around the world. My goal was to create a space
where people could meet and create meaningful discussions about World Peace. I was really
interested in hearing how people from different parts of the world would create World Peace.
In the last few months, there have been a lot of new registrations on the site, of which I’m very
happy! Our community is growing and we are having a lot of valuable discussions. However, the
last month I’ve noticed that a lot of members are making comments that are not related to World
Peace. Also, some members are making inappropriate comments when replying to other posts.
As a result, some of the members are choosing to leave this online community or not participate.
I’m not sure really what went wrong, so I need your help.
I definitely think that this site is worth saving. I don’t want any other members to feel like they
need to stop using this site, but I’m not sure what to do to fix the problem. I need your help. Any
suggestions?
Michael
Example of a recent thread
Posted 6/23/11 06:22:15 EST
Canada
Jennifer Johnson
Joined 1/01/11

Posts: 43
I really like some of the ideas that I’ve been reading about creating World Peace. My ideas is to
create law that would prevent people from owning guns. I think that the less weapons we have,
the more likely we are to find other solutions to our problems. I’m not sure how this would work
though? Any suggestions?
Posted 6/23/11 06:23:02 EST
United States
John Smith
New member
Posts: 3
Jennifer, are you crazy. You must be really dumb. There is no way that would ever work. Why
don’t you stop posting stupid comments about how people shouldn’t have guns. You’re so stupid
– people could just get them illegally. Then you’d be in big trouble.
Posted 6/23/11 06:24:01
United States
Carly McDonald
Joined 2/11/11
Posts: 72
John, you are the dumb one. I think anyone that thinks owning a gun is a good thing should be
sent to jail. Learn some manners, this is not appropriate for this site!
Posted 6/23/11 06:24:52
Australia
Steven Leung
Joined 4/15/11
Posts: 180
Jennifer, I think that is a really good idea. I think that the thread that John created should be
deleted. What do you think?
Posted 6/23/11 06:25:09
John Smith
United States
New member
Posts: 4
Carly, mind your own business. Who asked you anyways. I was just trying to have a little fun.
Also, if this is a site where everyone can express their ideas, well that’s just what I was doing
Steven! SO don’t dare delete my thread!
Posted 6/23/11 06:35:09
Susan Fuller

Germany
Joined: 1/14/11
Posts: 177
I can’t believe that this is happening on a site where we are encouraging others to think of ideas
on creating World Peace. I’m so tired of seeing these types of discussions. I think i’m finally
going to stop using this site and try to find one where I can find more positive discussions. I’ve
been making posts on this site for over a year and have had some really great conversations, but
i’ve finally had enough. So long!
Posted 6/23/11 06:36:15
Michelle Gauthier
France
New member
Posts: 3
Hi, I’m new to this site. I really wanted to make a comment about this post. I think the idea of
having a law where guns are prohibited. I think that we need to think about this a little more
clearly. Does this mean everyone in the world? What about the Army or the Navy? Would police
carry guns? I really think its a good idea, but think that we need to clarify it a bit more. What
were you thinking Jennifer. I know i’ve only made a few comments, but I really think that you
are onto something! I’d also like to say that not all new members make weird posts. Don’t leave
Susan. I can see you’ve made a lot of posts, so you must have some good ideas!
	
  
	
  
	
  

Basic Guidelines And Rules For Online Spaces
Grade: 4 – 6
Digital Citizenship Theme: Participation
Lesson Overview
In this ever changing technological climate it is important to address, define and help students
create a fundamental etiquette and agreed upon set of rules with which to conduct themselves in
all digital and online spaces. It is integral to get our students talking about how to become
responsible and trustworthy citizens in a digital age when they are using tools that are becoming
increasingly difficult to police and monitor.
These tools have the potential to affect our students and those around them positively or
negatively depending on their use. It is important that students come to an understanding that
these digital spaces are not a fantasy world where they can say whatever they want to whomever
they want with no real world recourse or consequence.
Students need to learn that their words have the potential to inspire people, hurt people, make
people laugh, make people cry, create positive change, or be as equally destructive. Much like an
ecological footprint, students also leave a digital footprint with every post, comment, or tweet
generated. With these guidelines in place we are hoping to approach and address 21st Century
conflicts and issues in a proactive rather than a reactive manner promoting empathy and a
general sense of respect for all participants.
The goal is for students to learn that how they behave in online spaces is infact an extension of
their character and in turn themselves. Conduct in digital spaces should be no different than
conduct in all other spaces. That is conduct in terms of how one behaves and self monitors their
behaviour to ensure appropriate, constructive and healthy interactions with peers in all contexts
and spaces.
Learning Goal
From this lesson students should be able to:
• I will recognize and respect the importance of creating guidelines to assist in the responsible
participation of online communities.
Success Criteria
• I will identify and understand the need for guidelines for responsible participation that exist in
various spaces and communities, both offline and online.
• I will identify various distinct features of online communities that may affect or conflict with
the agreed upon guidelines needed for responsible participation.
Materials Used

Chart Paper and Markers (or tablets with presentation software)
Laptop
Smartboard (or a Data Projector)
2 Short Video Clips displaying inappropriate behavior
“Behavior.flv” – kid screaming in a grocery store
“Behavior 2.flv” – office worker getting frustrated with printer
Handouts
Handout 1 – Recommended Guidelines and Rules for Online Spaces.
Handout 2 – Ning Community of Readers: Example Case.
Lesson Introduction
Begin the lesson by watching the two short video clips. Facilitate a discussion either through a
form of accountable talk or whole class discussion about the behaviors exhibited in the video
clips.
Guiding Questions: “Are these behaviors acceptable? Why or why not? How do you think the
various people depicted in these clips felt about the person’s behavior? Did their behavior help
them get what they wanted? What do you think the outcomes of each of these videos were for the
people featured in them?”
The goal of these video clips is to demonstrate that it is not socially acceptable or appropriate for
people to behave in certain ways in specific places or situations.
Lesson Instructions
Think/Pair/Share:
Engage students in a think/pair/share brainstorming activity recording their responses on your
smartboard or on chart paper. Pose the question, “Can you think of places or times when you are
expected to act or behave a certain way that is specific to that event or situation?” You can use
an example of a school assembly where students are expected to sit cross legged, quietly in rows
and are reprimanded if they do not comply.
Anticipated Responses:
Student answers may include but are not limited to, at a church, at a restaurant, when playing
video games online, when playing sports, when at the mall, when at a movie theatre.
Guiding Questions:
“Why are you expected to act like this? Does your behavior serve a purpose? Can you act the
same way in each of these spaces? Why not?”

After you have heard from a few of the groups lead into the question: “What about online? How
are you expected to behave there? Are there set rules? What about with multiplayer online
games? How do people interact in these spaces? What about social networks, like Facebook or
MySpace?”
Write this saying on either your SMARTboard or the blackboard. “If you don’t have anything
good to say, don’t say it at all.”
Guiding Questions:
Ask the students, “Does this statement apply to the online world?” Have them discuss instances
that they are aware of where people do not follow this rule in online spaces. Ask “Why do you
think that is? Why do some people appear to behave in ways online that they would never act
like in public? Is online the same as public? Should it be treated the same? What are some
general rules that we adhere to in terms of everyday behavior? Do these principles apply to other
situations and social settings? What about online? Are there ways to participate in online
communities that support others’ participation? What types of participation hinder this goal?”
Shared Reading:
Pass out “Handout 1 and 2” and have students read the “Recommended Guidelines and Rules
For Online Spaces” as well as the “Ning Community of Readers” lists.
There is a PDF of this handout available – “Handout 1”
Recommended Guidelines and Rules For Online Spaces
Respect and Acceptance: Respect the ideas and opinions of others
Trust: Only look at the sites you have been asked to view or use the programs you have been
asked to use.
Privacy: do not disclose others’ (families‘, neighbors‘, or friends‘) personal or private issues. It is
okay to discuss situations, but we won’t use names or other identifiers. For example, we won’t
say, “My older brother …” Instead, we will say, “I know someone who …”
Constructive Approach: We can disagree with another person’s point of view without putting
that person down.
Appropriate Language: If you wouldn’t say it in front of your Mom… don’t type it on the
internet.
Opinions: We will speak our opinions using the first person and avoid using “you.“ For example,
” I think that kindness is important.” Not, ” You are just mean.”
Sensitivity To Diversity: We will remember that people in the group may differ in cultural
background, sexual orientation, and/or gender identity or gender expression, and will be careful
about making insensitive or careless remarks.
Have A Good Time: It is okay to have a good time. Creating a safe space is about coming
together as a community, being mutually supportive, and enjoying each other’s qualities.
There is a PDF of this handout available – “Handout 2.”
Ning Community of Readers: Example Case
Rebecca Rupert writes:

We started with the following guidelines for blogging that were written by teacher Ann Smith
from Arapahoe, Colorado.
In your discussion, be sure:
1. Your posts (or comments) are well written. This includes not only good content, but—
because these are school-related—also follows writing conventions including spelling, grammar,
and punctuation.
2. Your posts (or comments) are responsive. They respond to other people’s ideas—whether it is
a post by a teacher, a comment by a student, or an idea elsewhere on the Internet. The power of
online communication tools is in their connectedness—they are connected to a larger community
of ideas. Participate in that community.
3. Your posts (or comments) include textual references to support your opinions.
Adding quotes or links to other works strengthens your response.
4. You participate frequently. To be part of the dialogue, you have to participate fully and
consistently.
5. You are respectful of others. It’s okay to disagree; it’s not okay to be disagreeable. Be
respectful of others and their opinions, and be civil when you disagree.
She used the guidelines for students as they participated in a Socratic seminar blogging session.
She notes, “I first used the guidelines for an online chat with my students, and it became
immediately clear that students were not following any of them (it was a disaster), so we spent
time looking closely at each guideline, re-writing them, and adding them to the list. We came up
with our own set of guidelines, and they were posted in the room for a time. As I remember, my
students’ guidelines were very similar, just written in different language.”
Group Activity:
Once students have had the opportunity to read the two handouts, break them up into groups of 4
– 6. Give each group chart paper and a set of markers to record their thinking and ideas. If your
class has access to tablets or mobile devices with presentation software loaded onto them, this
would be a great place to substitute them for the chart paper and markers.
Ask students to devise a set of general rules and guidelines that they think should apply to the
use of all mobile devices and online spaces.
21st Century Alternatives to Chart Paper and Markers:
If classes have access to a computer lab, other possible substitutes for chart paper and markers
for brainstorming are the “HWDSBCommons,” “Titanpad.com,” and “Edmodo.com.” These
three websites would need to be set up ahead of time. Suggested apps that would lend themselves
to this activity are “Explain Everything,” “Keynote,” “Screen Chomp,” or “Educreations” for the
iPad.
Once groups finish compiling their guidelines and rules, have them present and share their lists
to the class. Record a master list that will become your classes agreed upon online code of
conduct. Post these guidelines up on a wall within the classroom and on a classroom
website/blog for reference.

Concluding Takeaways
The point of this lesson is to get our students thinking about the importance of establishing rules
and guidelines that will ensure their comfort and safety in all spaces as citizens in a digital age.
These guidelines will help to establish appropriate online conduct conducive for all participants
to dynamically learn from one another.
Suggestions for At Home Extensions
Most students have access to the internet and online spaces through their own computer or a
parent’s computer at home. With this kind of access comes a great deal of trust since kids then
have an open door to many of their parents personal files, and accounts. It is extremely important
for parents to set guidelines and rules for how home computers and devices should ideally be
used and monitored. Komando.com has set up a website where parents can pose questions and
concerns about online safety at home. The website has a number of resources and helpful tips
that parents can make use of in order to help their children become responsible and trustworthy
citizens in this digital age. It’s a website for parents to share their experiences and to learn from
one another.
http://www.komando.com/kids/parent-tips.aspx Komando.com has also posted an online contract
that you can discuss with your children about acceptable behavior online, just to further stress the
importance of appropriate behavior on these devices and in these spaces.
http://www.komando.com/kids/commandments.aspx
Glossary of Terms
Digital Citizenship: teaching students the rules of appropriate and responsible behavior online;
this usually includes email/blogging etiquette, protecting private information, digital literacy,
staying safe online, digital law, and how to deal with bullying, whether you’re a target or a
bystander.
Online Spaces/Communities: Various websites or platforms found online where people can
communicate and share things (thoughts, pictures, music, videos, etc.) with one another.
Examples could be the HWDSBCommons, Titanpad, Google Docs, Facebook, MySpace,
Twitter, online games etc.
Tweet: Posting a status or comment on Twitter.
	
  
	
  
	
  

Identity Overview
Taken from Our Space: Being a Responsible Citizen of the Digital World, Identity Overview
The Identity unit is designed to encourage critical thinking about self-expression and selfexploration with new media. The ultimate goal of these lessons is to create an understanding of
the ethical dimensions—meaning, the positive or negative effects on others—associated with
expressing one’s identity, or exploring new identities, online. A vital part of growing up is
developing one’s identity. Offline, we are tied to bodies and other inherited circumstances that
set strong parameters on what and who we can be. Online, we have far more (though not
limitless) freedom from these circumstances. Youth can use photos, interests, and “favorites”
lists, along with other content, to play up—or hide—different aspects of their identities. They
can engage in “identity play”—in which they explore and receive feedback on new identities (for
example, a more confident self), or develop facets of the self (sexual or gender identities, for
example) that they may not feel comfortable exploring offline.
Online self-expressions and forms of “identity play” can affect other people in various ways. On
the positive side, youth who celebrate gay, lesbian, or other kinds of identities through blogs or
social network profiles may uplift others who feel marginalized and unable to express
themselves. On the other hand, some forms of online identity exploration can be deceptive,
undermining relationships and causing distrust in communities. The reality is that youth, and
indeed all of us, still live much of our lives in a world in which a sense of who you are—and who
are you are not—matters. Understanding when and where identity play is appropriate, and when
and where accuracy is necessary, are critical skills for youth today. When presenting themselves
and exploring new identities online, youth need to be reflective about the potential effects on
other people and on the communities in which they engage.
Key Questions
• How do different forms of self-expression online affect others?
• What are the potential benefits and harms to others?
• When does “identity play” cross the line and become identity deception?
Lesson Overview
Linking Avatar and Self
Identity in Online Spaces (edit)
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Linking Avatar And Self
Grade: Grades 5 and 6
Digital Citizenship Theme: Identity
Lesson Overview
The purpose of this lesson is to get students thinking about their online identity and the identity
of others. Initially, the class discusses what it means to have an online identity, and then they link
8 photographs of people with 8 photographs of the characters or avatars that these people play in
different online games. All of these photographs come from a larger set of portraits done by
Robbie Cooper of The New York Times. Specific ones have been chosen for this lesson and are
included at the end of this lesson.When discussing the matches, the students are asked to think
about the following:
•
•
•

How is each character similar or different from its matching person?
What might be some possible reasons that each person chose the character that he/she
chose?
What are the possible benefits and harms of identity play online?

There are some ethical thinking skills highlighted in this lesson:Perspective-taking means
evaluating problems from other people’s points of view. Students can begin to realize how other
people might react given different situations.Performance means pretending to be other people.
Students can take on this different role and also see this other person’s point of view.Negotiation
means pretending to be “me” in multiple situations. Students can begin to realize the different
roles that they play as both their virtual selves and physical selves.
Learning Goal
I am learning the benefits and drawbacks of assuming an online identity.I am learning how to be
responsible when role playing online.
Success Criteria
1) I can choose how I’m going to participate online.
2) I can choose what information I share with others online.
3) I can make good choices to protect myself when sharing information online.
4) I can create an online identity that still corresponds to my physical identity.
Materials Used
“Linking Avatar And Self Perspectives” Handout — 1 for the teacher to use with the students
through the online discussion
Person and Avatar Answer Sheet — 1 for the teacher to use

Person and Avatar Matching Activity — 1 for each student OR use a screenshot program (such
as Jing) to take a screenshot of each person and avatar picture. Put these photographs into a Lino
Wall (teachers will need to have created a free account already to create a wall) and let students
add sticky notes to the wall with their matching guesses.
Laptops, Computers, iPod Touches, or iPads that have Internet Connection — One per ever three
to four students and one for the teacher. (These can all be the same devices, or they can be a
collection of different devices.)
Some Other Options For The Devices
1. Work with a partner — If there are enough devices for students to use.
2. Work individually — Students can still sit beside a partner to discuss scenarios before
posting their thoughts if they want. Again, this is dependent on having enough devices for
students to use.
Lesson Introduction
Have students go into Bitstrips For Schools on the computer (you will need access to desktop
computers or laptops with an Internet connection for this) and create their avatar. Give the
students very little direction on what this Avatar should look like. Let them design themselves
the way that they want. When everyone is done, take a look at the classroom profile picture that
appears on the main page once you login to your class Bitstrips account.
As a class, discuss how the avatars are similar and different from the actual people in the
classroom. Did students represent themselves accurately? Did students always make appropriate
choices of physical features for their avatars? Get students to dialogue about what changes
people could make to their avatars and why these changes should be made.
An Alternate Introductory Activity
If the teacher has limited access to classroom computers, each student could get an 8 1/2X11
piece of paper, and use markers, crayons, and/or pencil crayons to draw their avatar. These
pictures can then be hung up at the front of the classroom in a “class profile picture,” where
students can look at all of them together and then discuss what they notice. See the questions
included for this discussion in the second paragraph above.
Explain to the students that today, they’re going to look at what people are like online, and how
an online identity may be the same or different than an offline identity. They’ll also be
discussing the possible reasons why.
Lesson Instructions
1) Introduce the photographs. Begin by explaining that Robbie Cooper, a photographer for The
New York Times was interested in the same questions that the students were asked at the

beginning of this lesson. He decided to take photographs of different people and the avatars or
characters that they play online.
2) Students are given two sheets. One sheet has 8 people on it, and the other sheet has the
characters or avatars that these 8 people play online. The people and avatars are both numbered.
Students need to try and figure out the corresponding numbers. Please note that this same activity
can be done on a Lino Wall. The photographs can be uploaded to there, and then students can
drag sticky notes over to each photograph and then write on the matching numbers.
3) Get the computers and/or other devices set-up to use a group in the Commons, Adobe
Connect, FirstClass instant messaging, Today’sMeet, a group in Edmodo, or Twiducate to have
students discuss their guesses online. (Please note that some of these online programs require
registration prior to using them.) The teacher can write in one of the photograph numbers, and
then the students can work by themselves, with partners, or in small groups to explain what
matching pair they chose and why. Teachers can follow-up with some of the probing and guiding
questions listed below.
4) Type in one of the quotations from the GoodWork Project’s interviews with young people,
and read it aloud together with the students. Have them respond in the chat room to what this
person said. Ask questions such as,
- What is this person really trying to say?
- Do you agree or disagree with what this person is saying? Why or why not?
- Looking back on the 8 people that we’ve discussed here, could any of them be examples of
what this person is talking about in his/her quote? How do you know? Do any of them contradict
what this person is talking about?
Depending on the needs of the students, the teacher may choose to start an oral, group discussion
first, and then once some students have shared ideas aloud, have them move back to the online
space to continue the discussion. The teacher could also break the class into groups, having some
of them use the online space to share their thoughts, and having others discuss their thoughts and
write down some key ideas on sticky notes to share with the class later.
5) Put away the devices, and move into a concluding discussion as a full group. Here are some
questions to use as part of the discussion:
• When might it be fun to be different online? Which person do you think is having the most fun
with their online identity?
• How might it be helpful to be different online? How might it be helpful to be the same? (Ask
for
examples from the 8 photograph pairs and based on the quotations.)
• When might it be a problem for other people? (Ask for examples from the 8 photograph pairs
and based on the quotations.) These are taken directly from the OUR SPACE document, and I
don’t know how to reference them.

Probing/ Guiding Questions
1) What other possible character do you think this person could be? Why?
2) What character do you think that this person could definitely not be? Why?
3) How is each character similar or different from its matching person?
4) What might be some possible reasons that each person chose the character that
he/she chose?
5) What are the possible benefits and harms of identity play online?
6) How could this person change his/her avatar picture to better match his/her real
identity? Would you suggest that this person make this change? Why?
Anticipating Responses
In this controlled, classroom environment, students may not wish to share what
they do online or what social networks they’ve used before, especially if they are
under the legal age. Depending on the responses that the teacher gets, he/she may
wish to replace the “raising hands” option with an anonymous slip of paper,
where students write down their responses instead. Students can also be asked to
put their heads down and raise their hands this way, so that they remain more
anonymous. This may help students overcome any concerns they have with their
peers knowing about their online identities.
Concluding Takeaways
The purpose of this lesson is to help students understand the pros and cons of
presenting themselves in certain ways online. They need to understand the
implications of what they choose to share and what they choose not to share. An
online self is often different than an offline self, but hopefully with the use of this
lesson, students will see the value in not deceiving others online as they create
their avatar selves.
Suggestions for Extensions
Send parents a link to the virtual space where the groups shared their ideas, so that the parents
can look at what was shared at home and continue the conversation there.
Have the students apply what they’ve learned at school by drawing a picture at home of what
their avatar might look like if they were to play an online game. They can draw this picture on
paper, or use an online program such as Kerpoof or an app such as DoodleBuddy. When the
students bring these pictures back to school, put them around the room, give each student a pad
of sticky notes, and see if the students can match up the pictures to the real people by
putting the correct names on each picture. This could also be done on a Lino Wall. Take
photographs of the pictures, upload them to the wall, and have students add a sticky note to each
picture with the correct name on each picture.

Matching People And Avatars
7)
8) Matching People And Avatars — Answer Key Linking Avatar and Self Perspectives
Below are quotations from high school and college students who were interviewed for the
GoodPlay Project. These are used as part of our discussion about online identity.
Arthur
“If it wasn’t for AIM, I don’t think I would have become friends with a lot of people that I am
today, like offline…. It was almost like a confidence booster…. I didn’t really ever get nervous
when I was talking to people online, especially a girl that I liked. [Online], you don’t have to
show your emotions as much, or you can hide emotions a lot easier. So, it’s a good stepping
stone, definitely.”
Robert
“It seems to happen more on MySpace than Facebook, but people usually seem to make
themselves seem cooler than they are, make a fake personality for themselves on the Internet….
If they’re faking on the Internet and you meet them in real life, you don’t know what to expect of
them…It’s sort of like a whole disconnection thing that could limit a friendship.”
Becca
“When you’re in high school and you’re in middle school, you can’t always be honest with who
you are; there’s a lot of stigma and cliques and stuff. So, when I was blogging, it was a way of
me really expressing myself and saying ‘this is me’.”
Jorge
“[B]y talking to people online, I can learn what their real point of view is because more likely
than not, they’re going to be honest because they probably will never meet you in real life. And
they want to present themselves as an honest, trustworthy person.”
	
  
	
  
	
  

Identity Play In Online Spaces
Grade: 6 (Could be done with a Grade 5 class depending on the experiences of the Grade 5
students.)
Digital Citizenship Theme: Identity
Lesson Overview
This lesson focuses on the notion of “identity” and the concept of “identity play” — the practice
of trying out and deploying different identities in different contexts in order to experience and
represent new ways of being in the world for both personal and intellectual development. (This
definition comes directly from the OUR SPACE document. I don’t know how to cite it
though.)This lesson helps students explore how identity formation and experimentation occur
through engagement with different roles, relationships, and various uses of technology. Students
will also begin to consider the ways that digital technologies offer new resources for identity
exploration and self-expression.During this lesson, students will be watching two videos, and
asked to consider how the people in the videos present different aspects of themselves as they
interact with different people and move through different contexts. Students will also be applying
these scenarios to their own lives, as they consider how identity play is relevant to them, and
how they take on different roles given different situations. The final lesson has students thinking
through scenarios where youth use alternative identities for different purposes. Students judge
whether the choices made in these identity performances are ethical.
Learning Goal
I will learn the connections between online and offline identities.I will learn to consider the
ethical dilemmas with online identity play.
Success Criteria
1) I can choose how I depict myself online.2) I can choose how I depict myself offline.3) I can
identify the connections between my online self and my offline self.
4) I can make good choices about what information I share online.
Materials Used
Laptops, Computers, iPod Touches, or iPads that have Internet Connection — One per ever three
to four students and one for the teacher. (These can all be the same devices, or they can be a
collection of different devices.)A SMART Board or Projector To Show The Videos And To
Display The Identity MapChart Paper and Markers — One piece for each group. These groups
could be partner groups or groups of 3-4 depending on student needs and resources available.
Blank Paper

Lesson Introduction
Start by a group discussion on identity in online and offline places. (Depending on your students’
willingness to share with the full class, you may wish to facilitate some small group discussions
— even giving students a list of the questions below — and then pull everyone back together for
a class debriefing.)
Questions:
• What does the word “identity” mean to you?
• What are some of the different identities that occur in this school? [Who here plays a sport?
Who plays music? Who is in student government? Who acts in plays or is part of a dance group?
Who belongs to a club?]
• Can you have more than one identity?
• In the “real” world, can people choose to be whatever identity they want?
• How about in games—can people choose to be whatever identity they want?
• Who here has played a video game? Which ones? Who are some of your favorite characters in
games? What does it feel like to play as those characters? In what ways do you behave
differently as those characters? When playing a game, is the character you’re playing in some
sense you?
• Who here has a MySpace or Facebook page? What types of things are on your page? What do
they say about you? Do you behave differently in offline and online spaces? (Technically your
students are too young to be on these social networks, but they may still be involved. In our
Board, I might ask something like, Who here has a Commons profile page?)
• What is the relation between online and offline identities? Is it possible for an online identity to
feel “more real” than an offline identity? (These questions come directly from the OUR SPACE
document. I don’t know how to cite it though.)
Lesson Instructions
Activity #1: Exploring Identity Play1. Have students watch the profile of Dylan:
http://www.edutopia.org/digital-generation-profile-dylan. In this video, we see Dylan use online
tools in many different ways, from creating websites to gaming.2. Hand out the laptops, iPod
Touches, and iPads, and have students go into a group on the Commons, Adobe Connect,
FirstClass instant messaging, Twiducate, Edmodo, or Today’sMeet. (Please note that many of
these online spaces require a free sign-up, and will need some work done in advance to set-up a
room or group.)
The teacher should start typing in these questions:
1) What roles does Dylan play (e.g., student, website designer, gamer, son), and what are some
of the activities that he does and some of the tools that he uses in performing these roles?
2) What responsibilities does Dylan have to each of these contexts?
3) How does he structure his time so that he’s able to meet each of his responsibilities?

4) Dylan uses his real name in some spaces and a fictitious name in others? How does this shape
his identity in each space?
5) What aspects of his personality are most visible as we watch him interact in these different
spaces (e.g., being more serious or more playful)?
6) Are there things he changes about himself? (i.e., Does he dress or act in a different way when
online versus offline?)
The teacher may wish to pose a few questions at a time, have students respond, question each
other’s responses, and even follow-up with other questions for them. As the discussion starts to
quiet down, the teacher can pose a couple more questions.
3. View and then discuss the profile of Sam from the George Lucas Foundation’s Digital
Generations Project – http://www.edutopia.org/digital-generation-profile-sam. Again, you can
use the same online format that you used for Dylan’s discussion for Sam’s one.
1) Sam is short for Samantha. Why might she choose to adopt this nickname?
2) What does Sam mean when she describes new media as her “second life”? What
relationship has she constructed between her “first” and “second” lives?
3) Sam says that “I can be a different person if I want” when she takes on an avatar in
World of Warcraft. What do you see as the advantages and downsides of this ability to
transform identities?
4) How many different ways do we see Sam change her self-presentation in the course of
this short video?
5) Sam enjoys directing her friends in videos and advises others on how to construct their
avatars. In what ways do these activities also reflect her interest in “identity play?” (These
questions come directly from the OUR SPACE document. I don’t know how to cite it though.)
4. Put back the devices, and transition to a discussion on identity play. On the SMART Board or
with a projector and screen, put up a copy of Sam’s Identity Map (at the end of this lesson). Get
students into partners or small groups of 3-4 students. Give each group a piece of chart paper and
a marker. Have the group use the chart paper and the marker to construct his/her own identity
map for Sam, filling in the missing places. The group can use the categories, but write ideas
underneath each one.
5. When the groups have finished their identity maps for Sam, put them up around the room, and
let the students go and look at the different maps. What do they notice? What is the same about
the ideas on the map? Is anything different? What? Discuss some of these similarities and
differences as a class. The teacher may even want to construct a group identity map for Sam
from the ideas generated during the discussion.

Activity #2: Personal Identity Maps
Using Sam’s identity map as a guide, have students create their own personal identity maps.
These can be done on a blank sheet of paper or on a computer using a graphic organizer
program such as Smart Ideas. Students need to write down the different roles that they play in
different contexts (e.g., student, family member, hobbyist, etc.). Encourage students to also add
into their online identities (e.g., online video game).
As part of their identity map, students need to describe their various identities, by writing down
their name, demeanor, and appearance for each one. The idea is for them to realize that we can
have different senses of self (called “identities”) depending on a given situation or context. Point
out that even the act of choosing to emphasize one category or marker (such as appearance or
mannerism) over another (such as activity or function) reflects the identity they are performing in
that context.This line is taken right from the OUR SPACE document, but I don’t know how to
cite it.
When students are done, they can share these maps in small groups or with the whole class, or
they can even be kept private. Students may even ask for some input from others. Having some
students share what they created will help continue the discussion of identities, and how we all
have many different identities, and can act and even look differently given different contexts.
Probing/ Guiding Questions
Exploring Identity Play Activity:1. Why do you think he/she acts this way in this context?
2. What would happen if he/she did ____________________ instead? (Teachers can fill in the
blank with different ideas to see if students understand the reasons for the people’s choices.)
3. (Give a particular context.) Then say: Would you make the same choices that Dylan (or Sam)
made? Why or why not?Personal Identity Maps Activity:
1. What does the word “identity” mean to you?
2. Were you surprised at how many different identities you have?
3. Imagine that people you know from the classroom (students or teachers) encountered you in
the online space you identified. What do you think would be most surprising to them about how
you perform identity and why? What if someone from the online space encountered you in the
classroom? (May only want to ask this question if it applies to the students in the class. It may
not considering their age.)
4. How might you change your behavior if you knew your teacher or classmates were watching?
5. If you decided you wanted to change your identity in the classroom, would this be difficult?
6. If you decided you wanted to change your identity in an online space, what would be easy or
difficult about doing this?
7. How do you think the Internet has changed how we think about identity?(These questions
come directly from the OUR SPACE document. I don’t know how to cite it though.)
Anticipated Responses

Given that this is a classroom context, students may not all wish to be up front about the roles
that they play online. If students are not sharing this information through class discussions, the
teacher may wish to have students write down this information and submit it to the teacher
anonymously.Students may also try to give responses that they assume to be the “right” ones.
They may say that they would not take on other identities online. Push back and ask why. Give
students different scenarios to see how they would act if given different circumstances. Look at
the contributions from the few students that may admit to different online identities, and use
these as examples for the class to learn from together.
Concluding Takeaways
The purpose of this lesson is to have students think about identity as both a concept that applies
to them and as a “thinking tool” for analyzing ways that people take on different identity roles in
different places for different purposes. As the digital realm offers a new arena for the
exploration of identity, a major goal of the lesson is to introduce students to the ethical
dimensions of identity play, specifically the consequences of individual identity performances at
both the personal and the community level.
Suggestions for Extensions
Send parents a link to the virtual space where the groups shared their ideas, so that the parents
can look at what was shared at home and continue the conversation there. Also send parents a
link to these Digital Generation Youth Portraits, allowing them to watch different videos with
their children at home and continue the discussion on identity.The teacher can also look at some
online identities that were mentioned on the students’ personal identity maps, and display some
of these identities on the SMART Board or on chart paper. Have students look at these different
identities and write down on a sticky note any ethical concerns that they can see with students
taking on these different roles. Students could also record what might be good about these roles
and what might be the problems with these roles. Use the ideas generated here as a starting point
for students to brainstorm a list of what they can all do to stay safe online. Please note that this
brainstorming session could also be done on a Lino Wall. The teacher could add sticky notes
with the different online identities, and then students could add their sticky notes with their
thoughts about each of these identities. They could even brainstorm their list of “safety ideas”
here, or this could be done through a group on the Commons, through Adobe Connect, through
FirstClass instant messaging, through Today’sMeet, through Edmodo, or through Twiducate.
Sam’s Identity Map
Blank Identity Map To Use As A Guide With Students
	
  
	
  
	
  

Privacy Overview
Taken from Our Space: Being a Responsible Citizen of the Digital World, Privacy Overview
The Privacy Unit is designed to encourage young people to reflect on the opportunities and risks
associated with the capacity to share information with vast audiences on the Internet. A strong
emphasis is placed on the responsibility to consider potential effects on oneself and on others of
disclosure and concealment of information online. Traditional notions of privacy are being
challenged by new media environments in which youth heavily engage. Online social networks,
forums, and blogs provide rich opportunities to network, communicate, and share information
with vast audiences.
There are both promises and risks for young people associated with these opportunities. By
creating a profile and sharing at least some personal information online, a young person can
participate in small, private online communities or large, public networks. Youth who lack
offline supports may turn to online forums and communities. In these contexts, participants can
post anonymously in order to protect their identities as they share sensitive information, obtain
needed support, or give support to others.
At the same time, disclosing information online can be harmful to youth if they fail to consider
the ways in which the information they share about themselves and others could be used. Danah
Boyd describes four properties of online environments that suggest the need for caution. These
properties include the persistence, searchability, and replicability of information posted online,
and the presence of invisible audiences.1 Given these properties, the everyday decisions young
people make regarding what to disclose, to whom, and how, become urgently important. Youth
need to be in the habit of reflecting on the potential consequences, for themselves and for others,
of such decisions.
Key Questions
• What are the boundaries of sharing information about oneself and others online?
• What are the potential benefits of being able to share information online? What are the
potential harms—to yourself and to others?
• In what circumstances can concealment of personal information—and anonymity—
be beneficial versus harmful?
1 Boyd, Danah.(2007). Why youth (heart) social networking sites: The role of networked publics
in teenage social life. In D. Buckingham, (Ed.), Youth,’identity’and’digital’media. Cambridge,
MA: MIT Press.
Unit Lesson Overview
Facebook for all, What is Private?
Trillion Dollar Footprint/Digital Footprint

What Info Can Websites Gain About You When Visiting Them?
Strong Passwords
Protecting Your Personal Information
	
  
	
  
	
  

What is Private?
Grade: 5 and 6
Digital Citizenship Theme: Privacy
Lesson Overview
This lesson is designed to have the students explore the concept of privacy, both online and
offline. The students will create mock social network profiles for a caring adult in their lives.
Throughout this process the students are asked to review their own ideas around privacy, and
compare them to those of their caring adult. After the lesson, the students are encouraged to
share the mock profile with their caring adult to create discussion around what needs to be
private and what they are allowed to share.
Ethical thinking skills highlighted in this lesson:
• Perspective-Taking—Both online and offline, standards of privacy vary among communities,
contexts, and individuals. Being able to understand and take the perspectives of others in regards
to privacy helps users of online communities participate responsibly and ethically.
New media literacies highlighted in this lesson:
• Networking—the ability to search for, synthesize, and disseminate information
• Judgment—the ability to evaluate the reliability and credibility of different information sources
• Negotiation—the ability to travel across diverse communities, discerning and respecting
multiple perspectives, and grasping and following alternative norms.
There are a few key privacy considerations that are unique to online settings and may arise in
subsequent discussion around this lesson:
• Unknown audience—the size and scope of the audience in many online spaces is vast and
unknowable.
• Searchability—with increasingly advanced search technology, almost any information is
available for public consumption.
• Replicability—content online can easily be copied, pasted, and sent or published to any
number of contexts where it may be considered inappropriate.
• Persistence—if content has been replicated and published in multiple places online, it may be
difficult or impossible to take it off the Internet
NOTE: Please be aware that this lesson asks students to create a mock social network profile for
a third party. Out of respect for the privacy of others, the teacher/facilitator should make it clear
that students should NOT share specific details of the profile with others, including the
facilitator. The purpose of the activity is to provide students an opportunity to reflect on the
differing standards of privacy online rather than to disclose personal information. In the
discussion portion of the lesson, students should be able to talk about general types of
information that they might share without disclosing specific details.

Learning Goal
We are exploring the different levels of privacy that exist online.We will identify our own
standards of privacy and discuss the similarities and differences that we discover when we
compare them to a caring adult.
Success Criteria
I can communicate the different levels of privacy that exist online.I can articulate my own
standard of privacy and compare it to the standards of privacy of my caring adult.I can
demonstrate my knowledge of that an online community has multiple levels of privacy.
Materials Used
- Article “Student suspended following online rant against teacher sues”
- “Youth Perspectives on Privacy” Student edition and Facilitators edition
- blank “Facebook” profile
Lesson Introduction
1.) Read the accompanying article titled, “Student suspended following online rant against
teacher sues”. The purpose of the article, about a young high school student, is to have the
students think and reflect about their own online privacy and what does it mean to have privacy
in an online forum. Use the following questions to guide the discussion:
- Do you think the school has a right to suspend him? And kick him out of the honour society?
- Who is allowed to view his online writing?
- Should Minor Doe have an expectation of privacy online? Why or Why not?
Lesson Instructions
2.) Shared reading: the “Youth Perspectives on Privacy” Student Copy. This reading contains
quotes of young people who have expressed how they felt about privacy while being online. The
young people have expressed many different viewpoints of what privacy is, and ways that they
approach privacy while online. While discussing each quote, use the “Youth Perspectives on
Privacy,” Facilitator’s Copy to help with your guiding questions. Once you have read through all
the quotes, have the students write a short paragraph outlining “Which quote(s) best represents
the way you think about privacy while online? Use information from the text and your own ideas
to justify your answer.”
Write out on an anchor chart the following, ensuring the students are aware of the proper way to
write a paragraph using the better answers model. I can use the better answers to answer the
question
- An exciting introduction that explains my point of view
- At least three points to back up my point of view

- A connection
- A conclusion wrapping up my opinion of Privacy
I can use information from the text and my own ideas to justify my answer
3) Have the students think of a caring adult in their life (ie. Parent, teacher, family friend, etc.).
Once the students have thought about their caring adult, introduce the blank “Facebook” page.
Advise the students that they will be filling in the blank “Facebook” page for that caring adult.
Have the students fill out the profile based on the information that they know about that person,
and keeping in mind how that person would like to be represented.
Tell the students that they need to assume that the profile will be open to the public (e.g. not just
for people of a specific profession or other specialized group).IMPORTANT NOTE: Out of
respect for the privacy of others participating in this activity and of the subject of your profile,
the students SHOULD NOT share your completed profile form with others, including the
facilitator. They should work on this lesson individually.
When the entire class has filled out the profile template, lead a class discussion using the
questions below as a guide
Probing/ Guiding Questions
1. How did you choose what to include in your caring adults profile? Was there anything you
didn’t feel comfortable including? Why? Have you ever read information about someone on an
online social network that made you uncomfortable?
2. When you were creating the profile, did it matter that it was open to the public? Is the
information on the profile appropriate for their work, their friends, and you? Why or why not? If
it is not appropriate for all of the settings, why is it inappropriate?
3. Without saying what it is, did you not include any important information (eg. birthday,
relationship status, hometown, etc.)? If yes, why? Did you make any information up? Why? Did
you include anything humorous? Why? Please explain?
4. Would you change the profile if it was private? If so what would you change? Why or Why
not?
5. Do you think your caring adult would change anything about the way that you have created
their profile? Why or Why not?
Anticipating Responses
1. – I just wrote what I knew.
- I didn’t include their address because I am always told not to put my address on the internet
- When one of my friends says someone mean, it doesn’t make me feel good
2. - No it didn’t matter
- Yes, all of those people won’t care what I put on their profile
3. - I didn’t include their address because I am always told that I should put my address on the
internet.
- Yeah, I made up some of their friends, and their birthday because I don’t know it.
- No, I wasn’t really trying to be funny
4. - No, I don’t think anything that I included was inappropriate. Maybe the birthday, because
they probably wouldn’t want everyone know how old they are.
5. - Yeah, I don’t think they would include their birthday because they wouldn’t want everyone

knowing how old they are. And maybe their Hometown because that is kind of like their
address. Exactly, if it had to be public, they might not of put any of those things down, maybe
just their name.
Concluding Takeaways
By facilitating the discussion around creating a Facebook page for their caring adult, it allows the
student to reflect about the multiple standards of privacy that people might have. Furthermore,
having the students pick a caring adult, not a peer, might demonstrate the inter-generational
difference that adults and youth have. A recognition of these multiple perspectives is important
for young people to acknowledge because it allows them to think about the different privacy
levels, see all of the consequences, and make conscious decisions about their own privacy.
Suggestions for Extensions
At School Extension
1.) As a group explore two different online profiles consider what type and how much personal
information people generally post about themselves in each one. Have the students discuss what
different privacy levels are in both profiles.2.) Demonstrate an online space and show the
different groups of people who can see some or all of what you post there (e.g. close friends,
classmates, parents, siblings, etc.). Next, explain how you can manage the different privacy
levels for all of the different groups

Student suspended following online rant against teacher sues
By JUDGE TOM JACOBS
An unnamed senior at Brusly High School in the Baton Rouge area of Louisiana finds himself in
federal court because of an online post he wrote about a teacher.
Minor Doe (as he is referred to in the lawsuit) wrote a critical comment about his literature
teacher. It was written on his own computer at home in his bedroom. He posted it on his
Facebook page and formatted it so that it was visible to only 10 friends who also had Facebook
accounts. Before school the next day, he deleted the rant from his page.
However, one of the recipients of the post took a cell phone picture of it and sent it to the named
teacher via text message. The teacher sent it to the principal who contacted Minor Doe’s mother
who happened to be a teacher in the district. When they met, Mrs. Doe was told her son would be
suspended for five days because he violated the school’s “improper use of the Internet” policy.
After requesting leniency, the punishment was reduced to a two-day in-school suspension and
removal from the school’s honor society.
Minor Doe’s mother was unsuccessful in discussing the situation with the school superintendent.
Her son served the two-day suspension during which time he missed in-class reviews for two
exams the next week. Although he had As in both classes, he performed poorly on both exams
and requested to retake them. His request was denied.
In his lawsuit against the school board, principal and superintendent Minor Doe wants the school
to remove the incident from his record and not report it to college admission officials,
reinstatement in the Honor Society and a retake of the exams.
Superintendent David Corona of the West Baton Rouge School District commented that “This is
about a student who was suspended for using extremely offensive language in referencing a
teacher on Facebook. Obviously, using offensive language about a teacher is one of the things
our policy prohibits,” Corona said.
The issue is whether the school overreached its authority or did Minor Doe violate a school rule
requiring discipline. What do you think of what he said? Is it offensive or vulgar? Does it cross
the line of what’s considered protected speech? Remember the message was written in the
student’s home and deleted approximately 10 hours later.
The federal court will decide this case and it could end up before the Supreme Court. Because of
the facts alleged in this case, it is one to watch as it proceeds through litigation. We’ll keep you
posted. You can read the actual complaint filed in federal court in October, 2011 here.
http://reportergary.com/2011/11/student-suspended-following-online-rant-against-teacher-sues/
Youth Perspectives on Privacy,
Facilitator Copy

Brandon
“What makes me feel secure [about my privacy online] is everyone is human, so anything I
could say, I’m sure someone is saying something worse…. I feel like definitely a really small
fish in a huge sea, and that sea is just getting bigger and bigger. I also kind of taught myself to
not worry about it. Well, at first I was kind of really self-conscious on the Internet, but over time,
I kind of lost that part of me.”
This quote demonstrates how Brandon considers the issue of the unknowable audience—it
makes him feel more secure in his online disclosures. He says he has become less sensitive and
worried about online disclosures.
Questions to consider: Does the vastness of the Internet make you feel more or less secure
regarding your privacy? Do you think the Internet is changing how people think about privacy?
What are the benefits and risks associated with this perspective on privacy?
Cristina
“If you’re on Facebook, you really don’t have that much privacy. But the nice thing about a
network site like Facebook is it gives you the personal option to limit your privacy. You can
make yourself invisible. But if you’re going to be on a social networking site, there’s really no
point to be absolutely invisible and not available to people. The purpose is to network and have
people be in touch with you.”
Cristina brings to the fore the issue of searchability, pointing out that Facebook and other online
social networks exist for the explicit purpose of disclosing information and finding information
about others.
Questions to consider: How important is it for you that people can find information about you
online? What are the benefits and risks associated with this perspective on privacy?
David
“A friend of mine wrote something [on his blog] about how he was feeling suicidal or
something, and someone at the school found it and put him in a youth hospital, the adolescent
care unit. And it sort of made me realize, maybe not at that time, but I’ve sort of seen since then
that what you do online has real world consequences.”
David’s quote also raises the issue of unknown audiences and how disclosed information is
perceived or interpreted by the audience.
Questions to consider: When you post information about yourself or others online, do you
consider how it might be interpreted by others? If so, does that affect what you post? How? What
are the benefits and risks associated with this perspective on privacy?
Stephanie
“To me [privacy on my blog] means being able to kind of control who can see it at times when I
need to, and at other times, fine—that the world can read it, it’s really okay.”Stephanie’s quote
raises the question of how much control a person can have over the information he/she posts
online at a time when information can be replicated and spread rapidly over the Internet.

Questions to consider: How much control can you expect to have over information that you post
online? Do you feel comfortable with the amount of control you have over your personal
information online? Why or why not? What are the benefits and risks associated with this
perspective on privacy?
Thomas
“I think [the Internet] is a pretty public place, and if you have things on there, you shouldn’t care
if people can be able to see them. And if there’s something you don’t want people to see, you
shouldn’t [post it]…. Again, usually if a picture is online, it’s pretty open, and who’s to say
they’re not supposed to be looking at it? I know if I was going to look at a picture and it’s online,
I would think to myself, ‘Well, it’s here, no one is telling me not to look, so why can’t I?’”
Thomas’ quote once again highlights the issue of unknown audiences online and the tensions
inherent when people approach online interactions with different expectations for privacy.
Questions to consider: In your opinion, should people have an expectation for privacy online?
Why or why not? What are the benefits and risks associated with this perspective on privacy?
Julia
“I would say my LiveJournal—it’s exactly who I am. It’s exactly what I’m feeling, exactly what
I think about everything, things that you don’t really feel like you can trust people to tell or that
you can express to someone. Like if I have a problem, it’s really hard for me to talk to someone
face-to-face, so through there, I can just let it all go.”
Julia highlights one of the benefits of online disclosure—she feels more free to express her
thoughts and emotions without worrying about being judged by others. Not having to face people
directly also offers her more time to reflect and think through problems in her life.
Questions to consider: Do you find it easier to communicate with others when you don’t have to
see them face-to-face? What might be the harms for Julia if she “lets it all go”?
http://www.goodworkproject.org/ourspacefiles/V_B_Facebook_for_All_Our_Space.pdf
Youth Perspectives on Privacy,
Student Copy
Brandon
“What makes me feel secure [about my privacy online] is everyone is human, so anything I
could say, I’m sure someone is saying something worse…. I feel like definitely a really small
fish in a huge sea, and that sea is just getting bigger and bigger. I also kind of taught myself to
not worry about it. Well, at first I was kind of really self-conscious on the Internet, but over time,
I kind of lost that part of me.”
Cristina
“If you’re on Facebook, you really don’t have that much privacy. But the nice thing about a
network site like Facebook is it gives you the personal option to limit your privacy. You can
make yourself invisible. But if you’re going to be on a social networking site, there’s really no

point to be absolutely invisible and not available to people. The purpose is to network and have
people be in touch with you.”
David
“A friend of mine wrote something [on his blog] about how he was feeling suicidal or
something, and someone at the school found it and put him in a youth hospital, the adolescentcare unit. And it sort of made me realize, maybe not at that time, but I’ve sort of seen since then
that what you do online has real world consequences.”
Stephanie
“To me [privacy on my blog] means being able to kind of control who can see it at times when I
need to, and at other times, fine—that the world can read it, it’s really okay.”
Thomas
“I think [the Internet] is a pretty public place and if you have things on there, you shouldn’t care
if people can be able to see them. And if there’s something you don’t want people to see, you
shouldn’t [post it]…. Again, usually if a picture is online, it’s pretty open, and who’s to say
they’re not supposed to be looking at it? I know if I was going to look at a picture and it’s online,
I would think to myself, ‘Well, it’s here, no one is telling me not to look, so why can’t I?’”
http://www.goodworkproject.org/ourspacefiles/V_B_Facebook_for_All_Our_Space.pdf
http://community.prometheanplanet.com/cfs-filesystemfile.ashx/__key/CommunityServerBlogs-Components-WeblogFiles/00-00-00-01-22/0383.facebook-template.jpg

	
  
	
  
	
  

Digital Footprint
Grade: 5 and 6
Digital Citizenship Theme: Privacy
Lesson Overview
This lesson introduces students to the concept of the digital footprint. Writing an email, posting
on a friends social network page, basically everything you do online leaves an imprint. This
imprint leaves little pieces of information on your computer, on other computers, and on servers
throughout the world, where people and read and learn about who you are. All of these pieces
of information that you leave all around is called your digital footprint. When you look at
someones online profile, or who they are friends with, you are looking at a glimpse of their
digital footprint.
Ethical thinking skills highlighted in this lesson:
Roles and Responsibilities—To be an ethical participant in communities, it is important to
understand and fulfill one’s role and the responsibilities that come with it. Be sure to highlight
the various roles present in this activity (friend, Facebook user, journalist, producer, private
investigator, reality-TV contestant) and the particular responsibilities to protect others’ privacy
that come with each role.
Perspective-Taking—The potential for misinterpretation online is heightened as a result of the
nature of new media technologies. In evaluating the content of Jason and Linda’s profiles,
encourage students to take their perspective and think about the many possible motivations and
meanings behind what they post online.
New media literacies highlighted in this lesson:
Networking—the ability to search for, synthesize, and disseminate information.
Judgment—the ability to evaluate the reliability and credibility of different information sources.
Negotiation—the ability to travel across diverse communities, discerning and respecting multiple
perspectives, and grasping and following alternative norms.
Learning Goal
We are learning what is a “Digital footprint”.
Success Criteria
I can define “digital footprint”
I can consider the types of information that make up one’s digital footprint, the audiences that
may see it, and the people beyond oneself who may help shape it.

I can articulate how and why to take care of my own digital footprint and the digital footprints of
others.
Materials Used
Case Study 1 and 2
Computer
Projector
Access to the internet for:
http://www.commonsensemedia.org/videos/privacy-video-vignette-evas-story-6th
Lesson Introduction
Explain to students that there are many ways that sharing information with others online can be
fun and rewarding, e.g., that chatting over IM with friends or sending photos to grandparents can
be two positive ways of sharing information.
In small groups have the students brainstorm different ways that they share information for fun
with others online. After the brainstorming, have some students share some of the websites that
their groups discussed using a computer, or computer and projector.
Lesson Instructions
Explain to the students that sharing information can be fun, but they still need to take some
precautions because private information can easily become public, and in a lot of online
communities your posts are public by default. Furthermore, most of the information that the
students post can be searched, can be viewed by huge invisible audiences, and can be copied,
changed, and spread very quickly.
Show the video clip http://www.commonsensemedia.org/videos/privacy-video-vignette-evasstory-6th
Facilitate a discussion around the video clip of Eva. See probing/guiding questions.
Then in small groups (3-4) have the students choose either Case study 1 or 2
(commonsensemedia.org) and complete the accompanying questions.
Probing/ Guiding Questions
1. What do you think Eva and her friends were instant messaging about? What perspective do
you think Eva’s parents had? What would have made them upset?
2. Do you think it was right the Dad of Eva’s friend to be reading the instant message transcript?
Why do you think parents might want to be keeping an eye on young children while online?

3. What consequences for Eva might occur due to her parents finding out about the instant
messaging? How might Eva’s parents view of her change due to the instant messaging?
4. Do you think Eva would have said the things that she did online, if she was having the
conversation offline? Do you think people say things differently while online compared to off?
Why/Why not?
5. What does Eva mean when she says, “Stuff online is not private”? Is it hard for information
online to spread quickly, to large audiences? Is it easy to get rid of information online?
Anticipating Responses
1) – I think that her and her friend were planning of doing something mean to another student
- I think that they were swearing
- I think they were saying mean things about their teachers.
2) – Yes it was right of Eva’s dad to read the instant messages. She is too young to have that
much privacy.
- Her dad was just trying to protect her, there are a lot of weirdo’s out there
- No way, I would be no mad at my dad if he looked at all of my messaging.
3) – She could get grounded, or no internet for a month
- Her parents might think that she is not responsible enough to use the internet all by herself
- She probably won’t be able to use the internet with friends for a long time.
- She might not be able to see the other girl
4) – I don’t think she would have said the bad things.
- You think more about yourself when you are online. It is not right because it is not right to
say bad things about others no matter what.
5) – She means nothing is private online.
- It is very easy for information to spread online, way faster than offline.
- I think it is hard to get rid of information while online
Concluding Takeaways

Your digital footprint is changing every single time you go online. There are many people that
view and contribute to your digital footprint. As well, you view and contribute to many other
people’s digital footprints. Over time, you will probably find yourself in a role similar to the one
we talked about today. It is essential that you reflect upon what we have discussed and think
about others while online. As we did today, try to put yourself in that person’s shoes, be careful
of interpreting things, and respect his/her digital footprint.
Suggestions for Extensions
At School Extension
In groups, have students write scripts modelled after the short video of Eva. The stories should
be about something that was supposed to remain private but became public online. After, the
students can you video cameras and record their plays. If video cameras are not available, the
students could create a cartoon either with paper and pencil or bitstripsforschools.com or
comiclife.com
Case Study 1
Emma’s Secret Crush Goes Viral
Over the past few weeks, Emma has developed a huge crush on José. She thinks he might like
her too. She knows gossip travels like lightning at school, so she tells only her best friend,
Chantal, by texting her after school: “Do you think Jose likes me? I kinda have a little crush on
him.” Emma also swears Chantal to secrecy over the phone later that night. Though Chantal
vows to keep her secret, she forwards Emma’s text to Zeke, who forwards it to a friend,
who…you know the rest! The next day at school one of the soccer players, Ted, texts Emma:
“Emma+Jose=so adorable”. Emma is shocked and embarrassed because she told only her best
friend, and then swore her to secrecy.
1. If you were Emma, what would you do when you got Ted’s text? Who, if anyone, is most at
fault for spreading Emma’s secret?
2. How would this situation be different if Emma had told her friends about the crush in person
instead of by sending a text message?
3. How could Emma resolve or fix the situation herself? Is there a way she could make the
situation better?
4. Has anyone ever shared information about you or someone you know over IM, text, the
Internet, etc. that you wanted to keep private? If so, what did you do?
commonsensemedia.org
Case Study 2
My Secret Diary… Sort Of
Tommy has been writing an online blog about his life that he thought was pretty private because

he used a user name that wasn’t his real name. But when his parents ask him why he decided not
to try out for the basketball team, Tommy figures out that they have been reading his blog,
because it’s the only place he describes being picked on for being so short. Tommy is annoyed
and surprised because he never told his parents about the blog and certainly didn’t give them his
user name to access it. His blog is technically public, but he didn’t think anyone could connect
his blog with the “real” him. Tommy later finds out that his best friend’s parents told his parents
about the blog.
1. What would you say, if anything, to your parents if you were Tommy? (Guide students to
consider the various consequences of making information public. Specifically, students should
know that such information can be searched; copied and passed on; seen by a large, invisible
audience, and can be persistent or even permanent.)
2. How is Tommy’s parents’ reading his blog similar to or different from reading a diary that
he’s written in a notebook or paper journal?
3. Do you think it’s fair for Tommy’s parents to read the things he posts on the Internet, given
that his blog is technically public? Why or why not?
4. Why might Tommy’s parents want to read his blog? Given these reasons, how would you
react if your parents asked to read your email or text messages?
5. Have you ever been in a situation where your parents or someone else has asked to read
something that you felt was private? If so, how did you feel? What did you do?
commonsensemedia.org
	
  
	
  
	
  

What Info Can Websites Gain About You When You Visit Them? – Privacy
Grade: Grade 6
Digital Citizenship Theme: Privacy
Lesson Overview
This lesson is designed to have students realize that they are leaving a traceable record of their
Internet use, one which advertisers use to target them every time they log on to the Internet.
They will also learn to ‘read’ what an IP address is. Whether they are using the Internet for their
own personal use, or for academic use, students need to be aware that they are creating a user
‘profile’ with each click they make – one that can be used by third parties to ‘target’ them with
profile specific advertising.
Learning Goal
To have students be consciously aware that things they do on the Internet are not exactly as
private as they think they are.
Success Criteria
Using the current Language curriculum document (Grade 6: Media Literacy, pages 117 – 119)
the following curriculum strands are covered in this lesson:
1.6 identify who produces various media texts, the reason for their production, how they are
produced, and how they are funded
2.2 identify the conventions and techniques used in some familiar media forms and explain how
they help convey meaning and influence or engage the audience
I am learning to:
·

Understand how people collect data about me when I’m on the Internet

I will be able to:
·
Be consciously aware that when I’m on the Internet information about me is constantly
being collected and used in targeting me for certain on-line advertisements
Materials/ Resources
Materials:
·

Smartboard or Laptop with a Projector

Resources:
·

Computer lab or mini-lab

·

Sitemeter Blackline Master (see Appendix A)

Online Resources:
·

http://www.sitemeter.com (Sitemeter homepage with links to both tours)

·

http://www.whatismyip.com/faq/what-is-an-ip-address.asp (IP Addresses Explained)

·

http://www.youtube.com/watch?v=ka4tCkYXHiE (How Google Ads Work)

·

http://www.youtube.com/watch?v=kAlRFcYbAxs (How Facebook Ads Work)

Lesson Introduction
Start discussion with the simple question, “If I were to ask you what your street address is would
you be able to tell me?”
Then ask the class, “Why is it important for us to have street addresses?” After listening to some
of their responses then ask them, “Based on the answers I just heard, are there any additional
advantages to having a street address?” Record their answers on either the blackboard or on the
Smartboard.
After a brief discussion about the advantages of having a street address then ask them, “What are
some of the disadvantages to having a street address?” Record their answers on either the
blackboard or on the Smartboard.
Now kind of change the topic a little bit and ask them, “Did you know that every electronic
device has it’s own address similar to that of your own street address?”
Lesson Instructions
Step 1: Pull up the website http://www.whatismyip.com/faq/what-is-an-ip-address.asp on your
smartboard or projector (if neither are available then print off the info from the site and
photocopy for the class). Explain to the class the digital equivalent of your street address is an IP
address. Discussion should focus around the fact that everywhere you go on the Internet it is
your IP address that allows your computer to communicate with those that are running the
websites you visit – and those websites keep your IP address on file and collect knowledge about
you every time you click on something.
Step 2: Ask the class, “Does anyone know what a website tracker or site meter is?” The most
obvious answer will be that “it is something that keeps track of how many visitors visit a

website”. Explain to the class that that answer is only partially correct as a website tracker or site
meter does a whole lot more than just collect how many people visit the site.
Step 3: Hand out the Black Line Master in Appendix A entitled ‘Sitemeter Exercise’ and then
have them go to the website http://www.sitemeter.com and have them complete the tasks
outlined in the handout.
Please note there are several ways you can do this;
1) Have them at their own computers each completing the task individually and take up the work
as a large group discussing each question in order.
2) Have them work in groups of two or three monitoring their “Talk on Task” throughout the
exercise and take up the work as a large group discussing each question in order.
3) Do this as a large group lesson either through a telecast in a computer lab or on a smartboard
(this works well especially if no computers are available) and discuss each question and answer
as a group.
The most important part of this exercise to for them to realize how much information is being
collected about them from just one simple visit to a website. Everything from their IP address to
their city and type of computer operating system can be collected.
Step 4: Make sure you pay special attention to the answers given to the questions in the
Connections portion of the Black Line Master by documenting their answers on the blackboard,
smartboard, or on chart paper.
Now have them watch the two online videos about ad placement on Google and Facebook.
· http://www.youtube.com/watch?v=ka4tCkYXHiE (How Google Ads Work)
· http://www.youtube.com/watch?v=kAlRFcYbAxs (How Facebook Ads Work)
Step 5: After watching the videos have them work in groups of 3-5 and have them come up with
‘better’ answers (if needed of course) to the connection questions from Appendix A that you
have up on the blackboard, smartbord, or chart paper.
Step 6: Take up their ‘better’ answers as a large group and come up with a consensus of answers
to the questions from those offered by the smaller working groups.
Step 7: Using the information determined from Step 6 have each group come up with a ‘User
Privacy Info Anchor Chart’ to remind those using the computers that everything they do on the
Internet is being monitored and recorded. These anchor charts can be posted in the classroom,
computer lab, or any other place where computers are used.
Probing/ Guiding Questions

1) “If I were to ask you what your street address is would you be able to tell me?”
2) “Why is it important for us to have street addresses?”
3) “Based on the answers I just heard, are there any additional advantages to having a street
address?”
4) “What are some of the disadvantages to having a street address?”
5) “Did you know that every electronic device has it’s own address similar to that of your own
street address?”
6) “Does anyone know what a website tracker or site meter is?”

Anticipating Responses
1) “Yes,” or “I don’t know because I just moved into the survey”.
2) “So people know how to get our house.” “So we can get our mail.”
3) “For Emergencies” “For filling out forms, or applications, because some businesses require
you to have an address in order for you to use their services”.
4) “People know where you live, like bad people or people you don’t want to hang out with.”
5) “No,” or “Yes, it is called an IP address.”
6) The most obvious answer will be that “it is something that keeps track of how many visitors
visit a website”

Concluding Takeaways
Through this exercise it is hoped that the students will understand how and why websites collect
data about them each time they visit and why it is important to be aware that everything they do
on the Internet is being recorded somehow by others who might be building user profiles about
them like Google and Facebook do and then take that information (including your IP address)
and sell it to other people who might be interested in targeting you for their products and services
that are offered over the Internet.
Appendix A
Sitemeter Exercise
Using the Basic Tour answer the following:

What is a Site Summery and what info is provided?
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
___________________________________
In the Details part name and explain 5 important pieces of information that the Sitemeter
collects?
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
___________________________________
What is the difference between page views and visitors?
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
___________________________________
Using the Premium Tour Answer the following:
What is a Visitor Path?
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
___________________________________
Why would a website owner want to know the search words a visitor used to get to his site?
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
___________________________________
What is Referral Ranking?
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________

______________________________________________________________________________
______________________________________________________________________________
___________________________________
Connections:
Why would someone want an invisible Sitemeter on their page?
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
___________________________________
Why would someone want to save the details about their last 4000 visitors? What else can they
do with that information?
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________
Why is it important for you to know that everything you do on the Internet is recorded and used
by other people? What must you always assume while you are on the Internet?
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________
When you use the Internet and you see the advertisements on Facebook, Youtube, Blogger, etc.
have you ever noticed that they are usually advertising things you are interested in? Why is that?
Explain your thinking.
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________

______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________
What can a website owner do with the detail information they collect about their visitors other
than use that info to develop their own site? Think carefully about your answer.
______________________________________________________________________________
_____________________________________________________
	
  
	
  
	
  

Strong Passwords
Grade: 4-6
Digital Citizenship Theme: Privacy
Lesson Overview
In this lesson, students will understand the importance of using safe and secure passwords.
Students will take part in group activities to investigate strategies to create secure passwords.
Students will also watch several videos and use an online program to determine the strength of a
password they have created with a partner.
This lesson has the possibility of students working in partners using a chat room. This could be
through HWDSB Commons in a group (for more information on how to use the group function
of the HWDSB commons, visithttp://commons.hwdsb.on.ca/support/groups-vs-blogs/), Adobe
Connect, FirstClass instant messaging or alternatively in a program such as Today’sMeet,
Edmodo, or Twiducate . The teacher will be facilitating the conversation by having students take
part in different discussions using one of the online programs. Their responses will also help the
students understand the different roles they can play online and how to participate responsibly in
online environments.
Learning Goal
I am learning how to develop a safe and secure password that will protect my online identity.
Success Criteria
I can use the Do’s and Don’ts when creating a password.
I can remember to only share my passwords with a parent or guardian.
I can use online resources to help me create a strong and secure password.
Key vocabulary
password: a secret word or phrase that must be provided by a user to gain access to a program.
passphrase: a combination of letters, numbers and symbols usually 14-20 characters in length.
Materials Used
•
•
•
•
•

chart paper
computers with internet connection (1 per student if available or 1 per group of 4
students)
digital projector and computer or smartboard if available
Powerful Passwords (blackline master)
Tips for Strong Passwords (blackline master)

Optional Programs for online class discussion
o

HWDSB Commons (commons.hwdsb.on.ca), todaysmeet.com, edmodo.com,
en.linoit.com

Lesson Introduction
Begin lesson by talking about being safe and secure. Ask students to think of
items in their lives that need non-electronic security devices to be locked or
secured to protect its value or worth. Using chart paper/smartboard, record some
examples that the class developed. Once the students have shared their ideas,
explain to students that “passwords are a way for us to be safe and secure online.
Safe and strong passwords help us protect our online identity.” Ask students to
think of sites that they have used that have password protection. If students do not
have online passwords or use sites that require passwords, ask the students to
think of sites their parents or siblings use (i.e., online banking, facebook, gmail
etc). Invite students to share some of the sites they visit, showing several
examples on the smartboard/computer. Encourage students to think of sites they
use in the classroom that require passwords (ex., commons, firstclass).
Lesson Instructions
Development:
Explain to students that secure passwords prevent other people from seeing personal information,
as well as a protection against people pretending to be you. In this lesson students will learn tips
about how to create a secure password.
Activity 1:
Students will begin working on an the first activity that will explore the benefits of having secure
passwords. Ask/post some of the following questions for group work. Each group will
brainstorm their ideas to post in the class. (http://www.canada.com/story.html?id=b7f81191421a-48f5-abc3-8b156c8f6fc2)
http://www.msnbc.msn.com/id/8408391/ns/nightly_news/t/password-hackers-propel-identitytheft/#.T4zMCaucCf4
http://www.greenvilleonline.com/article/20120410/PARENT/304100061/Despite-Rise-Child-IDTheft-Parents-Remain-Largely-Unaware
1. What benefits do you think secure passwords have? Why are they useful?
2. What type of information is important to protect by using a password?
3. What would happen if someone got access to your password?
4. How does someone steal your password?
Once students have completed their brainstorming, ask them to present their ideas to the class.
Encourage active participation by asking students to provide/offer additional ideas to group

presentations. When presentations are completed, review with students some of the key points
that were discovered while students were working in groups. An alternative option for students
to share their ideas is to use the group function in the HWDSB Commons. Alternatively, a
program such as Linoit could be used. Please note that a username and password is required for
this program, which would have to be set up in advance of the activity.
Activity 2:
After completing the introductory activity, explain to the class “Now that we’ve talked about
why we need secure passwords, let’s take a look at some ways we can do this.”
First, show the following videos to students found at http://video.about.com/netsecurity/Create-aSecure-Password.htm and
http://youtu.be/0RCsHJfHL_4
While watching the videos, ask students to write down some ideas about passwords and
passphrases using the blackline master – Strong Passwords. Once the video is completed, create
an anchor chart entitled “Do’s and Don’t of password creation” Encourage/guide students to
create the following responses.
§
§
§
§
§
§
§
§

do not use dictionary words like password, secret or patterns like
qwerty or 12345
do use a mixture of uppercase and lowercase letters, numbers and
letters
do not share passwords with friends
do use a passphrase (explained below)
do not use the same password for every site
do give your password to your parent or guardian
don’t use private information in your password
don’t use your phone number as your password

When completed, discuss the concept of passphrase: “We’ve looked at how to make secure
passwords using a variety of tips. Now let’s practice developing passphrases. A passphrase is
similar to a password, but is usually longer to add more security. A passphrase is at least 14
characters long and uses a combination of upper and lower case letters, numbers and symbols.
Explain to students that to use a passphrase you need to chose a sentence that is easy to
remember and something that is not common. It doesn’t need to be too complicated either- take a
phrase and modify it slightly.
We are learning how to make secure passwords
Post the above sentence on the blackboard. Working with the students, develop a passphrase by
adding upper and lowercase letters, numbers and symbols
ex., wearel3arningtom@kes3cur3p@ssw0rds!

After the passphrase has been created, lead the class into a discussion by asking the following
question; “How does using a passphrase protect your online identity? Why is it harder for
someone to steal”
Next, students will work in groups using blackline master – Tips for Strong Password. Students
will read the scenarios and answer questions about the passwords of two students. When they
have finished answering questions about the two students, they will have a chance to develop a
secure password or passphrase. Students will then have the opportunity to test their passwords
here – https://www.microsoft.com/security/pc-security/password-checker.aspx
If you do not have access to a computer/internet, have a class discussion about the passwords the
groups have created and decide whether or not they are secure.
Probing/ Guiding Questions
During and after activities, the teacher can ask the following questions for
assessment and to guide instruction.
§
§
§
§
§

What are passwords for? How are they useful?
What are some do’s and don’ts about password creation?
What tips are easy to follow when making passwords? What tips are
harder to follow?
How could someone attempt to steal your password?
How would it affect you if someone stole your password?

Anticipating Responses
Students may start to discuss some of their passwords they have created in
the past and how they didn’t fit characteristic of safe and strong
passwords.
Concluding Takeaways
The overall goal in this lesson is to get students to start thinking about
their online security and passwords. Using the tips provided in the lesson,
students learn how to use their personal information responsibly and
safely.
Using the following exit activity, teacher can assess students comprehension of the lesson and
extend their knowledge on the strength of passwords. Show the following picture
http://soteriapassword.com/wp-content/uploads/2012/03/Sotera-25Password-Wordle.jpg that
illustrates a list of the 25 most commonly used passwords. Ask students to pick out a few of the
25 most commonly used passwords in the picture and try figure out why these passwords are not
secure. Have each student pick one or two passwords and explain why they are not secure. Next,
challenge students to think of how they could change the passwords to make them more secure.
Suggestions for Extensions

1. To extend their knowledge and challenge students to make secure passwords, provide students
with copies of short nursery rhymes. Ask them to think of passphrases that they could create
using the nursery rhyme.
For example, using the following nursery rhyme;
little miss muffet sat on a tuffet
The secure password becomes;
l1ttlem155muff3t
or
lmm,s0at8
2. To extend students knowledge on the strength of passwords, show picture
http://soteriapassword.com/wp-content/uploads/2012/03/Sotera-25Password-Wordle.jpg that
illustrates a list of the 25 most commonly used passwords. Ask students to pick out a few of the
25 most commonly used passwords in the picture and try figure out why these passwords are not
secure. Have a class discussion about the passwords and why they are not secure. Next,
challenge students to think of how they could change the passwords to make them more secure.
Home connection:
Using Tips for Strong Passwords blackline master, have students review the Do’s and Don’ts of
password creation with their parents. Challenge the students to use the password checker with
their parents to determine whether passwords created are secure and strong. Also, they may wish
to visit this site http://www.nsteens.org/Games/StopThatPost to play a game entitled “Stop that
post.” Students can play with their parents to show them the strategies to remain safe and secure
when online.
Strong passwords are used to prevent other people from seeing your private and personal
information. It also prevents people from stealing your identity and pretending to be you.

While you are watching the videos, write down some ideas about making a strong and secure
password.
1. _____________________________________________

2. _____________________________________________

3. _____________________________________________

4. _____________________________________________

5. _____________________________________________
After watching the video, what did you learn about creating a strong password?
___________________________________________________________________
___________________________________________________________________
___________________________________________________________________

Tips for Strong passwords
Listed below, you will find tips on how to make strong passwords that were discussed in
class. Next, read the stories about 2 students in grade 5 and use the tips to help them create
a strong password.
DO’s
§
§
§

do use a mixture of uppercase and lowercase letters, numbers and
letters
do use a passphrase
do give your password to your parent or guardian

Don’ts
§

do not use dictionary words like password, secret or patterns like
qwert or 12345

§
§
§
§

do not share passwords with friends
do not use the same password for every site
do not use private information in your password
do not use your phone number as your password

Don’t forget!!!!
Do not use personal information such as your birthday, phone number, first or last name
or any other personal information that someone could find!

Scenario 1:
Michael is a grade 5 student. He loves the Toronto Maple Leafs and his favourite hockey player
is Sidney Crosby. Michael chose “mapleleafs” as his password. Did he make a good choice?
Why or why not?
_______________________________________________________
_______________________________________________________
_______________________________________________________
Scenario 2:
Allison likes horseback riding. She plays the piano and loves to listen to music on her ipod. Her
birthday is on April 11th. Allison chose the password “alihorse11” Did Allison pick a good
password? How did Allison pick her password?
_______________________________________________________
_______________________________________________________
_______________________________________________________
In the spaces below, create a stronger password or passphrase for Michael and Allison
Michael: __________________________________________
Allison: __________________________________________
	
  
	
  
	
  

Privacy/Anonymity
Grade: 4
Digital Citizenship Theme: Privacy
Lesson Overview
In this lesson, students will learn strategies that will help them make informed decisions about
what type of information to share when requested in different contexts, just as they would faceto-face
This lesson has the possibility of students working in partners using a chat room. This could be
through HWDSB Commons in a group (for more information on how to use the group function
of the HWDSB commons, visit http://commons.hwdsb.on.ca/support/groups-vs-blogs/) Adobe
Connect, FirstClass instant messaging or alternatively in a program such as Today’sMeet,
Edmodo, or Twiducate . The teacher will be facilitating the conversation by having students take
part in different discussions using one of the online programs. Their responses will also help the
students understand the different roles they can play online and how to participate responsibly in
online environments.

Key vocabulary
anonymous – having an unknown name or unidentifiable to other digital users.

Learning Goal
I am learning how to maintain my privacy online and how to share information while
maintaining my personal identity.

Success Criteria
I will use the privacy rules when sharing private information online.
I will ask a parent or guardian about sharing my private information when I am unsure.

Materials Used

•
•
•
•
•

blackline masters
chart paper
online computer access
computers (1 per group)
digital projector/smartboard (if available)

Optional
o

HWDSB Commons (commons.hwdsb.on.ca), todaysmeet.com, edmodo.com,
en.linoit.com

Lesson Introduction
Begin the lesson by asking the students to identify a time in their lives or
the lives of their family members where they’ve been asked to share
private information, such as their age, name or address. Some examples
are: When ordering a product on the phone, filling out a medical form,
signing up for an email account. Next, begin a discussion about the term
anonymity (not identified by name; of unknown name) As a class
brainstorm and describe situations where people might not want to share
information both online and face-to-face. Listed below are several
conversations starters
In what situations do you tell someone your first and last name?
Are there situations that you would prefer to remain anonymous?
Is there a difference between posting your information on someone’s blog vs in a private
message?

Lesson Instructions
Development:
Begin activity 1 by asking students if they have had any experiences where they have chatted
online, instant message, or posted on websites such as the commons or a blog. Explain that
students may be involved in conversations with people that they will never meet face-to-face.
Teacher will explain that there are several rules and strategies when deciding what to share
online. Show the following video discussing online privacy
http://www.childnet.com/kia/primary/smartadventure/chapter3.aspx
Divide students into groups (3-4 students per group) and ask them to brainstorm what type of
information they think should remain private to protect their identity. When students have
finished brainstorming, invite them to share some of their ideas. If available, teacher may also

use the HWDSB commons group function, Adobe Connect, FirstClass instant messaging or
programs such as Twiducate or Todaysmeet to start an online discussion about the information
they developed in groups.
Next, create an anchor chart to hang in the class entitled “My private information” On this
anchor chart, will record some of the ideas presented in class. Listed below are some of the main
ideas that should be recorded
§
§
§
§
§
§
§

my first and last name
age
street address
email address
phone number
passwords
name of school

Distribute blackline master (My private information) and ask students to read the handout and
answer questions about the scenarios. When the students have completed the handout discuss
some of the responses.
Activity 2 – Tips to remain private
Explain to students “now that we’ve investigated what type of information we should keep
private, let’s investigate some key rules that help protect our privacy.” Provide chart paper and
markers to groups. Explain to students that they will be recording some ideas strategies for
online safety using the following websites
1. http://kids.getnetwise.org/safetyguide/privacy/kids
2. http://www.safekids.com/kids-rules-for-online-safety/
3. http://canadasafetycouncil.org/child-safety/online-safety-rules-kids
Alternatively, teacher may wish to show the following video
http://www.nsteens.org/Videos/TrackingTeresa in lieu of articles. Students can watch video and
record their ideas on sticky notes using the program en.linoit.com.
If there is no internet access available in class, print out copies of the following sites and ask
students to use the print copies to complete their charts.
Circulate the class ask students
§
§
§

“What do you think are the most important rules to keep your
personal information private?”
“What have you discovered about internet safety?
“Have you ever been in a situation where you’ve used any of these
strategies? When?”

§

“Why do you think it’s important to ask your parent or guardian
for help if you are unsure?

As a class, discuss some of the results that the students found using the online sites. Decide as a
class the top 5 rules and post them on an anchor chart “The rules for online privacy” Students
will later pick one of the rules to make a poster that can be hung in the class or around the school
(extension activity).
Below is a list of precautions students should use when using the internet. It is provided as a
summary for teachers to use when guiding students to create their list.
The Canada Safety Council recommends that children who use the Internet follow these rules:
§

§
§
§
§

§
§
§
§
§

I ask my parents’ permission before giving out any personal
information on the Internet, including: my sex, name, phone
number, address, e-mail, school name, my parents’ work
address/telephone numbers, credit card information, my picture
and my passwords.
I only use chat rooms for kids that my parents have checked out for
me.
When I’m online I always use a nickname that doesn’t reveal
anything about me – including if I am a boy or girl.
If an online message makes me feel uncomfortable or frightened, I
don’t respond to it. Instead I tell an adult right away.
If I want to arrange a meeting with someone I’ve met on the
Internet, I tell my parents first and make sure one of them comes
with me.
I treat people nicely when I’m online and never post or send rude
messages or threats.
I always ask permission from the author before taking words,
pictures or sounds from a Web site.
I use Web sites and search engines for kids that my parents,
teacher or librarian have told me about.
I know that things I read online aren’t always true so I check the
information with a parent or teacher.
I always check with an adult before opening e-mails from
strangers.

souce - http://www.media-awareness.ca/

Probing/ Guiding Questions
What kind of information do you think you should keep private?

Why do you think you need to keep your personal information private?

What is an alternative to providing your full name if a site requests your name?

Anticipating Responses
Students may have limited exposure to the internet and may not be able to
generate strategies to help protect their identity. It is important to circulate
during the activities and provide guiding questions to help them identify
key strategies.
For students who have been exposed to the internet, they may have limited discussion with their
parents about what type of information to share. They may be shocked to learn what type of
information should remain private. Encourage these students to change their online profiles or
the way they share their personal information on sites they already use.

Concluding Takeaways
To end the lesson, teacher will provide students the following site
http://www.mediaawareness.ca/english/games/privacy_pirates/flash/PrivacyPirates_English/main.html
Here students will use the tips and strategies learned from the activities to
complete the online privacy game.
Completing this lesson with students will provide key strategies to help them protect their
personal information. Every student will have a different level of exposure to the internet –
depending on parental discretion. It is important that students are encouraged to use the strategies
discussed in class when using the internet. Students should also be encouraged to explore the
issue of privacy and personal information with their parents. Students should also be reminded
that despite the precautions we need to take, the internet is an amazing tool that when used
properly can allow us to explore the world around us.

Suggestions for Extensions
Classroom extension

§

make a poster choosing one of the rules for privacy to post in the
class

Home connection
§

Students may know more now about privacy then their parents. Encourage
students to discuss internet privacy with their parents and educate them on
the rules. Here is a link to an online quiz that students can complete at
home with parents http://www.safekids.com/quiz/

My private information
You can visit a lot of interesting sites on the internet, but do you know what type of information
you should be sharing? Sometimes you may be asked for private information in order to use a
site. What should you do? Listed below are some tips to remember when using the internet.
Don’t forget, if you are unsure, you should ask a parent to help you!!
Here are some things you should always keep private, unless you have a parents permission
§
§
§
§
§
§
§

my first and last name
age
street address
email address
phone number
passwords
name of school

<
Using the tips to protect your online privacy, read the scenario
about a student who is using the internet. Decide whether or not he
is protecting his privacy and make suggestions on how he can
make smarter choices when visiting online sites.

Rob likes to surf the internet after school. He loves the Toronto Maple Leafs and usually finds
sites about his favorite team. One day he comes across a site that lets him talk to other Maple
Leaf fans. In order to log on to the site, he needs to provide some personal information. Rob
really wants to see what other people have been saying about his favorite team. He is unsure if he
should enter his personal information, but he decides that it isn’t that big of a deal. He enters his

first and last name, his email address and his age to enter the site. Once in the site, Rob spends a
half hour reading other people’s posts about the team. He leaves one comment about his favorite
hockey player in the chat room before he leaves. He notices that his post contains all his personal
information. He then decides to log off.
What information did Rob share that might have compromised his privacy?
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________
What should have Rob done when the website asked for his personal information?
____________________________________________________________________
____________________________________________________________________
____________________________________________________________________
	
  
	
  
	
  

Credibility Overview
Taken from Our Space: Being a Responsible Citizen of the Digital World, Credibility Overview
The Credibility Unit is designed to help students reflect on three facets of credibility online: 1)
how they establish their own credibility; 2) how they assess the credibility of people with whom
they interact; and 3) how they assess the credibility of online information sources. The lessons
raise the benefits and risks associated with the volume of information available online; the
factors that make credibility difficult to portray and assess; the potential harms associated with
misinformation or misinterpretations of online content; and the responsibilities associated with
posting and using online information.
Credibility refers to the trustworthiness of people and of information. Credible people are
accurate and authentic in how they present themselves, especially their credentials, skills, and
motivations. Accuracy is the hallmark of a credible information source. The volume of
information available online creates both opportunities and risks—for learning, for making
informed choices, and for connecting with other people. On the opportunities side, anyone can
contribute information to knowledge communities like Wikipedia, where alternative models of
expertise, based on the community pooling knowledge rather than limiting knowledge to
“authorities” with traditional credentials.
Key Questions
• What are the benefits and risks associated with the volume of information available
online? How do you know when you can trust online information sources?
• How do you present a credible self online? What are your responsibilities when posting
information about yourself, about other people, or information in different online spaces?
• How can you assess the credibility of other people based on their online profiles, blogs,
and other content about them? What are your ethical responsibilities when you are an
information seeker?
On the risks side, it is relatively easy to post misinformation in online spaces such as Wikipedia,
or to misrepresent one’s credentials and expertise in online forums. The potential harms are
especially apparent in spaces such as medical forums, where the information one shares can
potentially harm unknown others. Indeed, certain properties of the Internet make it difficult to
assess whether information and people can be trusted—including the potential for anonymity in
many online spaces; the asynchronous nature of communication; and the absence of cues (such
as tone and facial expression) that help us assess what people say offline.
Therefore, students and teachers alike need to consider responsible strategies for assessing the
credibility of other people; for signaling their own credibility; and for evaluating information
sources, especially knowledge communities such as Wikipedia.
Unit Lesson Overview
Analyzing the Credibility of a Website
Wikipedia, Research, and You

Are They Credible?
Establishing Context Online Through Network Mapping
Making Credibility Judgements Online

Analyzing the Credibility of a Website – Credibility
Grade: Grades 5 & 6
Digital Citizenship Theme: Credibility
Lesson Overview
This lesson is designed to have students question and challenge the credibility of websites. They
also need to know how to ‘read’ and decipher the various parts of a website’s address (url).
Most times students accept websites at ‘face value’ and are often duped, misled, or misinformed
with bogus information and url’s. Whether they are using the Internet for their own personal use
or for academic use, students need to have a cautious attitude while navigating the World Wide
Web (www) and need to learn how to seek validity and credibility from the websites that they
use.
Learning Goal
To be able to determine the validity/credibility/accuracy of a website, blog, etc. with a certain
level of confidence.
Success Criteria
Using the current Language curriculum document (Grade 6: Media Literacy, pages 117 – 119)
the following curriculum strands are covered in this lesson:
1.3 evaluate the effectiveness of the presentation and treatment of ideas, information, themes,
opinions, issues, and/or experiences in media texts
1.6 identify who produces various media texts, the reason for their production, how they are
produced, and how they are funded
I am learning to:
Evaluate the credibility of websites by finding out who produces them and why
I will be able to:
Select a website for use based on credibility using a basic criteria model
Materials/ Resources
Materials:
Chart paper
Markers
Tape
Smartboard or Blackboard
Resources:

Computer lab or mini-lab
Online Resources:
http://www.googleguide.com/web_address.html (understanding an URL)
http://school.discoveryeducation.com/schrockguide/pdf/evalelem.pdf (check list)
http://www.lib.umd.edu/guides/webcheck.html (another online checklist)
http://www.4ever3blog.com (credible website)
http://www.dhmo.org/ (hoax web site)
Google: B3- Believe It or Not [Presentation]
Lesson Introduction
Ask the class to get into groups of no less than three and no more than five with at least one of
each gender in each group. When they are in their groups have them discuss, then brainstorm on
the chart paper, how they determine if a website is a good one for information.
Once that is done have them tape their chart papers up on the front board and start the discussion
by looking for commonalties and recording them either on your Smartboard or blackboard. Then
look for unique ideas and record those too. Make sure to ask students to justify their ideas
during your discussion (you’d be surprised at some of their reasons for doing what they do).
The point of this activity/discussion is to get them to actually start thinking that maybe their
method(s) in determining website credibility might be flawed.

Lesson Instructions
Step 1:
Pose the question; “What is the difference between a book and a website when looking for
information?” Have them brainstorm their answers on chart paper again and post at front of
room. Using Smartboard/Blackboard initiate discussion looking for commonalities in answers.
The main answer you are looking for is; “Most legitimate books have to have their facts checked
by editors before they are published whereas websites can be created by anybody who can put up
anything they want regardless of accuracy of facts”. You may have to draw this out of them
based on the answers they have given you.
Step 2:
Pose the question; “What can we, as users of the Internet, do to make sure the websites we are
using to get our information from are credible ones?” Again, have them brainstorm their
answers on chart paper and post at front of room. Using Smartboard/Blackboard initiate
discussion looking for commonalities in answers.

Try to gear you discussion around authorship (i.e., .com, .org, etc.) purpose and content of info
(i.e., company, entertainment, balanced, biased, etc.) and currency (i.e., frequency of posts, date
of last post, etc.).
Step 3:
Ask the students if they know the difference between .com, .net, and .org. and listen to their
answers. Then post the website; http://www.googleguide.com/web_address.html via smartboard
or a broadcast in the computer lab and show them the chart that is there explaining the
differences between each of the top-level domain names so they can see if they were correct or
not. Also, show them the charts below it explaining the division domain codes within the United
States and the World.
Once that is explained scroll up to the first chart where it breaks down the address’ various parts
into transfer protocol, site name, domain name, etc. One thing you should point out is the
difference between http and https where https is a secure exchange of information between your
computer and the website, while http is not and anyone can see the info being transferred.
It should also be noted with particular importance that just because website url’s have a specific
domain name does not mean they are not fraudulent sites.
For a quick exercise you can have them break down your school’s url. For example,
http://www.schools.hwdsb.on.ca/mountalbion breaks down to http:// is the transfer protocol,
www.schools.hwdsb.on.ca is the website address, schools is the directory name, hwdsb is the
second level domain name, the .on.ca is the top level domain name meaning Ontario, Canada and
mountalbion is the sub-directory name (sub-category)
Step 4:
Now it is time to focus on the purpose, content of info and currency of websites. Give each
student two copies (ideally on one two-sided paper) of the Credibility Checklist (found in PDF
format at http://school.discoveryeducation.com/schrockguide/pdf/evalelem.pdf) and go over with
them making sure they are in understanding with what is being asked of them on the check list.
Then allow them time to check the credibility of two websites (one fake, one legit). This part
can be done either individually or in partners. It is not recommended that you have the students
in groups larger than two if at all possible while they complete this task.
For the fake site use http://www.dhmo.org/. This site is a very popular parody site looking like a
legit publically funded or government site. It essentially tells the readers that water is bad for
them and they should avoid it at all costs. They even use a lesser known scientific name for
water in its site title.
For a credible site it is strongly recommended that you use one that you are quite familiar with
yourself so that you will be able to guide/aid/help the students to fulfill their task in evaluating
that site.

One site that can be used for this exercise is NASCAR Ranting and Raving
(www.4ever3blog.com). It is a recognized NASCAR Citizen Journalists Media Corps site that is
essentially a glorified blog. Based on first appearances this site at will appear to be not that
credible compared to the fake water site but it is, however, very credible and with a little time the
students should realize that.
Step 5:
Take up the exercise from Step 4. At first have the students compare their answers with one
another or, if they are working in groups, with another group. Take a brief poll as to which
site(s) are not cedible and which one(s) is credible. Then walk through with them the checklist
for each site seeing what errors, if any, they made and show them through the smartboard or
computer lab broadcast where the key site features (if any) are found that they are looking for
from the check list. Once that is done discuss with them whether or not they were right about the
credibility of each site.

Probing/ Guiding Questions
1) How many of you have used a website for something but have found out that the information
you used from that site was wrong?

2) How do you determine if a website is a good one for information or not? What tools or skills
do you use?

3) What is the difference between a book and a website when looking for information?

4) What can we, as users of the Internet, do to make sure the websites we are using to get our
information from are credible ones?

5) What is the difference between a .com, .net, or .org website? What do those site address
endings mean?

Anticipating Responses

1) “I got a bad mark on my project because the site I used had old information on it.” Or, “I
used this site and the info was all wrong and I didn’t check it to see if it was right or not.”

2) Some of the more popular responses are; Google (they assume the first site that comes up is
the most credible one), their firewall (if a warning comes up that the site is unsafe then they
don’t use it), use Wikipedia only and nothing else.

3) “Have to go get the book (i.e., library).” “The Internet is up-to-date books aren’t.” “You
have to pay for a book.”

4) “Check the info with other sites.” “See if the same info is on Wikipedia” “Ask someone else
what they think about the site.”

5) “Don’t know, but .gov means government!” “.com is U.S.” “Different site providers?”

Concluding Takeaways
The main purpose or objective of this lesson is for the students to come away with a feeling of
being better able to navigate through websites and being able to question their authorship and
credibility by using certain ‘look fors’ contained in the domain charts and Credibility Checklist
they used during the lesson.

Suggestions for Extensions
1) Have the class cooperatively develop anchor charts based on the charts from the Anatomy of
a Website Address site and from the check list PDF making sure they cover (authorship, content,
purpose, and currency.
2) Have the class use the Credibility Checklist on at least three websites while doing a webbased research project.

W
Wikipedia, Research, and You
Grade: 4-6
Digital Citizenship Theme: Credibility
Lesson Overview
This lesson aims to get students thinking about how people can share ideas collectively on the
internet to build up a common base of knowledge. It examines collective intelligence (people
sharing ideas, checking each others’ work, and developing/accessing content more complex than
they could do individually), using Wikipedia as a vehicle to explore the credibility of such sites
and their usefulness in conducting research.
This lesson will begin by introducing the basic mechanics of how Wikipedia works. Students
will come to understand who posts information, how it is revised, and how this information can
be constantly in flux. In the second phase of this lesson, they will use this knowledge as context
to begin evaluating the information they find on Wikipedia. Working in small groups, they will
generate ideas of their own on a given topic and will use that information, as well as information
from another traditional source (i.e., an encyclopedia), to test and compare the quality, nature,
and quantity of information found in Wikipedia. Through comparing different sources of
information on the same topic, students will begin to develop an understanding of the impact of
source creators on the information they find online. They will begin thinking critically of
research they access on collective intelligence sites such as Wikipedia. This lesson could be a
springboard for more detailed units of study on critically examining online sources, their
creators, and their method of information gathering so that students can make decisions about the
information they use.

Learning Goal
I am learning how Wikipedia works.
I am learning to use my understanding of how Wikipedia works to apply to similar collective
intelligence sites.
I am learning to think critically about how much I can trust information I find on Wikipedia.
I am learning to make judgements about the value of information on Wikipedia (both positive
and negative) and other sources of information.

Success Criteria
1. I will describe how information gets added to Wikipedia and how it is constantly changed.
2. I will compare information on Wikipedia to information I have created and information found
in an encyclopedia to find similarities and differences.
3. I will make a decision on how useful the information is in one Wikipedia article.
4. I will identify one idea that I will consider when I next use Wikipedia to do research.
Materials Used
•

Computers, iPods/iPads – any device that can access the Internet. There should be
enough so that partners can share a device.

•

Chart paper

•

A teacher operated computer, projector, and screen that can display web content.

o

Prepared shared online spaces for responses (e.g., Lino It, TodaysMeet, blog
platform) or printed Exit Cards.

Lesson Introduction
Take a show of hands:
1. How many of you have used an encyclopedia to find information? What is an encyclopedia?
Shows students a print and/or online encyclopedia and ensure they understand its purpose.
2. How many have used Wikipedia? Show Wikipedia and ensure that every student understands
what it is.

Lesson Instructions
STEP ONE:
As a class, brainstorm topics they know something about and would like to learn more about.
Encourage students to choose topics for which they have some background information and a
keen interest. Choose several topics (enough so that there is one for every group of 4 students in
the room – e.g., if there are 24 students in the room, choose 6 topics) and have students choose
one/group. On chart paper, have students in the group write down information that they know
about the topic (alternatively, this could be done on a dedicated group in the HWDSB
Commons). After 2 minutes, the groups should pass their paper to the next group who can add
any new information that they know about the topic. They can also add clarifying questions, cite
any personal connections they have, ask for a definition of the word, etc. Each group must add
something to each paper that they receive. Continue until all groups have added to all topics.
Choose one or two papers and have a class discussion about what was contributed. Leading
questions may be:
1. Who was surprised at the amount of information the class was able to
contribute?
2. What other content was added besides information?
3. How much extra information was added to the original group’s contributions?
4. Did you find anything that you know was inaccurate added to the papers?
5. How might you verify the information if you don’t trust it?
6. Did you learn anything that you did not know?
Point out to students that this approach uses something called collective intelligence. In other
words, we have all contributed ideas, shared work, asked questions, edited each others’ work,
and came up with a body of information that would have been more difficult to achieve alone.
This kind of collective intelligence approach is well suited to the internet where many, many
people can do the same thing. Introduce that this lesson will look at wikis. More specifically, it
will use Wikipedia as an example of these kinds of collective intelligence sites.
STEP TWO:
Show the following videos to the class. Post the guiding questions below for students to think
about before watching the videos.
1. What is a wiki? http://techtv.mit.edu/videos/805-report-from-wikimania-2006-spanclasshighlightwhatspan-span-classhighlightisspan-span-classhighlightaspan-wiki
2. How is information collected and changed on Wikipedia?
http://techtv.mit.edu/tags/1423-wikipedia/videos/563-report-from-wikimania-2006-the-spreadof-knowledge
In their small groups, have students discuss:

1. How is Wikipedia similar to the activity we did in passing around the papers?
As a class, discuss the group’s thoughts on this question. Continue to discuss important features
of Wikipedia and develop a list for posting in a commonly accessed point (e.g., chart paper for
the classroom wall or an online shared access space). Lead student discussion to distill to three
essential features of Wikipedia:
1. Anybody can post information.
2. Anybody can revise information.
3. Information on Wikipedia is constantly changing.
STEP THREE:
Show the following video to the class. Before showing, post two guiding questions for students
to consider:
1. How accurate is information on Wikipedia?
2. How complete is the information found on Wikipedia?
http://techtv.mit.edu/videos/463-report-from-wikimania-2006-span-classhighlightwherespanspan-classhighlightdidspan-span-classhighlightthisspan
Give one piece chart paper to each of the groups and have the students look up their topic using
the Encyclopedia Brittanica site (http://www.britannica.com/) as well as on Wikipedia.
Alternatively, teachers could use a print copy of an encyclopedia.
Students can compare their ideas, the encyclopedia’s and Wikipedia’s, using these questions
(display on Smartboard, on a Lino wall, or photocopy if needed) as the basis for their group
discussions:
1. Was the topic you looked up in the encyclopedia? Could you find it on Wikipedia?
2. What differences did you notice between the encyclopedia entry and the Wikipedia entry?
3. Was the Wikipedia entry better in any ways?
4. Was the encyclopedia entry better in any ways?
5. Was your list more like the encyclopedia or Wikipedia?
6. What source of information would you trust most? Why?
Conclude with a class discussion of conclusions drawn.
Before leaving, have students fill out an exit card listing one thing they will consider from
today’s lesson when they next use Wikipedia. Retain these to redistribute the next time the
students are doing research. Alternatively, use a common online space where students can post
their thoughts (e.g., teacher blog, Todaysmeet, Lino It) so they can be pulled up in future
research sessions where students might plan to use Wikipedia.

Probing/ Guiding Questions
1. How important is it to consider where my information comes from?
2. Does understanding how information is added and changed on Wikipedia affect how I use it?
3. Can I draw any conclusions from this lesson about other online sources of information?
4. What are the advantages of many people adding information to the same source?
5. What are the disadvantages of many people adding information to the same source?
6. Are there certain kinds of research where Wikipedia is especially useful?
7. Are there certain types of research where Wikipedia should be avoided?

Anticipating Responses
1. I can get all the information I need from Wikipedia.
2. The information is online so it has be “true.”
3. Only people that know what they are talking about will post on Wikipedia.
4. It is too much work/too hard to compare information I find on Wikipedia with other sources.

Concluding Takeaways
Students can consider how the creation of an information source affects how it is
used. They will reflect that not all information is created equal and that knowing
something about how information is gathered and edited can impact on how they
use it for research purposes. The purpose is to encourage students to begin to
critically approach how they use online information and to question the reliability
of online information in collective intelligence sites such as Wikipedia.

Suggestions for Extensions
Extensions to be used in classroom.

§

§

Students can apply critical thinking skills to other commonly used
online sources (e.g., ask.com) using similar methods presented in
this lesson.

§

Students can explore the pros and cons of Wikipedia as a viable
research tool in more detailed in a fully developed piece of writing
(e.g., written blog response).

§

Teachers could develop Scavenger Hunts of Wikipedia with
directed purposes to test veracity of information in different
entries.

Future lessons could examine the Talk Page function of Wikipedia to get a
more detailed understanding of the editing process.

Are They Credible?
Grade: 5-6
Digital Citizenship Theme: Credibility
Lesson Overview
This lesson aims to get students thinking about creators of online information and considering
their credibility as sources of information. It explores how a person’s credentials help establish
credibility online and looks at how knowing attributes of a source creator can help us evaluate
the validity of information that they post. It recognizes that establishing the credibility of sources
online is often more difficult due to a number of factors and seeks to provide students with some
tools to evaluate a source and make decisions about its credibility.
The main tool that this lesson employs is called credibility mapping. Credibility maps are
graphic organizers that allow students to explicitly map out attributes of a source creator.
Analyzing these organizers can help students make conscious, informed decisions about the
credibility of a given source creator.

Learning Goal
1. I am learning how to judge the credibility of people online.
2. I am learning how to use graphic organizers to help make judgements of online contributors.

Success Criteria
1. I will produce credibility maps to help determine the trustworthiness of a person online.
2. I will compare the credibility of different individuals online.
3. I will draw conclusions about the credibility of different individuals online on a given topic.
•

Computers, iPods/iPads – any device that can access the Internet. There should be
enough so that partners can share a device.

•

Equipment to show Youtube videos (computer, projector, board)

o
o
o

24News, Animal Testing video clip,
http://www.youtube.com/watch?v=i142Z6lPyts
Example #1 – Simon’s Credibility Map

Lesson Introduction
Students require some understanding of some terminology for this lesson.
In particular they need to know:
Credibility
Credentials
Credibility Maps
Credibility – Ask the students how many of them trust their teacher to give them good
information? Why do they trust them? Have students brainstorm ideas with an elbow partner as
to why they might trust the information that the receive from their teachers. In a class discussion,
ask for some reasons why they trust their teacher to provide them accurate information (e.g.,
academic background, training, curriculum). Tell the students that trust in a teacher’s ability,
skills, and knowledge is largely because they have credibility. As a class, develop a definition of
credibility. Compare this definition to one found in a dictionary and refine so the class has an
agreed point of reference for the lesson. Post for viewing throughout the lesson (alternatively,
have students copy down in a place they can later refer to – e.g., their binder, Evernote).
Credentials – Discuss teacher training. How are teachers trained? What schooling do they need
to receive to become a teacher? What organizations must approve a teacher before he/she can
teach in a classroom? Introduce the idea of a teacher’s credentials. How do these affect how
credible the teacher is when he/she delivers lessons? Agree on a definition of credentials as a
point of reference for the lesson. Post for viewing throughout the lesson (alternatively, have
students copy down in a place they can later refer to – e.g., their binder, Evernote).
Credibility Maps - Ask students if they know what a graphic organizer is and what it is used for.
Ask them to come up with a few common organizers that they have used (e.g., webs, mind maps,
timelines, T charts). Explain that we will be using a new graphic organizers called a credibility
map. This is an organizer to help make some decisions about the credibility of people we see,
read, or respond to online.

Lesson Instructions
Tell students that we will be watching a clip from the BBC, a British
media network. The show is called 24 News. Introduce the clip which has
the host interviewing two “experts” on animal testing (Simon Festing from

the Research Defence Society and Nicky Gordon from the Dr. Hadwen
Trust). Before watching, prompt the students with these two questions:
1. How credible are the people being interviewed?
2. Which of these two is more credible?
Have them jot down any observations they make about the two people as they watch the video.
1. Have students watch- http://www.youtube.com/watch?v=i142Z6lPyts
2. In todaysmeet.com, have students record thoughts about how the observations we have made
about Simon and Nicky while watching the video might influence our decisions about their
credibility (e.g., appearance/dress, accents, information we know about their jobs, training).
3. Create a T-Chart displayed at the front of the room with the two speakers’ names at the top.
Using the posted information on todaysmeet.com and in a class discussion, fill in the table with
the thoughts that influenced the students’ perceptions about the credibility of these two speakers.
Highlight any official credentials we know about these speakers.
4. Provide extra information about Simon and Nicky’s credentials – i.e., Simon is a trained
doctor. Nicky has a Masters Degree in Primate Conservation and also studied zoology and
psychology in university. Discuss how shows like the 24News often use credentials of guests
when they are choosing people to discuss issues. Did the credentials of either guest influence
how you judged their credibility? Allow time for discussion with their elbow partners before
hosting a wider class discussion.
5. Tell students that they are going to map these bits of information onto a credibility map to help
them visually map out Simon Festing’s credibility. Start with a symbol at the top that represents
Simon Festing and then begin thinking about the qualities we have observed about him that
might affect his credibility. For example, as Simon is a doctor, we can draw a line and create a
box for “Doctor.” This may or may not be be a factor we consider when we decide about how
credible a source of information he is. Have students think about that piece of information? Does
that piece of information help make him credible? Does it add to his credibility for this particular
issue? Doctors receive a great deal of education and training. Does that, however, mean he
knows anything about medical research and its effects on animals? Does it add credibility when
he is talking about how such research affects human health care? Continue to map other pieces of
information you have collected as a class in a shared learning process. See Example #1: Simon’s
Credibility Map.
6. In partners, have students create a credibility map for Nicky Gordon using the same approach.
Students can create these maps on a large graffiti wall, a graphic drawing program, MS
Publisher, or a SmartBoard.
7. Have students present their credibility maps of Nicky and compare with other groups. Post
alongside the one you did for Simon.

8. Discuss whether the information they have mapped actually helps us make decisions about
each person’s credibility. Look for questionable attributes that have been listed. For example,
does the fact that Nicky Gordon works for the Dr. Hadwen Trust actually make her more
credible? Or, does the fact that Simon Festing is a doctor help make him more credible as an
information source? Why or why not? Have students return to the original T Chart and cross out
any information that they now don’t think is helpful in deciding on the credibility of these two
experts.
8. Have students look up these speakers and the organizations they represent on the internet.
Students can visit their Wikipedia pages to do this or do a Google search. Draw attention to the
fact that after originally practising medicine, Simon Festing worked for two of the world’s
largest international environmental groups, Greenpeace and Friends of the Earth. Nicky works
for the Dr. Hadwen Trust which is Britain’s largest medical research charity and has been
operating for more than 40 years. Have students consider whether this information causes them
to rethink how credible either of these people are on this issue.
9. Draw conclusions. Have students choose between either of the two guiding questions at the
beginning of the lesson.
1. How credible are the people being interviewed?
2. Which of the two is more credible?
On their personal blogs on the Commons, have students respond to one of these questions
individually in a structured piece of blog writing.

Probing/ Guiding Questions
1. How important is to think about the credibility of a person whose
opinions, information, or perspectives we are looking at online?
2. How is judging a person’s credibility online different from judging a person’s credibility in
other situations (e.g., in print, on television, in person)?
3. If you consider someone credible, can you believe everything they say?
4. On the internet, you can easily look up information you want. How important are credentials
anymore? How useful is it to rely on the opinions of one person?

Anticipating Responses
1. I can’t find any information out about this person.

2. I can’t decide whether I find this person credible or not.
3. This person is on a site and I know I can trust the site. That person must be credible.
4. It takes too much time to stop and think about every person’s credibility online. It is not
practical.

Concluding Takeaways
Students should go away from this lesson realizing that they need to work at
understanding who creates information online. By understanding something about
source creators, and thinking consciously about their personal attributes and their
credentials, they can make informed decisions about the extent to which they can
trust the information they are receiving from them. They should leave the lesson
with some concrete strategies to organize their thinking in this regard and a tool to
help them make deliberate judgements about the credibility of people they
encounter online.

Suggestions for Extensions
Extensions mostly for classroom although extension #1 could be linked to home.

1. Students could use skills learned in this lesson to assess credibility of source
creators in other media (e.g., television, newspapers).
2. Students can use credibility maps to do peer evaluation on student blog entries.
3. Online response/dialogue to concluding blog entries written by students.
4. “Bump it up” activities using written student output.

Establishing Context Online Through Network Mapping
Grade: 4-6
Digital Citizenship Theme: Credibility
Lesson Overview
This lesson builds on the lesson entitled “Are They Credible?” In that lesson, students used a
concept called credibility mapping. These organizers mapped attributes of digital source creators
to determine their credibility. This lesson takes the next step in assessing credibility and
addresses how students can determine credibility of a site when information about the source
creators is lacking. It should be taught after the lesson “Are They Credible?” as it builds on
concepts learned and practised there.
The lesson uses a strategy called network mapping. Students will map out what they know about
a given site to establish a wider context for the information found there. This will help them
evaluate the credibility of the site. In assessing the credibility of a site using this technique,
students will test their assessments by comparing information on the judged site with other
sources of online information.

Learning Goal
1. I am learning how to apply what I know about context to help judge the credibility of online
information.
2. I am learning how to use graphic organizers to help me assess the credibility of information
online.
3. I am learning how to test my assessment of a site’s credibility by comparing it to other
information sources.

Success Criteria
1. I will produce network maps to help make decisions about the credibility of online
information.
2. I will create a context for information on a site by comparing it with information from other
sites.
3. I will draw conclusions about the credibility of online information found on a given topic.

Materials Used
•

Computers, iPods/iPads – any device that can access the Internet. There should be
enough so that partners can share a device.

•

Equipment to show Youtube video (computer, projector, board) – TheMachin333’s video
opinion about violence in gaming:

http://www.youtube.com/watch?v=nfp7MhnSDFg
o

Example #1, 2, and 3: Network Maps

Lesson Introduction
Students require some understanding of terminology for this lesson. In
particular they need to know:
Credibility and Credentials
Context
Anonymous / Anonymity
Network Maps
Credibility and Credentials – Review the discussion and definition of “Credibility” arrived at in
the lesson “Are They Credible?”
Context – Discuss context as it is used in a sentence to understand an unfamiliar word. Use a
nonsense word to highlight concept of context. E.g., “ I have 16 heffalumps in my birthday cake
to blow out.” Ask students to figure out what a heffalump is and have them explain how the
context of the sentence allows them to figure out this nonsense word’s meaning. Explain that
context is using clues and other information you are given to help understand an unknown piece
of information.
Anonymous – Ask students to raise hands if they know what this means. Define anonymous. Ask
students why the issue of anonymity is such an important one in deciding if somebody is credible
online. Ask how common it is for students to personally know the people they are interacting
with online. Stress that because people are so often anonymous online, it is important for us to
have other strategies to help determine if information found on a particular site is credible.
Network Maps - Review why we use graphic organizers (e.g., to organize our thoughts, to
logically lay out ideas). Review the credibility maps students worked with in the previous lesson.
Tell them that today we will be working with a similar graphic organizer called a network map.

These will be used to help judge whether or not the information we find online is credible. They
are used when we have little or no information about the creators of information on a given
online site.

Lesson Instructions
ACTIVITY ONE: WHAT DO WE DO WHEN WE KNOW LITTLE OF
THE POSTER?
In an online environment, a big difference in establishing whom to believe is that we often do not
know the person posting information. He or she may be completely anonymous.
1. Watch video Bully – Video Game Violence which is a review of the video game Bully. Play
from the beginning of the clip until 2:13 as this section outlines the author’s perspective on video
game violence (watching from 6:14 to the end is optional as the author concludes his thoughts on
video game violence). If students would like to watch the remainder of the video at some point in
the lesson, they may though it is basically just a quick overview of the game. Please note that
there is some mild violence shown in the middle section where the character of the game is
shooting with a slingshot.
http://www.youtube.com/watch?v=nfp7MhnSDFg
2. Ask students what we know about the creator of this work. Who is “TheMachin333?” Does he
ever show himself? What do we learn if we google his name? What activity does he normally
engage in on the internet? What do we actually know about him?
Explain that we know very little about this person other than the fact that he reviews video
games online. Would you consider this important information in making a decision about
whether he is credible or not? Point out that he is not a public figure. We have no idea of what
credentials he holds or whether we can value him as a source of information. However, just
because we don’t know who he is does not mean that we should ignore what he has to say. Tell
students that we will looking at how to judge the information rather than the person who is
creating it.
3. On a Lino Wall, post the words “experts” and “enthusiasts.” Have students post what they
think these words mean. Students should then look up the definitions. Compare these definitions
with the definitions the students came up with. Ask the following questions and discuss as a
class:
a. When might we want the opinion of an expert rather than an enthusiast?
b. Are expert opinions always more credible than enthusiasts?
c. Give an example when we would definitely want an expert opinion. Give some examples of
when getting an enthusiast’s opinion would probably be alright.

4. If we want to test how credible the opinions of an enthusiast are on a given topic, what might
we do? Lead students to recognize that the credibility of any single enthusiast is not as important
online as we can check their opinions with a large number of others. We will use a network map
to track our findings in doing this.
ACTIVITY TWO: MAPPING THOUGHTS
1.. Introduce the network map. Have students look back at their credibility maps and ask them
who is at the top of their map. Have them note that credibility maps have a single person under
which all observations are noted. Unlike credibility maps, there is no one person to focus on so
they will be more interconnected and scattered. Show Example #1: Network Maps.
2. Since it is harder to make a judgement on the credibility of any one online source, we need to
think about context. Remember that context is using other information you have about something
to help you figure it out. In this case, we are going to try and get as much other information as
we can about video game violence.
3. To start getting some context for this video, start by thinking about the video itself. Is there
anything in the video itself that affects its credibility?
- e.g., how TheMachin333 expresses himself, links to other games he has
reviewed, possible reasons he might have for making this video, or
the overall tone of the video.
4. Lead the students in starting their network map. Place The Machin333’s main point of view in
a square (i.e. Violent children are that way to begin with – video games do not cause violence).
From there, list ideas we have come up with so far in thinking about the video. See Example #2:
Network Maps.
Project this example for students to see and to serve as the basis for discussion. Point out that
given that we have so little information, we can’t really say this source is credible yet. We do not
know enough about its context. If we are to believe the source, we need more evidence. We need
to continue mapping. Remind students that hyperlinks on internet pages make it easy to get more
context as you can easily move from site to site.
5. Have students continue their network mapping in their pair groups. Using Wikipedia and
Google News search for “video game violence.” Expand your network map to capture new
information found in these other sites (See Example #3 – Network Maps). Direct students to the
Wikipedia page entitled “Video Game controversy” and have them map information from there.
*To differentiate instruction, get students that are mapping information with ease to look at
Wikipedia’s Talk Page. There are many other resources to link to from this page.
(http://en.wikipedia.org/wiki/Talk:Video_game_controversy)

6. When students have had sufficient time to map several new entries on their network maps, ask
them when they think they have enough information to make a decision about the credibility of
The Machin333’s video. Provide verbal feedback for individual groups. Remind them that given
the nature of the internet, you could continue mapping without end. Tell them that you don’t
need to map everything but instead enough so that they feel comfortable making a judgement
about the site’s credibility. Obviously, more information gives them more context and allows
them to make a better decision.
7. When most students feel they have mapped enough to make a decision about the site’s
credibility have a breakdown discussion session with the class. Have select students present their
findings on the credibility of The Machin333’s opinions on video game violence. How credible
is his video in speaking on video game violence. Note any differences of opinion and have
students back up their opinion..
8. Introduce the following questions and ask students to choose one to focus on. Have them jot
down their ideas and share their thoughts verbally with their partners.
a. How important is consistency of information? In other words, does a site become more
credible if you see the same information consistently showing up in other sites?
b. Does finding consistency across many sites guarantee the accuracy of that information?
c. What problems can you see with using this mapping technique to make judgements about
credibility?
d. Which gives you a better chance of judging a site’s credibility – credibility or network
mapping?
Probing/ Guiding Questions
1. In what instances might it be worth the time and effort to map out
credibility factors? Is this a method you would use all the time?
2. Is deciding on a site’s credibility more important in some cases and not in others?
3. How sure can I ever be of a single site’s credibility?

Anticipating Responses
1. I don’t know when to stop mapping.
2. Do I have enough information to make a decision about credibility?
3. I’m not sure when I should use this technique.

Concluding Takeaways
Students should go away from this lesson with a realization that online
information has varying levels of credibility. They will recognize that it is
not always possible to know who is posting opinions, data, or information.
It is important in those instances to place the information they are looking
at in a context – a wider framework that they can use to assess the
credibility of the site. They should leave the lesson with some concrete
strategies to organize their thinking in this regard and a tool to help them
make deliberate judgements about the credibility of sites that they
encounter online.

Suggestions for Extensions
Extensions to be used in classroom.
Practise learned skills using peer blog writing entries.
Videotape student opinions and insights for the last reflective question section of the lesson (#8
above). Use as the basis for peer assessment.

Making Credibility Judgements Online
Grade: 4 – 6
Digital Citizenship Theme: Credibility
Lesson Overview
Since the beginning of time people have been establishing relationships with one another. Some
of these relationships are good, supportive, healthy and trustworthy, while others are lined with
nothing more than bad intentions and premeditated deceit. Finding the attributes of credibility in
people has become increasingly difficult and unstable for students in this digital age especially in
various online spaces. For the purpose of this lesson, credibility refers to the trustworthiness of
people. Credible people are those that are accurate and authentic in how they present themselves,
their credentials, skills, and motivations. In this lesson, students will read an interview from
Peter, 16, and are asked to consider how he makes decisions about the credibility of other game
players. Peter plays a Massively Multiplayer Online Role Playing Game (MMORPG) called
World of Warcraft. World of Warcraft is an online game where players from around the world
assume the roles of heroic fantasy characters and explore a virtual world full of mystery, magic,
and endless adventure. Participants play as characters in a persistent game environment. They
cooperate with other players to achieve quests, such as defeating game monsters. In this
interview, Peter describes how he was tricked into trusting a fellow player named Dylan.
Following this experience, he developed a new system for judging the credibility and
trustworthiness of other players. This lesson introduces some of the issues associated with
making credibility decisions in online spaces where people don’t know one another offline. Two
themes addressed in this lesson are:
1. the differences between online and offline credibility assessment and
2. the suitability of specific pieces of evidence for different kinds of assessment
(e.g., skill level is a good piece of evidence for assessing competence in a game,
but is a less effective piece of evidence for determining courteousness to others).

Learning Goal
After this lesson, students should be able to:

• Describe the differences and similarities between offline and online assessments
of trustworthiness and credibility.
Success Criteria

• I will be able to identify online situations that call other people’s
credibility and trustworthiness into question.

• I will identify different types of trustworthiness and give examples of
evidence relevant to each type.

• I will apply the credibility assessment strategies learned to my own
online activities.

• I will be able to describe the differences and similarities between offline and
online assessments of trustworthiness.
Materials Used
• SMARTboard, blackboard, or chart paper – to post questions on

• “Making Credibility Judgments in Online Games”
§
§

Handout 1 – For students
Handout 2 – For teachers

Lesson Introduction
Ask students, “Have you ever had to trust a person before?
Have you ever had to trust someone online before? How
did you decide to make the judgment to trust this person?
Did you know him/her from offline? Is there a difference
between trusting someone online or offline? What kinds of
things did you use as evidence that this person was
trustworthy, both offline and online? What makes it harder
to judge online information about people? Does the
evidence change depending on what you trust a person
for?” (For example, Do you consider the same things when
deciding whether someone would be a good partner for a
group project versus whether or not he/she would pay you
back for lending them a DVD?)

Teacher Prompt: “Determining if someone is trustworthy or credible is difficult both offline and
online. Online, you have fewer appearance clues—you can’t see someone—and you only have
his/her actions and text (if you are IMing for example) to determine trustworthiness. In both
online and offline cases, it is important to determine what you trust someone for—to be
competent in the game, to be a good friend, etc.—to know what types of evidence you should
consider. Today’s lesson addresses how one teen, Peter, assesses other people’s trustworthiness
in an online game. In this lesson, we’ll compare the two different ways Peter assess credibility.”

Lesson Instructions
1. Introduce the lesson.

2. Break the class up into small groups and hand out the
Worksheet sheet and Peter’s story.

3. For 15-20 minutes, have the groups read through the
Peter story and discuss the questions.

4. Bring the class together and have the groups collectively
answer the questions. NOTE: You could ask different
groups to present answers to the different questions.

5. If necessary, use the questions provided on handout 2 –
the teacher quotation sheet.
Lesson Discussion Questions
The first 6 questions listed below are also posted in the annotated Facilitator Quotation Sheet.
1. What does Dylan’s level really tell Peter about him? Does it indicate that he will be a helpful
person?
2. Peter assumed that now that Dylan was his friend, he was accountable to him. He assumed
their friendship involved mutual responsibilities to each other. Should Peter have come to this
conclusion based on the evidence from Dylan?
3. If Peter was talking to Dylan offline, what other things could he have used to tell if he was
trustworthy? (For example, facial cues, eye contact)
4. Peter now uses his own personal relationships and his cousin, an avid player of the game, to
determine if others are credible. What do you think about Peter using his cousin as a way to

judge others? How could it be effective?
5. Why do you think Peter talks with new players before asking them for help?
6. In Peter’s story, are there any similarities between determining someone’s trustworthiness
online versus offline? Differences?
7. What do you think about Peter’s credibility judgments? Does he make good judgments?
8. How do you make credibility judgments when interacting with others online? What do you
think about when you make judgments?

Probing/ Guiding Questions
•How can you assess the credibility of other people based
on their online profiles, blogs, and other content about
them?

• What are your responsibilities when you are an
information seeker?

• Why might it be harder to decide whether to trust someone online
than it is to do so offline?

Concluding Takeaways
Peter describes how he assessed, or made a judgment about, Dylan,
using skill as a proxy both for Dylan’s competence as a player and
for his treatment of others. Following his experience with Dylan,
he evaluates players’ trustworthiness differently. He still uses skill
level as a proxy for their competency in the game; however, to
assess a player’s courteousness towards others, he asks them about
their motivations in playing World of Warcraft, the time they have
spent playing the game, and whether or not they know a trusted
player in the game. Peter’s new model tries to identify the
appropriate piece of evidence to look at for determining
courteousness. From today’s lesson, we can see how important it
is, whether online or offline, to collect the appropriate form of
evidence. Peter is limited online—he couldn’t see if Dylan was
laughing at his trust in him, for example. However, Peter is able to
use the signals around him to make better assessments. He now
distinguishes between markers of skill and markers of kindness in

the game. When you make decisions about credibility online, think
about what you are assessing the other person for and what pieces
of evidence will best inform that assessment.

Suggestions for Classroom Extensions
Have students connect and reflect by thinking of a specific
example from their own lives where they have trusted someone in
an online space and been lead astray. If students have not
experienced this then have them think of a new circumstance
where this might potentially happen. Have them discuss with an
elbow partner how they might better protect themselves against
being taken advantage of in these communities and instances. This
is where they get to flex their muscles and show what they have
learned from this lesson.
Glossary of Terms
Digital Citizenship: teaching students the rules of appropriate and
responsible behavior online; this usually includes email/blogging
etiquette, protecting private information, digital literacy, staying
safe online, digital law, and how to deal with bullying, whether
you’re a target or a bystander.
Online Spaces/Communities: Various websites or platforms found online where people can
communicate and share things (thoughts, pictures, music, videos, etc.) with one another.
Examples could be the HWDSBCommons, Titanpad, Google Docs, Facebook, MySpace,
Twitter, online games etc.
Massively Multiplayer Online Role Playing Game (MMORPG): An internet-based computer
game set in a virtual world, which can be played by many people at the same time, each of whom
can interact with the other people playing.
World of Warcraft: A popular massively multiplayer online role playing game (MMORPG).
Trustworthiness: Deserving of trust or confidence. Being dependable and reliable.
Credibility: The quality or power of inspiring belief and trustworthiness.

Authorship and Ownership Overview
Taken from Our Space: Being a Responsible Citizen of the Digital World, Authorship and
Ownership Overview
The Authorship and Ownership Unit focuses on how the act of creation has been altered by
digital media and the related effects on claims to ownership and authorship. Overall, the goals of
the unit are to help students reflect on the ethics of appropriation; to understand the difference
between plagiarism and responsible “appropriation”; and to give them the tools to identify—and
to defend—meaningful critical and creative expression that is inspired by the work of others.
New media provide new ways to create content and share it with others, and to access and use
others’ creations. Traditional notions of authorship (the process of creating original work) and
ownership (holding the legal rights to creative work) are being rethought in response to
collective authorship on sites like Wikipedia, by the capacity to distribute amateur and
professional videos to mass audiences through sites like YouTube, and by the technologies that
allow remixing of content. There are both promises and risks related to the ways in which
authorship and ownership are being reconceptualized in new media environments. New media
afford unprecedented access to information, which may inspire new forms of learning; they also
afford budding authors and other creators new avenues to participate in creative life. At the same
time, the ease of access to information, music, video, and other content can result in intentional
or naïve misuses—e.g., practices such as illegal downloading, plagiarism, and failures to cite
sources properly or to consider the intentions of original creators and owners of online content.
Key Questions
• How has the act of creation been altered by new media? What does it mean to you to be an
author or a creator today?
• What is the difference between being “inspired by” someone else’s work and plagiarism?
• How can you remix, or otherwise “appropriate” the work of others in a responsible, ethical
way?
• How do legal aspects of ownership, such as copyright, public domain, and fair use, limit or
enable some forms of appropriation?
Unit Lesson Overview
The Axis of Media/Copyright Song
Is It Fair Use?
Ad Men
Copyright, Fair Use and the Public Domain
The Inspired Highlighter

Copyright Song
Grade: 4, 5, or 6
Digital Citizenship Theme: Authorship
Lesson Overview
Students are introduced to copyright, fair use, and the rights they have as creators.
Students view the introductory video and explore the Key Vocabulary terms using the student
handout. Students then explore the copyright history of the “Happy Birthday” song and create an
original happy birthday song of their own.

Learning Goal
We are learning about copyright laws.
Success Criteria
I can understand that copyright is a legal system that protects their rights to creative
work.
I can compare different ways people license their copyrighted work.
I can create an original song, perform it in front of the class, and reflect on their copyright
for the song.
Materials Used
Access to the internet for:
http://www.commonsensemedia.org/videos/respecting-creative-work-video-vignette-henrysstory
http://www.todayifoundout.com/index.php/2010/04/the-song-happy-birthday-is-copyrightedand-brings-in-about-2000000-per-year-to-the-copyright-holders/
http://www.youtube.com/watch?v=8tWhKeb-fUQ
Student handout Terms
Video camera

Lesson Introduction
Ask the students “What is one thing in your life that you have made, and you are proud of it?”
Have the students share with an elbow partner what they were proud of. Then, ask, “How
would you feel if someone took your creation and said that they made it?” Once again have
them share their thoughts with their elbow partner.
Show http://www.commonsensemedia.org/videos/respecting-creative-work-video-vignettehenrys-story
The short video is about a student who takes other people’s work and puts them altogether and
then puts it on Youtube.

Lesson Instructions
Introduce, discuss and Post the terms:
1. CREATIVE WORK: Any idea or creation that someone/group has recorded in some way,
either hard copy or digital.
2. COPYRIGHT: A law that protects the rights of a creator, ensuring that other people don’t take
credit for their work, and so that people must get their permission before they copy, share, or
perform their work.
3. CREATIVE COMMONS: An alternative to the original copyright laws and makes it easier for
people to copy, share, and build on the creative work, as long as they give the original creator
credit for it.
4. LICENSE: A clear way to prove what is your creative work, and indicates how others can use
it.
5. PIRACY: Stealing copyrighted work by downloading or copying it in order to keep, sell, or
give it away without permission and without paying.
6. PLAGIARIZE: Copying or making slight changes to some or all of someone else’s work and
passing it off as your own.
7. PUBLIC DOMAIN: Any idea or creation that is not copyrighted and therefore free for anyone
to use however they want
8. FAIR USE: Permits limited use of copyrighted material without acquiring permission from the
rights holders. Examples of fair use include commentary, criticism, news reporting, research,
teaching, library archiving and scholarship.
Then, in small groups (3-4) have the students fill out the worksheet (attached) on the above
terms.
Once all of the students have finished. Take up the answers.
After taking up all of the answers, show http://www.youtube.com/watch?v=8tWhKeb-fUQ
The video is about fair use and copyright laws, but explained in a fun and engaging way. Break
the students up into small groups (3-4) and have them choose two of the terms for the above list.
From there, have the students create their own fun and engaging video about the two terms that
they chose. The video doesn’t have to be a song, rather the students have the freedom to choose

however they want to present their two terms (eg. song, skit, poem, rap, etc.). Before the
students start filming, ensure that they have handed in a copy of their script.

Probing/ Guiding Questions
1) What is copyrighted? How do you know?
2) How do you know if you are pirating something?
3) Is stealing from a store the same as downloading something illegally? Why or why not?
4) Will you think twice about downloading music now? Why or why not?

Anticipating Responses
1) I think I am just going to assume that everything is copyrighted.
It has the little c with the circle around it
2) If you are downloading something illegally
3) One should be worst than the other, but I kind of think that stealing from a store is worst. I
don’t know why I think that, maybe because I have seen a lot more people download something
than steal from a store
4) I am definitely going to think twice. Before, I never really thought of it, but now I kind
understand why it is illegal.

Concluding Takeaways
By first learning the terms, and then creating your own piece of work, it allows you to reflect
upon the different copyright issues. Furthermore, after when the students are answering the
probing questions it makes them think and connect to their own lives, and how they are going to
use this new knowledge in their everyday lives.

Suggestions for Extensions
At School Extensions
1) Ask the students if there is a volunteer who can sing the first line of the Happy Birthday song.
Have the student come up and sing the first line.
Then as a class read the article http://www.todayifoundout.com/index.php/2010/04/the-songhappy-birthday-is-copyrighted-and-brings-in-about-2000000-per-year-to-the-copyright-holders/
Then as advise the students that because you don’t want to have to pay anyone any money to
sing Happy Birthday, that they all are going to make up their own Happy Birthday songs. After

they have come up with lyrics and a toon, have them either perform the song in front of the class,
or record them and show to the class.
2)Have the students answer the following question in their journal/blog:
Yesterday, there was a huge soccer tournament at school, and your team won the championship.
After the game, you were given the trophy, and everyone was taking pictures of you. Now,
today, your picture is on the front page of the newspaper (no one asked you for your permission).
Did the newspaper have the right to publish your picture? Has the newspaper benefited from
your picture? Explain your thinking.
Student Handout: Terms
Use the terms (Creative work, copyright, creative commons, license, piracy, plagiarize,
public domain, fair use) to fill in the blanks.
1. Mikey decided to ____________________ his paper for class by copying
and pasting from Wikipedia and saying he wrote it.
2. Because Zoe used a small amount of a movie in a remix video she made
that pokes fun at the main character, she could say it’s _______________.
3. Claudio found a photo in the ____________________ that’s no longer
copyrighted, so he could use it however he wants.
4. Ruby has a Flickr page with all of her photos, and in order to define for
others how she wants her photos to be used, she created a copyright
____________________ that is listed on her page.
5. Keywan had an idea for a poem in his head for the longest time, but once he
finally wrote it down it instantly had a ____________________.
6. Derin uses a program where he “rips” movies and “burns” them to DVDs,
which he then sells to friends. What Derinis doing is called
____________________.
7. When John used a kind of copyright to make it easy for others to copy
and share his video, he was using ____________________.
8. Books, movies, music, websites, games, and pieces of art are all
examples of ____________________.
commonsensemedia.org

Is

It Fair Use? – Authorship and Ownership
Grade: Grades 6
Digital Citizenship Theme: Authorship and Ownership
Lesson Overview
The students will establish the difference between ‘Copyright’ and ‘Fair Use’ and how they
relate to one another. They will also learn a general set of guidelines to use when selecting other
people’s works to use in their own media creations.
Learning Goal
To properly use the four step guideline when using other’s copyrighted material under ‘Fair Use’
of those materials.
Success Criteria
Using the current Language curriculum document (Grade 6: Media Literacy, pages 117 – 119)
the following curriculum strands are covered in this lesson:3.1 describe in specific detail the
topic, purpose, and audience for media texts they plan to create, and identify challenges they may
face in achieving their purpose
3.2 identify an appropriate form to suit the specific purpose and audience for a media text they
plan to create, and explain why it is an appropriate choice
I am learning to:
·
Properly use other people’s work (written, visual, audio, within my own) using established
criteria
I will be able to:
·

Determine if the use of something falls under “Fair Use” criteria

Materials/ Resources
Materials:

·

Chart paper

·

Markers

·

Tape

·

Smartboard or Blackboard

Resources:
Computer lab or mini-lab
What is Copyright? http://www.piperpat.com/LinkClick.aspx?link=print/ipinfo/copyright.pdf
(PDF)
Appendix A – Fair Use Guidelines
Appendix B – Fair Use Situation

Online Resources:
http://www.youtube.com/watch?v=CJn_jC4FNDo – “A Fair(y) Use Tale” (Show excerpt from
6:22 min – 8:14 min. – Video explaining guidelines for Fair Use)
http://www.youtube.com/watch?feature=endscreen&NR=1&v=9DWLyrljLDk (Mac vs PC ad)
http://www.youtube.com/watch?v=av6fWfmugds (Marvel vs DC parody)

DVD/Blueray Resources:
Show excerpt from the movie Igor (7:44 min – 11:00 min).
Teacher Resource:
http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter9/index.html
(Copyright and Fair Use – Stanford University Library)

Lesson Introduction
Review what Copyright is with the class by asking, “With a show of hands how many of you
have heard of the word Copyright before?” Then ask, “Does anyone know exactly what
Copyright means?” “What does it mean?” Listen to their answers and guide them to the
realization that anything that anyone makes (i.e., movies, photos, art, writing, etc.) is theirs to use

and profit from and not for anyone else to use without permission or compensating you to do so.
Pull up the PDF version of ‘What is Copyright?’
(http://www.piperpat.com/LinkClick.aspx?link=print/ipinfo/copyright.pdf) for the class to view
and go over it with them, highlighting details mentioned above.Now Pose the question,
“Knowing what Copyrighted material is, is it safe to use copyrighted material in your own
work?” After listening to their answers and reasons – you may even want to post them on a
blackboard, smartboard or chart paper – let them know that it is indeed alright to use copyrighted
material under the ‘Fair Use” clause of most Copyright Laws – however in order to use the
material certain general guidelines must be followed (and even then you may still be in
Copyright infringement).

Lesson Instructions
Step 1: Introduction of Fair Use guidelinesShow the video A Fair(y) Use Tale”
(http://www.youtube.com/watch?v=CJn_jC4FNDo – viewing excerpt from 6:22 min – 8:14 min.
You may have to play the excerpt again as it is spliced together using clips from many Disney
movies and the kids may be focused on the characters and not what they are saying. Have the
students look for the certain rules of Fair Use (Nature, Amount, and Commercial Impact).
Step 2: Fair Use Guidelines Reviewed
In Step 1 the students were introduced to three of the four general rules for Fair Use; Nature,
Amount, and Commercial Impact. What was missing was The Transformative Factor: The
Purpose and Character of Your Use.
Hand out Appendix A to the class for review. Here is a copy of Appendix A:
The four factors individuals should consider when using copyrighted work are:
·

the purpose and character of your use

·

the nature of the copyrighted work

·

the amount and substantiality of the portion taken, and

·

the effect of use upon the potential market.

Have them break into small groups and have them write on chart paper what they think each of
these points mean and have them present their answers to the class.
Step 3: Discussion

Once the students have presented their answers and explanations review each factor individually
and have them copy these extra points under the original ones on their handout.
·

the purpose and character of your use

The main focal point here is whether the material used created something new or was merely
copied exactly into another work. If it is something knew then it probably o.k. but if it is used
exactly then you’re not o.k.
·

the nature of the copyrighted work

It is the work factual or fictional? There is more permissible to use factual work than fictional.
It is also better to use material from already published pieces of work than unpublished because
the limits of “Fair Use” have already been determined in the first publication of the work being
used.
·

the amount and substantiality of the portion taken

Although there is no set amount that is allowed, the general rule to follow is the smaller or less
amount you use the better, unless it is a parody – then you can use more.
·

the effect of use upon the potential market.

Which means does your use of a copyrighted material take money away from the owner, either
now or in the future? Is your use of their work devaluing it in any way? If it is then you’re not in
Fair Use of the material.
Step 4: Practice What We Preach
1. Have the students view the Mac vs. PC commercial and then have them watch the Marvel vs.
DC Parody. Have them then with their ‘elbow partner’ discuss if the parody does or doesn’t
meet the criteria and have the class try to reach a consensus as to whether the Marvel vs. DC
parody is in fact a “Fair Use” piece.

2. Now play a part of the movie Igor (7:44 min – 11:00 min) and have them discuss with their
‘other elbow’ partner as to whether they think Dr. Schadenfreude’s intentions are use the other
scientists plans under Fair Use or not and why do they think that? Have the class reach a
consensus as to whether Dr. Schadenfeude was going to be within Fair Use or not.

3. Now post Appendix B on the smartboard or copy and use as a handout. Have them get into
groups of 4 to 5 and have them discuss the situation outlined in the black line master and have
them discuss whether or not the blog owner, Bob, was within Fair Use or not. For the record,

blog owner Bob is in violation of Copyright laws by using that picture because even though he
changed the picture a bit, it was not enough to meet guideline number one; “The main focal point
here is whether the material used created something new or was merely copied exactly into
another work. If it is something knew then it probably o.k. but if it is used exactly then you’re
not o.k.” Nothing new was created and was virtually copied into his blog post untouched.

Probing/ Guiding Questions
1) “Does anyone know exactly what Copyright means?” “What does it mean?”
2) “Knowing what Copyrighted material is, when is it safe to use copyrighted material in your
own work?”
3) “How many of you take pictures off the Internet and put them on your websites, Facbook
page, etc.?
4) Do you think you are in Fair Guidelines if you do use other people’s pictures on your
website/blog/FB page/etc.?

Anticipating Responses
1) “No” or “Yes” or “It means that you can use someone else’s written work”
2) “Don’t know.” “Anytime as long as you tell where you got it from.” “Never.”
3) Answers will be subjective.
4)

“Not anymore.” “Yes, because it’s for personal use”

Concluding Takeaways
The main purpose or objective of this lesson is for the students to come away with a feeling of
being better able to use other works (written, visual, audio, etc.) within their own media works
without deliberately infringing on existing copyright laws and rights but also being aware that
even if they think they are within Fair Use guidelines they may still not be.

Appendix A
The four factors individuals should consider when using copyrighted work are:

1.

the purpose and character of your use

2.

the nature of the copyrighted work

3.

the amount and substantiality of the portion taken, and

4.

the effect of use upon the potential market.

Appendix B
Fair Use Situation
Bob has a blog and he likes to write about NASCAR a lot and has seen a growth in the
number of ‘hits’ his blog gets each day.
There was a huge crash in the race that was run on the weekend and Bob wants to write
about it on his blog.
After the story is done Bob looks over the Internet and finds an awesome picture of the
crash taken by a photographer who was at the race.
Bob copies the picture, crops it a bit to get rid of some of the background but otherwise
leaves the picture the way it is and then posts it on his site with the story he just wrote. Bob
also makes sure he credits the picture by putting the photographer’s name with it too.
Is Bob within the guidelines of Fair Use or not? Explain.

Ad Men
Grade: 6 (While this lesson is targeted to this grade, it could easily be modified for other grades
as well.)
Digital Citizenship Theme: Authorship and Ownership
Lesson Overview
Authorship: The process of creating original work.
Ownership: Holding the legal rights to creative work. (These definitions come from the OUR
SPACE Document, but I don’t know how to cite them.)While these concepts seem very straight
forward, media as it is right now makes the concepts of authorship and ownership very complex.
If people remix songs, who owns them? Should the original author be compensated? What
responsibilities does the person that remixes the song have to the original author and creator?
This lesson addresses the process of authorship by considering issues of the author’s intent, the
ownership standards over creative works, and issues of the author’s responsibility to the public,
to his/her content, and to the community at large.
In Ad Men, students role play as advertising project managers on a campaign to promote using
refillable water bottles for the Environment & Sustainable Infrastructure Division for the City of
Hamilton. The Environment & Sustainable Infrastructure Division for the City of Hamilton
wants a high-impact, creative, controversial print and billboard campaign for use in several
major publications and on billboards across Hamilton. In this lesson, students will choose
photographs for the campaign and create tag lines for the photographs that creatively promote the
Environment & Sustainable Infrastructure Division for the City of Hamilton’s message to only
use refillable water bottles.
This lesson lets students explore how using material for other than what the original artist
intended can have some unexpected consequences.

Learning Goal
I am learning what is ethical when using existing content and creating new content.I am learning
that individuals have rights as creators and consumers of different content.

Success Criteria
1) I can choose what content I use online and how I use this content.2) I can ensure that I
properly credit the original source of any content that I use.
3) I can understand my rights as a creator of new content.

4) I can understand my rights as a consumer of content.
Materials Used
Ad Agency MemoMarkers
Chart Paper
Scissors
Glue
Digital Camera
Ownership Glossary From The OUR SPACE Document –
http://www.goodworkproject.org/ourspacefiles/Our_Space_full_casebook.pdf
Laptops, Computers, iPod Touches, and iPads — One for every three to four students (with an
Internet connection)

Lesson Introduction
1. Start this lesson with a class discussion about appropriation (the ability to meaningfully
sample and remix media content).(This definition comes from the OUR SPACE Document, but I
don’t know how to cite it.) Here are some questions that you might want to ask to guide the
discussion:- What ways have you ever used pictures online for personal use? (e.g., using them as
avatars on online games or blogs).
- What ways have you used music in a similar way? (e.g., creating a mash-up of some different
songs to use in a school project that you then post on your website or blog).
- What have you heard about other people using music or pictures in this way?
Explain to the class that this use of existing content in a new way or to create something new is
called appropriation.
2. Then discuss ownership. Here are some questions that you might want to ask to guide this
discussion:
- When you use music or images that you’ve found online, do you ever consider who owns this
song or image?
- Do you ever wonder if it’s appropriate to use someone else’s work for your own for your own
purpose?

- What discussions or debates have you heard before about if you can use music or images in this
way?
Explain to the class that this lesson puts together the concept of appropriation with the concept of
ownership to think about what is “appropriate appropriation.” The students in the class will be
using media that they find online for their own creations in an ethical way.
3. Students will need a basic understanding of the copyright system to complete this activity.
You can use the Ownership Glossary from the OUR SPACE Document to discuss commercial
use, public domain, and Creative Commons.

Lesson Instructions
1. Divide the class into groups with 3-4 students in each group. Each group will role play as a
creative team for the advertising agency hired by the Environment & Sustainable Infrastructure
Division for the City of Hamilton. Hand out the Ad Agency Memo explaining the activity to
each group. (If the teacher has access to a computer and an LCD Projector, the memo could be
shared with the class in this way as well.)2. Students need to do an Internet Search (through
Creative Commons) for a photograph to use for their campaign. They could also create stage
their own photograph and take it using a classroom digital camera. They need to create a tag line
for their groups’ ad campaigns.
3. Group presentations of their campaigns to the class. Each group needs to explain why they
chose that photograph and tag line. Please note that for their presentations, students can use
paper, markers, etc. to create posters to share, or they can create a presentation using PowerPoint,
GoogleDocs Presentations, or Prezi, assuming that there’s access to an LCD Projector for the
group to share their presentation with the class.
4. The class votes on the best ad campaign. The teacher votes as well.
5. Lead a discussion on the issues of appropriation and creator responsibility using the discussion
questions below. This discussion could be done orally, or students could work in their groups
and use the devices with a tool such as the Commons, Adobe Connect, FirstClass Instant
Messaging, Today’sMeet, Twiducate, or Edmodo to have an online discussion. The teacher can
then type in the scenarios, the students can respond, and the teacher can type in follow-up
questions.
6. If there’s time, present and discuss the alternate scenario below.

DISCUSSION QUESTIONS:
1. This Flickr Group promotes the use of tap water and refilling water bottles:
http://www.flickr.com/groups/1198990@N23/pool/ One of the photographs in the group though
is of a bunch of different plastic water bottles. When reading the text associated with this
photograph, the photographer says that one of the best things about these plastic water bottles is
that they can be refilled. Filling bottles from the tap is a focus of this campaign, but so are
reusable bottles, and plastic ones generally are not. Is it appropriate to use this photograph then?
Why or why not?
2. The SIGG Flickr Group has lots of different reusable water bottles, some of which are licensed
to be used in advertising campaigns, but the SIGG logo is visible on almost all of them:
http://www.flickr.com/groups/sigg/pool/ This campaign is for reusable water bottles, but is it
appropriate to promote just one kind? With this logo so visible, would you use these photographs
for the campaign then? Why or why not?
3. The people that have photographs in the SIGG Flickr Group that you could use, took these
photographs when working on campaigns to use reusable water bottles to help save the
environment. Does the intent of the photographers change your opinion on if these photographs
should be used? Why or why not? Also, as an employee of this class’ advertising agency, most
of the work produced as part of the employer-employee relationship is owned by the agency. As
such, these photographers would not get any additional compensation if you used their
photographs. Is this fair? Why or why not?
4. Linking the reusable water bottle with exercise could be a good thing, and this photograph
definitely does so, but the woman in the photograph may not meet the school dress code:
http://www.flickr.com/photos/rubbermaid/6813883382/. Since the advertising agency has hired
Grade 6 students to create their campaign, can the students use a photograph that might help with
the campaign even if it goes against the school rules? Why or why not?
5. For all the photographs, what might be the consequences of using these creative works? For
example, how might the public react? How might the original creator react? How would the
Environmental and Sustainable Infastructure for the City of Hamilton react? How would the
owners of the content react? How would you consider all of these different stakeholders? Might
these reactions affect the effectiveness/mission of the campaign?

ALTERNATIVE SCENARIO:
At some point in the class discussion, present this alternative scenario:
In response to your campaign, the Evian Water Bottle advertisers have hired your agency to
create a campaign in response this one, encouraging consumers to buy their water and then refill
the bottles too.

- What would you do differently? How would this change your perspective on the images?
- The tap water Flickr group remains public, and the images of the plastic water bottles is more
aligned with this campaign to refill plastic water bottles. How does this change your response to
this photograph? Would you now consider using it? Why or why not?
- Now you are planning a campaign for one water bottle company, so their name will appear
largely in your photographs. Earlier, you were concerned with having the name of just one brand
appear in your photographs? Does this new assignment change things for you? Why or why not?

Probing/ Guiding Questions
Throughout the activity, the teacher might want to use probing/guiding questions such as,1) Why
do you feel this way?
2) What would make you change your mind?
3) How might other people feel when they see this advertisement?
4) Who would support this advertisement and who may not support this advertisement?
5) Have you considered all stakeholders when creating this advertisement?

Anticipating Responses
Students are likely to not want to use the plastic water bottle image given the first scenario, but
may want to use it given the second scenario. They also will likely not want to use the reusable
water bottle image that focuses in on a brand name. Get them to consider alternatives though.
Are there any? Is a brand always visible? They will likely want these plastic water bottles and
see the value in a brand name given the alternative scenario. Get them to really articulate why the
alternative scenario changes their opinion on this issue. Students may feel differently about the
photograph of the woman holding the reusable water bottle. Some may think that it is not
appropriate for school, but others may think that it will help them get more people on board with
their campaign. Get students to discuss if they would feel the same way if it was a male holding
the water bottle. Why or why not? Does this change the appropriateness of the image?
Concluding Takeaways
As appropriators and possible future content creators, youth have to consider the perspectives of
the creators of source materials, the subjects depicted in their work, their
audiences, and the broader community (including unintended audiences). It may be impossible to
consider everyone, but they need to try to think about how their creations will be perceived by

others.While creators are responsible to others, they are also responsible to social norms and the
legal system. They need to make sure that they think about these social norms (which may even
be different for them than others because of their young age) and also ensure that all of the
content that they use is legal for them to do so.

Suggestions for Extensions
For anything that is shared online, send parents a link to the virtual space where the groups
shared their ideas, so that the parents can look at what was shared at home and continue the
conversation there.Get students to look at creating a television campaign for the Environment &
Sustainable Infrastructure Division for the City of Hamilton on reusable water bottles. Have
them select music for the campaign. Get them to look at different options for music that they can
remix or use legally, and get them to consider their audience when they choose the songs. How
will all of the stakeholders feel about their choice? While students can create these television
campaigns at school, some of the initial music searches can be done at home, so that parents can
also get involved and find sources for music that they can use legally. This can also help extend
the discussion about authorship and ownership at home.

Websites For Creative Commons Music:
http://creativecommons.org/audio/
http://ccmixter.org/
http://www.jamendo.com/en
http://sutros.com/

Creative School Advertising (CSA) Agency
400 Main Street West
Hamilton, ON
To All CSA Teams,
The Environment & Sustainable Infrastructure Division for the City of Hamilton have hired us to
create high impact, creative, and controversial print and billboard campaigns promoting the use
of refillable water bottles throughout Hamilton.
Do a Creative Commons search and find a photograph to use for the campaign. Make sure to
consider the licensing of this photograph to ensure that using the photograph is legal. Once
you’ve chosen your photograph, come up with an innovative tag line to use with it.
Don’t let us down!
Sincerely,
Mr. N. Charge
Creative School Advertising Agency

Copyright, Fair Use and the Public Domain
Grade: 4 – 6
Digital Citizenship Theme: Authorship and Ownership
Lesson Overview
This lesson introduces students to the legal concepts of copyright, public domain and fair use.
Students are asked to demonstrate their prior knowledge and understanding of what makes a
copyrighted work and a work in the public domain. Students will brainstorm ideas, take part in a
shared reading and discuss scenarios that could be considered an infringement of copyright or
fair use of protected material. An essential part of our students becoming responsible citizens in a
digital age is the ethical and responsible use of intellectual property. Children need to learn the
difference between what is considered copying and what is considered creating in order to be
respectful to the works of others. Grade 4 – 6 students need to learn that they have a
responsibility to acknowledge the work of others and learn how to use intellectual property
responsibly without infringing upon a creator’s protected copyright.

Learning Goal
Students should be able to understand the intent of copyright (to promote the creation of new
works by giving copyright owners the ability to control them and to profit from them for a
limited time) as well as develop an understanding of public domain and fair use.

Success Criteria
I can distinguish between a copyrighted work and a work in the public domain.
I can identify the purpose of fair use and how it is meant to benefit creators and society.
I can identify the benefits of having a work in the public domain.

Materials Used
SMARTboard (or Chart Paper and Markers)
Data projector and laptop
Video – “Get Creative” http://creativecommons.org/videos/get-creative
Handouts
“Handout 1 – Copyright for Kids”
“Handout 2 – Infringement of Fair Use – Student Worksheet”
“Handout 3 – Infringement of Fair Use – Teacher Answers”

Lesson Introduction
To begin this lesson, ask your students “Have you ever heard of something called copyright? In
your understanding, what is it?”
After a brief discussion give students a couple of minutes to think/pair/share with an elbow
partner. Have them come up with some examples of things that can be copyright protected. (For
example, books, music, movies, music videos, commercials, tv shows) as well as some things
that can’t be copyright protected (For example, ideas, facts, numbers, individual words, musical
notes). On your SMARTboard or on chart paper, make a t-chart with the headings “Can
Copyright” and “Cannot Copyright.” List the student generated ideas under each heading.
Explain that copyright gives the creator of a work the right to make a profit from the work and to
decide how his/her work is used by others. Pose the question: What impact do you think
copyright would have on remixers, like DJs and authors?
Post the following questions on the blackboard or chart paper for students to think about as they
watch the video. Tell students to be prepared to discuss the following questions once the video
ends using an accountable talk strategy of your choosing:
• After watching this video, how would you explain copyright?
• How would you explain the public domain?
• I’d also like you to think about the remix they mention at the beginning between The White
Stripes and Steven MacDonald. How do the artists work together? How do they approach using
the music and copyright?
“Let’s watch the following video to find out more about copyright and how it affects people
wanting to use other creators’ works:” http://creativecommons.org/videos/get-creative (Video is
entitled “Get Creative,” play until 2:35).
After watching the video, discuss the questions posed as a whole class. explain that in today’s
lesson, we are going to learn more about copyright, fair use and what kinds of materials are in
the public domain.
Lesson Instructions
Shared Reading:
Distribute ”Handout 1- Copyright for Kids.” Clarify things for your students as you all read
through this handout together.
Whole Class Brainstorm:
With the class devise working definitions and examples to help clarify the concepts of
“copyright” “public domain” and “fair use.” Record your working definitions on chart paper so
you can post them for student reference.

Sample Definitions:
Copyright—You have created something that can’t be copied or used without your permission. A
law that makes sure people who create things are acknowledged, own and are paid for their
creativity for a period of time. Examples: The Hunger Game books, Katy Perry’s Music, TV
shows like “The Big Bang Theory,” “The Hills,” NHL game telecasts, “Sports Center”
Public Domain—Things that were created a long time ago, whose copyright has expired and that
are free for anyone to use however they want. Examples: Jane Austen’s, “Pride and Prejudice,”
Shakespeare’s, “A Midsummer Night’s Dream,” some older movies like “The Phantom of The
Opera” (1925), and “The Little Princess” (1939).
Fair Use—For certain purposes you can use small pieces of copywritten materials without
paying royalties. Fair use is an attempt to balance the rights of copyright owners and creators of
new content. Some factors to think about: Can you give credit to the original sources? Will there
be a financial effect on the original work from you using it? Did you only use a small portion of
the work? Did you change it enough to have it considered a new original work?

Infringement or Fair Use Small Group Discussion
1. Break the class into groups of 4-5 students.
2. Distribute “Handout 2 – Infringement or Fair Use: Student Worksheet.” Each group must
choose three scenarios that appeal to them collectively.
3. Allow the groups to discuss their situations and develop their ideas. In their groups, have
students read through the scenarios and discuss their thoughts and ideas about whether they think
that each scenario infringes upon the creators copyright or if it is considered fair use of the
material.
4. Each student and group should record the ideas and reasoning for their decision in the area
provided on the student handout.
5. Each group should present their scenarios, including the decisions they came to about the
content in question.

Probing/ Guiding Questions
• What do you think is the purpose of copyright? How does it protect content creators?
• Are there benefits to having works in the public domain? Is there a negative side to having a
work in the public domain?
Anticipating Responses
Lesson Introduction: If students have no prior knowledge of copyright give them a very general
description of what it is. “It is something that protects artists and their work.”

Concluding Takeaways
From this lesson students should have some understanding of copyright, eg. who is entitled to it
and what types of material it covers. They should understand that the intent of modern copyright
is to promote the creation of new works by giving copyright holders the ability to control them
and to profit from them for a limited time.
• Students should understand the definition of public domain and should understand that all
creative works must at some point become part of the collective ownership of society.
• While copyright law and public domain both impose positive and negative restrictions on the
use of creative work, they represent an attempt to balance the rights of the individual and the
rights of society as a whole.

Suggestions for At Home Extensions
Youtube is a great website for people to share ideas, experiences, talents, thoughts and artistic
expression. It is also a place where a lot of people inadvertently infringe on the copyrights of
others everyday. The fine folks at Youtube keep close watch on the material uploaded to their
site and have posted tutorials and quizzes to help the sites users better understand copyright laws.
Students can explore these tutorials and videos at home with their families to better understand
what constitutes as fair use of material and what infringes on the copyrights of others. Follow the
link to attend Youtube’s “copyright school.” http://www.youtube.com/copyright_school

Glossary of Terms
Digital Citizenship: teaching students the rules of appropriate and responsible behavior online;
this usually includes email/blogging etiquette, protecting private information, digital literacy,
staying safe online, digital law, and how to deal with bullying, whether you’re a target or a
bystander.
Online Spaces/Communities: Various websites or platforms found online where people can
communicate and share things (thoughts, pictures, music, videos, etc.) with one another.
Examples could be the HWDSBCommons, Titanpad, Google Docs, Facebook, MySpace,
Twitter, online games etc.
Copyright: A law that makes sure people who create things are acknowledged, own and paid for
their creativity for a period of time. Copyright laws prevent others from profiting from someone
else’s creative works. Examples: The Hunger Game books, Katy Perry’s Music, TV shows like
“The Big Bang Theory,” “The Hills,” NHL game telecasts, “Sports Center”

Fair Use: The conditions under which you can use material that is copyrighted by someone else
without paying royalties.
Public Domain: Things that were created a long time ago, whose copyright has expired and that
are free for anyone to use however they want. Examples: Jane Austen’s, “Pride and Prejudice,”
Shakespeare’s, “A Midsummer Night’s Dream,” some older movies like “The Phantom of The
Opera” (1925), and “The Little Princess” (1939).
Infringement: For the purpose of this lesson infringement is referred to as the act of violating
one’s copyright.

The Inspired Highlighter
Grade: 4 – 6
Digital Citizenship Theme: Authorship & Ownership
Lesson Overview
In this lesson, students learn what the terms inspiration and plagiarism mean and put it into
context through reading an original work (Little Red Riding Hood) and two works (Lil’ Red &
Ariel’s Quest) that were inspired from the original. One work is a blatant form of plagiarism
(Lil’ Red) while the other uses some of the key elements (sick grandmother, love of family,
adventure in the woods) as inspiration to write an original work (Ariel’s Quest). They must read
and compare these two texts with the original text and decide whether or not the inspired-by texts
are plagiarism or inspiration to create and acceptable original text.
Learning Goal
• I will recognize how the general ideas and concepts (overall themes, settings, and events) from
an original work can be transformed into new texts of inspiration.
Success Criteria
• I will define plagiarism
• I will define original work
• I will define inspired-by text
• I will understand the difference between plagiarism, original work and inspired-by texts and
explain how they differ from one another.
• I will describe the benefits of inspiration and the harms of plagiarism.
Materials Used
•
•
•
•
•
•
•

Chart Paper
Markers
Hi-lighters
Handouts on separate pages for easy comparison
Little Red Riding Hood
Lil’ Red
Ariel’s Quest

Lesson Introduction
Say, “Today’s lesson looks at inspiration and plagiarism in terms of pieces of writing. In today’s
lesson, we will look at three types of texts—original work (the source text and inspiration for
other texts), the plagiarised text (a text blatantly copied from another text) and the inspired-by
text (the text written by another author that uses the source text as inspiration).”

Graffiti Activity:
Post three pieces of chart paper around the room with the titles original work, inspired-by, and
plagiarised. Divide your students into three groups. Give your students time to travel to each
piece of chart paper and write down what they think the terms mean. Once each student has had
the opportunity to do this, collect the chart papers and return to a whole class instructional
setting. Use the student generated ideas and definitions to construct mutually agreed upon master
definitions for this lesson.
Example Definitions:
Original Work: An original work is one written and created from unique ideas and not based on
the work of others.
Inspired-By Text: Borrowing general ideas from a work to produce a new work. However,
names, characters, and specific events are not used.
Plagiarised Text: A piece of writing that contains specific ideas and content are taken from
another piece of work and submitted as if it were an original work. Eg. Direct copying of text,
not citing someone’s work you use, or the use of someone’s main ideas as your own.
Lesson Instructions
Shared Reading: Have the students read through the original work – “Little Red Riding Hood.”
Discuss the events that took place, the important characters and things that are very distinct to
this story. (Little Red Riding Hood, sick grandmother, The big bad wolf, journey to grandma’s
house).
Independent Reading and Activity 1: In pairs have students read “Lil Red.” Ask one student to
use a highlighter and highlight any characters, events, or dialogue that they think are similar
between “Little Red Riding Hood” and “Lil Red” as their partner reads through the original text.
Independent Reading and Activity 2: Last have them read “Ariel’s Quest.” This time have the
partners switch roles. Have one student use a highlighter to highlight any characters, events or
dialogue that they think is similar between “Little Red Riding Hood” and “Ariel’s Quest” as their
partner reads through the original story. Once students have completed reading through the story
and have completed highlighting the similarities, lead another discussion about whether these
similarities are specific or generally related to the original work.
Guiding Questions/Statements:
For “Lil’ Red”
• Does it seem like the “Anonymous” author was inspired-by the Brothers Grimm, or does it
seem like something different?
• “Anonymous” seems to have made some minor edits to the original text, but the structure,
ideas, and words are really almost identical. Would you consider this to be plagiarism?
• Anonymous’ story is an example of plagiarism—when an author of a text, song, or other work
presents someone else’s work as his/her own.

•
•
•
•
•
•
•
•

As far as you can tell, did Anonymous give any credit to the original writers of the story?
Do you think plagiarism is acceptable?
Was it fair that Anonymous plagiarized the Brothers Grimm?
What harms might it bring to the original author?
Is plagiarizing lying? Why?
Is it stealing? Why?
How can you make sure that the work you produce isn’t considered plagiarism?
Is this plagiarism or is it simply an inspired-by text?

For “Ariel’s Quest”
•
•
•
•
•

What are the similarities between Ariel’s Quest and Little Red Riding Hood?
Is this case inspiration or plagiarism?
How can you tell?
Does this author transform their inspiration adequately?
What is the difference between plagiarism and inspiration?

General Plagiarism Questions & Statements:
• What types of things are plagiarism in a piece of writing?—directly copying the words,
copying someone’s ideas, not giving someone credit for their ideas, copying the structure of the
work.
• Ask students if they have any further questions about plagiarism or inspired-by texts that you
can help answer.
Concluding Takeaways
• In order for a creative work to be considered an acceptable example of an “inspired-by” work,
it should be distinct from the original work in some major ways.
• Appropriation, when done properly, builds on or changes others’ work to create something new
(eg. the expression of a different point of view, an altered aesthetic, and/or a critical
commentary).
• Plagiarism is using someone else’s ideas or work without making major or substantial changes
to it. Plagiarized creations typically do not acknowledge or give credit to the original source
material. It is important to create something distinctly different from the original and to explicitly
credit the source of inspiration.
Suggestions for Classroom Extensions
Have students write their own short stories inspired-by another piece of writing. In groups or
with a partner they can then compare their stories with that of the original text and judge whether
it would fall into the category of plagiarism or inspired-by text. Students can also refer to the
educational tips for plagiarism prevention from

www.plagiarism.org
to assist them in ensuring that their writing is appropriate.
Glossary of Terms
Digital Citizenship: teaching students the rules of appropriate and responsible behavior online;
this usually includes email/blogging etiquette, protecting private information, digital literacy,
staying safe online, digital law, and how to deal with bullying, whether you’re a target or a
bystander.
Plagiarism: The act or instance of using or closely imitating the language, thoughts, characters
and events of another author or work without authorization or the representation of that author
credited for their work.
Inspired-by Work: Taking inspiration from an original work usually in broad terms to create
another original work that is very different.

Lead Learners and Digital Citizenship
How	
  are	
  you	
  a	
  lead	
  learner	
  and	
  digital	
  citizen:	
  participating,	
  co-‐learning,	
  and	
  actively	
  contributing	
  
online	
  to	
  support	
  teaching	
  and	
  learning	
  for	
  all	
  (staff,	
  students,	
  and	
  community)?	
  

Mentor Text: Our Space: Being a Responsible Citizen of the World
http://www.goodworkproject.org/ourspacefiles/Our_Space_full_casebook.pdf
Our Space is a set of curricular materials designed to encourage high school students to reflect on
the ethical dimensions of their participation in new media environments. Through role-playing
activities and reflective exercises, students are asked to consider the ethical responsibilities of
other people, and whether and how they behave ethically themselves online. These issues are
raised in relation to five core themes that are highly relevant online: identity, privacy, authorship
and ownership, credibility, and participation.
(edit)
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How	
  Do	
  You	
  Approach	
  the	
  World	
  
Watch	
  this	
  series	
  of	
  3	
  videos	
  by	
  Dr.	
  Michael	
  Welsch	
  to	
  set	
  the	
  
stage	
  and	
  shape	
  context	
  for	
  your	
  and	
  our	
  learning.	
  	
  
	
  Video	
  #1:	
  	
  Mediated	
  World	
  	
  
	
  
Video	
  Link:	
  http://www.youtube.com/watch?v=iPn4TFKIgkw	
  

The world is mediated at all levels and we must pay attention to the technologies that
connect us with each other.
KEY THOUGHT: In order to be a good citizen, you have to understand how the world is
mediated.
REFLECTION QUESTION: How do you pay attention to how you are mediated?

Video	
  #2:	
  Knowledgable	
  vs	
  Knowledge-‐able	
  
A total change in how we approach the world.
Video Link: http://www.youtube.com/watch?v=z56SNAQNOqs

KEY THOUGHT: Students must be active pursuers of knowledge. It’s about inspiring
questions not giving answering, inspiring curiousity and wonder. Students must leave with
questions because that is the hallmark of a lifelong learner.
REFLECTION QUESTION: How are you a lifelong learner in the digital world?

Video	
  #3:	
  	
  Digital	
  Citizenship	
  
	
  
Video	
  Link:	
  http://www.youtube.com/watch?v=tQWBqbjEB-‐0	
  

What is needed is education about how the technology is changing the world around us, how we
are mediated and it must be integrated in the curriculum.
KEY THOUGHT: Total participation in the world, that’s what where you get into the notions
of digital citizenship. In order to be a good citizen, you have to understand how the world is
mediated.
REFLECTION QUESTION: How do you participate in the world? How does technology
impact your participation?

You and Your Digital Footprint
Step 1: Watch this video and think about your own online presence.
How do you participate?
How do you contribute?
Are you visible?
http://www.youtube.com/watch?v=DinW62zlWcc&feature=player_embedded#!

Step 2:
ACTIVITY: Google “Yourself”
What did you find out?
Any surprises?
Anything you would like to change or add?
Resources:
Reppler: http://www.reppler.com
Google Alerts: http://www.google.com/alerts
Socioclean: http://socioclean.com/
StatusCloud: http://statuscloud.icodeforlove.com/?ref=nf
As a lead learner: “be findable” “be shareable” “be googleable”
Recommended Reading: The Connected Educator
Step 3: Be a Connected Learner Yourself

On Being A Connected Leader May 2012
On Being A Connected Leader_HWDSB_May 2012
READ: 7 Habits of Highly Effective Tech-Learning Principals
How do you put habit #4 in action? List the ways you do now and growth goals for the next six
months.
Step 4:
Think about the ISTE National Educational Technology Standards (NETS) for
Administrators http://www.iste.org/Libraries/PDFs/NETS-A_Standards.sflb.ashx

Focus on the Digital Citizenship
Educational Administrators model and facilitate understanding of social, ethical and legal issues
and responsibilities related to an evolving digital culture.
a. Ensure equitable access to appropriate digital tools and resources to meet the needs of all
learners
b. Promote, model and establish policies for safe, legal, and ethical use of digital information
and technology
c. Promote and model responsible social interactions related to the use of technology and
information
d. Model and facilitate the development of a shared cultural understanding and involvement in
global issues through the use of contemporary communication and collaboration tools
Guiding Questions:
How do you effectively and consistently model the use of the same technology tools that
teachers use in their classrooms with the students?
How do you promote the use of digital-age tools and resources to create a digital-age learning
culture?
•
•

One that promotes connecting with others, collaborating with other in asynchronous /
synchronous ways.
One that reaches beyond the bricks and mortar of the classroom and school walls?

How to begin actively discussing Digital Citizenship:
ARTICLE for setting the stage: Becoming a Good Digital Citizen in the Digital Age
Collaborate with your staff:
Define Digital Citizenship together and share with all – students, staff, parents
Determine what are the most important areas / topics that we feel are most pressing?
Determine what areas / topics do our students and parents feel are most pressing?
Consider asking these questions:
What does our data say?
What does current research tell us about Digital Citizenship?
How do we make time for this important topic?
How do we authentically discuss daily Digital Citizenship?
How can it be woven in to all that we do?
Integrate focus questions for implementation connected to your school
plan: http://www.digitalcitizenship.net/uploads/2ndLL.pdf
•
•
•

curriculum and character education connections
professional development
parent engagement

Resources:
Digital Citizenship & Ethics Diigo Group:
a social bookmarking group that brings together research, resources that include comments,
tagging, annotations, sticky notes, highlights that will be sustained over time for all to contribute
Elements of Digital Citizenship - What is Digital Citizenship?
Read about: 9 Elements – Digital Etiquette, Digital Communication, Digital Literacy, Digital
Access, Digital Commerce, Digital Law, Digital Health & Wellness, and Digital Security (selfprotection)
Digital Literacy and Citizenship - a FREE K-12 Curriculum
CommonSense Media is providing a Digital Literacy and Citizenship Classroom Curriculum.
This is a FREE treasure trove of resources for educators and parents. Once you register you have
access to scope and sequence documents, and the curriculum containing lessons and videos for
grades K-5, 6-8, and 9-12. The curriculum is aligned to ELA Common Core, AASL, and ISTE
NETS-S. Check out their Curriculum Overview.
5 Considerations for Digital Age Leaders
http://www.digitalcitizenship.net/uploads/LLDecArticle.pdf
Moving Beyond One Size Fits
All http://publius.cc/moving_beyond_one_size_fits_all_digital_citizenship

Global Digital Citizen – The Role of the Teacher
http://www.21stcenturyfluency.com/blogpost.cfm?blogID=2498

Raising Responsible Digital Citizens: A Workshop for Parents
The following workshop has been developed for parents as an informative and interactive
workshop. It can be delivered by members of a school as a face to face group parent engagement
strategy or as a stand alone activity for parents to work through on their own either at home or at
school locations where a parent area, lounge, or lending library has been established.
The goal is to provide parents and guardians with tips, tricks, and strateiges en route to
understanding their own digital footprint and how they work with their children to understand
theirs.
Audience: Parents and Guardians of Children 10+
The Rationale / Description: Our global society has changed how students find, access, and use
information. Collaborating online and sharing information is a skill that needs to be nurtured.
Information on the Internet is vast but it can also be overwhelming. How do you filter all of the
information that is available and how do you determine what is good and what is not? Further,
how much information are you providing online and how does it represent you?
Explore how to use and share information on the Internet while protecting the privacy of you and
your children in the process. In today’s complex physical and virtual world it is becoming
increasingly necessary that children and adults alike understand their digital identity so as to
ensure that it is a true representation of the real-life physical self. This workshop is designed to
provide tips, tricks, and strategies for ensuring a basic understanding of the digital world and
strategies for working with your tweens and teens at home.
Presentation Framework: The framework of this presentation and workshop is the CODE (The
Council of Ontario Directors of Education ) Parent Toolkit (specifically pages 32-37). The
activities within are intended to spark conversations between parent and child so as to develop a
relationship and culture of trust. The activities provide the foundation with which to ask those all
important open-ended questions that start a conversation rather than one-word answers. For
example, the Reppler website (http://www.reppler.com) is a social media monitoring service
designed to help users manage their online image across different social networks (i.e. Facebook,
Twitter, and YouTube). It does so by showing users how they are perceived across social
networks, by telling users the makeup of their social network connections, and by identifying any
potential issues and risks. By its very nature, the service provides a snapshot of use which is
perfect for conversations between parent and child.

The CODE Parent Toolkit

Open publication – Free publishing

The Presentation
https://docs.google.com/presentation/d/1wusOXmBAiygCOb8Ua3Xuc8b6ZrHYqDeLZd9R0HOXV4/edit#slide=id.p50

Web Resources
Reppler: http://www.reppler.com
Google Alerts: http://www.google.com/alerts
Socioclean: http://socioclean.com/
StatusCloud: http://statuscloud.icodeforlove.com/?ref=nf (edit)

