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Introduction 

 
Websites tend to be created and maintained by two broad categories of professionals. 
 

1. Website designers 
2. Website developers 

 
Website designers are typically responsible for the look and feel of a website. They 
create the structure of the site and give it its visual characteristics. Designers are also 
normally responsible for the layout and wording of the content or information presented 
on a site. Many designers use website-authoring tools to assist them in creating and 
maintaining their sites. These professionals are usually at least somewhat comfortable 
working directly with HTML and CSS, and possibly even some JavaScript. 
 
Website developers are responsible for creating and maintaining the backend 
infrastructure that supports a website’s functionality. They create the databases and 
database tables that store the information managed by a site. They write the code that 
manages user logins and registrations, processes payments, manages accounts, 
performs data searching, etc. Developers normally work with languages such as PHP, 
C# or Java, and are competent to administer databases such as MySQL, SQLServer, 
Postgress etc. These professionals often create much of the JavaScript used by a 
website. 
 
Both sets of skills are critical to the creation of a successful web application. However, 
competent website developers can be difficult to come by, and frequently command high 
salaries. In addition, it can be very difficult to evaluate the quality of a developer, which 
makes hiring a tricky proposition. The work performed by a website developer consumes 
the majority of the allotted budget and time of most website projects. It’s not uncommon 
for a website developer to consume eight to ten times more time and money than a 
website designer working on the same project. And we’re not even considering the 
ongoing costs of maintenance and upgrades. 
 
HotRiot corrects this imbalance by offering a system that allows website designers to 
perform all, or at least the vast majority, of the tasks normally required of website 
developers, greatly reducing the cost and development time normally associated with 
creating website applications. The benefits of using HotRiot extend beyond the initial 
development. Ongoing site upgrades and maintenance will be significantly cheaper and 
easier with HotRiot, as compared with using traditional development techniques. 
 

What is HotRiot? 

HotRiot is an on-demand software-as-a-service (SaaS) that exposes a comprehensive 
backend infrastructure that your website ties into in order to provide functionality beyond 
what is available with simple HTML or JavaScript. It provides the tools and the  
server-side processing that enables you to create advanced website applications.  
 
HotRiot is not a website authoring or development program. It does not take the place of 
existing authoring tools. Rather, it compliments these tools, allowing you to build 
functionality into your website that would not be possible using these tools alone. 



 

2  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

HotRiot is not a website hosting service. You can use the services of HotRiot while 
hosting your website with any ISP of your choosing.  
 
What we do is provide the backend intelligence that lets you build features into your 
website that would normally require the expertise of a programmer. However, HotRiot 
requires no programming skills whatsoever and has been designed from the ground-up 
for non-programmers. Using wizards, you visually link your site into the HotRiot 
processing engine. There you begin taping into the features you need in order to deliver 
your website application.  
 
HotRiot relieves you of the chores associated with setting up and maintaining a complex 
backend system. We take care of the technical details of managing and supporting 
database servers, mail servers, SSL certificates, and the like. This allows you to enjoy 
the time and cost benefits of a zero-infrastructure and zero-maintenance system. 
 

How HotRiot works 

HotRiot sits invisibly between users and your website, exposing a backend processing 
engine that your website calls on when it needs server-side support, such as when 
saving or retrieving information in a database. HotRiot is non-intrusive, so you can (and 
should) bypass HotRiot for those parts of your website where it is not needed. The 
diagram below shows how HotRiot fits into the processing cycle. 
 

 
The two yellow arrows show processing requests that are sent directly to a website, 
bypassing HotRiot. These requests are handled with no participation by HotRiot. The 
purple arrows show requests that are filtered through, and processed by, HotRiot. The 
processing by HotRiot is transparent to your users. Usually your website will also 
participate in the processing of these requests. 
 

Prerequisites: What you need to know 

Below is a list of the skills required to effectively use HotRiot: 
 

1. You must be able to create a Web page. You can use any website creation 
software to assist you. HotRiot is compatible with virtually all website 
development tools, including online website builders. 

2. You must be able to upload the pages you create to your website. 
3. You will need a basic understanding of how HTML tags work. The more familiar 

you are with HTML, the easier you will find HotRiot to work with. 
4. You must be willing to read the instructions. 
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Programming, database, or JavaScript experience is not necessary to use HotRiot. Our 
system requires NO programming whatsoever. 
 
HotRiot uses wizards that guide you step-by step, so the software is very easy to use. 
Still, our system allows you to create very sophisticated website applications. Depending 
on the complexity of the system you wish to create, you will need to spend some time 
planning. The more familiar you are with creating websites the easier HotRiot will be to 
use. If you know JavaScript, you will be able to use that knowledge along with HotRiot. 
 

HotRiot HTML primer 

You may skip this section if you are already familiar with HTML and are comfortable 
working with links and forms. 
 

The HTML skills that are required to use HotRiot are relatively basic. Most of our users 
create their websites using a site builder tool. HotRiot is compatible with virtually all 
website creation software including most of the online website builders. For the most 
part you will not need to concern yourself with the details of HTML; however, there are a 
couple of HTML tags and concepts that are used throughout HotRiot that you need to 
understand. While we will highlight these here, please refer to a good HTML manual or 
one of the many online references if you require more detailed information. 
 
You need be familiar with only the following two HTML concepts to use HotRiot: 
 

 Links 

 Forms 
 
Understanding how these are used is central to working with HotRiot. 
 
 
Understanding links and hyperlinks 
The terms "link" and "hyperlink" both refer to the same thing. Links are used throughout 
HotRiot. 
 
A link is a reference or a navigation element on a Web page that references some other 
place on the Internet. Links can reference other locations on the same page, other 
pages on the same site, or pages located on an entirely different website. 
  
You can identify a link in a number of ways, but the easiest way is to move your mouse 
pointer over the top of a picture or word. If your mouse cursor changes to look like a 
small hand, then the item you are looking at is a link and can be clicked. When selected, 
links forward you to the location referenced by the link. 
 
The general structure of a hyperlink is shown below: 
 

<a href="Valid Web Address (URL)">Link text or graphic image</a> 
 
As an example, below is a hyperlink that will forward you to the home page of HotRiot 
when selected. 
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<a href="http://HotRiot.com">Click Here</a> 
 
Let's pick this link apart. 
 

 The "<a" stands for Anchor. It begins the link. 

 HREF stands for Hypertext REFerence. This is the target or location, of the link. 
To put it another way, this is where the link will take you when selected  

 http://HotRiot.com is the URL address of the link. This is the actual location you 
will be forwarded to if you select this link. 

 The text "Click Here" is the clickable hot spot of the link. This is the text that 
users will see and click in order to activate the link. When a mouse cursor is 
moved over this text it will change to look like a small hand. The hot spot can be 
an image rather than text. This can be done by using an "<img>" tag where the 
hot spot text appears. 

 The "</a> ends the entire link command. 
 
Site builder programs normally take care of the details of creating links. So you don't 
normally need to concern yourself with the specifics of how links are structured. In most 
cases, all you need to do is provide the Web address (URL) of the link and the hot spot 
text; the site builder takes care of the rest. 
 
We are going to take a closer look at the URL portion of a link. Below is another sample 
hyperlink: 
 
  <a href="http://HotRiot.com?FName=Jane&LName=Doe">Click Here</a> 
 
The URL in the link above contains a number of additional elements not seen in our 
earlier example. The Web address portion of the URL is shown in blue. This is the same 
as in our earlier example. The section in red is new. This is where a link’s name-value 
pairs are defined. To explain: a link can contain information that is sent to the target of 
the link when it is selected. This information is structured as name-value pairs. The link 
above contains two name-value pairs: 
 

 FName=Jane 

 LName=Doe 
 
So, when the link above is selected, the target of the link (HotRiot.com) will be passed 
the two name-value pairs shown above. 
 
You can include any number of name-value pairs in the URL of a link. Each name-value 
pair is separated by an "&", as in the example above. The start of the name-value 
section of a URL is denoted by a "?". The "?" appears immediately after the Web 
address portion of the URL. 
 
Passing name-value pairs inside links is somewhat advanced, but we don't expect you to 
create these yourself. When they are needed we will provide you with a complete URL 
that you can simply cut and paste onto your page. 
 
There are many additional attributes that can be used with links that allow you to further 
control their behavior. All of these are compatible with HotRiot. While it is beyond the 
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scope of this manual to fully cover every feature of the link tag, we have provided 
several tables below that offer brief descriptions of these options, along with links to 
more information. The tables were copied from the website http://www.w3schools.com. 
This is a great online resource for all things related to website development, we highly 
recommend it. 
 

Optional Attributes 

Attribute Value Description  

charset char_encoding Specifies the character-set of a linked document  

coords coordinates Specifies the coordinates of a link  

href URL Specifies the destination of a link  

hreflang language_code Specifies the language of a linked document  

name section_name Specifies the name of an anchor  

rel Text Specifies the relationship between the current 
document and the linked document 

 

rev Text Specifies the relationship between the linked 
document and the current document 

 

shape default 
rect 
circle 
poly 

Specifies the shape of a link  

target _blank 
_parent 
_self 
_top 
framename 

Specifies where to open the linked document  

 
 

Event Attributes 

Attribute Value Description  

onblur script Script to be run when an element loses focus  

onclick script Script to be run on a mouse click  

ondblclick script Script to be run on a mouse double-click  

onfocus script Script to be run when an element gets focus  

onmousedown script Script to be run when mouse button is pressed  

onmousemove script Script to be run when mouse pointer moves  

onmouseout script Script to be run when mouse pointer moves out of an 
element 

 

onmouseover script Script to be run when mouse pointer moves over an 
element 

 

onmouseup script Script to be run when mouse button is released  

onkeydown script Script to be run when a key is pressed  

onkeypress script Script to be run when a key is pressed and released  

onkeyup script Script to be run when a key is released  

 

http://www.w3schools.com/
http://www.w3schools.com/tags/att_a_charset.asp
http://www.w3schools.com/tags/att_a_coords.asp
http://www.w3schools.com/tags/att_a_href.asp
http://www.w3schools.com/tags/att_a_hreflang.asp
http://www.w3schools.com/tags/att_a_name.asp
http://www.w3schools.com/tags/att_a_rel.asp
http://www.w3schools.com/tags/att_a_rev.asp
http://www.w3schools.com/tags/att_a_shape.asp
http://www.w3schools.com/tags/att_a_target.asp
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Understanding forms 
A form is an HTML structure that contains controls (checkboxes, radio buttons, input 
fields, etc.) that users fill in and submit. Submitting a form sends the data entered in the 
controls to a server for processing. The type of processing that can be performed is 
virtually unlimited; however, forms are often used to save data in a database or to 
retrieve data (e.g. searching a database). 
 
No doubt you have used, or at least seen, forms on various sites that you have visited. 
Understanding how forms work will make using HotRiot much easier.  Below is a 
screenshot of a sample business registration form. This is a fairly typical form that you 
might see on any website. To use the form, a visitor would fill in the form fields and 
select the submit button. The information entered in the fields gets posted, or sent, to a 
server that processes the form. That’s the ten second explanation of how forms work. 
 

 
 
Let's take a look at how forms work in more detail. The general structure of a form is 
shown in the box below. 
 
 
<form action="form handler (URL)" method="post or get"> 

 . 

 (The form fields go here, between the form tags.) 

 .  

</form> 

 
 
In the box below is an example of the HTML for a basic form that contains a single input 
field where a user enters a name. 
 
 
<form action="http://HotRiot.com/form_handler" method="post"> 

   User Name: <input name="user" type="text" > 

   <input type="submit" value="submit"> 

</form> 

 
Let's pick apart the HTML above. 
 

 The "<form" is the opening tag for a form. This begins the form. 
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 The "action" is the target, or location, of the form handler. To put it another way, 
this is where the information entered in the form is sent when the submit button is 
selected. In this example this is: 
 
       http://HotRiot.com/form_handler 
 

 The "method" tells the browser how to send the form to the server. The technical 
details of how the "method" works are not important. All that matters is that you 
make sure that you set the method for all forms that interact with HotRiot to 
"post." 

 The "</form>" tag ends, or closes, the entire form. 

 The actual form fields are placed between the opening and closing form tags. 
These are the fields where users enter the information that gets sent to the 
server when the form is submitted. The form created with the example HTML 
above only contains a single entry field, where a user enters his or her name. 

 
Again, site building programs normally take care of the details of creating forms. The 
better programs include elaborate form builders that let you visually create your forms. 
So you don't normally need to concern yourself with the specifics of how forms are 
structured. All you usually need to do is provide the Web address (URL) of the form 
handler (action) and define the fields that appear in the form; the site builder takes care 
of the rest.  
 
In Appendix J "Understanding form fields", we cover forms in even more detail. We go 
over the specifics of form fields and explain the HTML that comprises the individual field 
elements. The information presented there is a bit more advanced, and, in many 
instances, may be more than you need. That being said, there are times when having a 
deeper understanding of the internal workings of forms can prove to be useful. For the 
most part, your site builder will take care of the details presented in Appendix J.    
 However, we still encourage you to take the time to read and understand the material 
presented there. You don't need to do it now; wait until you delve a little deeper into 
HotRiot. 
 
 
Other tidbits of information 
Forms and links are the only HTML components specifically used with HotRiot. So this is 
really all the HTML you need to know in order to use our service. Of course, the better 
you understand HTML and Web site development in general, the easier HotRiot will be 
to use, and the more likely you are to get the most from our service. 
 
While not specifically required, CSS and JavaScript can be used with HotRiot to create 
more advanced websites that are easier to maintain and have more visual appeal. With 
HotRiot, novice Web site developers with a minimum of HTML coding experience can 
get started right away, creating very sophisticated websites. More advanced users can 
leverage their knowledge to build sites with even more complexity. 
 
HotRiot does not fundamentally change the WAY you build your Web site. If you are like 
most of our users, you create your Web sites using a site builder program. This does not 
change when you start using HotRiot. You can continue to create your Web sites in the 
manner that best suits you. We simply provide a back-end layer that allows you to build 
sophistication into your sites that is not possible with HTML and JavaScript alone. 
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A note about HTML coding style 
A number of features provided by HotRiot require the HTML on your pages to be 
dynamically interpreted. HotRiot has a parser that performs this task. The parser is quite 
robust and can properly decompose HTML that is written using less-than-perfect 
formatting. However, in order to achieve optimal performance and avoid parsing errors, it 
is strongly recommended that you do your best to write HTML that is formatted in 
accordance with HTML standards. For example, when you use an opening quote you 
need to remember to include a corresponding closing quote. Also, don't forget to 
properly close HTML tags. And pay attention to your use of opening and closing HTML 
tag brackets (<>).  These are the kinds of things that can make the difference between 
HTML that is easily parsed and HTML that causes parsing problems. 
 

Planning your website  

Before doing anything, stop and take some time to plan your website application. Taking 
this time upfront will save you time in the end. This cannot be overemphasized: We have 
seen many developers get lost working on their sites because they had no plan. If all you 
need is a simple visitor registration database, your planning time will be very short. 
However, if you are developing something more complex, such as a site that includes 
payment processing, you are going to need to spend time detailing your requirements 
and specifying how your site is going to work.  
 
After participating in the development of hundreds of website applications, we have 
found it particularly useful to look at a site from the perspective of the visitor (or user). 
Think about how visitors will interact with your site and how they will navigate from page 
to page. Often when designing a site, we draw boxes on a sheet of paper — the boxes 
represent the various pages on the site. We then connect the pages together using 
arrows; these help illustrate how users will navigate through the site. Shown on the next 
page is a partial illustration that details the working of a basic job search site.  
 
In the illustration below, the boxes represent pages on a site. The oval represents the 
PayPal site, where subscription payments are processed. The arrows show how the 
pages are linked together. As you can see, these relationships can be fairly complicated 
for more complex websites. You must plan carefully, otherwise you can easily get lost.  
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Taking a quick tour of the HotRiot interface 

 
In this section, we will take a quick look at the HotRiot user interface. We will help you 
become acquainted with HotRiot by highlighting core features of the system and 
outlining how basic tasks are performed. 
 
When you log in to your HotRiot account, you will be taken directly to the Main Console 
page (see the screenshot below).  This page is the main focal point of your interactions 
with HotRiot. From here you will perform all tasks associated with creating and 
managing your website application. 
 
Each link on the Main Console page will take you to a wizard that guides you step-by-
step through the process of performing the selected task. On each page of every wizard, 
HotRiot automatically displays relevant instructions. 
 
On the first time you log in to your account, most icons on the Main Console page will be 
inactive, or grayed out. An icon is set to inactive when the action associated with it is 
unavailable at that time. For example, you will be unable to select the Delete/Clear 
Database icon until you have created at least one database. 
 
For the remainder of this section, we will highlight the core interface elements on the 
Main Console page. 
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 Support 

 
Clicking the Documentation & Support link takes you to our support page. From 
there you can submit support inquires. This is also the place where you will find our 
complete online documentation, which includes: 

 

 HotRiot Users Guide – this document. 

 
In addition, email support is available at support@HotRiot.com. 

 

 

 
 

mailto:support@idataforms.com
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Creating a database 

 
Creating a custom database for your website, with full search, sort, and display 
capability is a simple two-step process. 
 

 

 
 
 

 

Step Task Action 

 
Create a new database 

Create a database using the Create 
Database wizard. For detailed instructions 

see Creating a website database. 

 

 

Create a database search 

Create a search using the Create 
Database Search wizard. For detailed 

instructions see Basic database searching. 
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Login and subscription management  

 
With HotRiot you can easily create sites that offer subscription services to its members. 
The Login & Subscription Management link takes you to the page where there are 
wizards for setting up and managing subscriptions and for creating and managing user 
logins. 
 
Sites that offer subscription services are fairly complex with many interrelated pages. 
They all require user registration, subscription setup, and, often, payment processing.  
Not to mention all of the other administrative support capabilities, such as automatic 
subscription renewal reminders, automated lost login lookup, payment fraud detection 
with email notification, subscription management, payment history details, and so on. 
HotRiot provides support for all these features and more.  
 
For more information please see the following sections: 
 

 Authenticating Users 

 Setting Up Subscriptions 
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Setting database access rules  

 
The Access Rules wizard allows you define specific conditions that must be met before 
a user is granted permission to view, search or save records to a particular database. 
 
Users that have not met the requisite conditions will be denied access to the protected 
database. For example, we can set up rules that require new users to first register, and 
existing users to first login, before either are allowed permission to perform a search.  
 
Access rules can be used to "lock down" a database or a search, allowing only 
authorized users' access. When used in conjunction with logins, you can create secure 
databases that are accessible to only those explicitly granted permission. 
 
For more information please see the following sections: 
 

 Security 

 Preventing unauthorized users from posting records to a database 

 Preventing unauthorized users from searching a database 
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Event Triggers  

 
A trigger is an action that is invoked automatically when a predefined event occurs. They 
allow you to create event-driven relationships between separate databases. For 
example, the modification of a record in one database could trigger the modification of 
records in other databases. 
 
Currently HotRiot supports delete triggers, record Insert triggers, record select triggers, 
registration triggers and login triggers. 
 
Delete triggers are used to automatically remove records in a child database in response 
to a record being removed in a parent database.  
 
Record insert triggers are used to automatically insert records into secondary databases 
in response to a record being posted into a primary database.  
 
Record select triggers automatically search and retrieve record data from select 
databases in response to a record selection occurring in a search results table. 
 
Registration triggers are used to automatically create records in secondary databases in 
response to a user performing a registration. 
 
Login triggers automatically search and retrieve record data from select databases in 
response to a user login. 

 

 
 
 
 
 



 

16  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

Amazon Web Services Integration  

 
Amazon Web Services (AWS) is an infrastructure Web services platform in the cloud. 
AWS offers a host of elastic on-demand services, such as S3 for storage, CloudFront for 
content delivery, Relational Database Services for database storage, and so on. AWS 
provides a platform where you only pay for what you use, with no up-front expenses or 
long-term commitments, making AWS a cost-effective way to deliver services. 
 
Currently, HotRiot provides integration with the following two Amazon Web services:  
 

 Amazon S3 - Amazon S3 (Simple Storage Service) is an online storage Web 
service that provides unlimited document storage with highly availability and low 
latency. 

 Amazon RDS - HotRiot has the ability to connect to a database server 
provisioned on Amazons Relational Database Service (RDS). Amazon RDS is a 
database hosting service offered as part of Amazons Web Services (AWS). It 
allows you to dynamically provision a dedicated MySQL server hosted on AWS. 

 Amazon CloudFront - Amazon CloudFront is a content delivery network that 
distributes content to end users very quickly, with very low latency and high 
data-transfer speeds. CloudFront uses a worldwide network of edge locations 
located in Europe, Asia, South America and the United States. As of this writing, 
there are 30 edge locations. 
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Importing data into a database  

 
Using the Import Data wizard you can import data into your database from any program 
that is capable of creating a CSV (comma separated) file. This includes Excel, Access, 
SqlServer, and virtually all other spreadsheet and database programs.  
 
With this wizard you can control the fields that are imported and even replace existing 
records based on an import key of your choice. In addition, HotRiot provides full support 
for secure SSL connections when importing data. Thus, you can protect your information 
as it flows through the Internet.  
 
For more information please see the section: 
 

 Importing data into a database 
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Exporting your database  

 
With the Export Database wizard you can export your databases to Excel, XML, or CSV 
(comma separated) formats. For smaller databases, the export file will be email directly 
to you, for large database, you will be sent a link with instructions on how to download 
the database export file. This file can be used for a wide variety of purposes. For 
example, it can be used to create an Access or SQL Server database, or it can be 
processed by Excel to analyze the data. 
 

Of course, HotRiot provides full support for secure SSL connections when exporting 
data. So you can protect your information as it flows through the Internet. 
 

For more information please see the section: 
  

 Exporting a database 
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Bulk email sending service  

 
HotRiot’s bulk email sending service allows you to quickly and easily send HTML 
formatted emails to all of the email addresses present in your database. You start by 
selecting a database in your system that includes an email address field. This becomes 
the source of the email addresses for your bulk send. You then visually compose your 
message and tell HotRiot to send the emails. HotRiot will send the email you composed 
to every address in the database. 
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Real-time notifications service  

 
Your website users can be notified by email in real-time whenever information of interest 
is posted to your database. Here’s how it works: users specify the record data that 
should trigger a notification. Whenever a record is posted to your database that contains 
the "trigger" data, a notification email is automatically sent. For example, imagine you 
run an animal adoption website. A user could request to receive a notification whenever 
a greyhound under the age of four is added to the database of available dogs. Now, 
whenever a record is posted that contains this trigger data (a greyhound under four), an 
email is automatically sent to the user that registered to receive the notification. 
Notification emails are normally sent within several minutes of the record post. HotRiot’s 
real-time notification service relieves users from having to constantly monitor your 
website in order to avoid missing information of interest. 
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Account Management 

 
The Account Management link takes you to the account management page. From here 
you can perform management functions associated with your HotRiot account.  

 
You can do things such as: 

 Monitor real-time usage statistics 

 Make a payment on your account 

 Make changes to your service plan 

 Make changes to your account options 

 Check your payment history 

 Cancel your service 
 
For more information please see the section  

 Administering your HotRiot account 
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System Preferences 

 
The System Preferences page is where you will modify system settings and 
preferences that affect the operation of your databases. For example, there are specific 
internationalization and localization options for setting the Date, Time, Number, and 
Currency formatting for various cultures. There are settings that control thumbnail 
generation and image and document display options. In addition, there are a number of 
options for setting service limits and security measures. 
 
When first starting out with HotRiot, it's easiest to work with the default settings. They will 
work well for most U.S. based websites.  
 
For more information please see the section: 
  

 System Preferences and Settings 
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Customizing the Search Results 

 
Search results are displayed in tables that are automatically generated by HotRiot 
whenever you create a database search.  
 
The tables are created using a standard layout that includes columns for the first five 
fields in your database. You can customize both the content and format of the tables. 
You can choose which fields from a database should be displayed, and you can modify 
the visual characteristics of the table to match your site’s design. You can also add 
functionality to allow sorting based on any column. And define columns as a selectable 
page links, allowing users to drill-down to a details page for the selected record. These 
are just a few of the supported options. 
 
You do this using the Customize Search Results Table wizard. With his wizard you 
can control all aspects of the table design, allowing you to create tables that seamlessly 
integrate with your site design. 
 
For more information please see the section: 
 

 Customizing the search results table 
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Deleting / Clearing Databases 

 
The Delete / Clear Database page is where you perform basic management functions 
associated with your databases. 

 
You can: 

 Delete a database 

 Clear a database (remove all of the records saved in the database) 
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Browsing Your Databases 

 
The Database Browser allows you to perform interactive searches of your databases. 
You can construct on-the-fly queries to search and sort your data in any way you want. 
You can also delete records directly from the browser. 
 
As an option, you can browse your databases using a secure SSL connection. 
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Working with Databases (the basics) 

 
Databases are the backbone of all Web site applications. They provide you with ability to 
store the information that is managed by your site, and to later recall this data. How well 
you model your database will often define the limits of your application’s capabilities. A 
good design will fulfill your site’s current requirements and allow you the flexibility to 
expand functionality as your needs change. Here, we cover basic database design using 
HotRiot. Later, in the Advanced Topics section, we cover Advanced database design 
including creating relational databases, using joins, defining primary keys and event 
triggers. 
 

Creating a Website Database 

 
In this section we are going to explain how to create a basic website database. Although 
this first example is fairly simple, it provides the foundation needed for more advanced 
topics, such as relational databases, registration databases and databases for multi-
page forms. 
 
Creating a database is a two-step process:  
 
Step 1. Create a form with fields to collect all of the information you would like to save in 
a database. The form is used by HotRiot as a template for creating the database.  

Step 2. Process your form using the Create Database wizard.  

 

Step 1: Creating a database form 

First, think about the information you would like to save to a database. Write down the 
actual bits of information you want to collect and store. For example, if you were creating 
a business directory, you might want to collect the information listed below: 
 

 Company Name 

 Line of Business 

 Address 

 City 

 State 

 Zip Code 

 Email Address 

 Phone Number 
 

 
Next, create a form that has fields to collect this information. This form is called a 

Database form. Don't worry about the actual mechanics of how we are going to convert 

a form to a database, that's not important at this stage. Just focus on creating a form that 
can be used to collect the information you wish to save in a database. Place the form on 
the page of your site where you want it to be used.  
 
Below is a sample form that collects the information listed above. 
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Earlier we stated that your form is used by HotRiot as a template for creating the 
database. Let’s have a look at the details of how a database for the form above would 
look.  As you can see, each field in the form is represented as a column in the resulting 
database. This is the case for all fields in a form, including hidden fields. 
 
 

Company 
Name 

Line of 
Business 

Address City State 
Zip 

Code 
Email 

Address 
Phone 

Number 

Garmack Manufacture 24 Port Ave. Ash N.Y 11234 ts@garmark.com 800.954.1689 

Prometic Bearings 123 Main St Sempter Fl. 33327 ll@prometic.com 800.818.1879 

 

 
HotRiot is compatible with virtually all website development software, so you can create 
your form using the tools with which you are already familiar. You can design your form 
however you like. Your forms can have as many elements as necessary and can be 
formatted and styled any way you choose. All standard HTML form elements are 
supported, including file upload fields. HotRiot places no limits on the design of the Web 
page that contains your form. You can include Flash, JavaScript, CSS, DHTML, XHTML, 
Applets, or anything else your design calls for. 
 
You will need to set two HotRiot specific form properties in order for your form to work 
with HotRiot. Please see Appendix A for instructions on how to do this.  
 
Once you have finished creating your database form, the next step is to process the 
form with the Create Database wizard. 
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Step 2: Processing a database form 

Start by logging to your HotRiot account, then select the Create Database link located on 
the Main Console page (see the icon boxed in red below). This will take you to the 
Create Database wizard.  
 
 

 
 
 
 
 

Process Database Welcome Screen 
 
The screenshot below shows the opening screen of the wizard. This is a simple 
welcome screen. Click the Start button to begin. 
 
 

 
 
 
 
 
 

Process Database Step 1 – Select the database template 
 

Earlier, we stated that the first step to creating a database is to create a form that has 
fields to collect all the information you would like to save in the database, and that this 
form is used by HotRiot as a template for creating the database. This is entirely correct. 
However, what we failed to mention is that HotRiot can also create a database using a 
CSV file as a template. This is a rarely used feature that will be covered in detail later. In 
addition, HotRiot also allows you to create a database manually. This feature is intended 
for sites that use AJAX and is not covered in this manual. 
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For this example, we will focus on creating a database using a form as the template.  
 
On this step of the wizard, you need to select the template that HotRiot should use for 
creating the database. Begin by selecting the first radio button — this is used for creating 
a database using a Web form as a template. Selecting this radio button will cause an 
entry field to appear where you need to enter the URL of the Web page that contains the 
database form you wish to process. The URL entry field will be pre-pended with your 
domain name. This means the page must reside on your site. This entry field is case 
sensitive — the filename you enter here must exactly match the filename on your site. 
Enter the remaining portion of the URL exactly as you would type it into a browser. 
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Process Database Step 2 – Select the form to process 
 
Step 2 of the wizard is where you select the form you want to process. You can place 
more than one form on a page. However, forms must be processed individually. 
Normally, a page will only contain one form, so you will usually only see a single radio 
button selection, as in the screenshot below: 
 

 

 
 

 

 
 
Process Database Step 3 – Set the data type, size and input 
requirements 
 
Step 3 of the wizard is where you set the data type, size and input requirements for each 
of the form fields; see the screenshot on the next page. 
 
In the Data Type column, select the type of data that is collected by each form field. For 
example, the email address field, circled in red, is set to type Email Address. HotRiot will 
now only accept a valid email address in this field. If a user enters anything other than 
an email address, the system will display an error message. It's very important to set the 
correct data types. Form validation is performed based on these selections. 
 
HotRiot includes a comprehensive set of predefined data types. They are:  
 

 Text 

 Number 

 Currency 

 Time 

 Date 

 Date Time 

 Email Address 

 Social Security Number (U.S. 
format only) 

 Zip Code (U.S. format only) 

 Phone Number 

 Postal Code 

 URL 

 Year 

 
For more information please see Appendix I – HotRiot data types. 
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There are two additional data types that are not shown in the list above. They are: 
 

 Primary Key 

 Foreign Key 
 
These are explained later in the section Advanced topics in database design and usage. 
You can safely ignore them for now. 
 
In the Size column enter the maximum number of characters you would expect to 
receive for each field. You can enter a value from 1 to 65,500; values larger than this will 
be truncated to 65,500. It's important to set the size values to a number representative of 
the type of data being collected. This is because HotRiot uses this information to create 
indexes, and, depending on how you set these, HotRiot will adjust its indexing strategy. 
Do not set the sizes to a number larger than necessary. For example, a field that collects 
a user’s first name would not need to have a size larger than 15. You will notice in the 
screenshot above that the Phone Number field does not have an associated size input 
box. For certain data types it does not make sense to have a size entry. These include 
fields such as Date, Time, Currency, Phone Number, and so on. These have an implicit 
size, so there is no need to manually set one. 

 
Most forms will have several fields that are required; this means users must, at a 
minimum, fill in these fields in order for your site to accept the form submission. The 
User Input Column sets a field input to either Required or Optional. If a field is set to 
required, it will be mandatory for users to make a valid entry in the form field. A required 
field may not be left blank. Optional fields may be filled in at the users' discretion. 
However, if a user chooses to fill in an optional form field, the entry will be required to 
conform to the Data Type. 
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Process Database Step 4 – Set the form validation error text 
 
Step 4 of the wizard is where you set the error text that is displayed to users whenever a 
form is incorrectly submitted. See the screenshot below, which has been abbreviated in 
order to reduce its size. 
 
A form can be incorrectly submitted under two circumstances: 
 

 If a field that is set to required is left blank 

 If a field is incorrectly filled in based on its data type 
 
When a form is submitted, HotRiot automatically performs field level validation using the 
input requirements and the data type selections made in step 3 above. For example, in 
step 3 the email field was set to type Email Address. Therefore, HotRiot will display an 
input error if anything other than a valid email address is entered into this field.  
 

 
 
 
By default, error notifications display in a popup alert dialog. However, you can change 
this setting. Please see the section "System Preferences and Settings". 
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In addition to plain text, these fields also accept any valid HTML. For example, you can 
enclose the text in <font> </font> tags in order to set the font style for the validation text. 

 
Optional fields that are defined as type text in Step 3 can never be the source of a form 
submission error. The reason is this: Optional text fields do not need to be filled in by 
users, and if they are filled in, any input is considered valid. For this reason these fields 
will not appear on this step of the wizard. 
 
 
 
 

Process Database Step 5 – Special properties 
 
On Step 5 of the wizard we can assign properties to the form fields. These properties 
direct HotRiot to perform some special processing. There are currently three properties 
that can be assigned.  
 

 Value must be unique — When this is selected, it is required that the user enter 

a value in the field that is unique from all other values entered in the same field 
by prior users. This rule is enforced by the HotRiot validator. If a non-unique 
value is entered, an error is displayed to the user asking that user to try another 
value. You can customize the response by editing the Validation Response Text.  
 

 Generate unique value —This option instructs HotRiot to automatically generate 

a unique value for the field. This is only available to fields defined as type "Text". 
The value generated by HotRiot is an eight character random alpha numeric, 
such as "9urtv65d".   

 

 Set to date posted —When this is selected, the HotRiot system will 

automatically populate the field with the date from when the form is posted. This 
option is only available to fields defined as type "Date." 

 
Let's have a look at an example. In the screenshot on the next page you will see that the 
special property for the company name field has been set to Value must be unique. This 
property instructs HotRiot to check the company name entered by users against all other 
company names entered by previous users who have posted a record. If the value has 
already been entered by a previous user, HotRiot will reject the form submission and 
display the validation response text.  
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By default, this text is displayed in a popup alert dialog. However, you can change this 
setting. Please see the section "System Preferences and Settings". You can customize 
the validation response text as you like. In addition to plain text, you can enter any valid 
HTML as part of the validation response. For example, you can enclose the validation 
response between <font></font> tags, in order to customize the font style. 
 
Let's look at another example. Suppose you want to require new users to register and 
existing users to login before either type is given access to your database. Normally 
what you would do is to create a registration form for new users that includes a 
password field that they fill in. Returning users would be required to login using their 
registration passwords. The login would check for the existence of the password in the 
registration database, thus validating that the user has registered. Of course, you can't 
allow two different users to enter the same password when registering. To prevent this, 
you would set the special property for the password field to Value must be unique.  
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Now, let's take this a step further. Let's say your registration form also requires users to 
enter an email address. In order to ensure the user enters a valid address, you could 
choose to email a password to that address, rather than have users enter their own. The 
way you would do this is make the password field in your registration form hidden, and 
set the field's special property to "Generate unique value".  You would then send them a 
registration confirmation by email (later in this wizard) that includes the system-
generated password. They would then use this password to login to your site.  

 
 
 

Process Database Step 6 – Email confirmations and notifications 
 

Step 6 of the wizard is where you set up email confirmations and notifications. Please 
see the screenshot on the next page. Notifications are intended to go to you, and they 
are sent to the email addresses entered into the notification email address list. This entry 
field allows you to enter a comma-separated list of email addresses that should receive 
the notification. Each address must be separated by a comma. HotRiot sends the 
notification to the first six addresses entered in the list. Confirmations go to the user and 
are sent to the email address that they supply when submitting a form. Your database 
form must include an email address field in order to send email confirmations. 
Notification / confirmation emails are optional, not mandatory. 
 
The subject line and body of the emails can be customized to include information that 
was submitted by users. For example, assume your form collects your visitors' first and 
last names. You can customize the emails to show the name users enter in the form. To 
do this, include the tag below at the locations in the email message and/or subject line 
where you want the form data to appear. You can use this tag to show any of the 
information that was posted. 
 
   hsp-fieldname="form-name::field-name" 

 
You need to replace form-name (shown in red) with the name you assigned this form. 
This is the name that you assigned the form using the hidden hsp-formname field. You 
also need to replace field-name (shown in blue) with the name of the form field that you 
would like to be displayed by the tag. These two values are separated by double colons. 
HotRiot scans the emails for these tags, replacing each one with the data submitted in 
the form.  
 
This is your first introduction to the hsp-fieldname tag. This tag is used extensively 
throughout HotRiot and is documented more thoroughly in later sections. The  
hsp-fieldname tag is actually a member of a family of tags used to display record data. It 
provides generic data display capabilities. There are several close cousins to this tag 
that are used to provide more specific display behaviors. These tags act as drop-in 
replacements that can be used to directly substitute for the hsp-fieldname tag. Please 
see Appendix D for complete details. (Continued on following page.) 
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37  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

The body of the confirmation email can is formatted with HTML.  
 
An attachment can be added to the confirmation email in one of two ways. You can enter 
a URL that references a file on the Web that you would like to send as an attachment — 
you do this using the Attachment URL field. Alternatively, you can upload an attachment 
file to our servers using the Attachment File field. 
 
In either case, the specified file will be sent along with the confirmation email. The 
difference is simply where the attachment file resides.  If you often change the contents 
of the attachment, or your attachment is larger than a few megabytes (MB), it may be 
better if you keep the file on your site and use the Attachment URL to specify its location. 
Uploaded attachments do consume database storage; attachments uploaded to our 
servers may not exceed 10MB in size, and URL attachments may not exceed 20 MB in 
size. Files larger than these size limits will be rejected.  
 
The check boxes at the bottom of the notification / confirmation entry forms allow you to 
specify whether or not you would like HotRiot to send a confirmation or notification email 
when an existing record is updated. Select this check box if you want to send email 
notifications and confirmations only when a record is first posted to the database. 
Updates or edits to existing records will not trigger the sending of additional emails. The 
email that is sent to a user when they first register is often only relevant at the time of 
registration, and sending the same email every time the record is updated is not 
desirable. However, there are occasions when it makes sense to send a confirmation 
every time the record is modified. 
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Process Database Step 7 – Miscellaneous options 
 
Step 7 of the wizard enables you to enter miscellaneous database options. There are 
five options on this page: 
 

 
 
Option 1: When a user submits a database form, HotRiot processes the submission by 
saving the data posted in the form to your database. You then have a choice as to what 
you want HotRiot to do next, it can either: 
 

 Return a page from your site to the user that posted the form. This can be any 
page, for example, it could be your home page or a "Thank You" page. 

 Forward the form post to some other resource on the Internet, presumably for 
additional processing. HotRiot will send back, as the return page, the response 
returned from the forwarded resource. For more information, please see the 
section "Forwarding database form posts". 

 
For this discussion we are going to focus on the first option, where you would like to 
return a page to users that submit the form. Selecting the first radio button displays an 
entry field that is pre-pended with your websites domain name. Enter the remaining 
portion of the URL of the page you want returned. The entry field is case sensitive, so 
the name you enter here must exactly match the name of the page on your site. 
 
The return page can be customized to include (or display) information that was posted in 
the form. For example, assume your form collects your visitors first and last name. You 
can customize the return page to show the name entered by users.  To do this, include 
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the tag below at the locations on the page where you want the form data to appear. You 
can use this tag to show any of the information that was posted. 
 
   hsp-fieldname="form-name::field-name" 

 
You need to replace form-name (shown in red) with the name you assigned the form. If 
you used our Visual Form Builder tool to create your form, this is the name you enter on 
Step 2 of the form builder.  Otherwise, if you created your form some other way, this is 
the name you assigned the form using the hidden field hsp-formname.  
 
You also need to replace field-name (shown in blue) with the name of the form field that 
you would like displayed by the tag. These two values are separated by double colons. 
HotRiot scans the return page for these tags, replacing each one with the data submitted 
in the form. This capability is really powerful; it can be used for other purposes than just 
displaying the information posted in the form. For example, you can use the data posted 
in the form with JavaScript on the return page. 
 
The hsp-fieldname tag is actually a member of a family of tags used to display record 
data. It provides generic data display capabilities. There are several close cousins to this 
tag that are used to provide more specific display behaviors. These tags act as drop-in 
replacements that can be used to directly substitute the hsp-fieldname tag. Please see 
Appendix D for complete details on these related tags. 
 
For now, we are only going to briefly explain options 2 through 5. We will see how they 
are used in detail later when we go through more advanced topics. 
 
Option 2: Select this check box whenever creating a registration database. For more 
information, please see the section "Creating a registration database". 

 
Option 3: By setting a password, we can prevent unauthorized users from posting 
information to a database. To see an example of how this can be used, please see the 
section "Password protecting a database from unauthorized use". 
 
Option 4: This is the page that will be returned to users when they edit an existing 
record. If you leave this field blank, the page from Option #1 above will be returned by 
default. Often the page you want returned to a user after they modify an existing record 
is different from the page you want returned when they post a new record. 
 
Option 5: Database spam occurs when an automated software tool is used to fill out and 
post your forms, populating your database with junk. There are a number of techniques 
that are used to defeat this type of fraud. However, the most effective measure is known 
as CAPTCHA or "Completely Automated Public Test to tell Computers and Humans 
Apart." HotRiot includes a comprehensive CAPTCHA implementation that you can use 
to protect your forms. For more information please see the section "Protecting your 
database from spam." 
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Process Database Completed Screen 
 
You have completed the Create Database wizard. Select the Finish button to complete 
the processing. It can take a minute or so to build your database, so please allow the 
system to finish processing. When the database construction is complete, you will be 
returned back to the Main Console page.  
 

 
 

Posting a record to a database 

Once you have completed the steps above, your database is ready to store information. 
Posting a record to a database is very simple. 
 

1. Provide a link on your site that visitors use to navigate to the page that contains 
the database form.  

2. Users then fill in and submit the form. The information posted in the form is saved 
as a record in the database. 

3. The return page you specified on the last step of the create database wizard is 
then sent back to the user by HotRiot. Any hsp-formame tags you included on 
the return page get replaced by the data posted in the form. 

 
For every record posted to a database, HotRiot keeps track of the identity of the user 
who posted the record. This user is known as the owner of the record. If a record is 
posted by a registered user, the user posting the record is recorded as the record owner. 
Records posted by anonymous users have no owner. Anonymous users are users who  
have not registered with your site. We introduce the concept of registered and 
anonymous users later, in the section Authenticating Users.  
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Taking a closer look at the database return page 

 
Step 7 of the Create Database wizard is where you enter the miscellaneous database 
options. There are five options on this page, please see the screenshot below. 
 

 
 
For this discussion, we are going to focus on Option #1. This is where you enter the URL 
of the page that you want returned to users after they submit a database form.  
 
When a user submits a database form, the information entered in the form is saved to 
your database. HotRiot then retrieves from your site the page you specify in Option #1 
above. This is the page that HotRiot returns to users after the posted data is saved. This 
can be any page from your site. 
 
The diagram below provides a graphical representation of this process and how it works. 
First, users navigate to the page on your site which contains the database form. 
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1. Users submit the form, forwarding the request to HotRiot. The information posted 
in the form is saved as a record in your database. 

2. Hot Riot retrieves the return page that you specified above (in option #1). 
 

3. HotRiot scans the page for hsp-fieldname tags. Each tag is replaced with the 
record data referenced by the tag. 

4. The modified page is returned to the user. 
 
To recap our earlier discussion, a return page can be customized to include or display 
information that was posted in a database form. You do this by including the tag below at 
the locations on the page where you want the form data to appear. This tag can be used 
to show any of the information that was posted. 
 
   hsp-fieldname="form-name::field-name" 

 
You need to replace form-name (shown in red) with the name you assigned this form. 
This is the name that you assigned the form using the hidden hsp-formname field. You 
will also need to replace field-name (shown in blue) with the name of the form field which 
you would like to have replaced by the tag. These two values are separated by double 
colons. HotRiot scans the return page for these tags, replacing each one with the data 
submitted in the form.  
 
hsp-fieldname tags can be placed anywhere on a return page. For example, you can 
place them between HTML code blocks in order to provide custom formatting. These 
tags get removed by HotRiot and are simply replaced with the data posted in the 
referenced field name. It is permissible to include multiple tags with the same field name. 
If a field in the database form is left blank, any corresponding hsp-fieldname tags are 
simply removed from the return page.  
 
This capability is quite powerful. While it’s most often used to simply display information 
posted in a form, for the purpose of customizing a return page, its real power comes into 
play when used with JavaScript. For example, you can use the hsp-fieldname tags to set 
JavaScript variables, which can then be used by your JavaScript code. This opens a 
whole world of possibilities, allowing you to use the information posted in a form as part 
of the processing performed by your JavaScript. For an example of this, please see the 
section "Using the hsp-fieldname tag to set JavaScript variables. " HotRiot replaces the 
hsp-fieldname tags before sending the page back to the user’s browser. This allows you 
to safely use the data posted in the form with any JavaScript included on your return 
page. For example, an "onLoad" handler can rely on the hsp-fieldname tags being 
replaced before it begins processing. 
 
We often see return pages that also contain database forms. This may seem strange, 
but it’s fairly common. Here’s how it works. Users navigate to a page that contains a 
database form; then they fill in and post the form. The return page, however, contains 
yet another form for the user to submit. The hsp-fieldname tag can be used to copy data 
posted in the first form to the new form.  
 
Here's how you would do this. Let's say on the first form you included a field named 
email_address, where users are required to enter their email address. On the second 
form, located on the return page, you would include a hidden email address field which 
also contains an hsp-fieldname tag. Please see below. 
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   <input type="hidden" name="email_address" value="hsp-fieldname="form-name::email_address""> 

 

Before sending back the return page, HotRiot will replace the hsp-fieldname tag with the 
email address the user entered in the first form. As a result, the record created by 
posting the second form will contain the same email address as was entered by the user 
in the first form.  
 
This technique can also be used to create primary key / foreign key relationships for 
sites that have multi-page database forms. We get into this in detail later when we cover 
more advanced database topics. For more information please see the section "Advanced 
database design (creating relational databases)." 
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Taking a closer look at database forms 

 
You can design your database forms however you like. In addition to using our form 
builder tool, you can create database forms using any website development software of 
your choice. Your forms can have as many elements as necessary and can be formatted 
and styled any way you like; CSS and JavaScript are fully supported. Database forms 
can include the following form elements: 
 

 Text entry fields 

 Textarea input fields 

 Radio buttons 

 Check Boxes 

 List boxes 

 Pulldown menus 

 Hidden fields 

 File upload fields 

 Password fields 
 
When creating your forms it is strongly recommended that you assign descriptive names 
to your form fields. For example, if you have a field that collects a user's first name, 
assign a name to the field like "f_name" or "first_name". This makes the form much 
easier to work with. The names should be short but descriptive. There is no set limit to 
the length of field names. However, we recommend you keep them to 15 characters or 
less. Field name must start with a character and may include characters, numbers and 
underscores. No other characters are permitted. For example, spaces or other any other 
special characters are not valid.  
 
When a database form is processed using the Create Database Wizard, a database is 
created with field names that correspond to the field names in the form. You can create 
different database forms that contain fields with the same name. HotRiot is able to 
automatically distinguish fields with similar names by checking the name of the database 
to which the field belongs. 
  
Form field names must not begin with "hsp-". Field names that begin with "hsp-" are 
reserved for use by HotRiot. A database form may not include more than 150 individual 
fields. Form fields with the same name are counted as a single field. For example, if you 
use radio buttons to collect gender information, even though you would need two fields, 
one for male and one for female, these two radio buttons would only count as a single 
field. Generally speaking, you should avoid creating forms with more than a few dozen 
fields. Users shy away from forms that are larger. If you need to collect more information 
than this, we recommend that you consider creating a multi-page database form. 
 
Often times you will find the first entry in a list box or pull down menu to be instructions 
to users. For example, you will see "Please Select One" or "Selection Required". These 
can be helpful for assisting users in working with your forms. Of course, you don't want 
the instructions themselves to be selectable. For example, if you had a pull down menu 
that contained a list of all the states in the U.S., you would not want users to be able to 
select the instructions "Select One" and save it as a state. 
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To include a non-selectable entry in a form field, simply enclose the entry between 
double hyphens, for example, "-- Please Select One --". If a user were to select this item, 
HotRiot would treat it as if no selection were made at all. Of course, another option is to 
use the HTML <optgroup> tag in your list boxes. The <optgroup> tag is used to group 
together related options in a select list, but it can also be used to provide a heading in 
the list. 
 
Your forms can interact with JavaScript in any way necessary to support any custom 
functionality. You can process on-submit handlers, on-click handlers, etc. HotRiot does 
not limit your ability to pre-process a form before it’s posted 
 
You are free to add any custom controls to your form that you deem necessary. For 
example, it's fairly common for database forms to include a pop-up date selector next to 
date input fields. These interface elements allow users to select dates from a popup 
calendar. You are free to include these types of controls, which enhance the functionality 
of your forms. For more information please see the section Using JavaScript to dress up 
forms with custom controls. 
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Creating multiple databases 

 
Any Web site of significance will require a number of databases in order to support its 
functionality.  With HotRiot, you can create as many databases as your application 
requires. The actual number needed depends on the nature of your website and how it is 
structured. However, it is very common to see applications with 10 or more databases. 
As of this writing, we have one user who has created an application with over 35 
databases comprising of more than 1000 fields. Of course, this is an unusual case but it 
serves to illustrate what’s possible. 
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Database Maintenance Tasks 

 
Once created, databases often need to be modified in order to accommodate changing 
requirements. These changes include such things as: 
 

 Adding new fields 

 Removing existing fields 

 Modifying the processing settings  

 Changing the layout of the database forms 

 Deleting and clearing databases 
 
This list represents some of the more common changes that we see users make. In the 
following section we will explain how you can modify an existing database to 
accommodate changes in requirements. 
 

Modifying the settings of an existing database 

You can modify the settings of an existing database by using the Edit Existing Database 
wizard. The link to start the wizard is located on the Main Console page (see the icon 
boxed in red below). 

 

 
 

This wizard is very similar to the Create Database wizard, except it is used to modify an 
existing database rather than create a new one. You can alter all of the processing 
settings that you made when you first created the database; including: 
 

 Changing the data type and input options 

 Modifying the form validation text 

 Setting the special properties 

 Editing the confirmation and notification emails 

 Editing all of the miscellaneous options  
 

Making changes to a database form 

You are free to modify the layout and style of your database form however you like. 
Reformatting the layout or changing the styles of the individual form fields has no effect 
on the underlying database. In addition, making changes to the form field types also has 
no effect on the database. For example, let's say you created a database form that uses 
a drop-down list to collect gender information. However, after some time you decide you 
would rather collect gender information using radio buttons. You can change the list box 
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to radio buttons without affecting the database, so long as the name of the new radio 
buttons are the same as the list box being replaced. 
 
There are some changes that you can make to a database form that do have an impact 
on the database that backs up the form. If you add new fields to a form, or remove any 
existing fields, the form will need to be re-processed using the Edit Existing Database 
wizard. These types of changes are perfectly valid; you just need to remember to re-
process the form. You will also need to re-process a form if you decide to change the 
name of an existing field. While changing a field name is permissible, it is not 
recommended. If you change the name of a form field, HotRiot will think you removed an 
existing field and added a new field. Anytime you remove a field, all of the information in 
the database associated with that field is deleted. So, be careful with this type of change. 
 
Do not change the name of the hidden field hsp-formname. This is the name HotRiot 
assigns the database that backs up the form. Changing this name cuts the link between 
the form and the database, and will render you form unusable. 
 

Adding new fields to an existing database 

You may find that there are times when you need to store additional information in a 
database that you have already created. It may be that requirements have changed, or 
that you simply failed to include all the necessary fields when you originally created the 
database. Regardless, you can add fields to an existing database at any time, even if 
you have already saved information to the database. To do this, follow the steps below. 
 

1. Go back to the database form on your site and add the additional fields that are 
required to collect the new information you need to store in your database. 

2. Process the form with the Edit Existing Database wizard. The link to start the 
wizard is located on the Main Console page (see the icon boxed in red below). 
 

 
 
 

The wizard will detect the new fields and will modify the database to accommodate the 
new information collected by the form. To finish the process, step through the remainder 
of the wizard. There is extensive context-sensitive help on each page of the wizard. So 
we will not go through every step here.  
 
Once you have completed the two steps above, your database is ready to store the 
information collected by the new fields you added to the form. 
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Removing fields from an existing database 

You may find that there are times when you have extra fields in your database that are 
no longer needed. It may be that requirements have changed, or that you simply 
included unnecessary fields when you originally created the database. Regardless, you 
can remove fields from an existing database at any time, even if you have already saved 
information to the database. To do this, follow the steps below. 
 

1. Go back to the database form on your site and remove the fields that are no 
longer needed. 

2. Process the form with the Edit Existing Database wizard. The link to start the 
wizard is located on the Main Console page (see the icon boxed in red below). 
 

 
 
 

The wizard will detect the fields that have been removed from the form and will modify 
the database to accommodate the changes. To finish the process, step through the 
remainder of the wizard. There is extensive context- sensitive help on each page of the 
wizard, so we will not go through every step here. If you would like a detailed walk-
through please see one of our tutorials. 
 
 

Changing a fields data type 

Step 3 of the create database wizard is where you specify the type of data that is 
collected by each of the fields in your database forms. HotRiot includes a 
comprehensive set of predefined data types for you to choose from. They are:  
 

 Text 

 Number 

 Currency 

 Time 

 Date 

 Date Time 

 Email Address 

 Social Security Number (U.S. 
format only) 

 Zip Code (U.S. format only) 

 Phone Number 

 Postal Code 

 URL 

 Year 

 
You may, from time-to-time, find it necessary to change the data type of a field in an 
existing database. This usually happens when a field's data type is improperly set when 
initially creating the database. Regardless of the reason, you can change a field's data 
type at any time, even if you have already saved information to the database. To do this, 
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re-process the form with the Edit Existing Database wizard. The link to start the wizard is 
located on the Main Console page (see the icon boxed in red below). 
 

 
 
On Step 3 of the wizard, simply select the correct data type for the field that needs to be 
changed. The wizard will detect the change and will modify the database to 
accommodate the new setting. To finish the process, step through the remainder of the 
wizard. There is extensive context-sensitive help on each page of the wizard. So we will 
not go through every step here. 
 
There is one unanswered question: How will HotRiot convert existing data? When you 
change the data type for a field that already contains data, HotRiot needs to convert the 
existing data to the new data type. HotRiot will do it's best to make a rational conversion, 
but depending on the original data type and the new data type, this may not be possible. 
For example, there is no meaningful way to convert a data type from an email address to 
a number; email addresses simply can't be translated into numbers. In this case, the 
existing field data would be converted to a zero. 
 
You can safely convert from any data type to the following data types: 

 

 Text 

 Email Address 

 URL 

 IP Address 

 Postal Code 
 

It's important to understand what we mean when we say you can "safely" convert to any 
of these data types. This means that the data contained in the field being converted will 
not be altered in any way. It does not mean the data will be meaningful for the new data 
type. For example, converting from an IP Address to an Email Address will leave all 
existing data in the field unaltered, however the existing data will not be useful in the 
new context — IP addresses cannot be used as email addresses. Let's consider another 
example. Assume you decide to convert a field from Zip Code to Postal Code. In this 
case, the translation will work fine. Not only will the original data remain unchanged but it 
will also be meaningful in the new context.  
 
Often times you can correctly convert from a Text field to some other data type. For 
example, let's say you inadvertently set up a Date field as type Text, and after some time 
you realize your mistake and decide to change the field to a Date type. This kind of 
conversion will work fine for every record in the database where a user entered a valid 
date in the field. In this case, HotRiot will be able to correctly convert the text to a date.  
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You can normally convert correctly between Time, Date and Data Time types. 
Converting between Number and Currency also works. 
 
Conversions between other data types may result in an alteration of the existing data 
and rarely make sense. If the original data type and the new data type have no 
relationship, then HotRiot will have no way of performing a rational conversion. For 
example, there is no meaningful way to convert an URL to a Date. Such a conversion 
would result in the original data being converted to an origin date. These types of 
conversions really don't make any sense. Rather than perform a nonsense conversion 
you are better off deleting the original field and creating a new field.  
 
 

Deleting and clearing databases 

Deleting a database removes the database and all its contents from your account. 
All searches, result tables, logins, triggers and subscriptions associated with a deleted 
database are also removed. Clearing a database removes all information saved in the 
database. This operation does not remove the database; it simply empties its contents. 
Clearing a database will not cause an associated delete trigger to fire. Therefore you will 
need to manually clear any child databases you also wish to empty. 

 
WARNING: You will lose all information saved to databases that you delete or clear. 
These operations cannot be undone; your data will be permanently removed, so be 
careful! 
 
The storage space taken up by databases that have been deleted or cleared is 
automatically reclaimed and immediately credited to your account. 
 
To delete or clear a database, select the Delete / Clear Database link on the Main 
Console page. 

 

 
This will take you to the Delete / Clear Database page, where you will find links to either 
delete or clear a database. See the screenshot below. Select the operation you wish to 
perform. 
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Selecting the delete database link forwards you to the Delete Database page, where you 
will select the database or databases that you wish to remove. Please see the 
screenshot below. Selecting the Clear Database link forwards you to a similar page that 
is used to clear databases. 
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Databases Searching 

 
Databases are of little use if visitors of your site can't access the information they 
contain. HotRiot allows you to design sophisticated searches that can be used to locate 
specific data of interest. We have removed the complexity normally associated with 
structuring searches, allowing you to think about searching in a more natural way.  
 

Basic Database Searching 

 
Getting information out of a database is at least as important as getting it in. In the 
previous section, we showed you how to create a basic website database. Here we are 
going to explain how to extract information from a database by performing targeted 
searches. 
 
Creating a database search is a two-step process: 
 

Step 1. Create a form that has fields to collect the search inputs.  

Step 2. Process the form using the Create Database Search wizard. 

 

Step 1: Creating a search form 

Start by thinking about how you want to search your database. Consider which fields in 
the database you want to be able to search. For example, let's say we created a 
business directory database that stores the following information: 
 

 Company Name 

 Line of Business 

 Website URL 

 Street Address 

 City 

 State 

 Zip Code 

 Email Address 

 Phone Number 

 
Based on this, we decide we would like to allow our visitors to search the database on 
the following fields: 
 

 Company Name 

 Line of Business 

 State 

 Zip Code 

 
To do this, we must first create a form that has fields to collect these search inputs. This 

form is called a Search form. Don't worry about the actual mechanics of how we are 

going to convert a form to a search — that's not important at this stage. Simply focus on 
creating a form that can be used to collect the search inputs. Place the form on the page 
of your site where it will be used. This can be any page on your site.  
 
Below is a sample search form that collects the search inputs listed above. 
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HotRiot is compatible with virtually all website development software, so you can create 
your form using the tools with which you are already familiar. You can design your form 
however you like. Your forms can have as many elements as necessary and can be 
formatted and styled any way you want. All standard HTML form elements are 
supported. HotRiot places no limits on the design of the Web page that contains your 
form. You can include Flash, JavaScript, CSS, DHTML, XHTML, Applets, or anything 
else your design calls for. 
 
You will need to set two HotRiot specific form properties in order for your form to work 
with HotRiot. Please see Appendix B for instructions on how to do this.  
 
When you have finished creating your search form, the next step is to process the form 
with the Create Database Search wizard.  

 

 

Step 2: Processing a search form 

Start by selecting the Create Database Search link located on the Main Console page 
(see the icon boxed in red below). This will take you to the Create Database Search 
wizard.  
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Process search form welcome screen 
 
The screenshot below shows the opening screen of the Create Database Search wizard. 
This is a simple welcome screen. Select the Start button to begin. 
 
 

 
 
 

Process search form step 1 – Enter the page to process 
 
On step 1 of the wizard, you need to enter the URL of the Web page that contains the 
search form you wish to process. The three radio buttons allow you to choose the type of 
form you are processing. In addition to being able to process search forms, HotRiot can 
also process search links that are embedded in a result table. This advanced option will 
be explained later, so for now, just select the first radio button. HotRiot also allows you to 
create a search manually. This feature is intended for sites that use AJAX and is not 
covered in this manual. 
 
Next, enter the URL of the Web page where you placed the search form. The URL entry 
field will be pre-pended with your domain name. This means the page must exist on your 
site; you cannot link to an external page. Enter the remaining portion of the URL exactly 
as you would type it into a browser. This entry field is case sensitive; the filename you 
enter here must exactly match the filename on your site.  
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Process search form step 2 – Select the form to process 

 
Step 2 of the wizard is where you select the search form you wish to process. You can 
place more than one form on a page. However, they must be processed individually. 
Normally, a search page will only contain one search form; so you will usually only see a 
single radio button selection. This is shown in the screenshot below.  
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Process search form step 3 – Set the data types and input 
requirements 

 
Step 3 of the wizard is where you will set the data types and input requirements for the 
form fields; see the screenshot below. 
 
In the Data Type column, select the type of data that is collected by each form field. For 
example, the zip_code field, circled in red, is set to type "Zip Code." HotRiot will now 
only accept a valid zip code in this field. If users enter anything other than a zip code the 
system will display an error message. It is very important to set the correct data types. 
Form validation is performed based on these settings. 
 
HotRiot includes a comprehensive set of predefined data types. They are:  
 

 Text 

 Number 

 Currency 

 Time 

 Date 

 Date Time 

 Email Address 

 Social Security Number (U.S. 
format only) 

 Zip Code (U.S. format only) 

 Postal_code 

 Phone Number 

 URL 

 Year 

 
For more information please see Appendix I – HotRiot data types. 
 
 

 
 
 
Many forms have required fields. This means that users must, at a minimum, fill in the 
required fields in order for HotRiot to accept the form submission. This search form does 
not have any required fields. Users can submit the search form without entering or 
selecting any fields, in which case the system will simply return all records in the 
database. 
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The User Input column is used to set a field input to either Required or Optional. If a field 
is set to required, it will be mandatory for users to make a valid entry in the form field. A 
required field may not be left blank. Optional fields may be filled in at the users' 
discretion. However, if a user chooses to fill in an optional form field, the entry will be 
required to conform to the Data Type. 
 
 
 

Process search form step 4 – Set the form validation error text 

 
Step 4 of the wizard is where you will set the error text that is displayed to users 
whenever a form is incorrectly submitted. See the screenshot below.  
 
A form can be incorrectly submitted under two circumstances: 
 

1. If a field that is set to required is left blank 
2. If a field is incorrectly filled in based on its data type 

 
When a form is submitted, HotRiot automatically performs field level validation using the 
input requirements and the data type selections made in Step 3 above. For example, in 
Step 3 the zip_code field was set to type "Zip Code." Therefore, HotRiot will display an 
input error if anything other than a zip code is entered into this field.  
 
By default, error notifications are displayed in a popup alert dialog. However, you are 
able to change this setting. Please see the section "System Preferences and Settings". 
 
In addition to plain text, you can include any valid HTML as part of the validation 
response text. For example, you can control the style of the response text by enclosing it 
between <font></font> tags.  
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Process search form step 5 – Select the database that is to be 
searched 

 
Step 5 of the wizard is where we select the database that will be searched by the search 
form. This is the database that the search will scan looking for records that match the 
search criteria entered in the search form. 
 
A list of all the databases that have been created will appear in the drop-down list box. 
Select the database that you wish to search. Do not select the database join checkbox. 
This is an advanced feature used to create joins; that topic is covered in detail in the 
section titled Searching your databases using joins. 
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Process search form step 6 – Define the search criteria 

 
Step 6 of the wizard is where you define the search criteria that will be used to locate 
records that match the search inputs entered in the search form. It is here that we "tell" 
HotRiot how to perform the search.  
 
The Search Fields list box contains all of the input fields in the search form. Our sample 
search form contains four fields. 
 
The Database Fields list box contains all of the database fields that match the data type 
of the currently selected item in the Search Fields list. company_name is the currently 
selected item in the Search Fields list box. This field was defined as a type "Text" in Step 
3 of this wizard. In the Database Fields list box are all the fields from the business 
directory database that are also defined as "Text" fields. 
 
The Search Criteria list box contains all of the search options available for the currently 

selected search field. For details, please see Appendix E – Search Options. 
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Selecting the search criteria 

 
To define a search, begin by selecting a form field from the Search Fields list. Next, 
choose the Database Field that the selected search field should be compared against. 
Then select the Search Criteria you want to apply when comparing the fields. Finally, 
select the Add button to include the definition as part of the search.  
 
In the screenshot above we have defined a search criterion that will locate all records in 
the business directory database where: 
 

The company name in the business directory database begins with the company name 
entered in the search form 
 
   AND  
 
The line of business in the business directory database is equal to the line of business 
entered in the search form 
 
   AND 
 
The state in the business directory database is equal to the state entered in the search 
form 
 
   AND 
 
The zip code in the business directory database is equal to the zip code entered in the 
search form 

 
Let's look at a few examples to see how this search will work. Below is a copy of the 
search form: 
 

 
 

In the example above, HotRiot will find all records in the business directory database 
whose line of business is set to Book Store. The company name and zip code are 
empty, so they will not be included as part of the search criteria. The state field is set to 
'-- Any –'; entries enclosed in double hyphens are treated by the system as though they 
were left blank, so this field will also be excluded from the search.  
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In the example above, HotRiot will find all records in the business directory database 

whose line of business is set to Book Store AND whose state is set to Florida. Both 

conditions must be satisfied in order for a record to be selected by the search. The 
company name and zip code are empty, so they will not be included as part of the 
search criteria. 

 
 
The search above will return all the records in the business directory database. All of the 
fields in the form are either blank or enclosed between double hyphens, which the 
system treats as if they were blank. 
 

 
 
In the example above, HotRiot will find all records in the business directory database 

whose company name starts with Joe's AND whose state is set to Florida. Both 

conditions must be satisfied in order for a record to be selected by the search. For 
example, this search would select the following three companies to be included in the 
search results, assuming they were also located in the state of Florida. 
 

1. Joe's Stone Crabs 
2. Joe's Tire shop 
3. Joe's Billiards 

 
All of the above company names start with "Joe's", so based on the search criteria set 
up for the company name, all three would get selected by the search. 
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Combining Search Definitions 
 
When more than one search definition is included in a search, you need to decide how 
to combine them.  In our example, we made the search inputs inclusive by using the 

"AND" modifier (see the screen shot snippet below). 

 

 
 

This creates a search that locates all records where: 

The company name in the business directory database begins with the company name 
entered in the search form 
 
   AND  
 
The line of business in the business directory database is equal to the line of business 
entered in the search form 
 
   AND 
 
The state in the business directory database is equal to the state entered in the search 
form 
 
   AND 
 
The zip code in the business directory database is equal to the zip code entered in the 
search form 

 
We could have made the search inputs exclusive, by using the "OR" modifier (see the 

screen shot snippet below). 
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This creates a search that locates all records where: 
 

The company name in the business directory database begins with the company name 
entered in the search form 
 
   OR  
 
The line of business in the business directory database is equal to the line of business 
entered in the search form 
 
   OR 
 
The state in the business directory database is equal to the state entered in the search 
form 
 
   OR 
 
The zip code in the business directory database is equal to the zip code entered in the 
search form 

 
These modifiers have a profound effect on the way searches are performed. Let's look at 
two examples and see how the different modifiers would affect our search. 

 
In this first example, assume the modifier is set to "AND". 

 

 
 

In the example above, HotRiot will find all records in the business directory database for 

which the line of business is set to Book Store AND whose state is set to Florida. Only 

records that match BOTH search conditions will be selected by the search. 
 

Now, let’s perform the same search, except now assume the modifier is set to "OR". 

 



 

65  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

 
 

In the example above, HotRiot will find all records in the business directory database 

whose line of business is set to Book Store OR whose state is set to Florida. Records 

that match EITHER search input will be returned. It is very likely that this search will 
return many more records than our first example.  
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Process search form step 7– Miscellaneous options 

 
Step 7 of the wizard is where you set the miscellaneous search options. There are six 
options on this page. 
  

 
 
Option 1: When a user submits a search form, HotRiot processes the submission by first 
executing a search that extracts the desired record data from your database. You then 
have a choice as to what you want HotRiot to do next, it can either: 
 

 Return a page from your site that displays the search results to the user that 
posted the form. 

 Forward the search results (as JSON) to some other resource on the Internet, 
presumably for additional processing. HotRiot will send back, as the return page, 
the response returned from the forwarded resource. For more information, please 
see the section "Forwarding search form posts". 

 Return the search results as JSON (this option is not covered in this manual). 
 
For this discussion, we are going to focus on the first option, where you would like to 
return a page to users that submit the form. Selecting the first radio button displays an 
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entry field where you enter the URL of the Web page that will display the search results. 
This is the URL to a regular HTML page that resides on your site. It's okay if the page 
has not yet been created. All we need is the URL to a page that you will eventually 
create. 
 

Question: How will the results page know how to display the search results? 

Answer: You have three choices in deciding how to display search results. 

 
1. The results page can be set up to display the located records in a table. This is 

the most commonly used option, and should be used if your search can return 
multiple records. To enable this option, do the following. Place the custom tag 
below 
 
    hsp-table="results"  
 
at the location on your results page where you want HotRiot to display the results 
table. When a search is performed, HotRiot will scan the results page and 
replace the hsp-table tag with the search results table. 
 
A default table is automatically created by HotRiot for each search that you 
create. HotRiot creates the table using a standard layout that includes columns 
for the first five fields in the database. You will almost certainly want to customize 
this table to suit your specific requirements. To learn how to do this, please see 
the section "Customizing the search results table."  
 

2. The results page can be configured to display the record details of the first record 
located by the search. This is most appropriate if your search is guaranteed to 
only return a single record, such as when performing a search on a unique ID. To 
enable this option, do the following. Place the custom tag below 
 
    hsp-fieldname="form-name::field-name" 
 
at the locations on your results page where you want the record data to appear. 
Replace form-name (shown in red) with the name of the database being 
searched. This is the name you assigned the database form using the  
hsp-formname field. 
 
You must also replace field-name (shown in blue) with the name of the field from 
the database form that you would like displayed by the tag. These two values are 
separated by double colons. When a search is performed, HotRiot will scan the 
results page and replace all hsp-fieldname tags with data from the first record 
located by the search.  
 
For more information on how to use hsp-fieldname tags please see the section –
"Taking a closer look at the hsp-fieldname tag". 
 
The hsp-fieldname tag is actually a member of a family of tags used to display 
record data. It provides generic data display capabilities. There are several close 
cousins to this tag that are used to provide more specific display behaviors. 
These tags act as drop-in replacements that can be used to directly substitute 
the hsp-fieldname tag. Please see Appendix D for complete details. 



 

68  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

 
3. The first record located by the search can be opened up in the same form that 

was used to post the record to the database, with the fields of the form 
automatically populated with the record data. Users can update the record by 
submitting the form; this replaces the existing record. To enable this option, do 

the following. Enter into Option 1 the URL of the page that contains the form 

used to post records to the database. HotRiot will automatically detect the input 
form and populate it with the record data.  

 
The screenshots below provide a visual representation of these three search result 
options. The number that appears in the arrow corresponds to the option description 
above. 
 

 

Search Form 

Results Table 

Database Form 

Record Details Page 

1 

2 

3 
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Option 2: Please enter the text that should be displayed whenever a search fails to 

locate any records. By default, this text is displayed in a pop-up alert dialog. However, 
you can change this setting. Please see the section System Preferences and Settings. 
You can include any valid HTML as part of the text. For example, you can control the 
style of the text by enclosing it between <font></font> tags. 
 

Option 3: A search will normally return all records that match the search criteria, 

regardless of who posted the data. However, it can be limited to only return matching 
records that were actually posted by the currently logged-in user. We will cover this topic 
later when we get into more advanced techniques. For more information please see the 
section How registration and logins are used to create secure multi-user website 
applications. 

 
Option 4: The records located by a search can be sorted based on any field in the 

database. Please select the field that you would like to sort the search results on. In the 
screenshot above, the search results will be sorted on the company_name field in 
ascending order. In addition to being able to sort by any database field, there are also 
two system fields that allow sorting, they are: 
 

 hsp-dateposted – HotRiot records the date and time that records are posted to a 
database. This is done automatically for all databases. Selecting this field from 
the sort list will cause the results to be sorted on this timestamp. 

 hsp-proximity – This field is intended to be used with searches that include a zip 
code proximity search criteria. It will only appear in the sort list if the search 
includes such a criteria. Selecting this field from the sort list will cause the results 
to be sorted based on the records computed distance from the starting zip code. 
For information on creating a zip code proximity search please see the section 
Performing a Zip Code Proximity Search. 

 
Option 5: We can password protect access to our search form. By setting the password 
we can prevent unauthorized users from searching our database. We will cover this topic 
later under the section Security. For more information please see the section Password 
protecting a search form. 
 
Option 6: This option only appears when processing a search that searces a registration 
database. It is otherwise hidden. This option is used to control how expired registration 
accounts are shown in a result table. We cover this option in detail in the section Setting 
up subscriptions. If you would like to read how it is used, please go to the section 
Preventing expired (inactive) registrations from showing up on search results. 
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Process search form completed screen 
 

You have completed the Create Database Search wizard. Click the Finish button to 

complete the process. When the search construction is complete, you will be returned to 
the Main Console page.  
 

 
 
 

Using a search to locate information in a database 

Once you have completed the steps above, your search is ready to use. Performing a 
search is very simple. 
 

 Provide a link on your site that visitors canuse to navigate to the page that 
contains the search form.  

 Users then complete and submit the form. The information posted in the form is 
used to locate records in the database. 

 The return page you specified on the last step of the create search wizard is then 
returned to the user. 

 
The diagram below provides a graphical depiction of how this process works. Users start 
by navigating to the page on your site that contains the search form. 
 

 
 

1. Users submit the form. This forwards the search request to HotRiot. The 
information entered in the form is used to perform a search of your database. 

2. Hot Riot retrieves the return page you specified on the last step of the create 
search wizard. 

3. This page is then scanned by HotRiot for the following: 
 

 One or more hsp-fieldname tags - Each tag is replaced with the record 
data referenced by the tag. 

 An hsp-table tag - This tag is replaced with a search results table. 
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 An instance of the form used to post records to the database. The form will 
automatically be populated with the data from the first record located by 
the search. Submitting the form will update this record. 

 
4. The modified page is returned to the user. 

 
Frequently, users don’t find exactly what they are looking for the first time they perform a 
search. In these cases, users need to submit a new search. You can always provide a 
link on the search results page that forwards users back to the search page, where they 
can submit a new search. Optionally, a copy of the search form can be placed on the 
search results page, allowing users to perform additional searches directly from the 
results page. If you choose to do this, the search form on the results page will 
automatically populate with the last search criteria submitted by a user.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

72  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

Taking a closer look at the search result page 

 
Step 7 of the Create Database Search wizard is where you set the miscellaneous search 
options. There are five options on this page. Please see the screenshot below. 
 
 

 
 
 
For this discussion, we are going to focus on Option #1. This is where you enter the URL 
of the Web page that will display the search results.  
 
To locate information in a database, users complete and post a search form. This 
initiates a search in the HotRiot system. The criteria entered in the form are used to 
locate matching records within a database. The return page you enter into Option #1, 
above, is sent back by HotRiot, and populated with the records located by the search.  
 
The screenshots below provide a visual representation of how this process works. The 
arrows illustrate how users navigate through the process of searching a database, 
moving from page to page. 
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1. You provide a link on your site that visitors use to navigate to the page that 

contains the search form. In the diagram above this link is located on the home 
page. 

2. Users then fill in and submit the form. HotRiot locates records in the database 
that match the search criteria entered by the user. 

3. The return page you specify in Option #1 on the final step of the create search 
wizard is then sent back to the user by HotRiot, populated with the records 
located by the search.  

 
To recap, you have a number of choices when deciding how to display search results. 
The most commonly used option is to display them in a table. To enable this option, 
place the custom tag below: 
 
    hsp-table="results"  
 
at the location on your results page where you want HotRiot to display the results table. 
When a search is performed, HotRiot will scan the results page and replace the  
hsp-table tag with a results table. The hsp-table tag can be placed anywhere on your 
results page, between any HTML code blocks. This tag gets removed by HotRiot and is 
replaced with the results table. This is a standard HTML table, so it is compatible with all 
browsers. 
 

Home Page Search Page 

3 

2 1 

Search Results Page 

1 
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Posting searches directly from a results page 

Quite often users will perform a number of searches on a database looking for 
information of interest. The matching records located by a search are displayed on a 
results page. It is convenient if users can perform additional searches directly from a 
results page, without having to go back to the original search page. 
 
To do this, simply include a copy of your search form on your search results page. 
HotRiot will automatically populate the form with the most recent search values. This 
form can then be used to perform additional searches.  
  
The graphic below shows the search flow:  
 

 
 
When copying a search form to a results page it is often necessary to reformat the layout 
of the form in order to match the design of the page.  
 
 
 

 
 

The initial search is performed from the 
original search page. 

Subsequent searches are performed directly 
from the search results page. 

 Search Page 

Search Results Page Search Results Page 
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Customizing the search results table 

A default table is automatically created by HotRiot for each search that you create. 
HotRiot creates a table using a standard layout that includes columns for the first five 
fields in the database. You will almost certainly want to customize this table to suit your 
specific requirements. HotRiot allows you to control the design of your search results 
table by using the Customize Search Results Table wizard. This wizard has options to 
control most aspects of the table layout and design. 
 
You can customize both the content and format of a search results table. You can 
choose which fields from the database should be displayed, and you can modify the 
visual characteristics of the table to match your site’s design. You can also add 
functionality to allow sorting based on any column, as well as defining fields in the table 
as selectable links; to allow users to drill-down to a details page for the selected record.  
 
The screenshot below shows a basic results table, which includes selectable thumbnail 
images and links to a details page for each record. This is a simple example of a results 
table that was modified to match the site design.  

 

 
 

 
Starting the Customize Search Results Table wizard 
To start the Customize Search Results Table wizard begin by logging in to your HotRiot 
account, then select the Customize Search Results Table  link located on the Main 
Console page (see the icon boxed in red below). This will take you to the opening page 

of the wizard. 
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Customize Results Table Welcome Screen 
  
The screenshot below shows the opening screen of the Customize Results Table 
wizard. This is a simple welcome screen. Select the Start button to begin. 

 

 
 
 
 

Customize Results Table Step 1 – Select the table to process 
 
Please select the search results table that you wish to customize. HotRiot automatically 
creates a results table for each search that you create. Select the radio button for the 
search associated with the results table that you would like to customize. The search 
names are highlighted in red.  
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Customize Results Table Step 2 – Select the table functionality 
 
On this step of the wizard you will select the functionality you would like available in the 
results table. There are currently six options. 

 

 
 

Option 1: Selecting this check box grants users permission to edit the records returned 
in the table. It allows users to make changes and updates to the records. Selecting this 
option instructs HotRiot to include an edit link next to each record on the results table. 
When clicked on, this link forwards users to a page that contains the database form that 
was used to post the record. The form will be pre-populated with the selected record 
data. Users can then make any modifications to the data in the form. Submitting the form 
will cause the existing record to be overwritten with the new data. 
 
When you select this option, two entry fields automatically appear. In the first entry field, 
enter the URL of the page that contains the database form that will be used to post the 
record to the database. Normally, this will be the same page that was used to initially 
post the data. However, there may be times when you would rather edit a record from a 
different page. The only requirement is that the page you specify here must contain a 
copy of the database form that was used to initially post the record. 
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The second field is where you enter the URL of the Web page you want users to be 
forwarded to after they update a record. By default, this is set to the same return page as 
when a record is first saved to the database. However, you can override this and return 
any page from your site. Often, it does not make sense to forward a user to the same 
return page when updating a record as when the user first submitted a record.  
 
The return page from an update can be customized to include (or display) information 
that was posted in the update form. This works just the same as when first posting a 
record to a database. For more information, see the section Taking a closer look at the 
database return page. 
 
Option 2: Selecting this check box gives users delete permissions on the records 
returned in the table. If you grant delete permissions, users will be able to permanently 
remove records returned in the table. Selecting this option instructs HotRiot to include a 
delete link for each record in the results table; when clicked, this link will display a delete 
confirmation dialog box. 
 
Option 3: Select this check box if you want to allow users to "drill down" and view the 
details for records returned in the table. Often, the records in your database contain 
many more fields than can fit in a table. For example, assume that you run a medical 
clinic, so you create a database to collect your patients’ complete medical histories. It 
would be impossible to display all of the medical history information in a single table. In 
this case, your table could only show a small portion of the record data. What you need 
is a way to select a record from the results table and display the complete medical 
history for the selected record. Let's see how we do this.   
 
Begin by selecting Option 3 on this page of the wizard. This instructs HotRiot to include 
a record details link next to each record in the results table; when clicked, this link 
forwards users to your record details page. When you select this option, you get an entry 
field where you enter the URL of the record details page. The record details page is a 
regular HTML page that you create. You don't need to create the page right now; 
however, you do need to enter the URL of the page you will eventually create. You are 
free to create the record details page however you like; there are no restrictions on the 
layout or design. You can include Flash, JavaScript, CSS, DHTML, XHTML, applets, or 
anything else your design requires. 
 
You specify which fields from the record you want displayed on a details page by placing 
the following custom tag at the locations on the page where you want the data to appear:  
 

hsp-fieldname="form-name::field-name"  

 
Replace form-name (shown in red) with the name you assigned the database form. You 
also must replace field-name (shown in blue) with the name of the field in the record 
(database) that you would like to have displayed by the tag. These two values are 
separated by double colons. When the record details link is selected, HotRiot retrieves 
the details page from your site. It then scans the page looking for these custom tags, 
replacing each tag with the associated record data. The details page is then returned to 
the user.  
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The hsp-fieldname tags can be placed anywhere on your details page. You can place 
them between any HTML code blocks. These tags get removed by HotRiot and are 
simply replaced with the data referenced by the field name. It is permissible to include 
multiple tags with the same field name.  
 
Below is an example of a simple details page that includes a selectable thumbnail. For 
more information please, see the section Taking a closer look at the record details page. 
 

 
 
Option 4: Select this check box if you want to allow users to view owner details for the 
records returned in the table. Whenever a user posts a record to a database, HotRiot 
records the identity of the user that saved the data. This user is known as the "owner" of 
the record. If a user is logged in at the time they post a record, the logged in user 
becomes the owner of the record. The registration details for the owner can be retrieved 
for any record listed in a results table. If a user is not logged in at the time they save a 
record, the owner is anonymous. Owner details do not exist for anonymous users.  
 
We will cover this option in detail later on when we take a look at registration databases. 
 
Option 5: When a user sees a record of interest, they often like to view all records 
posted by the same person (record owner). Choosing this option gives users the ability 
to select a record from the results table and have all records that were posted by the 
same user returned.   
 
We will cover this option in detail later on when we take a look at registration databases. 
 
Option 6: Selecting this check box instructs HotRiot to include a download link on your 
search results table. When this link is clicked, a dialog box appears that asks the user to 
either open or save the search results. If the user has Excel installed on their computer, 
they will be able to open the search results directly in Excel. Otherwise, they can save 
the results to their hard drive. When this check box is selected, two radio buttons appear 
that allow you to choose to export either all fields in the record, or only those fields you 
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include in the results table. HotRiot will export a maximum of up to the first 500 records 
located by a search. 
 
 

Customize Results Table Step 3 – Define the table columns 
 
Step 3 of the wizard is where you define the basic structure of the results table. You 
need to:  
 

 Select the general layout of the table. 

 Choose the fields from the database that should appear in the table. 
 
HotRiot offers three choices when selecting a layout: 
 

1. Horizontal Layout – This is a standard horizontal table layout; it is the default. 
2. Vertical Layout – This layout manager displays the fields in vertical columns, 

allowing for more than one field per row. The vertical layout lets you to fit more 
information in a table than the horizontal layout.  

3. Custom Layout – This is covered in the Advanced Topics section Creating a 

custom search results table. The custom layout manager allows you to design a 
search results table completely customized to fit your needs. To use this feature, 
you will need to have a strong working knowledge of HTML. If you are not 
comfortable working with HTML, please use one of the other layout managers.  

 
You can compare layouts by choosing between the Horizontal and Vertical settings at 
any time; select the one that best fits your requirements. The selection is made by using 
the layout manager list box; see the control circled in red on the next page.  
 
Once the basic layout is chosen, you next need to select the fields from the database 
that should appear in the table. These fields should be added in the order that you want 
them to appear. A preview of the table is shown below the yellow line. This is only a 
preview, not a working table.  
 
To add a field, first select from the list box the database field that you want included in 
the table. Then enter the column label and the alternate text for the field. The alternate 
text is the text that should be displayed when the field is empty in any given record. In 
addition to plain text, these entry fields also accept any valid HTML. For example, you 
could include an <img> tag with the label name in order to add an icon to the label. In 
addition to being able to add any database field to a table, you can also include two 
system fields. They are: 
 

 hsp-dateposted – HotRiot records the date and time that records are posted to a 
database. This is done automatically for all databases. Selecting this field from 
the list will cause the table to include a column that displays this timestamp. You 
can set the format of the timestamp by using the date and time format settings on 
the System Preferences and Settings page. 

 hsp-proximity – This field is intended to be used with searches that include a zip 
code proximity search criteria. It will only appear in the database field list if the 
search includes such a criterion. Selecting this field will cause the results table to 
include a column that displays each records computed distance from the starting zip 
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code.  For information on creating a zip code proximity search please see the section 
"Performing a Zip Code Proximity Search". 

 
Next, there is a check box option to enable column sorting. If checked, the label for the 
column being added to the table becomes a selectable link that sorts the table data 
when selected, alternating between ascending and descending order based on the 
column data. Finally, select the Add Field to Table button. 
 
Next to each column header in the table preview is an icon used as a control, this allows 
you to modify the settings of a column. See the icon circled in blue in the screenshot 
below. This icon will not appear in your results table. Selecting this icon will cause a 
popup menu to appear. From this menu, you can change the position of a column, edit 
the column settings, or delete a column from the table. 
 
 

 
 

 
In the screenshot above, we have shown an example table formatted with the horizontal 
layout manager. On the next page, there is a screenshot of the same table formatted 
using the vertical layout manager. 
 



 

82  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

 

 
 
The vertical layout manager includes one extra feature that is not available with the 
horizontal layout. This is the ability to format the records in a grid. Instead of simply 
displaying each record one on top of the other, you can choose to display multiple 
records per row. In the example above, we have chosen to display three records on 
each row. You can set this display level from 1 to 10 by using the control you see circled 
in red above. 
 
Question: What do I do if my database contains more fields than can fit in a table? 
Answer: The records in your database often contain many more fields than can fit in one 
table. For example, assume you run a medical clinic, and you create a database to 
collect your patient's complete medical history. It would be impossible to display all of the 
medical history information in a table. In this case, your table could only show a small 
portion of the record data. What you need is a way to select a record from the results 
table and display the complete medical history for the selected record.  
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Here's how you would do this. First, go back to step 2 of this wizard and select Option 
#3.  Then design your results table to display only those fields necessary to determine 
which record you would like to view.  
 
Question:  How are database fields that contain JPEG images, GIF images, or other 
document files displayed in a results table? 
Answer: JPEG and GIF image files appear as selectable thumbnail representations of 
the full size original. These thumbnails are automatically created by HotRiot whenever 
an image file is saved to a database. The System Preferences page has controls that 
allow you can configure the size of the thumbnails that are generated (please see the 
section "System preferences and settings"). When a thumbnail is selected in a results 
table, the full-size original is displayed in a resizable popup window or in the users’ main 
browser window. This is configurable using the media display control in the System 
Preferences and Settings section.   
 
When selecting a document in a results table with one of the following file types (MP3, 
MP4, H.264, FLV and AAC), HotRiots default behavior is to play the file in a popup 
window or to play the file in a users default browser window. Again, this is configurable 
using the media display control in the System Preferences and Settings section. 
 
All other file types are displayed by their name, and are also selectable. For example, if 
your database has a field populated with Acrobat documents, and a user selects the 
documents name, the Adobe Acrobat viewer will open the selected document. The same 
is true for MS Word, Excel, and all other file types that have a program association. 
 
The default behaviors can be overridden by creating a results table that uses a custom 
layout, rather than the default horizontal or vertical layout. For example, you could create 
a custom results table and use the hsp-avplayer tag to embed a media player directly in 
a table, which would allow users to play audio and video files from within the table.  
Selecting the player will cause the media file to play. We cover this in detail in the 
section titled Creating a custom search results table. 
 
Question:  How are email address and URL fields shown in a results table? 
Answer: Both email address fields and URL fields show-up as selectable links in a 
results table. If a user selects an email address field, the users email client program 
automatically opens with the email address of the selected field populating the 
destination entry field. If a user selects a URL field, the user is forwarded to the URL 
pointed to by the selected field. 
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Customize Results Table Step 4 – Set the table options 
 
The options on this step of the wizard allow you to control settings that affect the table 
size, border, name and column header text alignment. Change the settings of the 
various controls then select the Update Table button to apply your changes. The table 
preview will immediately refresh with the changes. 
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Customize Results Table Step 5 – Set the default cell options 
 
The options on this step of the wizard allow you to control settings that affect the table 
text color, cell spacing, cell alignment and row colors. Change the settings of the various 
controls then select the Update Table button to apply your changes. The table preview 
will immediately refresh with the changes, 
 
There are two color swatch input fields that control the color of the tables’ odd and even 
rows. See the controls circled in red below. These controls can be used to offset the 
color of odd and even rows, making it easier for users to distinguish between rows as 
they read the table. You can see an example of this in the table preview in the 
screenshot below. 
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Customize Results Table Step 6 – Set the miscellaneous options 
 
The options on this step of the wizard allow you to control settings that affect the table 
navigation. For example, you can select the number of records to display per page and 
the location of the navigation controls that are used to move from page to page. You can 
also customize the text of the navigation controls. 
 
Change the settings of the various controls then select the Update Table button to apply 
your changes. The table preview will immediately refresh with the changes. 
 
The entry fields for the navigation controls are circled in red in the screenshot below. In 
addition to plain text, you can also enter any valid HTML in these fields. For example, 
you can include an <img> tag along with a label name in order to display an icon next to 
the label. 
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Customize Results Table Step 7 – Define the table actions 
 
Table actions are a very powerful and somewhat advanced feature. They allow you to 
pick a column in the results table and have the data in the column perform a special 
action when selected. There are currently two types of action that can be created. 
 

1. You can create a page link action, which forwards users to a predefined page on 
your site. The page can be customized to display the record data for the record 
selected in the table. 

2. You can create search link action, which performs a pivot search using the data 
from the selected record as the search criteria. Search links are a new concept 
that we have not yet introduced. Basically, they are a specialized type of search 
form. They perform exactly the same function as a search form; however, they 
differ slightly in how they are used. 

 
You can create up to two table action for each result table. The screen shot below shows 
a results table configured with both types of actions described above. Action 1, circled in 
red, is a page link, which corresponds to the description in 1 above. Action 2, circled in 
blue, is a search link, which corresponds to the description in 2 above. 
 
 

 
 
 
 

1 

2 
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Creating a page link action  

The first action in our example is a basic page link, which forwards users to a record 
details page whenever they select a company name in the results table. The return page 
can be customized to display the record data for the record selected by the user in the 
table. Let's see how you would set up this type of action. 
 
First, select the column in the results table that you would like to use as an action link. 
The Table Link drop-down, circled in green, contains a list of all of the database fields 
that appear in the results table. Select the field you want to use as the action link. In the 
example above, we have chosen the Company Name field as the action link. So, 
whenever a user selects a company name in the results table this action will get 
triggered. 
 
Next, we need to choose the action we would like to perform when a company name is 
selected. The Action drop-down, circled in yellow, contains a list of all the actions. 
Currently, there are two actions to choose from. 
 

 Create a Page Link 

 Create a Search Link 
 
For this link we have chosen the action Create a Page Link. Finally, we need to enter the 
remaining portion of the URL of the page that users should be forwarded to when a 
company’s name is selected. Enter the URL in the Return Page entry field circled in pink 
above. It's okay if the page has not yet been created; all we need here is the URL to a 
page that you will eventually create. That's it. Now when a user selects a company name 
in the results table, they will immediately be forwarded to the return page pointed to by 
the URL in the Return Page entry field. 
 
The return page can display the record details of the record selected in the table. To do 
this place the tag below: 
 
    hsp-fieldname="form-name::field-name" 
 
at the locations on your return page where you want the record data to appear. You 
need to replace form-name (shown in red) with the name of the database form that 
contains the field you wish to display. This is the database record information that is 
displayed by the results table. You must also replace field-name (shown in blue) with the 
name of the field from the database form that you would like displayed by the tag. 
Double colons separate these two values. When a page link is selected, HotRiot will 
scan the return page and replace the hsp-fieldname tag above with record data from the 
selected record. 

 
Creating a search link action  

The second action in our example is a search link, which is kicked off when a user 
selects a line of business in the results table. A search link is a specialized type of 
search form. Search links perform the same function as search forms; they are used to  
locate records in a database. However, they differ slightly in the way they are used. 
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 With a search form, users enter a search criterion and then select a search or 
submit button to initiate the search. Search links work slightly differently. Search 
links look and works like any other link. Users simply click the link, which initiates 
the search. There is no search criterion for users to enter. 

 
Aside from the small difference noted above, search links and search forms work the 
same. Of course, the syntax for a search link is different from a search form. 
 
Frequently, search links are used on result tables to link records from different, but 
related, databases. This type of search is known as a pivot search. Let's have a look at a 
typical example. Imagine you have a website that maintains databases of local doctors 
and of local hospitals. A visitor comes to your site and performs a search for local 
doctors. Assume the search returns a table of 50 matching records. Scanning the 
results, the user sees a specific doctor that they are interested in. The results table 
includes the name of the hospital the doctor is affiliated with. In this table the hospital 
name is actually a search link. When selected, the link performs a search of the hospital 
database, and forwards the user to a page that shows the complete record information 
about the hospital affiliated with the doctor. In this example, the hospital name 
associated with the doctor was used as a search link to locate the corresponding 
hospital record in the hospital database.  
 
Let's see how you would set up a search link in a results table. First, select the column in 
the results table that you would like to use as an action link. The data returned in the 
column is the search criterion that will be used when performing the search.  
 
Next, select the type of action you want performed when the action link is selected. We 
explained this in detail earlier, so we won't go through it again here. For this link, we 
have chosen the action Create a Search Link. You can also choose Create an SSL 
Search Link when SSL security is required.  
 
Next we need to enter the link name. This is the name you would like assign to this 
search link. This is similar to the hsp-formname that is used to name database and 
search forms. This field will be pre-populated with a recommended default name. Of 
course, you can override this and choose whatever name you like. The name should be 
short but descriptive; spaces are permitted but not recommended. You enter the link 
name in the Link Name entry field; see the field circled in brown in the screenshot above. 
 
Finally, you need to enter the link text. This text will be displayed in the table column that 
you chose as the action link. By default, this field is populated with an hsp-fieldname tag 
that will be replaced by HotRiot with the actual record data. Usually this is what you will 
want; however, you can override this and enter whatever you like. You enter the link text 
in the Link Text entry field; see the field circled in orange in the screenshot above. In 
addition to plain text, this field will accept any valid HTML. 
 
The search link is now fully defined. The next step, AFTER you have completed this 
wizard, is to process the search link with the Create Database Search wizard. 
Remember, a search link performs the exact same function as a search form. So, like a 
search form, a search link must be processed with the Create Database Search wizard. 
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Processing a search link with the Create Database Search wizard is virtually the same 
as processing a search form. The only difference is in step 1, where you enter the  
form / link location information, see the screenshot below. 
 
The two radio buttons allow you to choose between processing a search form located on 
a page on your site, and processing a search link that is located on a search results 
table. To process a search link on a results table, select the second radio button. This 
will cause a pull-down menu, containing a list of all the result tables, to appear. Select 
the table that contains the search link. Process the remaining steps in the wizard. 
 
 

 
 
 
Let's see how search links work. Imagine a user navigates to a search form on your site 
that allows them to perform a search of your local doctors' database. They submit their 
search and a list of matching records is returned. One of the fields returned in the results 
table is the name of the hospital that the doctor is affiliated with. This hospital name is 
actually a search link. Scanning the table, a user sees the name of a doctor they are 
interested in, and clicks on the hospital search link associated with it. This initiates a 
search of the hospital’s database, using the name of the hospital associated with the 
selected doctor as the search criteria. The located record or records, from the hospital 
database are then returned by this search 
 
The page returned by the search can display the data from the record that triggered the 
search. Continuing with our doctor / hospital example, we would like to display the 
details about the doctor associated with the search link on the hospital search results 
page. Let's see how we would do this. Include the tag below at the locations on the 
hospital search results page where you would like the doctor-record data to appear. 
 
   hsp-fieldname="form-name::field-name" 

 
Replace form-name (shown in red) with the name of the database form that contains the 
field you wish to display. This is the database whose record information is displayed by 
the results table. You must also replace field-name (shown in blue) with the field name 
from the doctor database record that you would like replaced by the tag. HotRiot scans 
the return page for these tags, replacing each one with the data submitted in the form. 
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For more details on how to use hsp-fieldname tags please see the section titled Taking a 
closer look at the hsp-fieldname tag. 
 

 
Customize Results Table Completed Screen 
 
You have completed the Customize Search Results Table wizard. Select the Finish 
button to complete the process. When the process is done, you will be returned to the 
Main Console page. 
 
Question: What do I do if I want to make a customization to a result table that is not 
available with this wizard, such as setting the font styles? 
 
Answer: Using CSS, you can modify your table any way you choose. For details, and an 
example to get you started, please see Appendix C – Applying CSS styles to a results 
table. 
 

 

How email addresses, documents and URLs are shown on a result table 

A search result table can display any information that is stored in a record. You might 
think of result tables as displaying only plain-text information. However, if your database 
includes email addresses, URLs, images, media files or other documents, then these too 
can appear on a result table. HotRiot is "aware" when these data types are being 
displayed and performs appropriate actions when selected by users. 
 
Documents 
JPEG and GIF image files appear as selectable thumbnail representations of the full size 
original. These thumbnails are automatically created by HotRiot whenever an image file 
is saved to a database. The System Preferences page has controls that allow you can 
configure the size of the thumbnails that are generated (please see the section "System 
preferences and settings"). When a thumbnail is selected in a results table, the full-size 
original is displayed in a resizable popup window or in the users’ main browser window. 
This is configurable using the media display control in the System Preferences and 
Settings section.   
 
When selecting a document in a results table with one of the following file types (MP3, 
MP4, H.264, FLV and AAC), HotRiots default behavior is to play the file in a popup 
window or to play the file in a users default browser window. Again, this is configurable 
using the media display control in the System Preferences and Settings section. 
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All other file types are displayed by their name, and are also selectable. For example, if 
your database has a field populated with Acrobat documents, and a user selects the 
documents name, the Adobe Acrobat viewer will open the selected document. The same 
is true for MS Word, Excel, and all other file types that have a program association. 
 
The default behaviors can be overridden by Creating a custom search results table.  
 
Email Addresses 
Email addresses appear as selectable links in a table. When an email address in the 
results table is selected, the user’s email client is automatically started with the selected 
address populated in the address field. For example, users that browse your site from 
Windows will have Outlook or Outlook Express opened when they select an email 
address. 
 
URLs 
URLs appear as selectable links in the results table. When selected, a URL field 
automatically forwards user’s to the address (website) referenced by the URL.  
URLs can get rather long, causing them to take up the majority of space available in the 
results table.  To deal with this problem, HotRiot allows you to set the link text for URL 
fields. See the screenshot below. 
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When adding a URL field to the results table, HotRiot provides an input field where you 
can enter the hot spot, or link text that users select. This is done on Step 3 of the 
Customize Results Table wizard, See the entry field circled in red above. If you leave 
this field blank HotRiot will use the actual URL as the selection link. Otherwise, HotRiot 
will use whatever you enter in this field as the selection link. In addition to plain text, you 
can enter any valid HTML in this field. 
 
In the screenshot above, the word "Go" will be displayed as the selectable hot-spot text 
for the URL field in the search results table.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

94  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

Taking a closer look at the record details page 

 
Step 2 of the Customize Search Results Table wizard is where you enter miscellaneous 
result table options. There are six options on this page, as shown the screenshot below 

 

 
 
For this discussion, we are going to focus on option 3, which gives users the ability to 
view the details for records returned in a results table. Selecting this option instructs 
HotRiot to include a record details link next to each record on the results table. When 
clicked, this link forwards users to a record details page. Often, the records in a 
database contain many more fields than can fit in a table. Providing a link to a details 
page gives users a way to view complete record information. 
 
Let's briefly recap the steps involved in searching a database. To locate information in a 
database, users fill out and post a search form. A results page is sent back by HotRiot, 
populated with the records located by the search. To view the details for a specific 
record, users select the record details link next to the record of interest. 
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The screenshots below provide a visual representation of how this process works. The 
arrows illustrate how users navigate through the process of searching a database and 
viewing details for a specific record. 
 
 

 
 
 

1. You provide a link on your site that visitors use to navigate to the page that 
contains the search form. In the screenshot above, this link is located on the 
home page. 

2. Users fill in and submit the search form. HotRiot locates records in the database 
that match the search criteria entered by the user. 

3. The search results return page is sent back by HotRiot; populated with the 
records located by the search. Each record includes a record details link. 

4. Clicking the record details link next to a record of interest forwards users to the 
record details page. Where the complete record information for the selected 
record is displayed. 

 
A details page must be created in order to display the complete record information for a 
record selected in a results table. To do this, include the tag shown below at the 
locations on the details page where you want the record data to appear. You can use 
this tag to show any (or all) of the information from a record. 
 
   hsp-fieldname="form-name::field-name" 

Home Page Search Page 

Search Results Page 

Record Details Page 3 

2 1 

4 
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You need to replace form-name (shown in red) with the name of the database form that 
contains the field you wish to display. This is the database whose record information is 
displayed by the results table. You must also replace field-name (shown in blue) with the 
field from the form that you would like replaced by the tag. These two fields are 
separated by double colons. HotRiot scans the details page for these tags, replacing 
each one with the data in the record.  
 
The hsp-fieldname tags can be placed anywhere on the details page. You can place 
them between any HTML code blocks. These tags get removed by HotRiot and are 
simply replaced with the data referenced by the field named in the tag. It is permissible 
for a details page to include multiple tags with the same field name. If an hsp-fieldname 
tag is included for a field in a record that is either missing or blank, the tag is simply 
removed from the details page.  
 
While hsp-fieldname tags are used mostly to display the details for a selected record, 
they can be combined with JavaScript to perform advanced processing. For example, 
you can use the hsp-fieldname tags to set JavaScript variables, which can then be used 
by your JavaScript code. This opens a world of possibilities, allowing you to use the 
information from a record as part of the processing performed by JavaScript. HotRiot 
replaces the hsp-fieldname tags before sending a details page back to a user’s browser. 
This allows you to safely use the data in a record with any JavaScript included on your 
return page. 
 
There are special variations of the hsp-fieldname tag that can be used to display a 
record owner’s registration information and the registration information of the currently 
logged-in user. For details please see the following sections: 
 

 Accessing a record owners registration information 

 Accessing the logged-in users registration information 
 
The hsp-fieldname tag is used extensively in HotRiot and includes many variations that 
affect its behavior. For details see the section Taking a closer look at the hsp-fieldname 
tag. 
 
 
Question:  How are database fields that contain JPEG images, GIF images, or other 
document files displayed in a results table? 
Answer: JPEG and GIF image files appear as selectable thumbnail representations of 
the full size original. When a thumbnail is selected in a details page, the full-size original 
is displayed in a resizable popup window or in the users’ main browser window. This is 
configurable using the media display control in the System Preferences and Settings 
section.   
 
When selecting a document in a details page with one of the following file types (MP3, 
MP4, H.264, FLV and AAC), HotRiots default behavior is to play the file in a popup 
window or to play the file in a user’s default browser window. Again, this is configurable 
using the media display control in the System Preferences and Settings section. 
 
All other file types are displayed by their name, and are also selectable. For example, if 
your database has a field populated with Acrobat documents, and a user selects the 
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documents name, the Adobe Acrobat viewer will open the selected document. The same 
is true for MS Word, Excel, and all other file types that have a program association. 
 
The default behaviors can be overridden by using the alternate hsp-fieldname tags (for 
details, see the hsp-fieldname tag reference in Appendix D). For example, you can use 
the hsp-avplayer tag to embed a media player directly in a results page, allowing users 
to play media content (audio and video files) from within the page. 
 
Question:  How are email address and URL fields shown in a details page? 
Answer: Both email address fields and URL fields show-up on a details page as 
selectable links. If a user selects an email address field, the users email client program 
automatically opens with the email address of the selected field populating the 
destination entry field. If a user selects a URL field, the user is forwarded to the URL 
pointed to by the selected field. 
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Navigating back to a search results page 

 
The matching records that are located by a search are displayed on a search results 
page. Users are often given the option to select a record from a results table in order to 
view the details of the selected record. The table may contain other options as well, for 
example, users may be provided with the ability to view the owner details for a selected 
record or select a search link action.  
 
These options navigate users away from a search results page to other pages on a site. 
Users often need to be able to return back to a search results page that they have 
navigated away from. Often times, simply using the browsers back button returns users 
just fine. However, there are times when using the back button is not practical. Also, 
many website designers prefer to provide an explicit link that users can select in order to 
return to a results table.  
 
HotRiot keeps track of all searches that have been performed by users. In addition, if the 
result of a search spans multiple pages, the system remembers the page that a user 
was last viewing. With this information HotRiot can return users back to a search results 
page from any page on your site. You provide this capability by placing a link on the 
pages of your site where you would like users to be able to navigate back to a search 
results page. Set the URL (href) of the link to the value shown below. 
 

 
http://YourApplicationName.k222.info/process?nextPage 

 

 
In the URL above, you will need to replace YourApplicationName (shown in red) with the 
application name that you entered when you registered with HotRiot. When selected, 
this link will re-post the last search submitted by a user, forwarding them back to the 
search results page they were last viewing. Sending a user back to the most recent 
search is the most typical use of this URL. However, HotRiot is capable of sending a 
user back to any previous search results table. See the modified link URL below. 
 

 
http://YourApplicationName.k222.info/process?nextPage&hsp-formname=search-form-
name 

 

 
You will need to replace search-form-name (shown in blue) with the name of the search 
form you want re-posted. This is the hsp-formname that you to assigned the form that 
was used to initiate the search. When selected, HotRiot will re-post the last search 
submitted by the user using the search form named in the link, forwarding them back to 
the search results page they were last viewing for this search. 
 
These links can be secured with SSL by replacing http with the secure protocol https.   
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Taking a closer look at search forms 

 
You can design your search forms in any way you like. In addition to using our form 
builder tool, you can create search forms using your choice of website development 
software. Your forms can be formatted and styled any way you like, and CSS and 
JavaScript are fully supported. Search forms can include the following form elements: 
 

 Text entry fields 

 Textarea input fields 

 Radio buttons 

 Check Boxes 

 List boxes 

 Pull-down menus 

 Hidden field 
 

You cannot use file upload fields in your search forms. If you include them, they will be 
ignored by HotRiot. 
 
When creating your search forms it is strongly recommended that you assign descriptive 
names to your form fields. The names should be short but descriptive. There is no set 
limit to the length of field names but we recommend you keep them to 15 characters or 
less. Field name must start with a letter and may include letters, numbers and 
underscores. No other characters are permitted. For example, spaces or other any other 
special characters are not valid. 
 
Form fields names must not begin with "hsp-". Field names that begin with "hsp-" are 
reserved for use by HotRiot. Search forms can include fields to collect up to 10 separate 
search criteria. Form fields with the same name count as a single field. For For example, 
if you use radio buttons to collect gender information — even though you would need 
two buttons, one for male and one for female — these two radio buttons would only 
count as a single search field. To be perfectly accurate, you can actually include fields to 
collect more than 10 separate search criteria. However, when you process the form with 
the create search wizard, HotRiot will limit the number of search criteria you can define 
to 10. 
 
You often will find the first entry in a list box or pull-down menu to be a set of instructions 
to users. For example, you will see "Any",  "All" or "Selection Required." These can be 
helpful for assisting users in working with your forms. Of course, you don't want the 
instructions themselves to be selectable. For example, if you have a pull-down menu 
that contains a list of all the states in the United States, you would not want the user to 
be able to select the instructions "Select One" and use the selection as part of the 
search criteria. 
 
To include a non-selectable entry in a form field, simply enclose the entry between 
double hyphens such as: "-- Any --". If a user were to select this item, HotRiot would 
treat it as if no selection were made at all. 
 
Your forms can interact with JavaScript in any way necessary to support any custom 
functionality. You can process on submit handlers, on click handlers, etc. HotRiot does 
not limit your ability to pre-process a form before it’s posted. 
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You are free to add any custom controls to your form that you deem necessary. For 
example, it's fairly common for search forms to include a popup date selector next to 
date input fields. These interface elements allow users to select dates from a popup 
calendar. You are free to include these types of controls that enhance the functionality of 
your forms.  
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Creating multiple searches 

 
You can create as many searches against a database as necessary. In fact, it is fairly 
common to create at least two searches per database, one that is used by your Web site 
administrator and one that is used by the visitors to your site. Of course, you can create 
as many searches as you need, and it is not uncommon to have three or more searches 
on a single database. Let's take a look at an example. Assume you created a website 
where registered users can post vehicles that they wish to sell. Visitors come to your site 
to search for a vehicle to buy. To support your sites service you would need to create a 
number of databases, one being a vehicle database. It is very likely that you would 
create at least three separate searches for this database. 
 

1. A search used by visitors. This search only allows visitor to view the record data. 
They cannot delete records or edit records. 

2. A search used by registered users. Registered users are users of your site who 
can post vehicles they wish to sell. Users of this search are permitted to not only 
view the record data, but also have edit and delete permissions, but only for 
records that they have actually posted. They would not be able to access records 
posted by other registered users. 

3. A search used by your Web sites system administrator. The system administrator 
would be able to perform a search that would allow full edit and delete 
permissions on all records posted by all registered users. 

 
We have not yet explained how to register users or how to limit search results to only 
include records posted by the currently logged in user. We will get into these details later 
as we explore more advanced topics. The point here is to illustrate why you would create 
multiple searches against the same database. As of this writing we have one user that 
has created a system with over 90 different searches. 
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Performing a zip code proximity search 

 
The first question you might ask is "what's a zip code proximity search?" This is a type of 
search that locates records that are within a specified distance from a starting zip code. 
This search can be performed on any database that includes a zip code as one of its 
fields. It works as follows; the user performing the search provides a starting zip code 
and a radius, in either miles or kilometers. HotRiot uses this information to locate all 
records whose zip code value fall within the given radius, with the starting zip code 
located at the center. The picture below provides a visual representation of how this 
works. 
 

 
 
 
The red dot in the center represents the starting zip code. The line extending out from 
this center point is the radius. All records whose zip code is enclosed within the circle 
would be selected by the search. Proximity searches are really useful when you need to 
provide users an easy way to locate something that is within a specified distance from 
them. Now that we have established what a proximity search is, the next step is learning 
how to create them. Fortunately, this is fairly easy. 
 
Creating a zip code proximity search is really no different from creating any other type of 
search. The only requirement is that the database being searched must include either a 
zip code or postal code field.  
 
For example, imagine you are setting up a statewide restaurant finder website, in which 
restaurants from anywhere in your state can go online to register. Visitors to your site 
can search the database in order to locate a place to eat.  Your search should, at a 
minimum, allow people to locate a restaurant that serves a particular type of food within 
a certain distance from their current location.  For example, a visitor might be interested 
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in locating an Italian restaurant that is within 15 miles of their home.  In order to fulfill this 
requirement, you are going to need to include a zip code proximity as part of your 
search. 
 
Below is a copy of the registration form used by restaurants to register with your site. An 
actual restaurant finder site would have a much more comprehensive registration form 
than the one shown below, but in order to keep this example focused, we have created 
this very limited form.  In order to include zip code proximity as part of a search, one of 
the fields in the database must be either a zip code or a postal code. Other than this 
requirement, your form can collect any other information you choose. 
 
 

 
 
 
Below is a copy of the search form visitors use to locate a restaurant. It includes two 
fields of interest, the zip code entry field and the maximum distance drop-down. To find a 
restaurant, users select the type of food they are interested in and then enter their zip 
code and the maximum distance they would like to travel. The search then locates all 
restaurants that serve the selected type of food that is within the specified distance from 
the user’s zip code. 
 
 

 
 
 
In the form above, the distance field is a drop-down list. While we recommend using a 
list box for this field, this is not a requirement. Instead, you can allow users to enter the 
distance into a text field similar to the zip code input box. The only things to bear in mind 
are that a valid distance must be a number, and using a list box for users to select from 
allows you better control over what is posted in the field. Regardless of which type of 
field you choose to use, the distance field must be named hsp-proximitydistance.   
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By default, proximity searches are performed in miles, but you can choose to perform 
them in kilometers. To do this, simply include the hidden field below in your search form. 
 
   <input type="hidden" name="hsp-proximityunits" value="k"> 

 

Below is the HTML code for a search form similar to the one in the screenshot above.  
The main difference is that this proximity search is performed in kilometers instead of 
miles.  
 
<form method="POST" action="http://YourApplicationName.k222.info/process"> 

 

   <input type="hidden" name="hsp-formname"       value="restaurant_search"> 

   <input type="hidden" name="hsp-proximityunits" value="k"> 

 

   Zip Code:         <input type="text" name="zip_code"> 

   Type of Food:     <input type="text" name="type_of_food"> 

   Maximum Distance: <select name="hsp-proximitydistance"> 

                        <option value="5">5</option> 

                        <option value="10">10</option> 

                        <option value="15">15</option> 

                        <option value="20">20</option> 

                        <option value="25">25</option> 

                        <option value="30">30</option> 

                     </select> 

 

   <input type="submit" value="Submit" > 

</form> 

 
Once you have created your search form, the next step is to process the form with the 
Create Database Search wizard. The steps for going through the wizard are the same as 
they are for any other search. We covered this in detail in the section Basic Database 
Searching, so we will not go through every step here. Instead, we will only cover those 
parts of the wizard that directly relate to creating a zip code proximity search. 
 
Creating a search that includes a zip code proximity is no different than creating any 
other search. All of the steps are the same, the only thing you need to remember is to 
add the zip code proximity as one of the search criteria. This is done in step six of the 
wizard. To do this, first select the zip code field in the Search Fields list box. Then select 
the zip code field in the Database Fields list that should be proximity compared. Finally, 
select the Proximity option from the Search Criteria list. The screenshot on the next page 
shows an example of this. The search will return all records that satisfy the following two 
criteria: 
 

1. The type of food entered in the search form is equal to the type of food in the 
database record. 
 
AND 
 

2. The zip code entered in the search form is within a specified distance (proximity) 
to the zip code in the database record. The proximity limit is in the  
hsp-proximitydistance form field. If this field is not present in the form, HotRiot will 
default to a 10 mile / kilometer limit. 
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Keep in mind that a zip code proximity search cannot provide the exact distance 
between a starting location and a particular database record. Instead, it provides an 
approximation of the actual distance. For the vast majority of uses, this approximation is 
close enough to provide users with the information they need to make a valid decision. 
For example, if a user initiated a proximity search that should locate all records within 10 
miles of their current location, it would not be unreasonable for the search to locate 
records up to 11 or 12 miles away. Generally speaking, the larger the search radius, the 
lower the deviation;  however, other factors can affect the accuracy of this statement. 
There are other things to keep in mind, such as the actual distance between two points, 
versus the linear distance. The proximity formula calculates the straight-line distance, 
which does not consider possible driving routes. This straight-line distance is normally 
somewhat shorter than the driving distance.  
 
NOTE: Zip code proximity searches currently do not work with joins. 
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Search Maintenance Tasks 

 
Searches often need to be modified in order to accommodate changing requirements. It 
is fairly common to change search options and search criteria after a search has been in 
use for some time. Often these alterations are made in response to things you learn from 
visitors who use your site. These changes include such things as: 
 

 Adding new fields in order provide additional search criteria 

 Removing existing fields that are no longer needed 

 Modifying the processing settings  

 Changing the layout of the search forms 
 
This list represents some of the more common changes that we see users make. In the 
following section we will show you how to modify an existing search to accommodate 
changes in requirements. 
 

Modifying the settings of an existing search 

You can modify the settings of an existing search by using the Edit Database Search 
wizard. The link to start the wizard is located on the Main Console page (see the icon 
boxed in red below). 

 

 
 

This wizard is very similar to the Create Database Search wizard, except it is used to 
modify an existing search rather than create a new one. You can alter all of the settings 
that you made when you first created the search, including: 
 

 Changing the data type and input options 

 Modifying the form validation text 

 Changing the search criteria settings 

 Editing all of the miscellaneous options  
 

Making changes to a search form 

You are free to modify the layout and style of your search form however you like. 
Reformatting the layout or changing the styles of the individual form fields has no effect 
on the search that backs up the form. In addition, making changes to the form field types 
also has no effect on the search. For example, let's say you created a search form that 
uses a pull-down list to select gender. After some time you decide you would rather 
collect this data using radio buttons. You can change the list box to radio buttons without 
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affecting the search, so long as the name of the new radio button field is the same as the 
list box field it is replacing. 
 
There are some changes that you can make to a search form that will have an impact on 
the search that backs up the form. For example, if you add a new field to a form or 
remove an existing field, the form will need to be re-processed using the Edit Database 
Search wizard. These types of changes are perfectly valid; you just need to remember to 
re-process the form. You will also need to re-process a search form if you change the 
name of an existing field. 
 
IMPORTANT: Do not change the name of the hidden field hsp-formname. This is the 
name HotRiot assigns to the search that backs up the form. Changing this name cuts the 
link between the form and the search and will render you form unusable. 
 

Adding new fields to an existing search 

You may find that there are times when you need to provide users with additional search 
options on a search form that you have already created. It is fairly common to find that 
users need to be allowed to perform searches on fields you never expected would be 
used when you first created the search. You can add fields to an existing search at any 
time; to do this, follow the steps below. 
 

1. Go back to the search form on your site and add the additional fields that are 
required to collect the new search criteria. 

2. Process the form with the Edit Database Search wizard. The link to start the 
wizard is located on the Main Console page (see the icon boxed in red below). 
 

 
 
The wizard will detect the new fields and will modify the search to accommodate 
the additional criteria collected by the form. There is extensive context-sensitive 
help on each page of the wizard. So we will not go through every step here. If 
you would like a detailed walk through please see one of our tutorials. 

 
Once you have completed the two steps above, your search form is ready to be used. 
The new fields on the form can now be used as part of the search criteria. 
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Removing fields from an existing search 

There are times when you may have included fields in your search form that you find are 
not really used. You may decide to remove these fields in order to simplify the form. You 
can remove fields from an existing search at any time; to do this, follow these steps. 
 

1. Go back to the search form on your site and remove the fields that are no longer 
needed. 

2. Process the form with the Edit Database Search wizard. The link to start the 
wizard is located on the Main Console page (see the icon boxed in red below). 

 
 

 
 

The wizard will detect the fields that have been removed from the form and modify the 
search to accommodate the changes. There is extensive context sensitive help on each 
page of the wizard, so we will not go through every step here. If you would like a detailed 
walk through, please see one of our tutorials. 
 
Once you have completed the two steps above your search form is ready to use. The 
fields that have been removed will no longer be part of the search criteria. 
 

Deleting searches 

You can easily delete a search by selecting the Delete Database Search link located on 
the Main Console page. This forwards you to the Delete Search page, where you select 
the search or searches that you wish to remove. Please see the screenshot below. 
 
Deleting a search also delete the search results table associated with the search. Once 
a search has been deleted, the only way to get the search back is to re-process the 
search form using the Create Database Search wizard. 
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The Direct Access Cache (DAC) 

 
The Direct Access Cache is the cornerstone of HotRiot’s data access and display 
capabilities. An understanding of the DAC is critical if you are to realize the full potential 
of HotRiot. The DAC is managed entirely by HotRiot, so there is nothing you need to do 
to make it work. That being said, you do need to understand the concepts behind the 
DAC and how it is used.  
 
The Direct Access Cache holds a copy of the record data for the last record that was 
accessed from each database. Once a record is placed in the DAC, it stays there until it 
is replaced by another record from the same database. Only one record is stored in the 
DAC for each database. Records get placed in the DAC in a variety of ways. In the list 
below you will see mention of "triggers" and "joins". These features have not yet been 
introduced but they will be covered in detail later. 
 

1. When posting a record to a database, the posted record is stored in the DAC. 
Any records that are automatically created as a result of an Insert Trigger or 
Registration Trigger are also placed in the DAC. 

2. When performing a search of a database, the first record returned by the search 
is placed in the DAC. Any records linked to the first record through a join are also 
loaded into the DAC 

3. When selecting a record from a results table in order to view the record details, 
the selected record is placed in the DAC. Any records linked to the selected 
record through a join are also placed in the DAC. 
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4. When selecting a Search Link Action from a results table, the selected record is 
placed in the DAC. Any records linked to the selected record through a join are 
also placed in the DAC. Of course, selecting a search link causes a database 
search to fire, so Rule #2 above also applies. 

5. When selecting a Page Link Action from a results table, the selected record is 
placed in the DAC. Any records pulled in from an associated Record select 
trigger or records linked to the selected record through a join are also placed into 
the DAC. 

6. When performing a log-in, the user’s registration record is placed in the DAC 
along with any records pulled in from an associated Login Trigger. 

 
Each visitor to your site has their own individual DAC, independent from all other visitors. 
The data from the records stored in the DAC can be displayed using the hsp-fieldname 
tag (or any of its variants). The syntax for the hsp-fieldname tag is shown below.  
 

hsp-fieldname="form-name::field-name" 

 
The hsp-fieldname tag includes two attributes which are separated by double colons. 
 

 form name  

 field name 
 
The form-name attribute (shown in red) is the name of the database form that contains 
the field you wish to display. The field-name attribute (shown in blue) is the name of the 
form field that you would like displayed by the tag. 
 
HotRiot replaces hsp-fieldname tags with the record data referenced by the field named 
in the tag. The record data gets pulled from the DAC for the database named in the tag. 
If there is no record in the DAC for the named database / fieldname pair, the tag is 
simply removed from the page. 
 
Earlier we stated that only one record is stored in the DAC for each database. This 
record is the most recently accessed record. Let's take a closer look and see how this 
works.  
 

 If a user posts a record to a database, the posted record will get saved to the 
DAC. As per list Rule #1 above. 

 If the user then performs a search of the same database, the existing record in 
the DAC will get replaced with the first record returned in the search. As per Rule 
#2 above. 

 If the same user then selects a record from the results table, in order to view the 
record details, the selected record will replace the existing record in the DAC. As 
per Rule #3 above. 
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Taking a closer look at the hsp-fieldname tag 

 
We introduced the hsp-fieldname tag in a number of our earlier examples. This tag is so 
pervasive in HotRiot and can be used in so many ways, that it requires deeper coverage. 
Let's briefly recap. The hsp-fieldname tag is used to display record information on pages 
that are returned by HotRiot. It is important to understand that this tag can be used on 
ANY page that is returned by HotRiot, including: 
 

 Search result pages 

 Record detail pages 

 Login return pages (not yet introduced) 

 Lost login lookup return page (not yet introduced) 

 Any page returned using the HotRiot return page link (not yet introduced) 
 
You can include this tag on a page even when there is no record information available to 
display. In this case, HotRiot will simply remove the tag from the return page. In addition, 
this tag can be placed inside any HTML or JavaScript code block. For example, you 
could place an hsp-fieldname tag inside a <font></font> block in order to control the 
formatting. The syntax for using the hsp-fieldname tag is shown below.  
 

hsp-fieldname="form-name::field-name" 

 
The hsp-fieldname tag includes two attributes that you must set, they are: 
 

 form name  

 field name 
 
These two values are separated by double colons. 
 

The form-name attribute (shown in red) is the name of the database form that contains 
the field that you wish to display. This is the name that you assigned the form when you 
created it, which is the same name HotRiot gives to the database that backs up the form. 
In addition to the form-name attribute, there is also a field-name attribute (shown in 
blue). This is the name of the database field that you would like displayed by the tag. 
This is the name that you assigned to the field in the database form. The field-name 
attribute can also be set to the following system value: 
 

 hsp-dateposted 
 
HotRiot catalogs the date and time when records are posted to a database.  This is done 
automatically for all databases. You can display this timestamp by setting the field name 
to hsp-dateposted. The format of the timestamp can be set by using the date and time 
format settings on the System Preferences and Settings page. 
 
There are special variations of the hsp-fieldname tag that can be used for the following: 
 

 Accessing a record owners registration information 

 Displaying the currently logged-in users registration information 

 Checking if a user is logged-in 
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 Knowing the navigation path to a page 

 Checking a user’s account status 
 
 
The hsp-fieldname tag is actually a member of a family of tags used to display record 
data. It provides generic data display capabilities. There are several close cousins to this 
tag that are used to provide more specific display behaviors. These tags act as drop-in 
replacements that can be used to directly substitute the hsp-fieldname tag. Please see 
Appendix D – for complete details.  
 
 
 
The following is a very important concept 
For each database in your system, HotRiot maintains a copy of the most recently 
accessed record. This record data is placed in the Direct Access Cache  or (DAC). We 
covered the DAC in detail in the last section. 
 
Before sending a page back to a user's browser, HotRiot scans the page for  
hsp-fieldname tags. Each tag is replaced with the record data that is referenced by the 
field which is named in the tag. The record data that is inserted by these tags gets pulled 
from the DAC for the database named in the tag. You can use an hsp-fieldname tag (or 
any of its variants) to display record data for any record in the DAC. In the event that 
there is no record in the DAC for the named database / fieldname pair, the tag is simply 
removed from the page. 
 
The hsp-fieldname tag is "aware" of the data type of the field that is named in the tag, 
and it has different default behaviors depending on this. Please see below for details. 
 

 If the data type of field-name is a URL, HotRiot will display a selectable link by 
default; when selected this link will forward users to the resource that is pointed 
to by the URL.  

 

 If the data type of field-name is a GIF or JPEG, by default HotRiot will display a 
selectable thumbnail of the original picture; when selected the full size version of 
the thumbnail will be displayed in a popup window or displayed in a users default 
browser window. This is configurable using the media display control in the 
System Preferences and Settings section.  

 

 If the data type of field-name is a document, such as, a PDF, DOC, XLS, etc, by 
default HotRiot will display a selectable link; that when selected, will launch the 
application associated with the file type. For example, if the document is a PDF, 
selecting the link will cause Adobe Acrobat to open the selected document.  
 

 If the data type of field-name is a document with one of the following file types 
(MP3, MP4, H.264, FLV and AAC), HotRiots default behavior is to play the file in 
a popup window or to play the file in a users default browser window. Again, this 
is configurable using the media display control in the System Preferences and 
Settings section. 
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 If the data type of field-name is an email address, by default HotRiot will display a 
selectable link, that when selected, will launch the users email client. The send-to 
address will be preloaded with the email address from the record.  
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Document Storage & Amazon S3 / CloudFront Integration 

 
Document storage and retrieval can present real challenges when dealing with a large 
number of files or when processing special content such as video or audio files. HotRiots 
default document management system is well suited for most website implementations; 
however, for those sites that require storage for vast quantities of documents or special 
support for delivering audio and video files or RTMP streaming, we offer integration with 
Amazons S3 and CloudFront Web services. Click here if you’d like to skip the Document 
Storage Overview and instead go directly to the Amazon S3 Integration details.  
 

Document Storage Overview 

 
By simply including a file upload control in a database form, you can allow users to 
upload documents to your HotRiot databases. It's very common for sites to provide this 
ability. There is no restriction on the type of documents that can be stored.  For example, 
popular file types include: 
 

 PDF  

 CSV (Comma Separated Format) 

 Video (MP4, H.264, FLV, etc.)  

 Graphics (JPG, GIF, PNG, etc.) 

 Excel (XLS)  / MS Word (DOC) 

 Audio (MP3, WMA, etc.)

This list is by no means exhaustive. You can literally store any kind of document you 
like. In the remainder of this section, we will explain how HotRiot processes uploaded 
documents. There are a number of default behaviors that you need to be aware of and 
we have several recommendations to help you along.  
 
When a user submits a form that includes a file upload control, the file entered in the 
control is copied from the user’s local computer and stored in your database. HotRiot 
does not modify the contents of uploaded documents in any way. However, for security 
reasons a random header is appended to the filename in order to help prevent a 
malicious user from hacking your database by guessing a file name. A thumbnail is 
automatically created for all uploaded JPG and GIF files. You can control the size of the 
generated thumbnails by using the thumbnail size control in the "System Preferences 
and Settings" section. 
 
When performing a database search, the search results are displayed in a search results 
table. A results table can display any information saved in a searched database, 
including any uploaded documents. Please see the screenshot on the next page. In this 
example you will see thumbnails displayed in the second column of the results table. It is 
the default behavior of HotRiot to display a selectable thumbnail for all GIF and JPG files 
shown in a results table. When a thumbnail is selected, the full-size original is displayed 
in a resizable popup window or in the users’ main browser window. This is configurable 
using the picture display control in the "System Preferences and Settings" section. 
 
 
 



 

115  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

 
 
 
The default behavior for document types other than GIF or JPG is different. To start, the 
name of the document file is shown instead of a thumbnail representation. The name is 
actually a selectable link that will have different behaviors depending on the file type and 
system. When selecting a document in a results table with one of the following file types 
(MP3, MP4, H.264, FLV and AAC), HotRiots default behavior is to play the file in a 
popup window or to play the file in a user’s default browser window.  
 
The default behavior for the remaining file types is dependent upon the system a user is 
using to access your site. For example, if a user is browsing your site with Windows and 
they select a WMA audio file or a WMV video file, most likely, the Windows media player 
will open and play the file. A selected PDF file will most likely open in Adobe Acrobat, 
regardless of the system your users are on. PNG and XML files will also most likely 
display correctly regardless of the system being used. Microsoft Word (DOC) files will 
open in MS Word if your user has Word installed on their computer. The same goes for 
Excel (XLS) files. Most browsers will display a file save dialog for unknown file types. 
These default behaviors are system dependent and are outside the control of HotRiot. 
 
The default behaviors can be overridden by creating a results table that uses a custom 
layout rather than the horizontal or vertical layout. For example, you could create a 
custom results table and use the hsp-avplayer tag to embed a media player directly in a 
table, which would allow users to play audio and video files from within the table. The 
screenshot below shows an example search results table with an embedded file player. 
Selecting the player will cause the media file to play. For more information, please see 
the section Creating a custom search results table. 
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The default behavior for document files displayed in a record details page is the same as 
for a search results table. Like a results table, the hsp-avplayer tag can be used on a 
record details page to display any of the following audio or video file types: MP4, H.264, 
AAC, FLV, and MP3.  Normally, the file name for these document types would display as 
a selectable link on a details page, that when selected, will play the file in a popup 
window or in a user’s default browser window. As an option, you can embed a media 
player on the details page allowing users to play the file directly. You do this by using the 
hsp-avplayer tag to display these file types, instead of using the hsp-fieldname tag. You 
can, of course, control the location and size of the player on the page. The screenshot 
below shows an example record details page with an embedded media file player. 
Selecting the player will cause the file to play. 
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You can create custom display behaviors by using the hsp-fileaddress tag and  
hsp-filename tag. The hsp-fileaddress tag returns the fully qualified URL to the document 
named in the tag. The hsp-filename tag simply returns the name of the document file 
named in the tag. They are usually used in combination with custom HTML in order to 
support specific display behaviors.  
 
Audio and video files can be large, several megabytes each is not uncommon, and as a 
result require a lot of bandwidth to process (play). If you would like to stream this 
content, then a steady high performance link to your data is also mandatory. Storing this 
content geographically close to your users is also desirable. For these reasons, it is 
strongly recommended that if you intend to store audio or video files in your databases 
that you use our Amazon S3 integration. Furthermore, seriously consider delivering your 
content through Amazons CloudFront CDN (Content Delivery Network). CloudFront is a 
high performance CDN that offers low latency and high data transfer speeds. With a 
network of edge locations located around the world, CloudFront ensures that end-user 
requests are served by the closest edge location. As a result, requests travel shorter 
distances resulting in improving performance. The combination of S3 and CloudFront 
provides the most cost effective high performance delivery medium for your document 
files.  
 
HotRiot provides seamless integration with Amazon S3 and CloudFront and also 
provides real time streaming through CloudFronts RTMP (Real Time Messaging 
Protocol) and RTMPE (Encrypted Real Time Messaging Protocol) servers. 
 
Bottom Line: 
 

 For storing audio or video files, S3 integration is strongly recommended. The 
addition of CloudFront provides the benefit of a CDN with a world-wide network 

of edge locations along with the option to stream content with RTMP/RTMPE.   
 For storing any other type of content, JPG, GIF, PDF, etc., S3 integration is 

recommended if you expect to store a large number of files. CloudFront can 
provide added performance benefits but is optional. 

 
 
For more information on Amazon S3 and CloudFront, please see the following two 
sections. 
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Amazon S3 Integration 

 
By including a file upload control in a database form, you can allow users to upload 
documents to your database. It's very common for sites to provide this ability. GIF and 
JPEG pictures represent the most popular document types that get saved. However, 
there is no restriction on the kinds of documents that can be stored.  Other popular file 
types include: 
 

 PDF 

 DOC (MS Word) 

 XLS (MS Excel) 

 CSV 

 Audio 

 Video 

The ability to include documents in your database is a very powerful feature that opens a 
host of possibilities when creating a website. That being said, there is one potential 
downside. The storage and bandwidth requirements for saving documents can be huge. 
For example, it would not be unreasonable to require several hundred gigabytes of disk 
space in order to support a site that stores video files. We don't even need an example 
so extreme to illustrate the point. Just storing regular JPEG images at a size of 100 KB 
each can quickly eat up storage. A database with just 200,000 records, each with a 
JPEG file of 100 KB, would require 20 gigabytes of storage just for the pictures. Now 
imagine a site that expects 1,000,000 registered users, each uploading a 50 KB MS 
Word file. Such a site would need 50 gigabytes just to store the Word attachments.  
Clearly, sites using HotRiot that also expect to store a large number of document files 
need a cost-effective way of saving these attachments. Our solution is to integrate 
HotRiot with the Amazon S3 Web service. 
 
Amazon S3 (Simple Storage Service) is an online storage Web service offered by 
Amazon Web Services. It provides unlimited document storage that is highly available 
with low latency at very reasonable prices. As of this writing, Amazon charges $0.15 per 
gigabyte of storage per month. There are additional charges for bandwidth used in 
sending and receiving data, along with per-request charges. According to Amazon's own 
documentation, its S3 storage is designed to provide 99.999999999% durability and to 
sustain the concurrent loss of data in two facilities. This is an almost unheard-of level of 
redundancy. To put this in perspective, if you were to store 1 billion documents with S3, 
you can expect to lose only one document per year to system failure. Amazon also 
offers a reduced redundancy S3 storage option. With this, you get 99.99% durability and 
the ability to survive the loss of data in a single facility. For this level of service, Amazon 
charges only $0.10 per gigabyte of storage per month (as of May 2010). HotRiot works 
with either the standard or reduced redundancy S3 storage options. You can choose the 
level of service you want when you sign up for your S3 account. S3 comes with a 99.9% 
monthly uptime guarantee and Amazon claims that S3 uses the same scalable storage 
infrastructure that it uses to run its own global e-commerce network.   
 
HotRiot provides seamless integration into the Amazon S3 system, allowing you to store 
documents on your own S3 account rather than in your HotRiot database. This greatly 
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reduces the database storage and bandwidth requirements for sites that need large 
amounts of document storage capacity, in addition to providing increased performance.  
 
Let's have a look at an example. Imagine you are creating a site that expects 250,000 
registered users. Each registration includes basic contact information, including a 
picture. You estimate each user will enter about 1KB of textual data in the registration 
form, and you expect each uploaded picture to be, on average, 50 KB. When fully 
populated, your site will be storing around 12.5 gigabytes of pictures and only 250 
megabytes of textual data. Storing these uploaded pictures in your HotRiot database 
would be very expensive; however, with Amazon S3, you would only pay about $1.90 
per month for the storage (not including bandwidth and per-request charges). By storing 
only the text data in your HotRiot database, you reduce your database storage 
requirements from 12.75 gigabytes to only 250 megabytes.  Not to mention all of the 
HotRiot bandwidth savings you would see. What we need is a way to instruct HotRiot to 
save uploaded files to your S3 account, and not in your HotRiot database. Fortunately, 
this is very easy. 
 
Before we go any further, we would like to make clear that storing documents on S3 with 
HotRiot does not change the functionality of HotRiot in any way. All of the features of 
HotRiot work just the same as when storing documents in your database. Using Amazon 
S3 with HotRiot is really quite transparent. We recommend that anyone expecting to use 
more than 100 MB or 10% of their HotRiot database storage for saving documents 
should seriously consider using our Amazon S3 integration. One more point: once you 
choose to use S3 document storage it is somewhat difficult to switch back. Switching 
entails moving all files from your S3 account to the HotRiot file server. While we can do 
this for you we charge for this service, and moving large amounts of data can be time 
consuming. As a practical matter, once you have move to S3 storage there is little 
reason to switch back to HotRiot native file storage. If there is any chance that in the 
future your site will grow to need S3 storage, we strongly suggest that you launch your 
site right from the start using our S3 integration. 
 
Integrating your HotRiot account with Amazon S3 is a quick and easy process. For 
instructions, please see Appendix N – Amazon S3 / CloudFront integration instructions. 
 
The S3 account that you create is, of course, yours. So, you have complete control to do 
whatever you like. You can use this account to store other information not related to your 
HotRiot account. This is fine, and doing so will not interfere with HotRiot. That being 
said, there is one point to keep in mind: 
 

 HotRiot creates a bucket in your S3 account named "hot(some long number)riot" 
(for example, hot8938972387riot). The content of this bucket is managed by 
HotRiot. You should not remove this bucket or tamper with any of the objects 
stored there. This is where HotRiot saves your uploaded files. If you wish to use 
your S3 account to store other information, create a new bucket. Don’t store data 
in the HotRiot managed bucket. 
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How database storage and bandwidth usage is affected by S3 integration 

Integrating with S3 will result in a reduction in your HotRiot monthly database storage 
and bandwidth usage. Because you will be storing your documents in S3, HotRiot will no 
longer count these files when computing your database storage usage. Similarly, the 
bandwidth used to serve this content will not be included in HotRiots bandwidth usage 
calculation. This reduction in resource usage may allow you to choose a less expensive 
HotRiot service plan. Of course, Amazon has charges of their own for S3 storage and 
bandwidth usage and for delivering content through CloudFront. Please see the AWS 
website for details.  
 

Amazon CloudFront Integration 

 
Amazon CloudFront is a Web service for content delivery. In our case, when we refer to 
"content" we are talking about files. With CloudFront, HotRiot has the ability to distribute 
content to end users very quickly, with very low latency and high data transfer speeds. 
Amazon’s CloudFront uses a worldwide network of edge locations located in Europe, 
Asia and the United States. End users requesting access to a document in HotRiot are 
routed to the geographically nearest edge location for access, providing delivery with the 
best possible performance. HotRiot also supports real-time streaming through 
CloudFronts RTMP/RTMPE servers. 
 
CloudFront can be thought of as an extension to S3. In order to use CloudFront you first 
need to sign up for S3. These two services work together to provide unlimited, durable 
document storage and high performance content delivery. While S3 is capable of 
providing both content storage and content delivery, CloudFront provides the added 
benefit of a CDN with edge locations and caching, offering the best possible 
performance for end users. In addition, CloudFront also offers the option of RTMP / 
RTMPE delivery for media files (MP4, MP3, FLV, H.264 and AAC). 
 
Integrating HotRiot with CloudFront is very simple. When performing your integration 
with Amazon S3, you will be given the opportunity to also activate CloudFront and 
CloudFronts RTMP streaming. For details, please see Appendix N – Amazon S3 / 
CloudFront integration instructions. 
 
As was stated in the previous section, "Amazon S3 Integration", you should integrate 
your HotRiot account with S3 if there is any possibility that you will need the services of 
S3, whether now or in the future. In addition, once you are using S3 integration it is 
strongly recommended that you not switch back to the native HotRiot document storage. 
With CloudFront things are a bit more flexible. You can choose to activate and 
deactivate your CloudFront integration as you see fit. 
 
NOTE: When integrating HotRiot with CloudFront, please allow at least 15 minutes for 
HotRiot to establish an active CloudFront distribution before using. 
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Amazon RDS - Setting-up Your Own Dedicated Database Server 

 
When you sign-up with HotRiot a database dedicated to your account is automatically 
provisioned on one of our database servers. HotRiot takes care of all the details of 
supporting the server where your database resides; including performing backups, 
optimizing server configuration, providing failover etc. So there is nothing database 
related that you need to do that in order to use HotRiot. The information covered in this 
section is completely optional and if you have no interest in setting up a dedicated 
database server, then you can safely skip this section.  
 

Integrating HotRiot with Amazons Relational Database Service 

 
As was stated above, HotRiot automatically sets-up a database dedicated to your 
account on one of our database servers. This is where your data resides. These servers 
are fully managed by HotRiot and require no effort on your part. For the vast majority of 
users, sharing a HotRiot managed database server is ideal. After all, one of the reasons 
you use HotRiot is to off-load work, including server management. However, some users 
prefer to manage their own database server. There can be any number of reasons for 
this, however the most common are listed below. 
 

 Some users feel uncomfortable keeping their information on servers that they 
don’t control. Or they may have special requirements such as a specific backup 
schedule or contractual obligations that require a dedicated server. 

 Some users expect to store very large amounts of data, more than a few 
gigabytes (not including attachments). A dedicated server may save money in 
this case. 

 A user may already have a database server set-up and would like to use this 
server. 

 For accounts that expect very high database workloads, a dedicated server may 
provide performance benefits.  
 

To accommodate these users, HotRiot has the ability to connect to a database server 
provisioned on Amazons Relational Database Service (RDS). Amazon RDS is a 
database hosting service offered as part of Amazons Web Services (AWS). It allows you 
to dynamically provision a MySQL server hosted on AWS. However, unlike HotRiots 
database servers, an RDS database server gives you virtually unlimited control over the 
setup, operation, and scale of your server. Amazon RDS provides you access to all the 
capabilities of MySQL, giving you full control to manage your server as you see fit. 
 
Amazon RDS provides a number of other benefits. RDS automatically handles time-
consuming database management tasks, such as patch management and backups, 
storing backups for a user-defined retention period and enabling point-in-time recovery. 
You benefit from the flexibility of being able to scale the compute resources or storage 
capacity associated with your database instance via Amazons management console. In 
addition, Amazon RDS makes it easy to use replication to enhance availability and 
reliability for production databases and to scale out beyond the capacity of a single 
database deployment for read-heavy database workloads. As with all Amazon Web 
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Services, there are no up-front investments required, and you pay only for the resources 
you use. 
 
RDS provides other less obvious technical benefits over hosting a database server 
elsewhere. HotRiots entire infrastructure is also hosted on the AWS platform. This 
ensures that data transfer between your RDS server and HotRiot will have very low 
latency with very high transfer speeds. In addition, because communications between 
HotRiot and your RDS server stays within Amazons internal network, you benefit from all 
network security measures taken by AWS, including packet sniffing. And all RDS servers 
include a firewall that allows you to control access to your server. Amazon RDS also 
includes Multi-AZ deployments and read replicas, providing enhance reliability for 
production databases and scale-out for read-heavy database loads. 
 
This is just a sampling of what Amazon RDS has to offer. It is beyond the scope of this 
document to cover all the details of this service - please refer to the AWS website for 
more information. 
 
Before we go any further we would like to make clear that using your own dedicated 
database server does not change the functionality of HotRiot in any way. All of the 
features of HotRiot work just the same as when your database is stored on our servers. 
Using Amazon RDS with HotRiot is really quite transparent. One more point: once you 
activate RDS integration and start using your account, you cannot switch back to using 
HotRiots database server by simply deactivating the RDS integration. Switching back is 
more involved and entails manually moving your entire database from your RDS server 
to the HotRiot database server. While we can do this for you, we charge for this service 
and as a practical matter there is little reason to switch back.  
 
Integrating with Amazon RDS is a quick and easy process. For instructions, please see 
Appendix O – Amazon RDS integration instructions. If you are integrating RDS with a 
website that has been active, we suggest you perform the integration during off-hours 
and take you site offline during the integration process. This is to prevent partial updates 
to you database during the data transfer phase of the switchover to RDS. And to 
minimize disruption should an error occur during integration. 
 
The RDS server that you create is, of course, yours. So, you have complete control to do 
whatever you like. You can use this server to create other databases to store other 
information not related to your HotRiot account. This is fine and doing so will not 
interfere with HotRiot. That being said, there is one point to keep in mind: 
 

 HotRiot will create a database on your RDS server with some long number as its 
name (for example, 8938972387). The content of this database is entirely 
managed by HotRiot. DO NOT remove this database or tamper with its contents 
in any way. This is the database where HotRiot stores your information. Any 
change you make to this database is sure to render you system unusable. If you 
wish to use your RDS server to store other information, create a new database. 
Don’t store data in the HotRiot managed database. 

 
This brings us to our next point. While managing your own database server using RDS is 
not particularly difficult, is does push responsibility for your server from HotRiot to you. 
By using RDS you are assuming ALL responsibility for database server management, 
including backups, configuration, patch management, server failover, etc. We do not 
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manage your RDS server in any way beyond simply using it to store your HotRiot 
managed data. This is important to keep in mind when deciding to use RDS. For 
example, if you fail to make regular backups and your server goes down, you will be 
unable to restore to a current state. HotRiot will not have a backup for you to rebuild 
from. Or, if you don’t properly configure your servers security groups in order to prevent 
unauthorized access, your database server and all its contents will be vulnerable to a 
malicious attack or exposure to unauthorized users / hackers. Know what you’re getting 
into before you decide to use RDS. And please, make sure you fully understand the 
nature and details of Amazons billing with respect to RDS before signing up for their 
service. If you’re not comfortable with any of this, we suggest you don’t choose to use 
Amazons RDS with HotRiot. 
 
Below are the answers to several common questions we get from accounts that are 
using RDS. These question / answers are intended for users that are already using RDS 
with HotRiot. 
 
Question: I have been using RDS with HotRiot and everything has been working fine 
but I accidently deleted the HotRiot user from my RDS server. What should I do? 
Answer: Login to your HotRiot account. HotRiot will detect the missing user and display 
the Amazon Web Services Integration page. Re-enter the RDS server’s master user 
name and master password and select "Apply". HotRiot will automatically create another 
user account. 
 
Question: I am currently using RDS with HotRiot and would like to move my HotRiot 
database to another RDS server. How can I do this? 
Answer: You should probably do this during off-hours and takes your website offline 
during this process. First, login to the AWS Management Console and take a snapshot 
of your RDS server. Then launch a new server instance from this snapshot. Please see 
the AWS documentation for detailed instructions. Remove the HotRiot database from the 
original RDS server, or if you no longer need it, delete the server entirely. When your 
new instance is up and running, login to your HotRiot account. HotRiot will attempt to 
automatically locate the new server. However, if HotRiot is unable to find the new 
instance, it will automatically display the Amazon Web Services integration page where 
you will need to enter the endpoint for the newly created server instance. HotRiot will 
automatically locate and start using the newly created server. 
 
Question: The RDS server that I am using with HotRiot went down. What should I do? 
Answer: Launch a new server instance from the latest snapshot of your RDS server. 
When your new instance is up and running, login to your HotRiot account. HotRiot will 
attempt to automatically locate the new server. However, if HotRiot is unable to find the 
new instance, it will automatically display the Amazon Web Services integration page 
where you will need to enter the endpoint for the newly created RDS server. HotRiot will 
automatically locate and start using the newly created server. 
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Using Search Links 

 
We introduced search links earlier in the section Creating a search link action. In that 
section, we explained how to embed a search link in a search results table. Here we are 
going to cover the more general use of search links. First, let's summarize our earlier 
explanation. A search link is a specialized type of search form. Search links perform the 
exact same function as search forms. They locate records in a database. However, they 
differ slightly in how they are used. 
 

 With a search form, users enter a search criterion and then select a Submit 
button to initiate the search. Search links work slightly different. To a user, search 
links look and work like any other link. Users simply select the link to initiate the 
search. There is no search criterion for users to enter. 

 
Other than the small difference noted above, search links and search forms work exactly 
the same. Whenever you want to create a search which does not require users to input a 
search criterion, a search link should be used instead of a search form.  At first, it may 
seem strange to think of a search that does not require users to enter a search criterion. 
However, as you will soon see, search links have a surprisingly wide variety of uses.  
 
Below is an example of a search link: 
 

 
<a href="http://YourApplicationName.k222.info/process?hsp-formname=link-name">Link 
Text</a> 

 

 
In the link above you will need to: 
 

1. Replace the text YourApplicationName (shown in red) with the application name 
that you entered when you registered with HotRiot.  

2. You will also need to replace the text in blue, link-name, with the name that you 
would like to assign to the search link. The name should be descriptive but 
short, spaces are not recommended.  

3. Replace the link text, shown in green, with whatever text or valid HTML you like.  
 
For secure access, you can change the link protocol from http to https. 
 
Place the link on the Web page where it will be used. When you have finished creating 
the link, the next step is to process it with the Create Database Search wizard. Search 
links are processed in exactly the same manner as search forms. For detailed 
instructions, please see the section titled Processing a search form. Once processed, 
the link is ready to be used. 
 
Earlier we explained that users do not enter a search criterion when using a search link. 
This does not mean that a search criterion cannot be supplied as part of the link. You 
are free to include any search parameters you wish in the URL of a search link. Below is 
an example search link that includes a single search parameter: email_address. 
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<a href="http://YourApplicationName.k222.info/process? 
hsp-formname=link-name&email_address=some-email-address">Link Text</a> 
 

 
The URL in the link above is identical to the earlier link, except for the addition of this 
parameter: 
 

 email_address=some-email-address 
 

You can include as many search parameters in the URL of a search link as necessary. A 
URL parameter is a name/value pair appended to a URL. The parameter list begins with 
a question mark (?) and takes the form name="value". If more than one URL parameter 
exists, each parameter is separated by an ampersand (&). Search links will always 
include at least one URL parameter: the hsp-formname parameter. Optionally, they also 
might include one or more search criteria parameters. 
 
When processing this link with the Create Database Search wizard, the search 
parameters (in this example email_address) will be detected by the wizard and made 
available when defining the search criteria. This allows you to create a search that uses 
the parameters to target specific records in the database being searched by the link.  
 
Search links are often used on record detail pages. Let's have a look at a typical 
example. Imagine you have a website that maintains a database of local doctors and a 
database of local hospitals: 
 

 The name of the hospitals database is local_hospitals_db 

 The name of the doctors database is local_doctors_db 
 
Once you have created the databases, a visitor comes to your site and performs a 
search of local doctors. Assume the search returns a table of 50 matching records. 
Scanning the results table, the user sees a specific doctor he or she wants to check out. 
So the user selects the record to see details about the doctor and is forwarded to the 
record details page. On the record details page, the user sees the name of the hospital 
with which the doctor is affiliated. This information is part of the doctors’ database 
record. This hospital name would be a good candidate for a search link, allowing users 
to easily view the details about the hospital affiliated with the doctor. Below is an 
example of what such a search link might look like. 
 

 
<a href="http://YourApplicationName.k222.info/process? 
hsp-formname=GetHospitalInfo&hospital_name=hsp-fieldname= 
"local_doctor_db::hospital_name""> 
hsp-fieldname="local_doctor_db::hospital_name"</a> 
 

 
We have named this search link GetHospitalInfo. The URL in the link includes a single 
search parameter, hospital_name (shown in red). When this link is processed with the 
Create Database Search wizard, hospital_name will be detected by the wizard and 
made available when defining the search criteria on Step 6 of the wizard. 
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The interesting part of this link are the two hsp-fieldname tags; both shown in blue. 
These two tags will be replaced by HotRiot with the name of the hospital in the selected 
doctor’s record. Remember, before HotRiot returns a details page it scans the page for 
all instances of hsp-fieldname, replacing each instance with the record data associated 
with the tag name.  
 
Let's have another look at our example and see how the link above would work. Again, 
imagine that a user performs a search on the doctors’ database and a list of 50 matching 
records is returned. Scanning the results table, the user sees a specific doctor they are 
interested in, so they select this doctor from the results table in order to view the record 
details. This returns a details page, which displays the selected doctor's record data. 
This record data includes the name of the hospital the doctor is affiliated with, which in 
this example is County General Hospital. The link on the details page will look as follows 
when the page is returned to the user's browser. 
 
   County General Hospital 
 
The HTML generated by HotRiot for this search link is shown in the box below. 
 

 
<a href="http://YourApplicationName.k222.info/process/? hsp-formname=GetHospitalInfo& 
hospital_name=County General Hospital">County General Hospital</a> 

 

 
When a user selects this link, all hospitals from the hospital database with the name 
County General Hospital will be returned by the search. The example above illustrates 
one way that search links can be used to locate records in one database that are related 
to records from another database. 
 
Let's continue with our doctor / hospital example. The link above returns a page that 
displays the record information for County General Hospital. We also want to include the 
record information of the doctor associated with the hospital on this page. This is the 
record information of the doctor selected from the search results table. To do this, 
include the tag below at the locations on the hospital details page where you want the 
doctor’s information to appear. 
 
   hsp-fieldname= "local_doctors_db::field-name" 

 
This is our trusty hsp-fieldname tag. Notice the tag includes the name of the doctors' 
database, which in this example is local_doctors_db. Before returning the hospital 
details page, HotRiot will replace all instances of this tag with the record data for the 
doctor selected from the results table. This illustrates a very powerful feature in HotRiot.  
 
In this example, we added parameter data to the search link using the hsp-fieldname 
tag. The hsp-fieldvalue tag can also be used for this purpose. For more information, 
please see the section Using the hsp-fieldvalue tag in a search link. 
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Authenticating Users (creating registrations and logins) 

 
Users that visit your website broadly fall-into one of two categories. 
 

1. Anonymous users: These are visitors that have not registered with your site. 
You don't know who they are and have no practical way of identifying them. 

2. Authenticated users:  These are visitors who have registered with your site by 
submitting a registration form. This class of visitor typically logs-in when returning 
to your site. You can identify these visitors by the information they supplied when 
they registered. 

 
It’s fairly common for sites to limit the activities of anonymous users, restricting them to 
performing tasks such as only searching, while granting registered users full access. 
Often times the distinction between who becomes a registered user and who remains an 
anonymous user is based on the context in which each visitor intends to use your site. 
For example, imagine you are creating a job search site. You would almost certainly 
require companies that wish to post job openings to your site to first register. However, 
you would most likely allow job seekers to search the job openings database without 
requiring a registration. 
 
In this section we will explain how to create a visitor registration and the accompanying 
login. Registrations are very important because they lay the foundation for other 
capabilities, such as subscriptions. 
 

 

Creating a Registration Database 

 
Registration databases are used to collect visitor registration information, establishing a 
registered user. These databases are created in exactly the same way as any other 
database. They can be searched like any other database and can store all of the same 
types of information.  
 
It is rather typical for sites that include a registration to also have an accompanying user 
login. As a result, the database form used to collect registration information almost 
ALWAYS includes several fields that make up the users' login credentials. Taken 
together, this information uniquely identifies the user submitting the registration. 
Typically, the login credentials are comprised of the users email address and a unique 
password that they enter. However, it can be any combination of fields from the 
registration form. 
 
Registration databases differ from regular databases in several significant ways: 
 

 A login can be created for a registration database. This is not the case for regular 
databases. 

 Subscriptions are based on registrations. We go into this in detail later. 
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Registration databases, along with their accompanying logins, provide you with the 
functionality needed to create secure multi-user website applications.  
 
Creating a registration database is a two-step process.  
 

Step 1. Create a form that has fields to collect all the information you would like to 

gather as part of the registration process. 

Step 2. Process your form using the Create Database wizard. 

 
These are the same steps you take when creating a regular database. 

Step 1: Creating the registration form 

First, think about the information you would like to collect as part of the registration 
process. Next, create a form that has fields to collect this information. Below is an 
example registration form. 
 

 
 
Place your form on the page of your site where it will be used. It is strongly 
recommended that your form include entry fields for users to enter their email addresses 
and passwords. The information entered in these fields will comprise the users’ login 
credentials.  
 

Step 2: Processing the registration form 

Once you have finished creating the registration form, the next step is to process it with 
the Create Database wizard. 
 
We have already gone through this in detail earlier, in the section Creating a Website 
Database; so we will not go through every step of the wizard here. We will only cover 
those parts of the wizard that directly relate to creating a registration database. 
 
Registration forms almost always include a password field. The data entered in this field 
is used to uniquely identify the visitor posting the registration. It is also used as one of 
the login credentials that registered visitors use when logging back into your site. 
Therefore, passwords must be guaranteed to be unique. A password entered by a new 
user cannot be the same as any password that has already been entered by existing 
users.  
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HotRiot can enforce this rule for you automatically. We set this up in Step 5 of the Create 
Database wizard; where we assign special properties. These properties direct HotRiot to 
perform special processing for these fields. For example, guaranteeing that a field is 
unique.  
 
In the screenshot below you will see that the special property for the password field, 
circled in red, has been set to Value must be unique. This instructs HotRiot to check the 
password entered by new users against all other password values entered by previous 
users. If the value has already been entered by a previous user, HotRiot will reject the 
registration and display the Validation Response Text. By default, this text is displayed in 
a popup alert dialog. However, you can change this setting. Please see the section 
System Preferences and Settings. 
 
You can customize the validation response text to say whatever you like. In addition to 
plain text, you can enter valid HTML as part of the validation response. For example you 
can enclose the validation response between <font></font> tags, in order to customize 
the font style. 
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Next, we need to tell HotRiot we are creating a registration database. This is done in 
Step 7 of the wizard, where you enter miscellaneous options. Please see the screenshot 
below. 
 

 
 
Selecting the checkbox in option #2 marks the database as a registration database. As 
with a regular database, the return page entered in item 1 can be customized to include 
(or display) information that was posted in the registration form. 
 

Including a unique ID field in each registration record 

It's almost universally accepted that it is good database design to include a unique ID 
field in all your databases; this is especially true of registration databases. In database 
parlance, these ID's are often referred to as "primary keys". While it may not be apparent 
at this moment how primary keys are used, experience has shown they wind up being 
used extensively in most website applications, especially those that include registrations. 
It's far better to include a primary key in your database and not need it, than need it and 
not have it. 
 
Creating a primary key is easy. First, include a hidden field in your registration form.  
Please see the example field below. 
 
   <input type="hidden" name="registration_pk" value=""> 
 



 

131  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

Don't simply name the field "ID", instead, give it a descriptive name that includes the 
database where the field is used. For example, use the database name appended with 

"pk". It is customary to append "pk" to the end of primary key fields.  

 
Next, in Step 3 of the Create Database wizard, where you set the field data types, select 

the data type ‘Primary Key’ for the field. That’s it.  This instructs HotRiot to generate a 

unique key in this field for each record posted to the database. Primary keys are used in 
a variety of way to link data from one database with data in other databases. For more 
information please see the section Advanced database design (creating relational 
databases). 

Posting a registration  

Posting a registration is no different from posting a record to any other database.  
 

1. Provide a link on your site that visitors use to navigate to the page that contains 
the registration form.  

2. Users then fill in and submit the form. The information posted in the form is saved 
as a record in the registration database. 

3. The return page you specified on the last step of the create database wizard is 
then sent back to the user. 

 
The screenshots below provide a visual representation of this process, showing how 
users flow from page to page. Once a user has posted a registration form, he/she is 
established as a registered user. Normally, a registration has an accompanying login; 
however, this is not always the case. It is possible for you to provide a user with a 
registration without having an associated login, but this would be unusual. In the next 
section, you will learn how to create a login for your registrations. 
 

 
 

Home Page Registration Page 

Registered User Home Page 

3 

2 

1 
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There are times when the information collected by a registration is too extensive to fit on 
a single form. Tying to include many fields on a single database form is simply not 
practical or desirable. At other times, the information collected by a registration is best 
divided into logical sections of related information. For these cases, HotRiot supports 
multi-page forms. For more information please see the section Creating multi-page 
database forms. 
 

Creating a Login 

 
 
Once a registration has been created, the next step is to create the user login. This will 
give registered users returning to the site the ability to log back into the system. 
 
A login is a combination of information that authenticates a user's identity. In HotRiot, 
this can be any combination of fields from the registration form. However, it is usually 
composed of the user’s email address and password. Many secure websites use login 
information to authenticate visitors before allowing them access to certain areas of a 
site. In HotRiot, logins are used to validate that a user has registered.  This, in turn, can 
be used to restrict access to certain features of your site available only to registered 
users. 
 
Creating a login is a two-step process.  
 

Step 1. Create a form that has fields to collect the user’s login credentials.  

Step 2. Process the form using the Create Login wizard. 

 

Step 1: Creating a Login form 

The first step in creating a login is to think about the information collected in the 
registration form, and decide which fields from the registration should be used to validate 
a login. This is referred to as the user’s login credentials. Usually, you see login forms 
that require a user to enter an email address and password. Although you can use any 
combination of fields from the registration form as the login, we strongly recommend that 
your login consist of these two values. This is a combination that balances both security 
and ease of use. In addition, by including the email address as part of the login, you can 
create logins that have an automatic lookup capability for lost logins in case users forget 
their passwords. 
 
Once you have selected the fields you wish to use as the login, the next step is to create 
a form that has fields to collect this login information.  
 

Question. Can I use my favorite Web-site editor to create the login form? 
Answer. Yes. To learn how, please see Appendix F – Creating a login form. 

 
Below is a screenshot of an example login page, which contains the login form.  As you 
can see, this login form authenticates users based on their email address and password. 
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When you have finished creating the login form, the next step is to process the form with 
the Create Login wizard. 

Step 2: Processing a login form 

 
To start to the Create Login wizard, select the Login and Subscription Management link 
located on the Main Console page (see the icon boxed in red below). This will take you 
to the Login and Subscription Management page. 
 
 

 
 

On the Login and Subscription Management page select the Create Login link (see the 
icon boxed in red below). This will take you to the Create Login wizard. 
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Create Login Welcome Screen 
 
The screenshot below shows the opening screen of the Create Login wizard. This is a 
simple welcome screen. Select the Start button to begin 
 

 
 
 
 

Create Login Step 1 – Enter the page to process 
 
On Step 1 of the wizard enter the URL of the Web page that contains the login form you 
wish to process. The URL entry field will be pre-pended with your domain name. This 
means the page must reside on your site. This entry field is case sensitive; the filename 
you enter here must exactly match the filename on your site. Enter the rest of the URL 
exactly as you would type it in a browser. 
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Create Login Step 2 – Select the form to process 
 
Step 2 of the wizard is where you select the form you wish to process. Although you can 
place more than one form on a page, each form must be processed individually. Since a 
login page normally contains only one login form, you will usually only see a single radio 
button selection, as shown in the screenshot below. 
 

 
 
 
 
 

Create Login Step 3 – Set the data types 
 
Step 3 of the wizard is where you set the data types for the form fields. 
 
In the Data Type column, select the type of data that is collected by each form field. For 
example, the email field is set to type Email Address. HotRiot will now only accept a 
valid email address in this field. If a user enters anything other than a valid email 
address the system will display an error message. It is very important to set the correct 
data types, as form validation is performed based on these settings. 
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Create Login Step 4 – Set the form validation error text 
 
Step 4 of the wizard is where you set the error text that is displayed to users whenever 
the login form is incorrectly submitted. See the screenshot below.  
 
A login form can be incorrectly submitted under two circumstances: 
 

1. If a field is incorrectly filled in based on its data type 
2. If a field is left blank 

 
When a form is submitted, HotRiot automatically performs field level validation using the 
data type selections made in Step 3 above. For example, in Step 3 the email field was 
set to type Email Address. Therefore, HotRiot will display an input error if anything other 
than a valid email address is entered in this field. An error will also be returned if a 
required field is left blank. By default, the error text is displayed in a popup alert dialog, 
but you can change this setting. Please see the section System Preferences and 
Settings.  
 
In addition to plain text, you can enter any valid HTML for the validation response text.  
For example, you can enclose the text in <font> </font> tags in order to set the font style 
for the validation text. 
 
 

 



 

137  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

Create Login Step 5 – Select the registration being validated by this 
login 
 
In this step, we will choose the registration database that will be validated by this login 
form. This is the database that the login will search looking for a record that matches the 
login credentials entered by the user in the login form.  
 
In the screenshot below there is only one registration database, the dealer registration, 
so there is only one radio button selection to choose. 
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Create Login Step 6 – Match login fields with the database fields 
 
On this step, we will pair the login form fields with their corresponding registration 
database fields. This pairing determines how HotRiot will search the registration 
database to locate the record that matches the login credentials entered by the user 
 
Our login form contains two fields: email address and password. Therefore, HotRiot 
should accept a login when a record in the registration database is found that meets the 
following criteria: 
 

1. The email address in the database matches the email address entered in the 
login form  
 
AND 
  

2. The password in the database matches the password entered in the login form.  
 
Both conditions must be met. 
 
To do this, we must pair the email address field in the login form with the email address 
field in the registration database. This tells HotRiot to compare the email address 
entered in the login form against the email address in the database records.  
 
We also need to pair the password field in the login form with the password field in the 
registration database. This tells HotRiot to compare the password entered in the login 
form against the password in the database records. Below is a screenshot of step 6, 
wherein the step is partially completed. 
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Create Login Step 7 – Automatic lost login lookup 
 
HotRiot can automatically email users their lost or forgotten login information. However, 
in order for this feature to work, your registration and its accompanying login must be set 
up correctly. It's very simple, just follow the two requirements below: 
 

1. Make sure you include an email address field in your registration form. This is 
very important. Without it, HotRiot will have no idea where to email the login 
information. 

2. Be sure to include the email address field as part of the login form, making it one 
of the login credentials users must enter in order to login. 
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If a user forgets their login credentials, for example their password, all they need to do is 
enter their email address in the login form, leaving the other fields in the form blank. 
HotRiot will search for a registration that contains the address entered by the user; if 
found, the login credentials will be emailed. Users that have registered more than once 
using the same email address will receive a separate email for each registration. 
 
HotRiot creates a default lost login email message that includes the user’s login 
credentials; see the screenshot above. This email can be modified to say whatever you 
like. However, don't remove any of the <hsp "xxx"> tags that are in the email body. 
HotRiot replaces these tags with the user's login information. 
 
There is an entry field at the bottom of step 7 where you enter the page on your site 
where users should be forwarded to after HotRiot emails them their lost login 
credentials. This can be any page from your site. Usually, this is a simple page that 
informs the user their login information has been sent to them, and reminds them to 
check their email. 
 

Create Login Step 8 – Miscellaneous options 
 
In this step, you will set the miscellaneous login options. There are two options on this 
page. 
 
Option 1: Enter the URL of the Web page that users will be forwarded to after they 
successfully log in. This can be any page on your site. 
 
Option 2: Enter the message that will be displayed to users when a login attempt fails. In 
addition to plain text, you can enter any valid HTML in this field. By default, this message 
is displayed in a popup alert dialog. However, you can change this setting. Please see 
the section System Preferences and Settings for more information.  
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 Create Login Completed Screen 
 
You have completed the Create Login wizard. Click the Finish button to complete the 
process. It can take a minute or so to build your login, please allow the system to finish. 
When the processing is complete, you will be returned back to the login and subscription 
management page. 
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How logins are used  

Logins are intended to be used by registered visitors who are returning to your site. 
Using a login is very simple. 
 

1. Provide a link on your site that registered users use to navigate to the login page.  
2. Users complete the login form and click the Submit button. HotRiot validated the 

credentials entered by the user against the registration database. 
3. If a matching record is found, the user is forwarded to the return page entered in 

Step 8 of the Create Login wizard. Otherwise, the failed login message, also from 
Step 8, is displayed. 

 
The screenshots below provide a visual representation of this process. They illustrate 
how users flow through the site from page to page. 
 
 

 
 
 
Users can automatically get their lost login credentials sent to them by email. They do 
this by submitting a login with only the email address portion of the login form filled in. 
 
If a user submits a login after having only filled in the email address portion of the login 
form, HotRiot will perform a lookup to locate the complete login credentials associated 
with the supplied email address. If the login information is found, it is emailed to the user. 
For more information on this, please see the section Automatic lost login lookup. 
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Providing users with a logout link 

 
Logging out is a common security practice that helps prevent unauthorized users from 
gaining access to an account. It is fairly typical for users to logout when they are done 
interacting with a website. Logging out can be done explicitly — the user clicks a logout 
link. It can also be done implicitly, as when the user powers off their computer, closes a 
Web browser window or allows the session timeout period to elapse. The session 
timeout refers to the number of minutes that can elapse while a session is idle before it 
is terminated.  
 
While it is technically not required for you to provide users with an explicit logout 
capability, it is the recommended, and it's fairly easy to implement. Simply create a link 
and set the URL of the link to the value shown in the box below. When selected, the link 
will force a logout of the current user's session and forward them to the page named in 
the link. 
 

 
http://YourApplicationName.k222.info/da?hsp-logout=logout-return-page 
 

 
In the URL above, you will need to replace YourApplicationName (shown in red) with the 
application name that you entered when you registered with HotRiot. You will also need 
to replace logout-return-page (shown in blue) with the name of the page you would like 
users to be forwarded to when they log out. 
 
For example, if you would like to forward users to the page: 

http://www.YourWebSite.com/pages/LogoutReturn.html 
 
You would enter: 

pages/LogoutReturn.html 
 
Users can safely logout multiple times. For example, no harm is done if a user selects 
the logout link more than once. It is also okay if a user that is not logged in selects the 
logout button. Again, no harm done, they will simply be forwarded to the page named in 
the link.  
 
If your site includes registrations, it is very likely that you will perform numerous 
registrations, one after the other, when building and testing your site; this is quite normal. 
The only thing you need to keep in mind is that you must perform an explicit logout, or 
restart your browser, before each new registration in order to properly re-register using 
the same registration form. Otherwise, HotRiot will think you are simply editing your last 
registration instead of performing a new registration. 
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Accessing the logged-in users registration information 

 
We took a look at the hsp-fieldname tag in detail in the section Taking a closer look at 
the hsp-fieldname tag. If you are unfamiliar with how this tag is used, please go back 
and read that section. Here, we will go over special ways that the hsp-fieldname tag can 
be used with registrations and logins. 
 
When a new user posts a registration, or an existing user logs-in, they become 
established as the active user. The registration information submitted by the active user 
can be displayed on any page returned by HotRiot. This is done by using the specialized 
version of the hsp-fieldname tag shown below. 
 

hsp-fieldname="hsp-user::field-name" 
 

This tag can be used on ANY page that is returned by HotRiot. This includes: 
 

 Search result pages 

 Record detail pages 

 Login return pages 

 Lost login lookup return page 

 Any page returned using the HotRiot return page link (not yet introduced) 
 

As with all fieldname tags, this tag includes a field-name attribute. This is where you 
enter the name of the registration database field that you would like displayed by the tag. 
This is the name you assigned to the field in the registration form. 
 
This tag also includes an hsp-user tag, shown in red above. These two values are 
separated by double colons. By including an hsp-user tag inside an hsp-fieldname tag, 
you are instructing HotRiot to pull the record data for the field named in the tag from the 
registration record posted by the active user. 
 
This variation of the hsp-fieldname tag works exactly like the other hsp-fieldname tags 
described earlier. Like all other hsp-fieldname tags, this tag is "aware" of the data type of 
the field named in the tag, and it has different default behaviors depending on this. Also, 
this tag can be substituted with the tags described in Appendix D, in order to override 
these behaviors. 
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Accessing the logged-in users last login date/time 

 
It’s sometimes useful to know the last time a user logged in. HotRiot keeps track of the 
date and time when users log-in and makes this information available through the 
special tag shown below. As you can see, there are two variations of this tag. 
 

 hsp-lastlogin="date" 

 hsp-lastlogin="datetime" 
 

When HotRiot encounters this tag, it looks up the last time the currently logged in user 
logged-in. It then replaces the tag with that date. In the first variation shown above, the 
tag is replaced with the last login date only. In the second variation, the tag is replaced 
with the last login date and time. If there is no currently logged in user, HotRiot will 
simply remove this tag, replacing it with an empty string. You can use this tag to simply 
display the last login date or it can be used with some JavaScript in order to perform 
processing based on this date. 
 
This tag can be used on ANY page that is returned by HotRiot. This includes: 
 

 Search result pages 

 Record detail pages 

 Login return pages 

 Lost login lookup return page 

 Any page returned using the HotRiot return page link (not yet introduced) 
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Limiting search results based on a user’s last login date/time 

 
HotRiot keeps track of the date and time when users log-in and can use this information 
with searches in order to provide more targeted search results. We covered database 
searching in detail in the section Database Searching. We are not going to rehash the 
information presented there, instead we will explain how a user’s last login date can be 
used to further narrow search results. Nothing presented here changes the concepts or 
information explained in the Database Searching section. 
 
HotRiot can limit the information returned by a search to only include records posted 
since the last time a user logged in. This can be used in conjunction with all of the other 
search options explained in the Database Searching section. This is a very powerful 
feature that can, in certain circumstances, make searching very convenient. For 
example, imagine a user logs into a job-search site looking for a job. After searching 
through the available job openings they log-out. Now they return three days later to see 
if there are any new jobs that interest them. This user is probably not interested in 
seeing the same jobs that they already looked at the last time they searched this site, 
they only want to see the new postings. You have two choices: 
 

 You can include a date field in your search form where users enter a date that 
your search then uses in order to only return records that were posted after this 
date. This option works well and is very flexible and can be used whether or not 
the user performing the search is a registered user. The downside to this method 
is it requires a bit of work on your part to set up and users need to enter a cutoff 
date for records that should be returned. 

 You can include a checkbox (shown below) in your form that users can select 
instructing HotRiot to only return records posted since the last time the user 
logged-in. This is very simple for you to set-up and requires almost no effort on 
the part of users to use. The downside is that this method only works for logged 
in users. If an anonymous (not logged-in) user selects the checkbox, HotRiot 
simply ignores the request and returns all records located by the search 
regardless of when posted. 
 

<input type="checkbox" name="hsp-sincelastlogin"> 
 

Simply include the checkbox above in any search form and HotRiot will only return 
records from the searched database that were posted since the last time a user logged 
in. Again, if the user searching the database is not a registered user or logged-in, 
HotRiot will simply return all records located by the search regardless of the post data.  
 
It’s not required that you use a checkbox field in order to include this option in a form, 
although it is the most common usage. For example, if you always wanted to limit the 
records based on the last login date, you could include a hidden field in your form and 
simply name the field hsp-sincelastlogin.  
 
One more point to keep in mind. HotRiot ignores this field when used by a user that has 
logged-in for the first time. It needs to be ignored the first time otherwise no records 
would be returned by a search that includes this field. This is because the last login date 
for the first login is the same as the current date/time.  
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Getting the number of records posted to a database since the 
last time a user logged-in 

 
It's fairly common to want to know the number of records that have been posted to a 
database since the last time a user logged-in. HotRiot includes a special tag specifically 
designed for this purpose, see below. 
 
    hsp-recordcountsll="form-name::field-name::operator::comparator" 
 
This tag includes four attributes, they are  
 

1. The form name (shown in red). This is the name of the database that you would 
like to get the record count. 

2. The field name (shown in blue). This is the field in the database that contains the 
values that you would like to count in order to actually figure out how many 
records were posted to the database. 

3. The comparison operator (shown in green). This is the operator that you would 
like HotRiot to use when creating the comparison function that will count the 
records. 

4. The comparator (shown in orange). This is the value you would like used, along 
with the operator, in computing the number of records. 

 
The attributes of the tag must be enclosed in either single quotes, double quotes (as in 
the example above) or between the HTML quote entity (&quot;). Normally it doesn't 
matter which one you use. However, if any of your attributes include double quotes, then 
use single quotes to enclose the tag, and vice versa. 
 
The attributes are separated using double colons and can be combined in a number of 
ways, providing you the flexibility to structure a specifically targeted record count 
function. This tag can be used in three distinct ways. We will show an example of each 
variation. 
 
The most fundamental variation of this tag is shown below. 
 
    hsp-recordcountsll="form-name" 
 
In this case, HotRiot will simply return the number of records that were posted to the 
named database since the last time the current user logged in, replacing the tag with this 
value. 
 
In the next variation of the tag below, HotRiot will return the number of records posted to 
the database field named in the tag since the last time the current user logged-in, again 
replacing the tag with this value. 
 
    hsp-recordcountsll="form-name::field-name" 
 
You might think that the record count returned by this variation of the tag would be the 
same as for the first example, but this is not necessarily the case. If the field name in the 
tag is not a required field, that is, does not need to be filled in when posting the database 
form that backs up this database, then the number of records in this field might be less 



 

148  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

than the number of records actually in the database. Hence, the record count will be 
less. 
 
The final variation of the tag is shown below. 
 
    hsp-recordcountsll="form-name::field-name::operator::comparator" 
 
This variation of the record count tag allows you to specify the rules HotRiot should use 
when counting the records in the database field named in the tag. You can set the 
operator attribute to any of the values shown below. 

 

Operator Description 

= Equal 

<> Not equal 

> Greater than 

< Less than 

>= Greater than or equal 

<= Less than or equal 

BETWEEN Between an inclusive range 

 
The comparator attribute should be set to the value you want the operator to compare 
the database fields against. 
 
When HotRiot encounters this variation of the record count tag here's what it does, each 
value in the database field named in the tag is compared against the comparator 
attribute using the chosen operator. If the result is true and the record was posted since 
the last time the current user logged-in, the record count is incremented by one. When 
HotRiot is finished performing this comparison for each field, the tag is replaced with the 
resulting number (record count). Have a look at the example record count tag below 
 
    hsp-recordcountssl="car::make::=::acura" 
 
This tag will return the number of records in the car database that were posted since the 
last time the current user logged-in where the make is equal to acura. Explained another 
way, HotRiot will compare each entry in the make field of the car database to see if it is 
equal to the value acura, if it is, it will then check to see when the record was posted. 
 
HotRiot will accept an hsp-fieldname tag for the comparator attribute, This allows you to 
create very sophisticated data-driven record count tags. Have a look at the example 
below. This tag will return the number of records posted to the car database by the 
currently logged in user since the last time they logged-in. 
 
    hsp-recordcountssl='car::seller_fk::=::hsp-fieldname="hsp-user::seller_pk"' 
 
Here's how it works. When a seller posts a car to the car database, the primary key of 
the seller's registration record is saved with the record, this value is stored in the car 
databases seller_fk field. In this record count tag we are using the hsp-fieldname tag to 
set the comparator attribute to the currently logged in users primary key value. To figure 
out how many records the logged in user posted to the car database, all we need to do 
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is set the operator to equals. When HotRiot sees this tag is will find the number of 
records in the seller_fk field of the car database whose value is equal to the primary key 
of the currently logged in user and then count the number of these records that were 
posted since the last time the user logged-in. 
 
Notice in this example we are using single quotes to enclose the record count tag 
attributes, this is because the enclosed hsp-fieldname tag is using double quotes. 
 
Any of the hsp-fieldname variants (see Appendix D for details) can be used to set the 
comparator field of the hsp-recordcountssl tag, although sometimes it can be a bit tricky 
to know which one to use. For example, assume you want to know the number of 
records that have been posted to a message database that match the email address of 
the currently logged in user. Your first inclination would be to use the following  
hsp-fieldname tag for the comparator: 
 
 hsp-fieldname="hsp-user::email_address" 
 
But this would not work. The reason is, the hsp-fieldname tag returns a selectable link 
when used to access an email address field. You would need to use the following tag 
instead: 
 
 hsp-emailaddress="hsp-user::email_address" 
 
This variation of the hsp-fieldname tag simply returns the unaltered email address for the 
field named in the tag, which is what you would want. Appendix D explains each of the 
hsp-fieldname variants and exactly what they return. 
 
The hsp-recordcountssl tag can be used on ANY page that is returned by HotRiot. This 
includes: 
 

 Search result pages 

 Record detail pages 

 Login return pages 

 Lost login lookup return page 

 Any page returned using the HotRiot return page link (not yet introduced) 
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Checking if a user is logged-in 

 
You may find that there are times when you need to be able to check if a user is logged 
in. We normally see this requirement when a site developer wants to dynamically modify 
a page using JavaScript based on whether or not the current user is logged in or just an 
anonymous visitor. To see if a user is logged in, just include the tag below on any page 
that is returned by HotRiot. HotRiot will replace this tag with the name of the registration 
database the user is currently logged into. 
 

hsp-fieldname="hsp-ownerid" 
 
You would normally use this tag with JavaScript, setting a variable with the tag and then 
using the value in the variable as the basis for deciding what you want to do. Below is an 
example line of JavaScript that sets a variable using the  
hsp-fieldname tag above. 
 

var user_id = 'hsp-fieldname="hsp-ownerid"'; 

 
If the current user is logged in the variable user_id will be set to the name of the 
database the user is logged into. This is the hsp-formname that you assigned to the 
database form. Otherwise, it will be set to an empty string. Below is an example of a 
JavaScript function followed by a link that can be used to navigate users to different 
pages based on whether or not they are logged in. 
 

 

 
<script language="JavaScript"> 
 
   function checkIDFUserLogin() 
   { 
 
      var user_id = 'hsp-fieldname="hsp-ownerid"'; 
 
      // The user is logged in if 'user_id' length > 0 
      if( user_id.length > 0 ) 
        window.location = "http://www.google.com"; 
      else 
        window.location = "http://www.yahoo.com"; 
 
   } 
 
</script> 
 
 
<a href="javascript:checkIDFUserLogin();">Check Login Link</a> 
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Knowing the navigation path to a page 

 
You may find that there are times when you need to know the path a user took arriving 
at a particular page. We normally see this requirement when a site developer wants to 
dynamically modify a page using JavaScript based on how the user arrived at the page.  
 
Let’s have a look at an example. Imagine you have a website that has two search forms 
that a user can use to search the same database. On form is a quick search form that 
has only a few search options the other is an advanced form that includes many search 
options. In order to minimize the number of pages you need to create, you would like 
both searches to display their search results on the same results page. However, you 
would like to customize the results page depending on which search form was used to 
initiate the search.  
 
To see the name of the form that was posted which forwarded a user to a particular 
page, just include the tag below on any page that is returned by a form or link that 
includes an hsp-formname field (this includes search forms, database forms, login forms, 
search links and links on a search results table which forwards users to a record details 
page). HotRiot will replace the tag with the form name of the element which forwarded 
the user to the page. 
 

hsp-fieldname="hsp-formname" 
 
You would normally use this tag with JavaScript, setting a variable with the tag and then 
using the value in the variable as the basis for deciding what you want to do. Below is an 
example line of JavaScript that sets a variable using this tag. 
 

var user_id = 'hsp-fieldname="hsp-formname"'; 
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Checking a user’s account status 

 
You may find that there are times when you need to be able to check the subscription 
status of a user account. We sometimes see this requirement when a site developer 
wants to dynamically modify a page using JavaScript based on the users account status. 
To check the account status of a user, just include the tag below on any page that is 
returned by HotRiot. HotRiot will replace this tag with either Active or Inactive. 
 

hsp-fieldname="hsp-substatus" 
 
You would normally use this tag with JavaScript, setting a variable with the tag and then 
using the value in the variable as the basis for deciding what you want to do. Below is an 
example line of JavaScript that sets a variable with the hsp-fieldname tag above. 
 

var account_status = 'hsp-fieldname="hsp-substatus"'; 

 
If the current users' account is active, the variable account_status will be set to Active, 
otherwise, it will be set to Inactive. The hsp-substatus tag always returns Inactive for 
anonymous users, that is, users that are not logged in. Below is an example of a 
JavaScript function followed by a link that can be used to perform different tasks based 
on whether the current users account is active or inactive. 
 

 

 
<script language="JavaScript"> 
 
   function checkUserAccountStatus() 
   { 
 
      var account_status = 'hsp-fieldname="hsp-substatus"'; 
 
      // The users' account is active if 'account_status' = Active 
      if( account_status == "Active" ) 
      { 
        // Do something because the account is active 
      } 
      else 
      { 
        // do something because the account is inactive 
      } 
   } 
 
</script> 
 
 
<a href="javascript:checkUserAccountStatus();">Account Status Link</a> 
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Creating multiple registration 

 
It is fairly common for a website to have more than one registration database. Usually, 
this is done to accommodate different classes of users. For example, assume you are 
creating a job search site. Such a site would  have at least two categories of users. 
 

1. Companies looking for candidates to fill open job positions. 
2. Job seekers looking to find a job. 

 
It would be reasonable for such a site to have two registration forms. Companies that 
wish to post job openings on your site would use one. Job seekers that wish to post their 
professional credentials on your site would use the other. In this case, you would need 
two registration forms because the registration information and navigation path taken by 
each class of user is different. 
 
There are rules that apply when a user submits multiple registrations or logs into more 
than one registration during the same session. 
 
A session is defined as a user's interaction with your site during a single "sitting". A 
session ends when a user logs-out, closes their browser or does not interact with your 
site for more than 20 minutes. To better illustrate the rules that apply when dealing with 
multiple registrations, we are going to assume your site has two registration databases 
with two logins. They are as follows: 
 

 Registration database "A" and a login for registration "A" 

 Registration database "B" and a login for registration "B" 
 
Further, let's assume this is the first time our user, Jane, is visiting your site. Let's say 
Jane starts by posting a registration to database "A". At this point, Jane will be logged 
into registration database "A". 
 
Rule 1. HotRiot automatically performs a login for a user when he/she submit a 
registration. So, users do not need to explicitly log into a registration database for which 
they have just registered. 
 
Next, Jane posts a registration to database "B". Jane will be automatically logged out of 
database "A" and logged into database "B". 
 
Rule 2. Users cannot be logged into more than one database at a time. If a user is 
currently logged into a database when posting a registration for another database, 
HotRiot automatically logs the user out of his/her current login. In this case, Jane was 
already logged into database "A", so she was logged out of this database and logged 
into database "B" per Rule #1 above. 
 
Next, Jane submits a login to database "A". HotRiot will automatically log Jane out of 
database "B" and log her into database "A".  At this point, Jane is logged into database 
"A". 
 
Rule 3. HotRiot will automatically log a user out of a registration database whenever a 
user explicitly logs into another registration. 
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Login Maintenance Tasks 

 
Logins rarely need to be modified once they have been created. That being said, there 
are a number of changes that you could make in response to new requirements. These 
changes may include such things as: 
 

 Adding new fields to a login that you wish to include as part of the login process. 

 Removing from a login existing fields that you no longer wish to include as part of 
the login process. 

 Modifying the processing settings  

 Changing the layout of the login forms 

 Deleting a login 
 
This list represents some of the more common changes that we see users make. In the 
following section, we will show you how to make these types of changes to a login. 
 

Modifying the settings of an existing login 

You can modify the settings of an existing login by using the Edit Login wizard. To start 
to the wizard, select the Login and Subscription Management link located on the Main 
Console page (see the icon boxed in red below). This will take you to the Login and 
Subscription Management page. 
 

 
 

On the Login and Subscription Management page select the Edit Login link (see the icon 
circled in red below). This will take you to the Edit Login wizard. 
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This wizard is very similar to the Create Login wizard, except that it is used to modify an 
existing login rather than create a new one. You can alter all of the settings that you 
made when you first created the login, including: 

 Changing the data type and input options 

 Modifying the form validation text 

 Changing the login criteria comparison settings 

 Changing the lost login lookup settings 

 Editing all of the miscellaneous options  
 

Making changes to a login form 

You are free to modify the layout and style of your login form in any way you like. 
Reformatting the layout or changing the styles of the individual form fields has no effect 
on the login that backs up the form. In addition, making changes to the form field types 
also has no effect on the login. For example, let's say you created a login form that uses 
a plain text field to collect a user's password login credentials. However, after some time 
you decide you would rather collect the password information using a password field. 
Changing the text field to password field will not affect the login, as long as the name of 
the new password field is the same as the text field it is replacing. 
 
There are some changes that you can make to a login form that do have an impact on 
the login that backs up the form. If you add new fields to the login form, or remove 
existing fields, the form will need to be re-processed using the Edit Login wizard. These 
types of changes are perfectly valid; you just need to remember to re-process the form. 
You will also need to re-process a login form if you decide to change the name of an 
existing field. 
 
Do not change the name of the hidden field hsp-formname. This is the name HotRiot 
assigns the login that backs up the form. Changing this name cuts the link between the 
form and the login and will render you form unusable. 
 

Adding new fields to an existing login 

You may find that there are times when you decide to add additional fields to a login that 
you have already created. This is a fairly unusual change, however it does happen. You 
might do this in order to increase the security of the login process. Whatever your 
reasons, you can add fields to an existing login at any time. To do this, follow the steps 
below: 
 

1. Go back to the login form on your site and add the additional fields that are 
required to collect the new login credentials. 

2. Process the form with the Edit Login wizard.  
 
To start the wizard select the Login and Subscription Management link located on the 
Main Console page (see the icon boxed in red below). This will take you to the Login and 
Subscription Management page. 
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On the Login and Subscription Management page select the Edit Login link (see the icon 
circled in red below). This will take you to the Edit Login wizard. 
 
 

 
 
 
This wizard is very similar to the Create Login wizard, except it is used to modify an 
existing login, rather than create a new one. Each page of the wizard provides extensive 
context sensitive help. So we will not go through every step here. If you would like a 
detailed walk through please refer to one of our tutorials. 
 
The wizard will detect the new fields and will modify the login to accommodate the 
additional criteria that is collected by the form. Once you have completed the two steps 
above your login form is ready to use. The new fields on the form can now be used as 
part of the login process. 
 

Removing fields from an existing login 

You can remove fields from a login using the exact process described above. Again, this 
is a very unusual change; users rarely modifying their logins.  
 

Deleting a login 

You can easily delete a login using the delete login wizard. To start the wizard, select the 
Login and Subscription Management link located on the Main Console page (see the 
icon boxed in red below). This will take you to the Login and Subscription Management 
page. 
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On the Login and Subscription Management page, select the Delete Login link (see the 
icon circled in red below). 
 
 

 
 
 
This will forward you to the Delete Login page, where you can select the login or logins 
that you wish to remove. Please see the screenshot below. Once a login has been 
deleted, the only way to get the login back is to re-process the login from the login form 
with the Create Login wizard. 
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How registrations and logins are used to create secure multi-
user website applications 

 
In this section, we will explain how registrations and logins are used to create secure 
multi-user websites. We assume here that you have already read the previous sections 
on creating registrations and creating logins. If you have not, please go back and read 
those sections. 
 
Let's begin by looking at basic concepts within HotRiot. Visitors that come to your site 
broadly fall into one of two categories. 
 

1. Anonymous users. These are visitors who have neither registered nor logged in. 
2. Authenticated users. These are either new users who have just submitted their 

registration, or existing users who returned to your site and have logged in. 
 
Whenever a new user submits a registration, or an existing user logs-in, the user 
becomes established as the active user. For every record that is posted to a database, 
HotRiot keeps track of the identity of the user who posted the record. This user is known 
as the owner of the record. If a record is posted by a registered (active) user, the user 
posting the record is recorded as the record owner. Records posted by anonymous 
users have no owners. 
 
This is really important to understand, so please, read it again. This is the foundation 
upon which advanced multi-user website and subscription website applications are built. 
Let's take a look at a basic example. 
 

Putting it all together with a marketplace website example 

Imagine that you are creating a website that serves as a marketplace for buyers and 
sellers of automobiles. Users of your site who want to list cars to sell must first register. 
However, buyers who come to your site to search for vehicles are not required to submit 
a registration. This is a fairly common website design pattern. 
 
Let's begin by looking at how your site would be used by sellers. As we stated earlier, in 
order to post a vehicle to the vehicles database, a seller must first register. Of course, 
registered users returning to your site need to be able to log in order to manage their 
accounts. For example, they must have the ability to: 
 

 Update their registration profile 

 Modify the information of vehicles they have submitted to the database 

 Add additional vehicles to the database that they wish to sell 

 Remove vehicles from the database that they have sold 
 
This is not necessarily an exhaustive list, but it represents a common set of 
requirements registered users must have the in order to manage their accounts. We 
begin with the registration and login process. 
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The first time a new seller comes to your site he/she is required to register. The seller 
does this by navigating to the registration page and submitting a registration. The user is 
then forwarded to the seller’s home page. Registered users who are returning to your 
site must log in. Users who successfully log in are also forwarded to the seller’s home 
page.  
 
The screenshots below provide a visual representation of this process:  
 

 
 
There are only two ways to get to the seller’s home page: 
 

1. New visitors must submit a registration 
2. Existing users must log in 

 
As we stated earlier, when a new user submits a registration or an existing user logs-in, 
this person becomes established as the active user. HotRiot keeps track of all records 
posted by the active users, tagging them as the owner of the records he/she posts. 
 
The sellers' home page is where users manage their accounts. They can perform such 
actions as: 
 

 editing their registration profile 

 posting cars they wish to sell to the database 

 editing the information for cars they have already submitted to the database 

 removing vehicles from the database that have been sold 
 
Let's look at each of these actions. 
 
 

Home Page 

Sellers' Home Page 

Login Page 

Registration Page 
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Giving sellers the ability to edit their registration profile 
A user's registration information will change from time to time, so users must have a way 
to update their profiles to reflect these changes. Of course, we want a registered user to 
only be able to modify the registration that actually belongs to that user.  
 
Once a user has logged in, giving them the ability to update their registration is simply a 
matter of providing them with a registration update link. You can place the link on any 
page of your site. In this example, the link will be placed on the sellers' home page. 
There is one restriction: a user must be logged in before being able to use the link. 
 
The URL (or target) of the link must be set to the value shown in the box below. This 
URL will forward users to their registration page, with the registration form pre-populated 
with their registration information. Users can then modify any information in the form. 
When the form is submitted, the existing record in the registration database will be 
replaced with the new form data. In the URL below, you will need to replace 
YourApplicationName (shown in red) with the application name you entered when you 
registered with HotRiot. 

 

 
http://YourApplicationName.k222.info/da?prf=1  
 
(Use https instead of http when SSL security is required) 

 
The screenshots below provides a visual representation of this process. The registration 
update link is placed on the sellers' home page. When the link is selected, the user is 
forwarded to the registration page, with the registration form pre-populated with the 
user’s registration information. 
 

 
 
The link above will forward users to the same page that they initially used to register. 
This usually works out just fine; however, there might be times when you would rather 
users update their registrations from a different page than the initial registration page. 
This allows you to create a distinct registration update page that can have different 
wording and a different layout and style from the registration page. If you would like to do 
this, please follow the instructions below: 
 

1. Create a new page on your site that will serve as the registration update page. 
2. Copy the registration form from the registration page to the new update page you 

created in Step 1. The form should be copied in its entirety. However, you can 
reformat and style the form to fit the layout of the new page. You can get as 

creative as you like — just don't add, delete or rename any fields. 

Registration Page Sellers' Home Page 
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3. Use the link in the box below to forward users to the new registration update 
page. This link should be used in place of the link shown earlier. 

 

 
http://YourApplicationName.k222.info/da?prf=1&hsp-detailspage=edit-registration-page 
 
(Use https instead of http when SSL security is required) 

 
In the URL above, you will need to replace your YourApplicationName (shown in red) 
with the application name that you entered when you registered with HotRiot. You will 
also need to replace edit-registration-page (shown in blue) with the name of the new 
registration update page that you created in Step 1. 
 
For example, if the new registration page is located at: 

http://www.YourWebSite.com/pages/NewRegistrationPage.html 

 
You would enter: 

pages/NewRegistrationPage.html 
 

 

Changing the page users are forwarded to when editing a profile 
Often, the page you want users forwarded to after they edit a record is different from the 
one you want them forwarded to when they first post a record. This is particularly true of 
registration profiles. You can set the return page from an edit to be different from the 
return page of the initial post. This is done when you set the miscellaneous options, in 
Step #7 of the Edit Existing Database wizard.  
 
 

Giving sellers the ability to submit a car to the marketplace database 
We need to create a database that sellers can use to post the vehicles they wish to sell. 
This is a regular database that will contain information about vehicles being offered. For 
example, it will contain information about the car, such as: 
 

 Make 

 Model 

 Year 

 Mileage 

 Color 

 Condition 

 Pictures 

 Description
 
We explained how to create databases earlier, so we will not reiterate it here. 
 
Once logged in, providing users access to the vehicles database is simply a matter of 
including a link that will forward them to the page that contains vehicle post form. In this 
example, this link would reside on the sellers' home page.  
 
As we stated earlier, HotRiot keeps track of all records posted by active users, tagging 
them as the owner of the records they post. This is very important to keep in mind as we 
work through this example. 
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Giving sellers the ability to edit and delete the records they posted 

Sellers that post cars to the vehicles database need to have the ability to edit and delete 
their postings. It may be that a car they posted was sold and therefore needs to be 
removed from the database, or they might wish to make a change to a vehicle’s 
description, requiring an update to the record. Whatever the reasons, users must be able 
to edit and delete the records they posted. Of course, we don't want users to be able to 
modify records posted by other users. 
 
We begin by create a search that will allow sellers to locate the records that they 
submitted to the vehicles database. There are two ways we can do this: 
 

1. We can create a search form that allows users to enter a search criterion, 
providing them with the ability to locate specific records in the vehicles database. 
Of course, we will need to process the form with the Create Database Search 
wizard.  

2. Rather than go through the effort of creating a search form, we can create a 
search link instead. Just like search forms, our search link must also be 
processed with the Create Database Search wizard. We explained search links 
earlier in the section "Using Search Links". We assume that you have already 
read that section, if you have not, please go back and read it. 

 
We believe option #2 is the better choice. We decided against option #1 because we 
simply want to return all the records in the vehicles database that were posted by the 
active user. So there is no reason to bother with creating a search and defining search 
constraints etc. It's simpler and easier to just use a search link. 
 
The URL of the search link needs to be set to the value shown in the box below. In this 
example we will place the link on the seller’s home page. This, of course, is the page 
sellers are forwarded to after logging in. 
 

 
http://YourApplicationName.k222.info/process?hsp-formname=form-name 

 
(Use https instead of http when SSL security is required) 

 
In the link above, you will need to replace YourApplicationName (shown in red) with the 
application name that you entered when you registered with HotRiot. You will also need 
to replace form-name (shown in blue) with the name you would like assigned to this 
search link.  
 
Now that we have created the search link and copied it to the page where it will be used, 
the next step is to process the link with the Create Database Search wizard. Search links 
are processed in exactly the same way as search forms. The only difference is that most 
of the steps in the wizard are automatically skipped over. This is because search links 
do not have any search constraints that need to be processed. Therefore, with the 
notable exception of the last step, Miscellaneous Options, most of the steps in the form 
are not required.  
 
We went through each step of the Create Database Search wizard earlier, so we will not 
reiterate it here. However, we do need to go over the last step, Miscellaneous Options, 
as it contains settings related to this example.  
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We are mostly interested in Option 3, which presents you with two radio buttons that 
allow you to limit the records returned by a search.  
 

 
 
In Option 3, we have chosen to limit the records returned by the search to only include 
records posted by the active user. This is very important to understand, because this is 
how we guarantee that a user only gets access to records that he or she owns. A search 
will normally return all records that match the search criteria, regardless of who posted 
the data. However, by properly setting Option 3, searches can be limited to only return 
matching records which were actually posted by the current active user. 
 
Once the processing of the Create Database Search wizard is complete, you can then 
customize the results table using the Customize Search Results Table wizard. In Step 2 
of the wizard you need to grant edit and delete permissions on the records returned by 
this search link. For more details please see the section Customize Results Table Step 2 
– Select the table functionality. 
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The screenshots below provide a visual representation of this process. The search link is 
placed on the sellers' home page. When the link is selected, the search is initiated. The 
search results are displayed on the search results page. The results table includes links 
that provide edit and delete permissions on the records returned in the table. 
 
 

 
 
 
 
 

Giving buyers the ability to search the marketplace database 
Visitors that come to our site looking to purchase a vehicle must be able to perform 
targeted searches of the vehicles database. These potential buyers need to be able to 
easily locate vehicles that match their purchasing needs. When we set up our site, we 
decided that buyers would not be required to register in order to perform searches. So 
we allow all visitors unrestricted and immediate access to search the vehicles database. 
 
The screenshots below show the complete search and record navigation capabilities we 
provide to our site visitors.  
 

Search Results Page 

Sellers' Home Page 
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1. We provide a link on our site that visitors use to navigate to the page that 
contains the search form. In the diagram above this link is located on the home 
page. 

2. Users then fill in and submit the form. HotRiot locates records in the vehicles 
database that match the search criteria entered by the user. 

3. The search results page is sent back by HotRiot, populated with the records 
located by the search.  

4. Selecting the "record details" link next to a record of interest forwards users to 
the record details page. There, the complete record information for the selected 
record is shown. 

Home Page Search Page 

Search Results Page 
Record Details Page 

Record Owner Details Page 

All Owner Records 
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5. Selecting the "owner details" link next to a record of interest forwards users to the 
owner details page. There, the complete profile information for the owner of the 
selected record is shown. 

6. Selecting the "owner records" link next to a record of interest displays all records 
that were posted by the owner of the selected record. 

 
The first thing we need to do is create a search that will allow visitors to locate vehicles 
of interest in the vehicles database. The search page is shown in Screenshot #2 above. 
We explained how to create searches earlier, so we will not reiterate it here.  
 
Once we have finished creating the search, the next step is to customize the search 
results. This is done using the Customize Search Results Table wizard. The search 
results are shown in Screenshot #3 above. 
 
There are a number of functional capabilities we want supported by our results table.  
 

 We want users to be able to "drill down" to a record details page. This is so users 
can view the complete record information for the vehicles shown in the results 
table. The record details page is shown in Screenshot #4 above. 

 We want users to be able to view the registration information for the owner of a 
record. This is so users can see who owns the vehicles shown in the results 
table. The owner details page is shown in Screenshot #5 above. 

 We would like to give users the ability to select a record from the results table 
and have all records posted by the owner of the selected record returned. When 
a user sees a record of interest, he/she often would like to view all records 
posted by the same person. The "all owner records" page is shown in 
Screenshot #6 above. 

 
These features are enabled on Step 2 of the Customize Search Results Table wizard. 
This is where you set the functionality that you want to be supported by the results table. 
Please see the screenshot at the bottom of the next page. 
 
We went through Step #2 of the wizard in detail earlier, so we will not cover every option 
again. We will focus instead on the settings required to support the functionally outlined 
above. 
 
Option 3: We selected this check box in order to provide users the ability to "drill down" 
and view the details for records returned in the table. We explained this option in detail 
earlier. For more information, please see the section Customize results table Step 2 – 
select the table functionality. 
 
Option 4: We selected this check box in order to provide users the ability to view the 
owner details for records returned in the table. Whenever users post records to a 
database, HotRiot records the identity of the user saving the data. This user is known as 
the "owner" of the record.  
 
If a user is logged in at the time he/she posts a record, this user becomes the record 
owner. The registration details for an owner can be retrieved for any record listed in a 
search results table.  
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Choosing this option instructs HotRiot to include a record owner link next to each record 
in the results table; when selected, this link forwards the user to a page that displays the 
registration information for the owner of the record associated with the link. 
 
An entry field, in which you enter the URL of the owner details page, automatically 
appears when this option is selected. The details page is a regular HTML page that you 
create. You don't need to create the page right now; however, you do need enter the 
URL of a page that you will eventually create. You are free to create the details page in 
whatever way you like; there are no restrictions on its layout or design. 
  
You specify the fields from the registration profile that you want displayed by placing 
hsp-fieldname tags at the locations on the page where you want the data to appear.  
HotRiot will scan the owner details page and replace each tag with the record 
information from the registration profile submitted by the owner of the record. 
 
Option 5: When users see a record of interest, they often want to view all records posted 
by the same person (owner). This option gives users the ability to select a record from a 
results table and have all records posted by the same person returned.  
 
Choosing this option instructs HotRiot to include a search link next to each record in the 
results table; when selected, this link returns all records posted by the owner of the 
selected record. 
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Providing users a session timeout alert 

 
Sessions are used by backend servers, like HotRiot, to keep track of the individual users 
who are interacting with your site. A session is started when a user makes a request for 
service. In HotRiot, this occurs when a user performs some action on your site that 
requires the services of HotRiot, such as performing a search or posting a record to a 
database. A session ends when the user either shuts down the browser, logs out, or the 
session timeout period elapses. The session timeout refers to the number of minutes 
that can elapse while a session is idle before it is terminated. The default is 20 minutes. 
If there is no activity within the allotted time the session is automatically terminated and 
its resources released. 
 
You might ask, why not set the session timeout to indefinite, so sessions never expire? 
The reason is that sessions require system recourses from the server in order to be 
maintained. If sessions were allowed to persist indefinitely the HotRiot server would 
eventually become overloaded. 
 
When 20 minutes goes by without any activity, a user session expires. For certain 
applications, users will observe unexpected behavior if they are unaware of when their 
session has been terminated. This is particularly true of applications that authenticate 
users with a login. To prevent this from occurring, you can include a notification that 
provides users with a two minute warning before their session terminates. This warning 
provides users the opportunity to refresh their session, if they choose. To add a timeout 
warning to your application, follow the instruction below. 
 
Log select the System Preferences link located on the Main Console page (see the icon 
boxed in red below). This will forward you to the system preferences page. 
 
 

 
 
 
On the system preferences page there is a checkbox that activates the session timeout 
alert. Please see the screenshot located on the next page. Note: There are other system 
preferences that appear on the System preferences and settings page; however they 
have been removed from the screenshot below in order to maintain the focus of this 
explanation. 
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There are three options you can set that affect the operation of the timeout alert. 
 

1. Timeout Return Page – Here you enter the URL of the page on your site where 
you would like users to be forwarded to when their session expires. Normally, 
this is a page that simply contains some text that informs the user his/her session 
has terminated. 
 

2. Timeout Alert Text – This is the text that you would like displayed to users on 
the 2-minute warning screen. The warning screen includes a button that users 
select if they would like to refresh their session. 
 
 

3. Time Remaining Text – The 2-minute alert screen includes a countdown timer 
that shows the time remaining before the session ends. Here you enter the text 
you would like placed next to the countdown timer. 

 
 
On the next page is a screenshot of what the default 2-minute warning screen looks like 
as it overlays the web page that caused the alert. 
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The following is an explanation of how the session timeout alert works.  
 
A session times out after 25 minutes of inactivity. At 23 minutes of inactivity, the timeout 
alert screen displays, providing the user with a 2-minute warning. If the user selects the 
refresh button located on the warning page, the session will be refreshed and the user 
will automatically be returned to the page he/she was working on. If the 2 minutes is 
allowed to elapse, the session automatically terminates and the user is forwarded to the 
Timeout Return Page. 
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Accessing a record owners registration information  

 
We took a look at the hsp-fieldname tag in detail in the section Taking a closer look at 
the hsp-fieldname tag. If you are unfamiliar with how this tag is used, please go back 
and read that section. Here, we will go over special ways that the hsp-fieldname tag can 
be used to display record owner information. 
 
Before we get started let’s go through a little background information. Whenever a user 
posts a record to a database, HotRiot records the identity of the user that saved the 
data.  This user is known as the "owner" of the record. If a user is logged in when they 
post a record, this user becomes the record owner. If a user is not logged in when they 
save a record, the owner is anonymous. 
 
Let’s have a look at an example. Imagine you’re building an auto-exchange website, 
where registered sellers can list a car they wish to sell and buyers can go to look for a 
car to purchase. A new seller, Jane, arrives at your site and registers using the 
"sellerRegistration" form. She then proceeds to post a car to the "carSale" database. 
Jane would be the "owner" of the all records she posts to the "carSale" database. 
 
Any page returned by HotRiot can display the registration information submitted by a 
record owner. This is done by using the specialized version of the hsp-fieldname tag 
shown below. 
 

hsp-fieldname="hsp-owner.form-name::field-name" 
 

This tag includes three attributes: 
 

1. The hsp-owner tag (shown in red)  
2. The form-name attribute (shown in green). This is the name of the database that 

contains the "owned" records. The hsp-owner tag and the form-name attribute 
are separated by a period. 

3. The field-name attribute (shown in blue). This is the name of the field in the 
registration that you would like displayed by the tag The form-name attribute and 
the field-name attribute are separated by double colons 

 
Below is a sample tag for the auto-exchange website example that displays the first 
name of the seller that posted a car to the "carSale" database.  
 

hsp-fieldname="hsp-owner.carSale::first_name" 
 

When HotRiot sees this tag is goes to the Direct Access Cache (DAC) and retrieves the 
record for the form named in the tag, in the example above this would be the "carSale" 
database. HotRiot then looks up the registration information for the owner of this record. 
It then replaces the tag with the data from the owners registration for the field named in 
the tag, in the example above this would be the first name. 
 
While this tag is most often used on a record details page, it can be used on ANY page 
that is returned by HotRiot. This includes: 
 

 Search result pages 
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 Record detail pages 

 Login return pages 

 Lost login lookup return page 

 Any page returned using the HotRiot return page link (not yet introduced) 
 

This variation of the hsp-fieldname tag works exactly like the other hsp-fieldname tags 
described earlier. Like all other hsp-fieldname tags, this tag is "aware" of the data type of 
the field named in the tag, and depending on this, has different default behaviors. Also, 
this tag can be substituted with the tags described in Appendix D, in order to override 
these behaviors. 
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Getting the number of record stored in a database 

 
It's fairly common to want to retrieve the number of records that exist in a database. 
HotRiot includes a special tag specifically designed for this purpose, see below. 
 
    hsp-recordcount="form-name::field-name::operator::comparator" 
 
This tag includes four attributes, they are  
 

5. The form name (shown in red). This is the name of the database that you would 
like to get the record count. 

6. The field name (shown in blue). This is the field in the database that contains the 
values that you would like to count in order to actually figure out how many 
records exist in the database. 

7. The comparison operator (shown in green). This is the operator that you would 
like HotRiot to use when creating the comparison function that will count the 
records. 

8. The comparator (shown in orange). This is the value you would like used, along 
with the operator, in computing the number of records. 

 
The attributes of the tag must be enclosed in either single quotes, double quotes (as in 
the example above) or between the HTML quote entity (&quot;). Normally it doesn't 
matter which one you use. However, if any of your attributes include double quotes, then 
use single quotes to enclose the tag, and vice versa. 
 
The attributes are separated using double colons and can be combined in a number of 
ways, providing you the flexibility to structure a specifically targeted record count 
function. This tag can be used in three distinct ways. We will show an example of each 
variation. 
 
The most fundamental variation of this tag is shown below. 
 
    hsp-recordcount="form-name" 
 
In this case, HotRiot will simply return the number of records that exist in the named 
database, replacing the tag with this value. 
 
In the next variation of the tag below, HotRiot will return the number of records that exist 
in the database field named in the tag, again replacing the tag with this value. 
 
    hsp-recordcount="form-name::field-name" 
 
You might think that the record count returned by this variation of the tag would be the 
same as for the first example, but this is not necessarily the case. If the field name in the 
tag is not a required field, that is, does not need to be filled in when posting the database 
form that backs up this database, then the number of records in the field might be less 
than the number of records actually in the database. Hence, the record count will be 
less. 
 
The final variation of the tag is shown below. 



 

174  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

 
    hsp-recordcount="form-name::field-name::operator::comparator" 
 
This variation of the record count tag allows you to specify the rules HotRiot should use 
when counting the records in the database field named in the tag. You can set the 
operator attribute to any of the values shown below. 

 

Operator Description 

= Equal 

<> Not equal 

> Greater than 

< Less than 

>= Greater than or equal 

<= Less than or equal 

BETWEEN Between an inclusive range 

 
The comparator attribute should be set to the value you want the operator to compare 
the database fields against. 
 
When HotRiot encounters this variation of the record count tag here's what it does, each 
value in the database field named in the tag is compared against the comparator 
attribute using the chosen operator. If the result is true, the record count is incremented 
by one. When HotRiot is finished performing this comparison for each field, the tag is 
replaced with the resulting number (record count). Have a look at the example record 
count tag below 
 
    hsp-recordcount="car::make::=::acura" 
 
This tag will return the number of records in the car database where the make is equal to 
acura. Explained another way, HotRiot will compare each entry in the make field of the 
car database to see if it is equal to the value acura.  
 
HotRiot will accept an hsp-fieldname tag for the comparator attribute. This allows you to 
create very sophisticated data-driven record count tags. Have a look at the example 
below. This tag will return the number of records posted to the car database by the 
currently logged in user. 
 
    hsp-recordcount='car::seller_fk::=::hsp-fieldname="hsp-user::seller_pk"' 
 
Here's how it works. When a seller posts a car to the car database, the primary key of 
the seller's registration record is saved with the record, this value is stored in the car 
databases seller_fk field. In this record count tag we are using the hsp-fieldname tag to 
set the comparator attribute to the currently logged in users primary key value. To figure 
out how many records the logged in user posted to the car database, all we need to do 
is set the operator to equals. When HotRiot sees this tag is will find the number of 
records in the seller_fk field of the car database whose value is equal to the primary key 
of the currently logged in user.  
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Notice in this example we are using single quotes to enclose the record count tag 
attributes, this is because the inner hsp-fieldname tag is using double quotes. 
Any of the hsp-fieldname variants (see Appendix D for details) can be used to set the 
comparator field of the hsp-recordcount tag, although sometimes it can be a bit tricky to 
know which one to use. For example, assume you want to know the number of records 
that exist in a messages database that match the email address of the currently logged 
in user. Your first inclination would be to use the following hsp-fieldname tag for the 
comparator: 
 
 hsp-fieldname="hsp-user::email_address" 
 
But this would not work. The reason is, the hsp-fieldname tag returns a selectable link 
when used to access an email address field. You would need to use the following tag 
instead: 
 
 hsp-emailaddress="hsp-user::email_address" 
 
This variation of the hsp-fieldname tag simply returns the unaltered email address for the 
field named in the tag, which is what you would want. Appendix D explains each of the 
hsp-fieldname tag variants and exactly what they return. 
 
 
The hsp-recordcount tag can be used on ANY page that is returned by HotRiot. This 
includes: 
 

 Search result pages 

 Record detail pages 

 Login return pages 

 Lost login lookup return page 

 Any page returned using the HotRiot return page link (not yet introduced) 
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Getting HotRiot to return pages from your site 

 
Before HotRiot returns a page to a user, it scans the page in search of  
hsp-fieldname tags. HotRiot removes these tags and replaces them with the record data 
referenced by the tag. This processing takes place naturally as users interact with your 
website; it normally does not require you to do anything special to make it work.  
 
For example, when a user posts a record to a database, the return page is scanned 
before being sent back and all hsp-fieldname tags are automatically replaced. Another 
example is search results pages. Again, before sending a search results page back to a 
user, it is scanned for hsp-fieldname tags. This is true for all pages returned by HotRiot. 
This scanning process also includes properly populating dynamic list boxes and 
generating CAPTCHA images. Dyanmic list boxes and CAPTCHA form security are 
covered in the next two sections. 
 
There may be times when you need to give users direct access to pages that contain 
hsp-fieldname tags. Users navigate to these pages using a link, rather than the page 
being returned by HotRiot, as part of processing some request. Using a direct HTML 
link, the hsp-fieldname tags on these pages would not get processed. This is because 
regular links bypass HotRiot; they simply forward users directly to the page referenced 
by the link. The diagram below shows how this works: 
 

 
 

1. A user selects a link that references some page on your site. 
2. The page is returned directly to the user. No intermediate processing is 

performed by HotRiot. As a result, any hsp-fieldname tags that may appear on 
the return page do not get processed. 
 

To remedy this, HotRiot provides a special URL that you can use with links in order to 
return pages from your site and guarantee that all hsp-fieldname tags on the return page 
get processed. The URL is shown in the box below: 
 
 
http://YourApplicationName.k222.info/process?hsp-initializepage=page-to-be-returned 
 
(Use https instead of http when SSL security is required) 

 
You will need to replace YourApplicationName (shown in red), with the application name 
that you entered when you registered with HotRiot. You will also need to replace page-
to-be-returned (shown in blue), with the name of the page you would like returned to 
users.  
 
For example, if you would like to return the page: 

http://www.YourWebSite.com/pages/SomePage.html 
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You would enter: 

pages/SomePage.html 

 
The complete URL for such a link would be as follows: 
  http://YourApplicationName.k222.info/process?hsp-
initializepage=pages/SomePage.html 
 

Let’s have a look at how this link works. Below is a diagram which shows its processing: 
 

 
 

1. A user selects the link, which forwards the request to the HotRiot system. 
2. HotRiot retrieves the page named in the link from your site. 
3. The page is then scanned by HotRiot for hsp-fieldname tags. Each tag is 

replaced with the record data referenced by the tag. 
4. The modified page is returned to the user. 

 
While you can use this URL to return pages that don’t contain any hsp-fieldname tags, 
this is not recommended, as doing so introduces unnecessary complexity. 
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Dynamic list Boxes 

 
When we talk about list boxes we include both pull down menus and traditional list 
boxes. These form controls are special for two reasons.  
 

1. They often need to be dynamically populated from the contents of a database. 
 

2. List boxes can have dependencies. For example, a selection in a "parent" list box 
may need to change the list presented in a "child" list box. These dependencies 
are normally limited to a parent /child relationship, but they can get more 
complex. For example, it's not uncommon for a child to be a parent to another 
child, or for a list box to be a parent to multiple children.  

 
In addition, list boxes can have both of the above attributes. A classic example is an 
automobile marketplace website, where sellers can list cars they wish to sell and buyers 
can also search for a car to buy. The search form for such a site will usually include both 
a "make" and a "model" list box, as in the sample search form below. 
 

 
 
Ideally, the way this search form should work is as follows: 
 

• The "Make" list box should only contain entries that actually exist in the 
automobiles database. This prevents users from performing searches that do not 
return any search results. 

 
• When a selection is made in the "Make" list box, the "Model" list box should 

automatically populate with all of the model cars for the selected make. However, 
only models that actually exist in the database for the selected make should 
appear on the list. Again, this prevents users from performing searches that do 
not return any results. 

 
Creating a form that supports list boxes with this type of functionality can require a fair 
amount of complex JavaScript. Fortunately, HotRiot takes care of this for us and 
automatically generates all of the JavaScript code required to support these features. In 
the following section, we cover dynamic list boxes and show how to populate a list box 
from a database and how to create list boxes with dependencies.  
 
We have specific sections that explain how dependent list boxes are used by database 
forms and by search forms. This is because dependent list boxes are normally 
implemented differently by each type of form 
 
 
. 
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Populating a list box from a database 

 
It's fairly common for list box controls to be dynamically populated from the contents of a 
database field. This is most often seen in search forms, where you want to guarantee 
the entries in the list only include values found in a database. This is usually done to 
prevent users from performing searches in which a selection in the list box has no 
corresponding entry in the database being searched, and therefore is certain  to not 
return any search results. Let's look at a simple example. 
 
Imagine you own a business directory website that allows local businesses to register. 
The registration form that your site uses is shown below: 
 

 
 
One of the fields in the form is "Line of Business", highlighted in green. This is a drop-
down list that contains more than 200 different entries a business can choose from to 
best describe its activities.  
 
Visitors to your site search the business directory using the search form below. This is a 
simple search form with a single list box. Visitors select the line of business they are 
looking for and submit the search. All companies that have registered using the selected 
line of business will appear in the search results. Of course, a real business directory 
site would have a search form with more options, but to keep this example focused, our 
search form includes only this single field.  
 

 
 
It is going to take some time before your business directory grows to the point where at 
least one company is registered under every line of business. This may take a very long 
time, especially for some of the more esoteric businesses. Thus, to prevent users from 
wasting time and choosing to search a line of business for which there are no registered 
businesses, you decide it is a good idea to populate this list box from entries posted in 
the registration database. By doing this, you limit the entries in the list to only contain 
values found in the database. Let's have a look at an example of how we would do this. 
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Below is the HTML code for the search form used to locate businesses in the business 
directory database of our imaginary website. The form is composed of a single drop-
down list that allows users to select the line of business they are searching. This control 
is highlighted in green.  
 

 
<form method="POST" action="http://YourApplicationName.k222.info/process"> 
  <input type="hidden" name="hsp-formname" value="search_business_directory"> 
 
    <select name="line_of_business"  
            hsp-populatelist="business_directory::line_of_business">     
   
      <option>-- Select One --</option> 
 
    </select>   
 
  <input type="submit" value="Search"> 
</form> 

 

 
This list box control is empty except for a single entry:  
 
   <option>-- Any --</option> 

 
We explain this a bit later. In the opening tag of the control is the custom HotRiot tag: 
 
   hsp-populatelist="form-name::field-name" 

 
This tag instructs HotRiot to populate the list box with the data from the database field 
named in the tag. HotRiot reads the record data from the database, sorts the results in 
ascending order, then populates the list control. You need to replace form_name with 
the name of the database form that contains the field from which you wish to populate 
the list. Additionally, you need to replace field_name with the name of the field that 
contains the actual data you would like to be populated in the list.   
 
Earlier, we pointed out that the list box in the code sample above is not empty. It actually 
contains a single entry. List boxes that are dynamically populated can contain a single 
non-selectable entry. In fact, we strongly recommend that you include one. For example, 
if a selection is required, you might use "-- Select One --". Otherwise, if a selection is 
optional, you might use "-- Any --" or "-- Optional --". It really enhances the user 
experience.  A non-selectable entry is one that is enclosed between double hyphens  
("--") and is ignored by HotRiot when selected. For more information on non-selectable 
list box entries, please see the section Taking a closer look at search forms. 
 
 

Initializing a dynamically populated list box 

You’re almost there, there’s just one more step. Dynamically populated list boxes must 
be initialized before use. In order to do this, users must only be allowed to access a 
page that contains a dynamic list box by going through HotRiot. 
 
This is done by creating a link to the page that contains the dynamic list box form and by 
setting the URL of the link to a special value that is designed specifically for initializing 
forms. This special URL reads a Web page and generates the proper list box entries. 
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The initialized page is returned back to the user that selected the link. The URL is shown 
in the box below: 
 
 
http://YourApplicationName.k222.info/process?hsp-initializepage=page-to-be-initialized 
 

 
In the URL above, you will need to replace YourApplicationName (shown in red) with the 
application name that you entered when you registered with HotRiot. You will also need 
to replace page-to-be-initialized (shown in blue) with the name of the page containing 
the form that includes the dynamic list boxes. For secure access, you can change the 
link protocol from http to https. 
 
For example, if you would like to initialize a form on the page: 

http://www.YourWebSite.com/pages/SubmitPage.html 

 
You would enter: 

pages/SubmitPage.html 

 
The complete URL would be as follows: 

 http://YourApplicationName.k222.info/process?hsp-
initializepage=pages/SubmitPage.html 
 

Let’s have a look at how this link works. Below is a diagram that shows its processing: 
 

 
 

1. A user selects the link, which forwards the request to the HotRiot system. 
2. Hot Riot retrieves the page named in the URL from your site. This is the page that 

contains the dynamic list box. 
3. The page is then scanned by HotRiot for the following tag. 

 
hsp-populatelist="form-name::field-name" 

 
The list control that contains the tag is initialized with the record data from the 
database field names in the tag.  

4. The modified page is returned to the user. 
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Creating dependent list boxes in a database form 

 
Dynamic dependent list boxes are two or more list boxes that are linked to each other 
through a parent-child relationship. A selection made in the "parent" list box 
automatically refreshes the list contents of the "child."  
 
Client-side dynamic dependent list boxes allow a "child" list box to be refreshed without 
having to return to the server. Many dynamic dependent list box models return to the 
server to re-query the dependent list box's record set. The model described here 
includes the dependent list box data in the Web page, using a special tag. JavaScript is 
then used to extract the appropriate values and refresh the "child" list box in the client's 
browser. HotRiot automatically generates the JavaScript for you, so there is no 
programming required on your part. 
 
The advantage to this approach is immediate page response; users do not have to wait 
for a new page to be delivered from a remote server. The disadvantage is that all the 
data for the dynamic dependent list box is sent to the client as text, which increases the 
size of the requested page.  
 

Creating a basic single dependency list box 

Let's go through an example. Below is a form that is used to post cars to a database. 
 

 
 
It would be ideal to connect the "Make" list box with the "Model" list box. So when a user 
selects a particular make of car, all of the models for the selected make would 
automatically appear in the model list box. We are going to edit our form in order to 
establish this parent-child relationship, with the make list box as the parent and the 
model list box as the child. 
 
The HTML for our form is shown below. The code only shows the HTML for the make 
and model list boxes, the other form fields have been omitted in order to maintain the 
focus of this explanation. 
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<form method="POST" action="http://YourApplicationName.k222.info/process"> 
  <input type="hidden" name="hsp-formname" value="input_cars"> 
 
    <select name="make">       
      <option>-- Select One --</option> 
      <option>Acura</option> 
      <option>BMW</option> 
      <option>Kia</option> 
         . 
         .(this list has been abbreviated in order to save space)  
         . 
    </select>   
 
    <select name="model" hsp-dependency="make" 
      hsp-dependencylist="[Acura:Legend~NSX~Q45][BMW:320i~530i][Kia:Sorento]">       
      <option>-- Any --</option> 
    </select>  
 
    (The other form fields would go here) 
 
  <input type="submit" value="Submit"> 
</form> 

 

 
The first list box, shown in green, is for the "Make". This is the parent list box. There is 
nothing special about this control; it simply contains a list of automobile makers. We 
have abbreviated the list to only include three manufactures. A parent list box is just a 
regular list box control that contains selectable entries. There is nothing special that you 
need to do to a parent list box. In the code above, we directly populated the make list 
box. However, we just as easily could have populated this list from a database, as 
described in the previous section, Populating a list from a database. 
 
Next, we need to create the child list box. This list box is dependent on the selection in 
the parent list box. Its contents must automatically change based on what is currently 
selected in the parent. To do this, you simply create an empty list box, adding the 
custom HotRiot tag below to the opening tag of the list box control:  
 
   hsp-dependency="name-of-parent-list-box" 

 
This tag creates the parent-child dependency. You must replace name-of-parent-list-box 
with the name of the list box on which this list box is dependent. This tag is shown in red 
in the HTML code sample above. It establishes the parent-child relationship, where the 
model list box becomes dependent on the make list box. Anytime a selection in the 
make list box changes, the model list box will automatically update. 
 
Earlier we said you need to create an empty list box. Well, this is not entirely true. You 
will notice that the model list box in the code sample above is not really empty. It actually 
contains a single entry, shown below. 
 
   <option>-- Any --</option> 

 
Your child list box can contain a single non-selectable entry. In fact, we strongly 
recommend that you include one. For example, if a selection is required, you might use 
"-- Select One --". Otherwise, if a selection is optional, you might use "-- Any --" or 
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"-- Optional --". It really enhances the user experience.  A non-selectable entry is an 
entry that is enclosed between double hyphens; "--" and is ignored by HotRiot when 
selected. For more information on non-selectable list box entries please see the section 
Taking a closer look at search forms. 
 
Finally, we need to create the dependency list. This is simply the list of entries that 
should appear in the child list box when a selection is made in the parent list box. Again, 
this is done using a custom HotRiot tag that is placed inside the opening tag of the list 
box control. The syntax for this tag is shown below. 

 
   hsp-dependencylist="[parent:child~child...][parent:child~child...]" 

 
It contains a series of list entries that are separated by [ ] brackets. The first entry in the 
brackets is the parent list item this child list entry is associated with. The parent list item 
and the associated child list items are separated by a colon. Following the colon is the 
list of entries that the child list box should display when the parent list item is selected. 
Each child list box entry is separated by a tilde ~ (located at the upper left corner of your 
keyboard). This tag is shown in orange in the example HTML code above. Generally 
speaking, there should be one entry for each list item in the parent list box. The bracket, 
the colon, and the tilde characters are used by this tag as delimiters. As such, these 
characters cannot be used in your parent or child list names. 
 

Initializing dynamic list boxes 

You’re almost there, just one more step remains. Dynamic list boxes must be initialized 
before they are used. This initialization includes building the dynamic list data and 
creating the JavaScript code to support the parent-child dependencies. In order to do 
this, users must only be allowed to access a page that contains dynamic list boxes by 
going through HotRiot. 
 
This is done by creating a link to the page that contains the dynamic list box form and 
setting the URL of that link to a special value designed specifically for initializing forms. 
This special URL reads a Web page, and then it generates the proper dynamic list box 
JavaScript code. The initialized page is then returned to the user who selected the link. 
The URL is shown in the box below. 
 
 
http://YourApplicationName.k222.info/process?hsp-initializepage=page-to-be-initialized 
 

 
In the URL above, you will need to replace YourApplicationName (shown in red) with the 
application name that you entered when you registered with HotRiot. You will also need 
to replace page-to-be-initialized (shown in blue) with the name of the page that contains 
the form with the dynamic list boxes. For secure access, you can change the link 
protocol from http to https. 
 
For example, if you would like to initialize a form on the page: 

http://www.YourWebSite.com/pages/SubmitPage.html 

 
You would enter: 

pages/SubmitPage.html 
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The complete URL would be as follows: 

 http://YourApplicationName.k222.info/process?hsp-
initializepage=pages/SubmitPage.html 
 

When a user selects a link with the URL above, HotRiot proceeds to read the page 
named in the link. It then initializes the dynamic list boxes and generates the supporting 
JavaScript code. In addition, if there are hsp-fieldname tags on the page, they too are 
replaced with the appropriate record data. When all of this is completed the page is 
returned to the user. 
 

Creating list boxes with multiple cascading dependencies 

Thus far we have focused on dynamic list boxes that only have a single dependency. 
That is, list boxes with a single parent-child relationship, where a selection in the parent 
list box automatically updates the child. For the most part, this covers the vast majority 
or real-world use cases. However, there are a number of instances where multiple 
dependencies exist. In these cases a child list box also acts as a parent to another child.  
Let's go back and have another look at our automobile submission form. 
 

 
 
We are going to expand our list box dependencies to include the "Body Style". We would 
like to limit the choices in this list box to include only the available body styles for the 
selected model of automobile. For example, if a user selects the make BMW and the 
model 320i, then the only selections that should appear in the "Body Style" list box 
should be Coup and Convertible. 
 
The HTML for the modified form is shown below. A parent-child dependency exists 
between the make list box and the model list box. In addition, a parent-child relation also 
exists between the model list box and the body style list box. The model list box is a 
child to the make list box and a parent to the body style list box.  
 

 
<form method="POST" action="http://YourApplicationName.k222.info/process"> 
  <input type="hidden" name="hsp-formname" value="input_cars"> 
 
    <select name="make">       
      <option>-- Select One --</option> 
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      <option>Acura</option> 
      <option>BMW</option> 
      <option>Kia</option> 
         . 
         .(this list has been abbreviated in order to save space)  
         . 
    </select>   
 
    <select name="model" hsp-dependency="make" 
      hsp-dependencylist="[Acura:Legend~NSX~Q45][BMW:320i~530i][Kia:Sorento]">       
      <option value="-- Any --">-- Any --</option> 
    </select>  
 
    <select name="body_style" hsp-dependency="model"  
                              hsp-dependencylist= 
                              "[Legend:Coup~Convertable][NSX:Coup][Q45:Sedan] 
                              [320i:Convertable~Coup][530i:Coup][Sorento:SUV]">       
 
      <option value="-- Any --">-- Any --</option> 
    </select>  
 
    (The other form fields would go here) 
 
  <input type="submit" value="Submit"> 
</form> 

 

 
 
HotRiot does not impose any preset limits to the number or depths of cascading 
dependencies you can create. In the example above, we could have included another 
dependency where the body style list box would be the parent of some other list box in 
the form, such as the "Transmission" list box. This would create the following 
dependency chain: 
 

make      model      body_style     transmission 
 
 Additionally, a list box can be a parent to multiple children. For example, in the code 
above, the model list box is the parent of the body style list box. We could also create a 
dependency where the "Category" list box is also a child that is dependent on the model 
list box. This would make the model list box the parent of both the body style and 
category list boxes. This would create the following dependency chain: 
 

make      model      body_style     transmission 
 
                               category     

 
 
 

Other tidbits of information 

The syntax we showed for the hsp-dependency and the hsp-dependencylist tags used 
double quotes to enclose the tag values, for example: 
 
   hsp-dependency="name-of-parent-list-box" 
 
However, both of these tags can use single quotes instead for example: 
 
   hsp-dependency='name-of-parent-list-box' 
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Normally, it doesn't matter which syntax you choose. However, if your tag value includes 
double quotes, you will need to use single quotes to enclose the value, and vice versa. 
This is really only an issue for the hsp-dependencylist tag, as the value for the  
hsp-dependency tag should never include quotes. 
 
A note on performance: Expect pages that contain dynamic list boxes to take a bit more 
time to display than normal. Building the list box data and dynamically generating and 
inserting the JavaScript code to support parent-child relationships takes time.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

188  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

Creating dependent list boxes in a search form 

 
What are these? These are list boxes, or pull-down menus, that are populated from a 
database. In addition, you can create dependencies between two or more list boxes, 
where selecting an item in a "parent" list box will change the list in a "child" list box. 
 
Client-side dynamic dependent list boxes allow a "child" list box to refresh when a 
selection is made in a "parent" list box, without having to return to the server. Many 
dynamic dependent list box models return to the server to re-query the dependent list 
box's record set. The model described here passes dependent list box data to the 
browser in an array. It uses JavaScript to extract the appropriate values from the array 
and refresh the "child" list box in the client's browser. HotRiot automatically generates 
the JavaScript for you, so there is no programming required on your part. 
 
The advantage to this approach is immediate page response; users do not have to wait 
for a new page to be delivered from a remote server. The disadvantage is that all the 
data for the dynamic dependent list box is sent to the client as text, thus increasing the 
size of the requested page. 
 
The HotRiot implementation of dependent list boxes supports advanced multiple 
dependencies. For example, in addition to a typical "parent-child" dependency, you can 
also have a "child" act as a "parent" to another child. 

Creating a basic dynamic list box with a single dependency 

Let's have a look at an example. Imagine an automobile marketplace website where 
sellers can list cars they wish to sell and buyers can search for a car to buy. The form 
below is used by sellers to post their car to the database. 
 

 
 
The search form below is used by buyers to locate a car. 
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In this example we are going to focus on the search form. Our search form only contains 
two fields; this was done intentionally, to maintain the focus of this example. In the real 
world, this search form would include a number of additional fields.  
 
Ideally, the way this search form should work is as follows: 
 

 The "Make" list box should only contain entries that actually exist in the 
automobiles database. For example, if there are no Ferraris in the database, 
there should not be a Ferrari entry in this list box. This prevents users from 
performing searches that do not return any search results. 
 

 When a selection is made in the "Make" list box, the "Model" list box should 
automatically populate with all of the model cars for the selected make that exist 
in the database. Only models that actually exist in the database for the selected 
make should appear. Again, this prevents users from performing searches that 
do not return any results. 

 
Let's see how we can create a search form with the properties described above. Our 
example search form contains two list boxes and a submit button. The HTML for the 
form is shown below. 
 

 
<form method="POST"   action="http://YourApplicationName.k222.info/process"> 
  <input type="hidden" name="hsp-formname" value="search_cars"> 
 
    <select name="make">       
       <option>-- Select One --</option> 
    </select>   
 
    <select name="model" hsp-dependency="make">       
       <option>-- All --</option> 
    </select>  
 
  <input type="submit" value="Search"> 
</form> 

 

 
The first list box, shown in green, is for the "Make". We want this list box to automatically 
display the make of the automobiles present in the automobiles database. To do this, 
you simply create an empty list box with a name that corresponds with the database field 
you wish to have the list box populated from. HotRiot will detect that the list box is empty 
and will populate it with the record data from the field in the database that corresponds 
to the name of the list box. So, for this list box, HotRiot will pull the record data from the 
"make" database field and populate the list from this information. 
 
Earlier, we said you need to create an empty list box. Well, this is not entirely true. You 
will notice that the make list box in the code sample above is not really empty. It actually 
contains a single entry, shown below. 
 
   <option>-- Select One --</option> 

 
Your list box can contain a single non-selectable entry. In fact, we strongly recommend 
that you include one. For example, if a selection is required, you might use  
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"-- Select One --".  Otherwise, if a selection is optional, you might use "-- Any --" or "-- 
Optional --". It really enhances the user experience. A non-selectable entry is an entry 
that is enclosed between double hyphens "--" and is ignored by HotRiot when selected. 
For more information on non-selectable list box entries please see the section titled 
Taking a closer look at search forms. 
 
Next, we need to create the "Model" list box. This list box is dependent on the selection 
in the "Make" list box. Its contents must automatically change based on what is currently 
selected in the "Make" list box. To do this, you simply create another empty list box with 
a name that corresponds with the database field from which you wish to have the list box 
populated. In addition, you must add the custom HotRiot tag below to the opening tag of 
the list box.  
 
   hsp-dependency="name-of-parent-list-box" 
 
This tag creates the parent-child dependency. You must replace name-of-parent-list-box 
with the name of the list box on which this list box is dependent. This tag is shown in red 
in the HTML code sample that appears above. It establishes the parent-child relationship 
— the model list box becomes dependent on the make list box. Anytime a selection in 
the make list box changes, the model list box will automatically update. 
 

Initializing dynamic list boxes 

You’re almost there — there is just one more step. Dynamic list boxes must be initialized 
before they are used. This initialization includes building the dynamic list data and 
creating the JavaScript code to support the parent-child dependencies. In order to do 
this, users must only be allowed to access a page that contains dynamic list boxes by 
going through HotRiot. There are two ways you can do this: 
 

1. You can create a link to the page that contains the dynamic list box form, setting 
the URL of the link to a special value that is designed specifically for initializing 
forms with dynamic list boxes. This is the easier of the two options. 
 

2. You can create a search link, placing the search form that contains the dynamic 
list boxes on the search results page. This requires a bit more work than using a 
regular link, but it does offer some advantages. 

 
Either of these strategies will work; let's examine each one: 
 
 
Using a regular link to initialize dynamic list boxes 
HotRiot provides a special URL that you can use in a link that reads a Web page and 
generates the proper dynamic list box JavaScript code. The initialized page is returned 
back to the user that selected the link. The URL is shown in the box below. 
 
 
http://YourApplicationName.k222.info/process?hsp-initializepage=page-to-be-initialized 
 

 
In the URL above, you will need to replace YourApplicationName (shown in red) with the 
application name that you entered when you registered with HotRiot. You will also need 
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to replace page-to-be-initialized (shown in blue) with the name of the page that contains 
the form that has the dynamic list boxes. For secure access, you can change the link 
protocol from http to https. 
 
For example, if you would like to initialize a form on the page: 

http://www.YourWebSite.com/pages/SearchPage.html 

 
You would enter: 

pages/SearchPage.html 

 
The complete URL would be as follows: 

 http://YourApplicationName.k222.info/process?hsp-
initializepage=pages/SearchPage.html 
 

When a user selects a link with the URL above, HotRiot proceeds to read the page 
named in the link. It then initializes the dynamic list boxes and generates the supporting 
JavaScript code. In addition, if there are hsp-fieldname tags on the page, they too are 
replaced with the appropriate record data. When all this is finished the page is returned 
to the user. 
 
 

Using a search link to initialize dynamic list boxes 
Another widely used technique for initializing dynamic list box forms is to create a search 
link and place the form that contains the dynamic list boxes on the search results page. 
We covered search links in detail in the section Using search links so we won't go 
through it again here. However, we will outline the steps required to use a search link 
with dynamic list boxes. 
 

1. Place the search form that contains the dynamic list boxes on the same page 
that will display the search results. This page will also contain the following tag: 
 

hsp-table="results"  
 

2. Process the search form with the Create Database Search wizard. 
3. Create a search link and set the hsp-formname of the search link to the same 

value as that of the search form from Step 1 above. Place the link on the Web 
page where it will be used.  

 
That's it; the search link is ready to be used. Whenever a user selects the link, HotRiot 
will go out and locate all matching records. The hsp-table tag on the results page will get 
replaced with the results table generated by HotRiot. In addition, the dynamic list boxes 
on the search form from step 1 above will get initialized and the supporting JavaScript 
code will get generated. Finally, the results page gets returned to the user. 
 

Creating dynamic list boxes with multiple cascading dependencies 

Thus far, we have focused on dynamic list boxes that only have a single dependency. 
That is, list boxes with a single parent-child relationship, where a selection in the parent 
list box automatically updates the child. For the most part, this covers the vast majority of 
real-world cases. However, there are a number of instances where multiple 
dependencies exist. In these cases a child list box also acts as a parent to another child.  
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Let's go back and have another look at the two forms used in our imaginary automobile 
marketplace Web site. Below is a copy of the database form that is used to post cars to 
the automobile database. When submitting a car to the database, users must select the 
make, model and category of the automobile.  
 

 
 
Now, let's go back to our search form and expand it to include another search option. In 
our expanded search form we have included a "Category" list box. This allows users to 
narrow their search to the type of vehicle they are interested in, for example, an SUV or 
Sports Car. 
 

 
 
Ideally, this search should work is as follows: 
 

 The "Category" list box should only contain entries for categories that actually 
exist in the automobiles database. For example, if there are no Hybrids in the 
database, there should not be a Hybrid entry in this list box. This prevents users 
from performing searches that do not return any search results. 
 

 When a selection is made in the "Category" list box, the "Make" list box should 
automatically populate with all of the make cars for the selected category. Only 
makes that actually exist in the database for the selected category should 
appear. Again, this prevents users from performing search that do not return any 
results. 
 

 When a selection is made in the "Make" list box, the "Model" list box should 
automatically populate with all of the model cars for the selected make that exist 
in the database. Only models that actually exist in the database for the selected 
make should appear. Again, this prevents users from performing search that do 
not return any results. 
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The HTML for the form is shown below. A parent-child dependency exists between the 
category list box and the make list box. In addition, a parent-child relation also exists 
between the make list box and the model list box. The make list box is a child to the 
category list box and a parent to the model list box. 
 
 

 
<form method="POST"   action="http://YourApplicationName.k222.info/process"> 
  <input type="hidden" name="hsp-formname" value="search_cars"> 
 
    <select name="category">       
       <option value="-- Select One --">-- Select One --</option> 
    </select>   
 
    <select name="make" hsp-dependency="category">       
       <option value="-- All --">-- All --</option> 
    </select>   
 
    <select name="model" hsp-dependency="make">       
       <option value="-- All --">-- All --</option> 
    </select>  
 
  <input type="submit" value="Search"> 
</form> 

 

 
HotRiot does not impose any preset limits on the depth of cascading dependencies you 
can create. However, as a practical matter you should limit it to 3 or 4. 
 
 A list box can be a parent to multiple children. For example, in the code above, the 
make list box is the parent of the model list box. We could have included another field in 
our search form and created a dependency where the make list box would also be a 
parent to the new field. Again, while there are no preset limits to the number of parent-
child relationships that can exist, as a practical matter you should limit it to no more than 
3 or 4. 
 

Other tidbits of information 

The syntax we showed for the hsp-dependency tag used double quotes to enclose the 
tag values, for example: 
 
   hsp-dependency="name-of-parent-list-box" 
 
However, this tag can use single quotes instead, for example, 
 
   hsp-dependency='name-of-parent-list-box' 
 

Normally it doesn't really matter which syntax you choose. 
 
A note on performance: expect pages that contain dynamic list boxes to take bit more 
time to display than normal. Building the list box data and dynamically generating and 
inserting the JavaScript code to support parent-child relationships requires a lot of work 
from HotRiot.   
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Security 

 
Perhaps no topic in website development receives more emphasis than security, and for 
good reason. As website development has matured, it has become clearer than ever 
that the Internet is not a safe place. Attacks ranging from simple pranks to more serious 
breaches such as industrial espionage, sabotage and theft of consumer information 
have all been well documented. Website developers must take appropriate steps to 
secure their systems against such aggressors.  
 
The nature of attacks on your site can vary, and cause breaches in a number of ways. 
For example: 
 

 Unauthorized access 

 Database spamming 

 Data snooping / tampering 
 
HotRiot offers a number of preventative measures that can greatly reduce your exposure 
to these attacks. Several of these work behind the scenes and don’t require any action 
on your part. One worth noting is how HotRiot performs request authentication.  
 
Any request that is posted to HotRiot which may pose a security risk is digitally signed 
using a Hash-based Message Authentication Code (HMAC). This process is handled 
automatically by HotRiot. An HMAC is a process for calculating a message 
authentication code (MAC) involving a cryptographic hash function in combination with a 
secret key. It is used to simultaneously verify both the data integrity and authenticity of a 
request. Our system uses a 20 character key which is refreshed every hour. 
 

Using Secure Socket Layer (SSL) to protect your data 

There may be times when the information managed by your website is sensitive in 
nature and must be secured as it traverses the Internet. You want to be sure that 
sensitive data remains private. You don't want anyone intercepting your information as it 
passes between a users system and your database. Secure Socket Layer is the Internet 
standard for protecting the transmission of data. 
 
Secure Sockets Layer (SSL) is a cryptographic protocol that provides secure 
communications on the Internet for such things as Web browsing, email, Internet faxing, 
instant messaging and other data transfers. SSL allows applications to communicate 
across a network in a way that provides endpoint authentication and is designed to 
prevent eavesdropping, tampering and message forgery. 
 
HotRiot makes strong 256-bit SSL encryption available to every account for the secure 
transmission of data. To use SSL all you need to do is set the protocol for all forms and 
links that communicate with HotRiot to HTTPS. This will engage Secure Sockets Layer 
using HotRiot’s SSL certificate. That's all you need to do; we take care of managing the 
SSL certificate and setting up your account to support secure communications. 
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The protocol for URLs that communicate with HotRiot is normally: 
   http://YourApplicationName.k222.info/... 
 
For secure communications using SSL change the protocol to:   
   https://YourApplicationName.k222.info/... 
 
It is best to only use SSL when the information you are processing really needs 
protecting. The overhead in using SSL will slow down access to your system.  
 

Protecting your database from spam 

There are numerous types of spam that proliferate over the Web. The most well known 
is email spam. However, there are other forms that can be just as insidious, such as 
database spam. This is where an automated software tool is used to post forms, which 
populates backend databases with junk. Unfortunately, we are seeing database spam 
become increasingly popular. There are a number of techniques that are used to defeat 
this type of fraud. However, the most effective measure is known as CAPTCHA or 
"Completely Automated Public Test to tell Computers and Humans Apart." 
 
Forms that are protected with a CAPTCHA include a simple "test" that users must 
complete in order to submit the form. Usually, the CAPTCHA involves the user being 
asked to enter several characters that are displayed in a picture on the form. Because 
computers are unable to solve the CAPTCHA, any user entering a correct solution is 
presumed to be human. The sample form below shows a CAPTCHA circled in red. 
 

 
 
To solve this CAPTCHA a user must enter the CAPTCHA value into the Validation Text 
field. If the correct value is entered, the form post will be permitted to proceed, otherwise 
it will be rejected. 
 
HotRiot includes a comprehensive CAPTCHA implementation that you can use to 
protect your forms.  
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To add a CAPTCHA to your form follow the three steps below. 
 

1. Add the tag below to the location on your form where you want the CAPTCHA 
picture to appear. 
 
   hsp-fieldname="hsp-captcha" 
 
The CAPTCHA picture generated by HotRiot is 130 X 30 pixels in size; a sample 
is shown below. 
 

    
 

2. Add an input field to your form where users will enter the CAPTCHA value. You 
must name the field "hsp-captcha", as shown below. 
 
      <input type="text" name="hsp-captcha" value="" > 

 
3. Login to your HotRiot account and select the Create Database or Edit Existing 

Database link (If you are creating a new database you would select the Create 
Database link; if you are editing an existing database you would select the Edit 
Existing Database link). At step 7 of the wizard, there is a check box that you 
must select which activates the CAPTCHA. In the screenshot below this check 
box is circled in red. 
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Once you have completed the three steps above, the CAPTCHA is ready to use. 
However, there is still one last issue that must be addressed. In order to insert a 
CAPTCHA image on your form, users must only be able to access the page that 
contains the form with the CAPTCHA by going through HotRiot. If users currently 
navigate to this page using a regular link, you will need to change the URL, or target, of 
the link to the URL shown in the box below. This is critical; if you fail to do this your 
CAPTCHA image will not appear on your form. 
 

 
http://YourApplicationName.k222.info/process?hsp-initializepage=page-to-be-returned 
 
(Use https instead of http when SSL security is required) 

 
In the URL above, you will need to replace YourApplicationName (shown in red) with the 
application name that you entered when you registered with HotRiot. You will also need 
to replace page-to-be-returned (shown in blue) with the URL of the page that contains 
the form with the CAPTCHA.  
 
For example, if you would like to return the page: 

http://www.YourWebSite.com/pages/ReturnPage.html 

 
You would enter: 

pages/ReturnPage.html 

 
The complete URL for such a link would be as follows: 

http://YourApplicationName.k222.info/process?hsp-
initializepage=pages/returnPage.html 

 
Let’s have a look at how this link works. Below is a diagram that shows the link 
processing. 
 

 
 

5. A user selects the link, which forwards the request to the HotRiot system. 
6. Hot Riot retrieves the page named in the URL from your site. This is the page that 

contains the form with the CAPTCHA. 
7. The page is then scanned by HotRiot for the following tag: 

 
hsp-fieldname="hsp-captcha" 

 
This tag is replaced with a CAPTCHA image that is generated by HotRiot.  

8. The modified page is returned to the user. 
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Password protecting a database form 

There are a number of ways to protect your databases and searches from unauthorized 
access. The method you choose is largely dependent on how the specific database or 
search is intended to be used. The technique described here is best suited to protecting 
a database that is expected to be used by a small number of known users. This method 
allows you to create a password that you manually give to those to whom you wish to 
grant access. Please see the section Preventing unauthorized users from posting 
records to a database if you are creating an open system where users must first register 
in order to gain access to a database or a search. Again, this technique is best used 
when you want to grant access to only a few select known individuals. When used 
properly, this password protection scheme provides a very high level of security. 
 
You can apply password protection to both new and existing databases. In addition, you 
can change or remove a password at any time. Step 7 of the Create Database or Edit 
Database wizard deals with setting the database access password; see the screenshot 
below. 
 

 
 
Start by entering a password of your choice into the password field of Option #3 above. 
Your password should be at least eight characters in length and should include both 
numbers and letters; this is a recommendation but not a requirement. Next, add a 
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password input field to the database form that you wish to protect; the field must be 
named "hsp-pswd"; see below. 
 
<input type="text" name="hsp-pswd" value="" > 
 
That's all you need to do to add password protection to a database form. 
 
Now, whenever the form is submitted, the value entered by the user into the "hsp-pswd" 
field will be compared against the value you entered into the password field of step 7 in 
the wizard. If they match, the information in the form will be saved to the database. If 
they don't match, the submitted request will be rejected, and an access denied message 
will be displayed to the user. You can change the password value in Option #3 at any 
time. 
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Password protecting a search form 

You password protect search forms in exactly the same way that you password protect 
database forms. Please see the instruction above in the section Password protecting a 
database form.  
 
Password protection for searches is entered in Option #5 on the last page of the Create 
Database Search or Edit Database Search wizard. Please see the screenshot below. 
You can apply password protection to both new and existing searches. In addition, you 
can change or remove a password at any time. 
 

 
 
 
Start by entering a password of your choice into the password field of Option #5 above. 
Your password should be at least eight characters in length and should include both 
numbers and letters; this is a recommendation but not a requirement. Next, add a 
password input field to the search form you wish to protect; the field must be named 
"hsp-pswd", see below. 
 
<input type="text" name="hsp-pswd" value="" > 
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That's all you need to do to password protect a search form. 
 
Now, whenever the form is submitted, the value entered by the user into the "hsp-pswd" 
field will be compared against the value you entered into the password field in the 
wizard. If they match, the search will be allowed to proceed. If they don't match, the 
submit request will be rejected, and an access denied message will be displayed to the 
user. You can change the password value in Option #5 above at any time. 
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Setting access permissions 

 
Access permissions are used to control which features should be accessible to the 
different classes of users that visit your site.  
 

Database and search access restrictions 

 
Imagine you are creating a job search site where companies can post job openings and 
job seekers can search the jobs database. You would not want to allow job seekers to 
be able to post jobs to the jobs database. You would only want to allow companies that 
have registered with your site to be able to do this. You may even require companies 
that have registered, to have an active subscription that they have paid for before 
allowing them to post their jobs.  
 
These types of access restrictions are necessary in order to control how your site is 
used. For example, ensuring payment is received for those features that should only be 
accessible to users with a paid subscription. Users should be blocked from performing 
actions they are not authorized to do. And should receive an "access denied" message 
when trying to access restricted features. 
 
Access permissions allow you to set up the rules which HotRiot will use to determine 
when to allow or deny users permission to perform the following actions: 
 

 Post records to a database 

 Search a database 
 
If an unauthorized user attempts to perform a search using a protected search form or 
post a record using a protected database form, they will be denied access and will 
receive a custom message you created. 
 
 

Data viewing restrictions 

 
HotRiot also support data viewing restrictions. This is a fine-grained restriction that is 
often used in place of protecting a search. When protecting a search, unauthorized 
users are simply denied permission to use the protected search form, completely 
blocking the user from performing a search. Oftentimes, a better solution is to allow 
unauthorized users to perform searches, however, you can hide the most valuable 
information until the user either registers or pays for their subscription.  
 
By allowing unregistered users to search your database but at the same time withholding 
the most valuable information, you can safely expose new visitors to your site without 
actually giving away your data. This can be a very valuable tool to entice users to either 
register or pay for a subscription. 
 
HotRiot allows you to set rules that can enforce these types of very specific viewing 
restrictions. 
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Data viewing restrictions 

 

Preventing unauthorized users from viewing specific fields in a database 

Many sites permit anonymous users to search their database, however, they will hide 
some data until the visitor registers. For example, we quite often see contact information 
that is hidden. Unregistered users are usually permitted to perform searches as a form of 
enticement, to convince visitors to register or purchase a subscription. This can be a 
very powerful tool for marketing your site. By allowing unregistered users to search your 
database, while at the same time withholding the most valuable information, you can 
safely expose new users to your site without actually giving it away. 
 
HotRiot allows you to set rules that can enforce very specific viewing restrictions. 
This is done by using the Access Rules wizard. This wizard allows you set up specific 
conditions that must be met before a user is granted permission to view select fields in a 
database. Users who have not met the requisite conditions will be shown a message in 
place of where the record data would normally appear. For example, we can set up rules 
that require new users to first register (and existing users to first log in) before being 
granted permission to view the protected database fields.  
 
Let's see how we can use the Access Rules wizard to do this. 

 

Starting the Access Rules wizard 

 
To start the Access Rules wizard, begin by selecting the Access Rules link located on 
the Main Console page (see the icon boxed in red below). This will take you to the 
Access Rules page. 
 

 
 
On the Access Rules page, you have the option of setting access rules on a database or 
on a search. Additionally, you can set field-level access rules. For this example, we want 
to set field-level access rules. Please see the link circled in red in the screenshot below. 
Selecting this link will forward you to the Access Rules wizard. 
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Access Rules Step 1 – Select the database that contains the fields you wish 
to protect 

 
The screenshot below shows the first page of the Access Rules wizard. This page 
displays a radio-button list of all the databases that have been created for your site thus 
far. Select the database that contains the fields that you would like to protect.  
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Access Rules Step 2 – Configuring the field level rules and options 

 
In Step 2 of the wizard, you need to select the specific database fields that you wish to 
protect. In addition, this is where you set the rules that will be used by HotRiot to decide 
when these fields should actually be hidden from a user. The database that we are 
setting rules on is highlighted in red; see Project Requests in the screenshot below. 
 
 

 
 

Setting field protection access rules  

First, we need to set the rules that HotRiot will use to decide when protected fields 
should be hidden from users. There are two list boxes located at the top of the 
screenshot above, they are: 
 

 Application Actions 

 Access Control List  
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The list box All Site Forms contains all of the database, search and login forms that have 
been created for the site. The forms in the Access Control List represent those forms a 
user must first complete (submit) before HotRiot will grant them permission to view the 
protected database fields. A user will be permitted to view the protected fields provided 
any ONE of the forms in this list is successfully posted by the user.  
 
There is a twist to this. If a registration form or a login form is in the Access Control List, 
not only will a user be required to successfully submit one of these forms before being 
permitted to view the protected database fields, but the subscription associated with their 
registration will also need to be active. This does not change the fact that a user must 
only complete ONE of the forms in the Access Control List. However, if the form they 
complete is a registration or login form, the user's subscription will need to be active; 
otherwise HotRiot will not display the protected database fields. This allows you to 
create rules that restrict access to users that have an active subscription to your site. 
You would do this by including only a registration form and its accompanying login in the 
access control list. The notion of active and inactive registrations is covered in detail in 
the section titled Understanding Subscriptions. 
 

Selecting the fields that should be protected  

Next, you will need to select the database fields that should be protected from 
unauthorized users. These are the fields we want HotRiot to hide from users who have 
not completed any of the forms in the Access Control List. There are two list boxes 
located in the middle of the screenshot above, they are: 
 
Next, you will need to select the database fields that should be protected from 
unauthorized users. These are the fields we want HotRiot to hide from users who have 
not completed the above screenshot, they are: 
 

 Unprotected Database Fields  

 Protected Database Fields  
 
The Unprotected Database Fields list contains the database fields that all users are 
permitted to view, whether or not they have completed any of the forms in the Access 
Control List. The Protected Database Fields contains the list of fields that are hidden 
from users until they complete one of the forms in the Access Control List. 
 

Enter the protected field data replacement text  

When a protected field is hidden from a user, HotRiot inserts a message where the field 
data would normally appear. This message is fully configurable, and can say whatever 
you would like. You set the message by entering it into the message entry field located 
at the bottom of step 2 above. 
 
HotRiot places a default unauthorized access message in this entry field. However, you 
will certainly what to customize it to suite your needs. As a recommendation, we suggest 
that you keep the message to just a few words; remember, this is going to be inserted 
where the protected field data would normally appear. This means the message may 
appear in both search result tables and on your record detail pages. If your message is 
too long, it may throw off your page formatting. You can leave this field blank if you 
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would rather nothing be displayed in place of the field data. In addition to plain text, this 
field will also accept any valid HTML. For example, you can enclose the text in <font> 
</font> tags in order to set the font style for the error text. See the screenshot above for 
an example of this. Another interesting option would be to set the replacement text to a 
link using the HTML anchor tag. When this is selected, it will forward users to a 
registration page or a payment processing page. 
 
To set the access rules select the Apply Rules button at the bottom of the page. When 
the access rules have been applied you will be forwarded to the confirmation screen 
below. 
 

Access Rules Confirmation Screen 

 
The access rules confirmation screen provides notification that the settings have been 
applied. 
 

 
 

Taking a look at an example 

In the screenshot for step 2 above there are four fields in the Protected Database Fields 
list, they are: 
 

 last_name 

 address 

 phone 

 email_address 
 
In addition, the Access Control List contains the following two forms: 
 

 buyerRegistration – This form is used to register with the site. 

 buyerLogin – This form used by registered users to login when returning to     the 
site. 

 
Given these settings, HotRiot will enforce the following field level viewing restrictions: 
 

 A visitor must either register using the buyerRegistration form, or login with the 
buyerLogin form, before HotRiot will display the record data for the four protected 
fields listed in the in the Access Control List. Otherwise, HotRiot will display the 
message  
 
      Active Account Required 
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in place of where the record data for the fields would normally appear. 
 
The screenshots below show what an unauthorized user will see when they perform a 
search of the database in this example. The address in the address column of the 
search results table is replaced with the message "Active account required." On the 
record details page, the last name, address, phone number and email address fields are 
all replaced with the same message. For emphasis, the message has been highlighted 
in red. 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Search Results Page Record Details Page 
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Database access restrictions 

 

Preventing unauthorized users from posting records to a database 

It’s fairly common for sites to limit the activities of users, restricting access to certain 
features based on the class of user. For example, imagine you are creating a job search 
site. You would almost certainly only allow companies that have registered to have 
authorization to post job vacancies. Other users should be denied access if they attempt 
to post records to the jobs database.  
 
HotRiot allows you to set rules that can enforce these types of usage restrictions. 
This is done with the Access Rules wizard. This wizard allows you set up specific 
conditions that must be met before a user is granted permission to save records to a 
database or search a database. Users that have not met the requisite conditions will be 
denied access. For example, we can set up rules that require new users to first register 
and existing users to first login, before either is allowed permission to perform a search.  
 
Let's see how we can use the Access Rules wizard to control access to a database. 

 

Starting the Access Rules wizard 

 
To start the Access Rules wizard begin selecting the Access Rules link located on the 
Main Console page (see the icon boxed in red below). This will take you to the Access 
Rules page. 
 

 
 
On the Access Rules page you have the option of setting access rules either on a 
database or on a search. For this example, we want to set access restrictions on a 
database, so we will select the option to apply access rules to a database; see the link 
circled in red in the screen shot below. This will forward us to the Access Rules wizard. 
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Access Rules Step 1 – Select the database being protected 

 
The screenshot below shows the first page of the Access Rules wizard. This page 
displays a radio-button list of all the databases that have been created for your site thus 
far. Select the database that you want to apply access rules to. This is the database to 
which you wish to limit access to only a specific class of user. 
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Access Rules Step 2 – Setting the access rules 

Step 2 of the wizard is where you set the actual rules that will be applied to the 
database. The database that we are setting access rules on is highlighted in red at the 
top of the screenshot below. 
 

 
 

 
In the screenshot above there are two list boxes: 
 

 Application Actions  

 Access Control List  
 
The list box Application Actions contains all of the database, search and login forms that 
have been created for the site. The forms in the Access Control List represent those 
forms a user must first complete (submit) before HotRiot will grant them permission to 
post records to the protected database; in this example the protected database is the 
postCar database. Access to the database will be permitted provided any ONE of the 
forms in this list is completed (successfully posted) by a user.  
 
There is twist to this. If a registration form or a login form is in the Access Control List, 
not only will a user be required to successfully submit one of these forms before being 
permitted to access the protected database, but the subscription associated with their 
registration will also need to be active. This does not change the fact that a user must 
only complete ONE of the forms in the Access Control List. However, if the form that 
they complete is a registration or login form, the users’ subscription will need to be 
active, otherwise HotRiot will deny them access to the protected database. This allows 
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you to create access rules that restrict access to include only users that have an active 
subscription to your site. You would do this by including only a registration form and its 
accompanying login in the access control list. The notion of active and inactive 
registrations is covered in detail in the section titled Understanding Subscriptions. 
 
 
In the screenshot above there are two forms in the Access Control List: 
 

 sellerRegistration – This form is used to register with the site. 

 sellerLogin – This form used by registered users to login when returning to     the 
site. 

 
With these two forms in the Access Control List, HotRiot will enforce the following usage 
restriction: 
 

 A visitor must either register using the sellerRegistration registration form, or 
login with the sellerLogin form, before being allowed to post records to the 
postCar database. Any attempt to do otherwise will result in an access denied 
error message being displayed to the unauthorized user.  

 
 
A default unauthorized access message appears in the textarea at the bottom of the 
page. This text is fully configurable, and can say whatever you like. In addition to plain 
text, this field will also accept any valid HTML. For example, you can enclose the text in 
<font> </font> tags in order to set the font style for the error text.   
 
To set the access rules select the Apply Rules button at the bottom of the page. When 
the access rules have been applied you will be forwarded to the confirmation screen 
below. 
 

Access Rules Confirmation Screen 

 
The access rules confirmation screen provides notification that the settings have been 
applied. 
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Search access restrictions 

 

Preventing unauthorized users from searching a database 

You can apply access rules to a search using the same process used to set up access 
rules on a database. You can prevent users from searching a database until they fulfill a 
specific set of requirements. To do this, follow the instructions above for applying access 
rules to a database, only choose to apply the rules to a search instead. Please see the 
section titled Preventing unauthorized users from posting records to a database. 
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Setting up subscriptions 

 
HotRiot provides complete support for creating both free and for-pay subscription 
websites. These types of sites are fairly complex with many interrelated pages. They all 
require user registrations, logins, subscription setup, and, of course, payment 
processing. Not to mention all of the other administrative support capabilities, such as 
subscription renewal reminders, lost login lookup, email confirmations / notifications, 
payment fraud detection, subscription management, payment history details, and so on. 
HotRiot provides support for all these features and more.  
 
Using traditional development techniques to build the backend systems required to 
support subscription processing typically cost thousands of dollars to create, not to 
mention several month of work. HotRiot dramatically reduces the time, cost, and 
complexity typically associated with these types of sites. Allowing you to build 
subscription based websites in about the same amount of time it takes to create a basic 
informational site.  
 
This section covers a number of advanced topics. It is assumed that you have a good 
understanding of how HotRiot works, and that you are comfortable with creating 
registration databases and their accompanying logins. You must also understand how 
the Access Rules wizard is used to prevent unauthorized users from accessing your site. 
You will need this knowledge in order to follow along. 
 
 

Understanding Subscriptions 

 
Registration databases and subscriptions work together to create the subscription model 
supported by HotRiot. There are two fundamental concepts you need to understand with 
regard to how subscriptions and registrations work together. 
 
When a user submits a registration, they become established as a registered user. Now, 
this does not mean that their registration is "Active." Whether or not a registration is 
active is determined by the status of the user’s subscription that is tied to the 
registration. If their subscription is active, then their registration will also be active. 
However, if their subscription is inactive, their registration will be inactive. In effect, 
subscriptions define the rules under which a registration is considered either active or 
inactive. 
 
When you first process a registration form with the Create Database wizard, HotRiot 
automatically creates a default subscription profile that all users who submit the 
registration inherit. The default profile creates an active subscription that has no 
restrictions and never expires. So, by default, when a user submits a registration, they 
are automatically established as an active user and are granted unrestricted access to 
all resources (databases and searches) that require an active registration in order to 
access. That is, all databases and searches that have been protected with the Access 
Rules wizard. 
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Of course, you can override the default subscription and create custom subscriptions, 
which is what this section is all about. 

Starting the Subscription Setup wizard 

 
To start the Subscription Setup wizard begin by selecting the Login and Subscription 
Management link located on the Main Console page (see the icon boxed in red below). 
This will take you to the Login and Subscription Management page. 
 

 
 

On the Login and Subscription Management page select the Subscription Setup link 
(see the icon circled in red below). This will take you to the Subscription Setup wizard. 

 

 
 
 

Subscription Setup Welcome Screen 
The screenshot below shows the opening screen of the Subscription Setup wizard. This 
is a simple welcome screen. Select the Start button to begin 
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Subscription Step 1 – Select the registration form 

 
To set up a subscription you must first select the registration database that you are 
going to define the subscription for. This is the registration form that users fill out in order 
to register with your website. 
 
The first page of the subscription setup wizard shows all of the registration databases 
that you have created for your site thus far. Your site can offer multiple subscription 
services, each independent from the other. However, most of the time you will be setting 
up a single subscription service, so you will usually only see a single radio button 
selection on this page. 
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Subscription Step 2 – Setting up the payment processor 

 
Step 2 of the subscription setup wizard is where you set up your payment processor. 
This will allow you to take payment for your online service using PayPal. PayPal is one 
of the largest and best known online payment processors in the world. They offer 
competitive rates and exceptional service. Best of all, it is free to sign up.  
 
It is not required that your subscription service be a for-pay service. Many online sites 
offer subscriptions that are free. If your service is going to be free, simply select the radio 
button labeled "I do not have a payment processor" and proceed directly to Step 3. 
 

 
 
To set up payment processing, please follow the instructions below. 
 
HotRiot uses PayPal as the payment processor for collecting subscription payments. 
Therefore, in order to integrate payment processing into your online subscription service 
you must have a PayPal account. For information on PayPal setup requirements please 
see Appendix G – PayPal account setup. 
 
Selecting the PayPal radio button on this step of the subscription setup wizard displays 
the payment setup options associated with your subscription. Begin by entering the  
email address of your PayPal account. This is the email address you assigned your 
PayPal account when you registered with PayPal. Next, select the currency in which you 
wish to be paid. Finally, enter the URL of the payment return page and the payment 
cancellation page. The payment return page is the page on your site that users should 
be forwarded to after completing the payment process. The payment cancellation page 
is the page on your site users should be forwarded to after canceling a payment from 
within PayPal. 
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Subscription Step 3 – Defining the default subscription settings 

 
Step 3 of the subscription setup wizard is where you set up the default subscription 
account settings. These are the settings of a subscribers account immediately after they 
register but before they actually purchase a subscription service plan. 
 

 
 
You may ask, why set up default subscription settings that take effect the moment a 
subscriber registers but before they pay? There are several reasons: 
 

1. It is quite typical for visitors of for-pay sites to go through the registration 
process only to decide at the end to not make payment. Some will come back 
later and pay, while others will simply abandon their registrations. You will need 
to define the level of service offered to these registered-but-unpaid customers. 

2. You may want to provide users with trial accounts in which they can evaluate 
your service before paying. Setting up a default subscription allows you to offer 
these trial accounts. In this case, users who register with your site would have 
some limited service. They would not be required to choose a paid plan until 
after the evaluation period has ended. 

3. You might be offering a free service. In this case, users will never actual 
purchase a service plan; however, you might still need to define service limits 
for these registered users. 

 
When defining the default subscription account settings, you have two basic choices: 
 

1. Set accounts to active upon registering 
2. Set accounts to inactive upon registering 

 
An inactive account will not be allowed to search or store records in any database that 
requires an active subscription in order to be accessed. In addition, inactive accounts 
can be excluded from the search results of your searches. Basically, inactive accounts 
are denied access to your system. 
 
An active account is allowed access to your system; however, the level of access is 
controlled by the settings you choose here in Step 3. This can vary from full, unlimited 
unrestricted access that lasts forever to very limited access that lasts only one day.  
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Selecting the Account Active radio button sets the default subscription to active. This 
setting includes two drop-down list boxes that allow you set limits on the account’s 
access. 
 

 
 
For example, in the Account Active drop-down list you can choose the length of time that 
accounts will remain active. The default is Always; however you can limit this by a 
number of days. In the screenshot below, the account will remain active for five days 
from the date of registration, at which time it will expire and become inactive. 
 

 
 
You can also set usage restriction on default accounts. The default is "none", which 
means a user can save as many records to a protected database using their default 
account as he or she likes. However, you can set limits on this. In the Usage Restrictions 
drop-down you can select "By number or records," which will allow you to define the 
number of records a user can save to a protected database using a default account. A 
protected database is any database that requires an active subscription in order to be 
accessed. We will go through this in detail later in the tutorial. 
 
In the screenshot below, the account usage restriction has been set to one record. This 
means a user will only be permitted to save a single record to a protected database 
when using a default account. If the user wants to save another record, he or she will 
need to upgrade to a paid subscription or remove a record from the database to make 
room for a new entry. 
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Subscription Step 4 – Defining the subscription service plans 

 
Step 4 of the Subscription Setup wizard is where you define the service plans you will be 
selling. If you are offering a free subscription service, you can skip this section and 
continue on to Step 5.  
 
Defining service (subscription) plans is very similar to defining the default subscription 
settings. You can create as many service plans as you need. For example, you might 
offer offers three levels of service: Basic, Advanced and Enterprise, each at a different 
price point, with different usage restrictions. 
 

 
 
Start by entering in the name of the plan you are defining. This should be a short-but-
descriptive name. Please bear in mind this is the name users will see when they select a 
plan to purchase. Next, enter the purchase price of the plan; this can be whatever you 
wish to charge. 
 
Now, select the Service Plan Duration drop-down. In this drop-down you have three 
choices: 

1. Always Active – The service plan never expires and never needs to be renewed. 
2. Active for a Number of Days – The service plan remains active for a number of 

days after it is purchased. You set the number of days in an entry field that will 
appear when you select this option. The subscription will need to be renewed 
when the number of active days has expired. 

3. Active While Account Balance is Positive – The service plan remains active while 
there is a positive balance in the holder’s account. This is calculated based on 
the service plan purchase price and the daily rate for this plan. You set the daily 
rate in an entry field that will appear when you select this option. For example, if 
you set a purchase price of $10, and a daily rate of $0.25, a user will have $10 in 
his/her account when first purchasing this plan. However, each day this amount 
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will be reduced by $0.25. When the balance reaches zero, the account will be set 
to inactive. The user will then need to renew. 

 
 
As the final step, set the usage restrictions for the service plan. The default is "none," 
which means a user can save as many records to a protected database with this plan as 
he or she likes. However, in the Service Plan Usage Restrictions drop-down box you can 
select "By number of records," which will allow you to define the number of records a 
user can save to a protected database with this plan.  
 
When you have entered the required information, select the Add Plan button. This will 
add the plan to your list of available service plans. You can then add your next plan. In 
the screenshot below, you will see that three plans have been defined for the site. 
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Subscription Step 5 – Subscription renewal reminders 

 
In step 5 of the wizard, you can configure HotRiot to send subscription renewal 
reminders whenever a subscription is nearing expiration. Notifications can be sent to 
you, and are sent to the email address that you entered when you registered with 
HotRiot. An email reminder can also be sent to the user, and are delivered to the email 
address they supplied when they registered. Subscription renewal reminders are 
optional. 
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The subject line and body of the emails can be customized to include information that 
was entered by users in their registration form. This is done by including the custom tag 
<hsp "xxx"> for each field from the form you want included in the email; where xxx is 
replaced with the field name in the form. You can use this to personalize the renewal 
reminder email. For example, in the email above we included the user’s first name in the 
salutation.  The tag <hsp "name"> will be replaced with the first name the user entered in 
the form. 
 
The body of the confirmation email is formatted with HTML. The list box at the bottom of 
Step 5 allows you to specify the number of days in advance of a subscription expiring at 
which to send email reminders. You can choose to send reminders from one to seven 
days in advance of the expiration date. 
 

 

Subscription Step 6 – Miscellaneous options 

 
At Step 6 of the wizard there are several miscellaneous options that can be set.  
 
Option 1: Select this check box if you want HotRiot to automatically delete all records 
posted by an expired subscription account. When an account expires, HotRiot will look 
to see if this option was selected. If it was, the system will seek out and remove all 
records posted to any protected database using the expired account. Be careful when 
using this option; records that are deleted are permanently removed and cannot be 
recovered. 
  
Option 2: Please enter the text that should be displayed to a user if they try to save more 
records to a database than their selected service plan allows. When you set up the 
various service plans, you have the option of limiting the number of records that an 
account is permitted to save to a protected database. If a user attempts to save more 
records than the plan allows, the text in Option 2 will be displayed. In addition to plain 
text, you can enter any valid HTML for the notification text. 
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Subscription Setup Completed Screen 
 
You have completed the Subscription Setup wizard. Select the Finish button to complete 
the process. It can take several minutes to build your subscriptions so please allow the 
system to finish. When the process is complete, you will be returned to the login and 
subscription management page. 
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Creating the subscription selection page (adding the buy-now 
buttons) 

 
The subscription selection page is where your users choose the subscription they wish 
to purchase. This page contains the buy-now buttons that users can select in order to 
make a payment. Users are normally forwarded to this page when they register with a 
site that requires payment. Please see the screenshots below. However, as you will 
soon see there are other ways users can get to this page. 
 
 

 
 
 
Step 7 of the Create Database wizard is where you enter the page that is returned to 
users that post a registration. In the screenshots above, this page is the Subscription 
Selection page. 
  
The subscription selection page is a regular HTML page that you create. You can design 
this page to look however you like.  Below is a screenshot of a sample subscription 
selection page from a site that uses HotRiot. 
 

Subscription Selection Page 

Registration Page 
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You need to add special tags to this page that will tell HotRiot where to place the  
buy-now buttons. To do this, place the tag below at the locations on the page where you 
want the PayPal buy-now buttons to appear. The tags must appear exactly as it is 
shown below. 
 

hsp-sellsubscription="subscription-plan-name" 

 
You need to replace subscription-plan-name (shown in blue) with the name of the 
subscription you want assigned to the button that replaces this tag. This is the name you 
gave the subscription plan when you defined the subscriptions on step 4 of the 
Subscription Setup wizard. This name is case sensitive and must EXACTLY match the 
name you entered in the subscription setup. You need to insert an hsp-sellsubscription 
tag for each subscription you defined. 
 
After a user submits their registration, HotRiot downloads the subscription selection 
page from your site and returns the page to the user. However, before returning the 
page, HotRiot scans for hsp-sellsubscription tags, replacing each instance of the tag with 
a PayPal buy-now button.  
 

 
Question: Can I create my own buy-now buttons, instead of using the hsp-sellsubscription tags? 
Answer: Yes, to learn how please see Appendix H – Creating custom buy-now buttons. 

 

 



 

227  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

How subscriptions are processed 

 
 
There are two basic steps users need to complete in order to fully process a 
subscription.   
 

 Submit a registration in order to become established as a registered user. 

 Process their payment in order to activate their registration. 
 
The first step must be completed for all subscriptions. The second step is only required if 
a subscription requires payment and is not a free subscription. In addition, the second 
step can be deferred to a later time if a free trial period is offered.  
 
The basic processing is as follows: 
 

1. Provide a link on your site that visitors use to navigate to the page containing the 
subscription registration form.  
 

2. Users fill in and submit the form. The information posted in the form is saved as a 
record in the registration database.  

 
For a subscription that requires immediate payment, continue on with Step #3. For free 
subscriptions, or subscriptions with deferred payment, please continue with Step #5. 
 

3. Users are forwarded to the subscription selection page, where they select the 
subscription they wish to purchase. They do this by selecting the buy-now button 
assigned to the subscription they wish to buy. This forwards them to PayPal. 
 

4. While on the PayPal site, several things happen. 
a. PayPal processes the users payment. 
b. PayPal notifies HotRiot of the payment. 
c.  Upon receiving notification, HotRiot immediately activates / updates the 

users account. 
 

5. Users are forwarded to the registration completed page. This is the page where 
you acknowledge and thank them for registering. Normally this page contains a 
link to the registered user home page. 
 

6. Users then select a link which takes them to their home page, where they have 
access to manage their account and perform processing offered by your site. 

 
The screenshots on the next page provide a visual representation of this process, 
showing how users flow through the site from page to page. The black arrows show the 
route visitors take when first subscribing to a website that requires payment. The green 
arrows show the route that registered users take when returning to the site.  
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Registered users are allowed to log into their account even if their subscription is 
inactive. This allows users to get to their home page in order to make a payment to 
renew or activate their subscription. Even though users can get to their home page with 
an inactive account, they will be denied access to any databases or searches that 
require an active subscription in order to use. 
 
This includes all databases and searches protected with the Access Rules wizard. For 
example, imagine that you set up access rules that require users to submit a 
subscription registration, or login, before being allowed to search some database in your 
system. Even though they can register and login without actually activating (paying for) 
their subscription, they will still be denied access to the protected search until their 
subscription becomes active (until they pay). 
 

Subscription renewals  

 
The subscription renewal process follows the path of the green arrows in the 
screenshots above.  
 

1. Registered users' login and are forwarded to the registered users' home page 
(#6).  

2. On the registered users home page you need to create a link that allows users to 
renew their subscription. The link will forward users to the subscription selection 
page (#3); follow the red arrow. Set the URL, or target, of the link to the value 
shown in the box below.  

 
The link below will forward users to the subscription selection page, where they can 
selects the buy-now button associated with the subscription they wish to purchase or 
renew. This link follows the path of the red arrow in the screenshots above. 
 

 
http://YourApplicationName.k222.info/process?hsp-hsp-initializepage=subscription-selection-
page 
 
(Use https instead of http when SSL security is required) 

 
In the link above you will need to replace YourApplicationName (shown in red) with the 
application name that you entered when you registered with HotRiot. You will also need 
to replace subscription-selection-page (shown in blue) with the URL of the subscription 
selection page.  
 
For example, if your subscription selection page is located at: 

http://www.YourWebSite.com/pages/subscription_selection.html 

 
You would enter: 

pages/subscription_selection.html 

 
Users can renew their subscriptions at any time; they do not need to wait until their 
current subscription expires before renewing. If a user renews their subscription before 
the expiration of their current subscription, any time or money left on their current 
subscription will be added to the renewal. 
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Processing subscriptions with deferred payment  

 

The screenshots above depict the process followed when subscribing to a site that 
requires immediate payment. Users are forwarded directly to the subscription selection 
page (#3) from the registration page (#2). However, this is not always the case. You may 
choose to offer users a free trial with their registration. In such a case, users would go 
from the registration page (#2) directly to the registered users' home page (#6). For 
these situations, payment processing would follow the same path as subscription 
renewals explained above. 
 
 

Giving users access to their payment history  

 
HotRiot maintains a record of all payments made by users to a subscription service. The 
history of payments is stored for each individual account. Users can view their payment 
history using the link shown in the box below. This link can be copied to any page on 
your site. However, as a practical matter, it is usually placed on the registered users' 
home page. The only requirement is that users must first log-in before being allowed to 
use the link, otherwise it will not produce any results.  
 

 
Copy the link above exactly as it appears. You will need to replace 
YourApplicationName (shown in red) with the application name that you entered when 
you registered with HotRiot. You can replace the link text, View Payment History (shown 
in blue) with any text or valid HTML of your choosing.  
 
Selecting the link will cause a popup window to display, containing a detailed record of 
each payment made by the logged in user. Please see the screenshot below. This 
includes: the payment processor, transaction ID, transaction date, service plan, currency 
type, and payment amount. In addition, a total of all the payments are shown. 
 

 
 

<a href="javascript:void window.open('http://YourApplicationName.k222.info/view_sub_hist.jsp', 
'hw', 'width=750,height=325,top='+ ((screen.height) ? (screen.height-325)/2 : 0) +',left='+ 
((screen.width) ? (screen.width-750)/2 : 0) +', scrollbars=yes, location=no, directories=no, 
status=no, menubar=no, toolbar=no, resizable=yes' );">View Payment History</a> 
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Giving users access to their subscription account status  

 
HotRiot maintains up-to-date records on the status of all subscription accounts. Users 
can view the status of their accounts using the link below. This link can be copied to any 
page on your site. However, as a practical matter, it is usually placed on the registered 
users' home page. The only requirement is that users must first log-in before being 
allowed to use the link, otherwise it will not produce any results.  
 

 
Copy the link above exactly as it appears. You will need to replace 
YourApplicationName (shown in red) with the application name that you entered when 
you registered with HotRiot. You can replace the link text, View Account Status (shown 
in blue) with any text or valid HTML of your choosing.  
 
Selecting the link will cause a popup window to display. This window will contain detailed 
information about the subscription status of the logged-in user, including: the service 
plan, usage restrictions, and account status (daily service rate, account balance, and 
remaining days). Please see the screenshot below.  
 
 

 
 
 

Editing Subscriptions  

 

It is not uncommon to make changes to your subscription settings. For example, you 
might decide to change pricing, or modify the duration of a plan, or even remove a 
service plan altogether. Whatever the reason, you must be able to make changes to 
your subscriptions. You can modify your subscriptions at any time by going back to the 
Subscription Setup wizard. Any changes you make become effective immediately. 
However, changes to subscription plans do not have any effect on the subscription 
settings of users who are current subscribers. Their plans stay in effect, unchanged, until 

<a href="javascript:void window.open('http://YourApplicationName.k222.info/view_sub_set.jsp', 
'hw', 'width=750,height=325,top='+ ((screen.height) ? (screen.height-325)/2 : 0) +',left='+ 
((screen.width) ? (screen.width-750)/2 : 0) +', scrollbars=yes, location=no, directories=no, 
status=no, menubar=no, toolbar=no, resizable=yes' );">View Account Status</a> 
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they renew service. At that time, they will be subject to the new settings offered in your 
plans. 
 

HotRiot Payment Fraud Detection 

 
The first thing HotRiot does when notified by PayPal of a payment transaction is to 
perform a number of security checks to validate that the payment is legitimate. There are 
several basic checks HotRiot does in conjunction with PayPal to validate the authenticity 
of the payment notification. Once this is verified, the payment then goes through several 
additional checks. HotRiot may flag a payment as suspicious for several reasons:  
 

1. Your PayPal account email address does not match the email address of the 
payee who received this payment. 

2. The payment amount posted to your PayPal account does not match the price of 
the service plan the subscriber purchased. 

3. The currency used to make the payment does not match the currency used for 
the service plan the subscriber purchased. 

 
If any of the above conditions is found to be true, you will be emailed an alert message 
that includes the PayPal transaction ID. It is strongly recommended that you investigate 
these suspicious transactions. HotRiot will not activate nor update an account 
associated with a suspicious payment. However, if after investigating a suspicious 
payment it is found to be legitimate, you can manually activate the account using the 
subscription manager. Please see the section titled Managing Subscriptions. 
 
HotRiot makes no guarantees regarding its payment fraud detection. We make 
reasonable efforts to ensure that our fraud detection works as described above. 
However, we offer no warranties whatsoever. Validating your payments is ultimately 
YOUR responsibility, and you must remain vigilant. Be sure to carefully check all 
payment receipts you receive from PayPal. Pay careful attention to the payment 
amounts and currency, and be sure to contact PayPal immediately if you suspect 
payment fraud. 
 
HotRiot is not involved in any way with payments that are made to your PayPal account; 
we are simply notified of payment transactions as they occur. That's the extent of our 
involvement. All payment transactions are between you, PayPal, and your customer. 
HotRiot does not receive any compensation for payments made to your account. We do 
not handle your money in any way and we do not have access to your PayPal account. 
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Preventing expired (inactive) registrations from showing up on 
search results 

 
HotRiot allows you to easily exclude expired (inactive) registration profiles from 
appearing in search results. Let's take a look at an example of how and why you would 
do this. 
 
Let's say you created a local registry website for attorneys. This is a website where 
lawyers in your area can go to register their contact information, along with details about 
their area of expertise, professional history, etc. Visitors come to your site to search the 
registry in order to locate a lawyer. When registering, lawyers can choose to upgrade 
their free listing to a premium listing. There is a charge for a premium listing. However, 
premium listings display the complete attorney profile to visitors, while a free listing only 
shows basic contact information. Let's see how we can do this. 
 
Option 6 on the last page of the Create Database Search wizard is where you set-up 
these search display restrictions. Please see the screenshot below.  
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This option only appears when setting up a search on a registration database. 
If both check boxes are unchecked, all records located by the search will show in the 
search results. This includes both active and inactive registration records. In addition, 
users will be able to view the record details for all records that appear in the results 
table. 

 Do not show expired registrations in the search results 
. 
Selecting the first checkbox prevents inactive subscription records from appearing in the 
search results. Therefore, in the lawyer example described above, selecting this 
checkbox will prevent any free account listings from appearing in the search results.  
 
 

 Do not allow users to view the record details for expired registrations. 
 
Selecting the second checkbox prevents users from viewing the record details for 
inactive accounts. Inactive accounts will appear in the search result table; however users 
will not be able to view the record details for these accounts. Consequently, in the lawyer 
example described above, selecting this checkbox will allow free account listings to 
appear in the results table. However, visitors will not be able to select a free listing to 
view the complete record details; they will only be able to see the record details for paid 
listings. 
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Managing Subscriptions 

 
 
As the Webmaster for a successful subscription website, you will find it necessary to be 
able to manage individual subscriber accounts. You will need to have access to account 
information in order to answer subscriber questions regarding account status, payment 
history, current balance, and so on. There will be times when you will need to modify the 
status of an account, for example, if you need to issue a refund or change the balance 
on an account. You may even find it necessary to create a customized subscription for a 
special customer. Whatever the reasons, you must be able to access and modify 
subscription accounts as needed. 
 
HotRiot provides you with all the tools necessary to perform management functions 
required of any Webmaster administrating a subscription-based website. These tasks 
are performed using the Subscription Manager. 

 

Starting the Subscription Manager wizard 

 
To start to the Subscription Manager, begin by select the Login and Subscription 
Management link located on the Main Console page (see the icon boxed in red below). 
This will take you to the Login and Subscription Management page. 
 

 
 
 

On the Login and Subscription Management page, select the Subscription Manager link 
(see the icon circled in red below). This will take you to the Subscription Manager 
wizard. 
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Subscription Manager Step 1 – Selecting the subscription database  

 
On step 1 of the wizard, you need to select the subscription that you want to manage. All 
of the registration databases created thus far will appear in a radio button selection list. 
For this example, we have chosen to perform management functions on the 
sellerRegistration database.  
 
As an option, you can select the Use SSL Secure Connection check box if the data in 
the database you choose to manage contains sensitive information that must be 
protected as it passes through the Internet. 
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Subscription Manager Step 2 – Selecting the account to manage  
 
Next, you need to locate the actual subscription account that you want to manage. You 
do this by defining a search that will return records from the subscription database that 
either exactly matches, or closely matches, the record we wish to manage. We need to 
define a search criterion that locates records based on some known information about 
the account. For example, if you know the account holders name you could construct a 
search based on his or her name.  
 
To locate a specific account, begin by selecting a field from the Account Fields list that 
you wish to search on. The Account Fields drop-down contains a list of all the fields in 
the subscription database. 
 
Next, from the Search Constraints list, select the type of comparison you want performed 
against this field.  
 
Finally, enter into the Search Input field the value you want to use in the comparison. 
Select the Add button to include the definition in your search. You can add up to seven 
search criteria. In the example below, we have chosen to search the "lastname" field for 
the name Smith. 
 
 

 
 
 
When you have finished adding all of the search criteria, select the Get Accounts button. 
All of the records that match the search criteria will be returned in a list. If more than one 
record is returned, you can either narrow the search further by including additional 
criteria, or you can manually scan the returned records looking for the correct account.  
 
The screenshot on the next page shows the results of the search above. 
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Subscription Manager Step 3 – Managing the account  

 
The search result displays the details of each account, along with the current status of 
the subscription; see the text circled in blue. 

 

 
 
To see the payment history for an account, select the View Payment History link circled 
in red. This will display the payment history page in a popup window. This shows a 
complete history of all payments made by the account holder, including the payment 
processor, transaction ID, transaction date, service plan, currency type, and payment 
amount. In addition, a total of all the payments are shown. 
Selecting the Edit Subscription Settings link will bring up the subscription setting page; 
see the link circled in green. This page is displayed in a popup window. On the 
subscription settings page you can view and modify the current settings of the 
subscription account. You can change any aspect of the subscription. For example, you 
can add time to a subscription, you can add money to the current balance, you can 
cancel a subscription, you can change the usage restrictions, and so on. Basically, you 
can modify the subscription in any way you see fit. When you are done modifying the 
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settings, select the Save Settings button to update the account. The new settings take 
effect immediately. Selecting the Cancel button will discard any changes you may have 
made. 
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Importing data into a database 

 
 
The databases you create with HotRiot can be populated with existing information.  
 
For example, consider the following scenario. Imagine you have an Excel spreadsheet 
that contains all your customer contact information. However, you decide that this is not 
an efficient means for storing this data and from now on, you want to store all your 
customer information in a database. So, you create a customer contact database using 
HotRiot. Naturally, you want to copy the data from your spreadsheet into your new 
database. Using the Import Data Wizard HotRiot allows you to easily do this. 
 
HotRiot can import data from any source that is capable of saving information in the CSV 
(comma separated) format. To import data, follow the instructions below. 
 
The first step is to create a CSV (comma separated) file that contains the data you wish 
to import into your database. You can use Excel to do this or any other program capable 
of creating CSV files. Virtually all spreadsheet and database programs can save 
information in this format. The first row of the file you create must contain the column 
names for the data; the remaining rows must contain the actual record information. Next, 
select the Import Data link located on the Main Console page (see the icon boxed in red 
below). This will take you to the Import Data wizard. 
 

 
  
On Step 1 of the wizard, enter the CSV file that you wish to import. In addition, specify 
whether the file was created with MS Excel, or some other program. Please see below. 
 

 
 
Select the SSL checkbox above if the CSV file you are importing contains sensitive 
information that must be protected as it travels through the Internet. It is recommended 
that you use SSL only for files that truly contain data that must be encrypted. Importing 
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data using SSL takes significantly longer than without SSL. This is due to the overhead 
involved in performing encryption. 
 
Step 2 of the wizard is where you select the database that you will be importing the data 
into. A radio button list of all databases created for your site is shown on this page.  
 

 
 
Step 3 of the wizard is where you pair the fields from the CSV file with the corresponding 
fields from the database where you want the data copied. Please see the screenshot 
below. 
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Next to each CSV field name is a drop-down list that contains all the fields in your 
database. From this list, select the database field into which you want to copy the 
corresponding CSV data. 
 
HotRiot will attempt to import the data from the CSV fields into the corresponding 
database fields. In order for this to succeed, the data in the CSV fields must conform to 
the format constraints of the database fields into which they are being copied. 
 
For example, if you choose to copy a CSV field into a corresponding database field that 
is defined as the type "Date," the format of the CSV data going into that database field 
must contain valid dates. Improperly formatted data will not be copied to the database; it 
will be quietly skipped over. 
 
In addition to importing new records, a data import can also replace existing database 
records based on an import key. For example, if you were importing customer contact 
information into a database that was already populated with data, you would want to be 
sure to not create duplicate records. That is, you would want to import the new 
customers’ information while replacing any existing customer records. 
 
To do this, you need to select a replacement key that is known to be unique for each 
record. In this example, the record ID field would be a good choice. Records are 
replaced whenever the value of the key in a database record is found to be the same as 
the record being imported from the import file. 
 
You can also use the import key to prevent duplicate records from being imported from a 
file that may contain duplicates. When performing a replacement, HotRiot can either 
completely replace the existing record with the record from the CSV file or HotRiot can 
only replace those fields in the record being imported from the CSV file, leaving all other 
fields unchanged. The two radio buttons shown in the screenshot below are used for 
making this selection. 
 

 
 
 
By far, the most common problem we encounter when importing data is that of 
improperly formatted CSV files. If the CSV file you are trying to import is not correctly 
structured, the import will fail. The two most common CSV file errors are field count 
mismatches and the improper use of the comma character. All records in a CSV file 
must contain the correct number of fields. For example, if the header (first) column in a 
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CSV file contains 10 fields, then every data record in the CSV file MUST also contain 10 
fields. While a field can be blank, it must still be present.  
 
 

 
 
Select the Finish button to start the import process. You will be sent an email notification 
when the data import is completed. HotRiot imports data at the rate of about 25,000 
records per hour or about 400 records per minute. 
 
If your database includes a primary key field, HotRiot will attempt to import the data in 
the column in the CSV file for the field. It’s important to understand how this works.  
 

 If the primary key field is empty for any given record in the CSV file, HotRiot will 
generate a key automatically for that record when it is imported. 

 If a primary key field for a particular record in the CSV file contains data, HotRiot 
will use the data value as the key. If the data value is a duplicate of a primary key 
for a record already in the database, the primary key for the record being 
imported will be left blank. 

 If a primary key field for a particular record in the CSV file contains data but the 
data type is something other than a number, HotRiot will automatically generate 
a primary key. 

 
Below are some additional import rules you should be aware of. 
 

 When importing from CSV file, HotRiot does not check that fields which are set as 
requiring unique values, are, in fact, unique. It will import duplicates for these 
fields when present. This is true for fields which are marked as requiring unique 
input and those marked for HotRiot to generate a unique value. 

 If a field in the CSV file that is marked for HotRiot to generate a unique value is 
empty for a given record, HotRiot will generate a value when importing the 
record. 

 
 

Exporting a database 

 
 
HotRiot allows you to easily export the data in your databases. Using the Export 
Database wizard, you can easily export your databases to one of the following three 
formats: 
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 Microsoft Excel  

 XML 

 CSV (comma separated)  
 
For smaller databases, the export file will be sent directly to your email address. For 
large databases, you will be sent a link with instructions on how to download the 
database export file. This file can be used for a wide variety of purposes. For example, it 
can be used as an input to other programs for further processing, such as Excel, where 
the data can be analyzed. 
 
To start the export wizard, select the Export Database link located on the Main Console 
page (see the icon boxed in red below). This wizard only contains a single page, 
 

 
 
where you choose the database(s) you want to export, the format of the data you want 
exported, and if the export file should be encrypted with SSL. For databases that store 
sensitive information, SSL encryption should be used, otherwise it should be left 
unchecked. 
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You initiate the export by selecting the Process Export button. This will start the export 
and forward you to the export confirmation page. You will be notified by email when the 
export completes. This email will include instructions for downloading your exported 
databases. 
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Advanced topics in database design and usage 

 
To build truly useful sites, you need the ability to create databases that have far more 
integration than we have seen thus far. Any site of significance is going to include 
groups of databases that hold related information. Often, these independent groups will 
have established relationships that allow you to create complex searches. It is common 
to see requirements for interrelated searching within a database group and between 
related groups. HotRiot has the ability to support these complex structures using 
relational databases and "joins." In the following section, we cover these and other 
topics necessary to building sophisticated sites. 
 

Advanced database design (creating relational databases) 

 
Up until this point, we've only created databases that are loosely coupled. In the real 
world things are quite different. The information in different databases is often related, 
and needs to be linked in order to provide users with a comprehensive view of the data 
managed by your site. These relational databases are a bit more complicated than non-
related databases. The term relational refers to the fact that the information in one 
database is connected to other databases in your system. The data in one record can be 
used to find additional information in other records that exist in other databases. This is 
usually done using a key field. This allows you to create complex interrelationships 
between databases that can be used to accommodate a wide variety of requirements. 

Primary keys and foreign keys 

Before we go any further, we need to explain the concept of a primary key and a foreign 
key. A primary key is a field which uniquely identifies a record in a database. A foreign 
key is a field which identifies a record in some other database. A foreign key contains 
the primary key value of the record it references in the "foreign" database, thus providing 
a direct link to the record. A database can have multiple foreign keys but only one 
primary key. 
 
For example, consider the two databases below. 
 

 Registration database 

 Job Posting database 

 

 

 

 
 
 
 
 
 
Both the Registration and Job Posting databases contain primary key fields. In this 
example, the primary keys are named "Registration PK" and "Job Posting PK." It is 
customary to append "PK" to a primary key field name. This makes it easy to identify the 
field. The job posting database also contains a foreign key named "Registration FK." As 

Registration Database 

 

Registration PK 

Company Name 

E-mail Address 

… 

Job Posting Database 

 

Registration FK 

Job Posting PK 

Job Title 

Job Description 

… 
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with primary key fields, it is customary to append "FK" to the name of a foreign key field. 
This field is the key that connects the records in each database. A record in the 
registration database can be used to find all jobs posted by a company by searching the 
job posting database on the Registration FK field. Conversely, you can locate the 
registration profile associated with a job record by searching the Registration Database 
on the Registration PK field. 
 
Let's have a look at the internals of what these two databases look like: 
 
 Registration Database 

Company 
Name 

HR Contact Email Address Registration PK 
Other 
Data 

Garmark  Tom Smith ts@garmark.com 4333456 … 

ProMetic Sue Allen sa@prometic.com 9905664 … 

 
                   Job Posting Database 

Job 
Title 

Job 
Description 

Job Posting PK Registration FK 
Other 
Data 

Line Manager Manage the 
production… 

6768890 4333456 … 

Design 
Engineer 

Design and 
develop… 

2231564 4333456 … 

System 
Analyst 

Evaluate 
customer… 

7786564 9905664 … 

 
As you can see in the database tables above, the values in the "Registration FK" column 
of the job postings database correspond to the "Registration PK" values in the 
registration database. This primary key / foreign key relationship provides a bi-directional 
link between the records in the two databases, allowing a lookup of one from the other. 
 
We don't want to get too far ahead of ourselves. The purpose is to get you to consider 
ways in which you can structure your databases, and how you can use primary keys and 
foreign keys to establish relationships. 
 

Creating primary and foreign key fields 
The mechanics of creating primary keys and foreign keys are very simple. Include in 
your database forms a hidden field for each key you wish to create. For example, the job 
posting database above, you would include two hidden fields, as shown below. 
 
   <input type="hidden" name="job_posting_pk" value=""> 
   <input type="hidden" name="registration_fk" value=""> 
 
Be descriptive when naming these fields. For example, use the database name, 
appended with "PK" for "primary keys." For foreign keys, simply use the name of the 
primary key it references, appended with "FK." 
 
Next, on Step 3 of the Create Database wizard, where you set the field data types, 
select the data type "Primary Key" for primary key fields. Then select "Foreign Key" for 
the foreign key fields. That’s it. 
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Structuring your databases 

There is no clear-cut correct way to structure your databases. However, there are some 
general guidelines you should consider. Let's take a look at an example database for a 
job-search website.  
 
In the illustration below, we have defined six databases that comprise a simple job-
search site. Notice each database contains a primary key field, which is used to uniquely 
identify records. In addition, most of the databases below also contain foreign keys, 
which are used to link records between the databases. For example, the Job Postings 
database contains the foreign key "Co Registration FK."  This can be used to easily 
locate all jobs posted by a particular company by simply searching the Job Postings 
database on this field. Alternatively, this can be used to look up the registration details of 
the company that posted the job by searching the company registration database on the 
"Co Registration PK" field. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
As you can see from the diagram above, things can start to get complicated as you 
create more complex interrelationships. Thus, you need to take time to properly plan 
things out. Nonetheless, linking databases through primary key/foreign key relationships 
allows you to create sophisticated systems that simply would not be possible otherwise.   
 
At this point, don't concern yourself with the mechanics of how you are going to create 
your databases. Right now, just think about the database structure in a broad sense. On 
paper, write out the name of each database and the information it will store. Try to follow 
our example above — identify the databases you will need, and include a couple of the 
fields they will contain.  Follow the general guidelines below. 
 

1. Each database should only store related information. For example, it would be a 
mistake to include job posting information in the Company Registration database. 
It is far better to simply create another database to hold the job posting 
information and then link the two databases using key fields. 
 

Company Registration Database 

 

Co Registration PK 

Company Name 

HR Contact 

E-mail Address 

Password 

Job Posting Database 

 

Co Registration FK 

Job Posting PK 

Job Title 

Job Description 

Base Pay 

Company E-mail Database 

 

Co Registration FK 

JS Registration FK 

Co E-mail PK 

E-mail Subject 

E-mail Body 

… 

Job Seeker Registration Database 

 

JS Registration PK 

First Name 

Last Name 

E-mail Address 

Password  

Job Seeker Favorites Database 

 

JS Registration FK 

Co Registration FK 

Job Posting FK 

JS Favorites PK 

Date Added 

Job Seeker E-mail Database 

 

JS Registration FK 

Co Registration FK 

JS E-mail PK 

E-mail Subject 

E-mail Body 
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2. Include a primary key field in every database you create, even if you think it will 
never get used. You should almost never break this rule. It's better to have a 
primary key and not use it, than to need it and not have it.  
 

3. When records in two databases are related link them using a primary key / 
foreign key relationship. This is the foundation upon which relational databases 
are built.  Sometimes, a database is linked to more than one other database, as 
in the Job Seeker Favorites database above. As you can see, the records in this 
database include three foreign keys that link to records in three databases, 
including: 
 
The Job Seeker Registration Database 
The Company Registration Database 
The Job Postings Database 
 
When you link related databases in this way, you greatly enhance your ability to 
create searches that can locate related records. For example, the  
"Co Registration FK" field in the Job Seeker Favorites Database can be used to 
create a search link that can locate the registration information of the company 
that posted the job. Similarly, the 'Job Posting FK' link can be used to create a 
search link that can locate the complete job listing. This is the real power behind 
using linked keys fields. 

 
Let's take a closer look at these three basic principles. 
 
 

1. Defining Database Fields 
Once you have identified the databases that comprise your site, the next step is to 
decide the specific information each database will store. This should be fairly easy. For 
example, if your site includes a registration database, you must decide the information 
you would like to collect as part of the registration process. This can be whatever you 
want. However, in defining your database fields, consider the three guidelines below: 
 

1. Only include those fields you really need. You don't want to carry around useless 
information in your databases. It only serves to bog things down. Don't worry if 
you miss some fields in your initial design. HotRiot allows you to easily modify 
your databases after they have been created. 
 

2. Each database should only store related information. We mentioned this earlier, 
however it is worth reiterating.  
 

3. Registration databases represent a special case — these databases should 
almost always include an email address field and a password field. Together, 
these fields represent the user's login credentials. Normally, sites that have a 
registration database will also include a login; this allows registered users 
returning to the site to enter.  
 
HotRiot allows you to use any combination of fields from a registration database 
as the login credentials; however, the vast majority of sites simply use the user’s 
email address and password. This represents the best balance between security 
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and ease of use. Also, including the user’s email address as one of the login 
credentials allows you to include an automatic "lost login lookup" on your site. 
 

 

2. Including a primary key field in all your databases 
It is almost universally accepted that it is good database design to include a primary key 
field in all databases, even if you are not sure that you will ever use the key. Experience 
has shown that primary keys wind up being used extensively in most website 
applications, especially those that include registrations. Creating a primary key is easy 
— just follow the instructions below. 
 
First, include a hidden field in your database form; this is going to be the primary key 
field. Do not simply name the field "primary_key." Be more descriptive. For example, a 
good choice is to take the database name and append it with "PK." See the example 
below: 
 
   <input type="hidden" name="user_registration_pk" value=""> 
 
Next, on Sep 3 of the Create Database wizard, on the page where you set the field data 
types, select the data type "Primary Key" for the hidden primary key field. This instructs 
HotRiot to generate a unique ID for this field in the database.  
 

3. Linking records in different databases 
The ability to link related databases is the payoff you get for properly designing your 
databases and including key fields. Let's go back and use the job search site example to 
help us understand how databases are linked. Below is copy of the job search database 
we presented earlier. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This is a database for an imaginary job search site. This site allows registered 
companies to post job listings in the job postings database. Registered job seekers can 
search the job postings database. When they find a job they are interested in, they can 
save a record of the job in the job seeker favorites database. This allows them to easily 

Company Registration Database 

 

Co Registration PK 

Company Name 

HR Contact 

E-mail Address 

Password 

Job Posting Database 

 

Co Registration FK 

Job Posting PK 

Job Title 

Job Description 

Base Pay 

Company E-mail Database 

 

Co Registration FK 

JS Registration FK 

Co E-mail PK 

E-mail Subject 

E-mail Body 

… 

Job Seeker Registration Database 

 

JS Registration PK 

First Name 

Last Name 

E-mail Address 

Password  

Job Seeker Favorites Database 

 

JS Registration FK 

Co Registration FK 

Job Posting FK 

JS Favorites PK 

Date Added 

Job Seeker E-mail Database 

 

JS Registration FK 

Co Registration FK 

JS E-mail PK 

E-mail Subject 

E-mail Body 
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go back and find all jobs in which they were previously interested. Job seekers can also 
send emails to a company through the company email database. This functionality can 
only be possible if we create primary keys and foreign keys that link these related 
databases. 
 
Let's go step by step and see how to link these databases. We’ll start with the company 
registration database. This database includes a primary key named 'Co Registration PK,' 
which is automatically created when a company registers with our site. At some point, a 
registered company is going to post a job to the 'Job Postings' database. Naturally, we 
will want to include the primary key value from their registration, as a foreign key, in the 
job postings record. To do this, we simply include an hsp-fieldvalue tag in the job 
postings database form. In keeping with database design principal #2, our job postings 
database also includes a primary key field named 'Job Postings PK.' 
 
Now let's look at how job seekers interact with our site. Job seekers must register before 
they can search the job postings database. Naturally, our registration database includes 
a primary key. This key is stored in the 'JS Registration PK' field. Once job seekers have 
submitted their registrations, they can start searching the job postings database. One of 
the features of our site is that we allow job seekers to maintain records of their favorite 
jobs.  
 
As you can see from the diagram above, the job seeker favorites' database includes 
three foreign key fields: 
 

 JS Registration FK 

 Co Registration FK 

 Job Postings FK 
 

These foreign keys reference records in their respective databases, which is what 
creates the link between records in the "Job Seeker Favorites" database and records in 
the three foreign databases. The question is this: How can we populate the foreign key 
fields in the job seeker favorites' database with the primary key values from the foreign 
databases? The answer: We use the hsp-fieldvalue tag. On the job postings details 
page, we create a database form that submits records to the job seeker favorites' 
database. This form must include three hidden fields that use the hsp-fieldvalue tag. An 
example of the three fields is shown below: 
 

 <input type="hidden" name="js_registration_fk" value="hsp-fieldvalue=hsp-user:: js_registration_pk  

 

 <input type="hidden" name="co_registration_fk" value="hsp-fieldvalue=job posting 
database::co_registration_fk"> 

 

 <input type="hidden" name="job_posting_fk" value="hsp-fieldvalue=job posting 
database::job_posting_pk"> 

 
 

Searching relational databases 
Searching a relational database is really no different from searching any other database. 
The only distinguishing feature of a relational database is the fact that it contains key 
fields that link it to other databases in your system. However, this small difference 
greatly enhances your ability to create secondary searches that can locate related 
records. For example, the "Co Registration FK'" field in the "Job Seeker Favorites" 
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database can be used to create a search link that can locate the registration information 
of the company that posted the job. Similarly, the "Job Posting FK" key can be used to 
create a search link that can locate the complete job listing from the job posting 
database. This is the real power behind using linked key fields. 
 
Another option is to use the more advanced technique of searching your relational 
databases using joins. A join can be thought of as a multi-database search. It allows you 
to perform searches that include record data from two or more databases. This is 
covered in detail in the next section Searching your databases using joins. 
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Searching your databases using joins 

 
Up to this point, all of our searches have been designed to simply search a single 
database. While these types of searches can be informative, you will, in many instances, 
want searches that locate and return record data from two or more databases. To do 
this, we need to "join" the databases in the search in a way that matches up the right 
information from each one to the other. 
 
We illustrated in the Advanced database design section that by making judicious use of 
key fields you can create complex relationships between databases that can be used to 
locate related data in different databases. You can use a key, usually a foreign key, from 
one database to locate related records in other databases. Joins take this concept one 
step further and allow you to apply these relationships in a single search to determine 
which records get returned by a search and to combine the data from the different 
databases in the result set. 
 
A join is a specialized type of search that involves two or more databases. You can think 
of them as a multi-database search. They provides a means for including fields from 
multiple databases in the search criterion in order to establish a relationship between the 
databases that are used by the search when locating records. The result set returned by 
a join combines the records from the databases included in the join. 
 
Make no mistake, joins can be difficult to use, and the concepts can take time to learn. 
This section builds on the information presented in the advanced database design 
section. You will need to be comfortable with the information presented there if you are 
to successfully work with joins. 
 
 

How joins work in HotRiot 

For the technically inclined, HotRiot supports what are known as INNER EQUIJOINS. 
This type of join links two or more databases using one or more fields as the join key. 
When defining a join, one database is established as the primary database. The primary 
database is the main database that all databases are joined to in the search.  
 
HotRiot processes a search with joins in two steps. NOTE: This explanation is meant to 
provide a conceptualization of how joins are performed. The actual process HotRiot uses 
is somewhat different. Imagine a job posting site that includes the two databases below. 
 

 Registration database 

 Job Posting database 

 

 

 

 
 
 
 

Registration Database 

 

Registration PK 

Company Name 

E-mail Address 

… 

Job Posting Database 

 

Registration FK 

Job Posting PK 

Job Title 

Job Description 

… 
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As you can see, these databases are linked on the "Registration FK" field of the job 
postings database and the "Registration PK" field of the registration database. Let's have 
a look at what the internals of these two databases look like. 
 
 Registration Database 

Company 
Name 

HR Contact Email Address Registration PK 
Other 
Data 

Garmark  Tom Smith ts@garmark.com 4333456 … 

ProMetic Sue Allen sa@prometic.com 9905664 … 

 
                   Job Posting Database 

Job 
Title 

Job 
Description 

Job Posting PK Registration FK 
Other 
Data 

Line Manager Manage the 
production… 

6768890 4333456 … 

Design 
Engineer 

Design and 
develop… 

2231564 4333456 … 

System 
Analyst 

Evaluate 
customer… 

7786564 9905664 … 

 
 
Now, assume that we decide to join these two databases on the established primary key 
/ foreign key relationship that exists between them. Then for each record in the main 
database (in this example assume this is the registration database) HotRiot checks for 
records in the job postings database where the "Registration FK" is equal to the 
"Registration PK" value. When a match is found the two records are joined in a new 
temporary database that is composed of fields from both databases. Please see below. 
 
Temporary database created by joining the registration database with the job postings database 

 
Once the databases are fully joined, HotRiot then searches the newly created temporary 
database for records that match the search criteria. For all matching records, the field 
data from the base database and all joined databases are returned in the search results.  
 
HotRiot permits up to five databases to be joined in a single search. This allows you to 
create very sophisticated queries. However, keep in mind that the more databases you 
include in a join, the longer it will take for the search to execute. There is no getting 
around it; joins require complex logic and take time to complete. As a general guide, try 
and keep the number of databases you include in a join to three or fewer. If you find a 
particular search requires many databases to be joined, try instead to present the data in 
stages using several simpler searches, or consider using triggers. Be creative, there is 

Company 
Name 

HR 
Contact 

Email address 
Registration 

PK 
Job 
Title 

Job 
Description 

Job 
Posting 

PK 

Registration 
FK 

Other 
Data 

Garmark 
Tom 
Smith 

ts@garmark.com 4333456 
Line 

Manager 
Manage the 
production… 

6768890 4333456 … 

Garmark 
Tom 
Smith 

ts@garmark.com 4333456 
Design 

Engineer 
Design and 
develop… 

2231564 4333456 … 

ProMetic 
Sue 
Allen 

sa@prometic.com 9905664 
System 
Analyst 

Evaluate 
customer… 

7786564 9905664 … 
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rarely one "right" way of doing things. You usually have more options that you might 
initially think. 
 
Let's have a look at an example. 
 

Creating a search that uses joins 

Let's bring back the databases from the example job search Web site we introduced in 
the Advanced database design section.   
 
In the illustration below we have defined six databases that comprise a simple job 
search site. Notice each database contains a primary key field, used to uniquely identify 
records. In addition, most of the databases below also contain foreign keys, which are 
used to link records between the databases.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
For example, the job postings database contains the foreign key "Co Registration FK". 
This key identifies the particular company that posted the job. It can be used to easily 
search the company registration database.  However, instead of performing a simple 
search, let's instead conjure up a complex query that could only be solved using a join. 
 
As you can see, our imaginary job search site allows job seekers to save their favorite 
jobs to the job seeker favorites' database. Wouldn't it be great if we could provide job 
seekers with the ability easily compare and contrast their favorite jobs? Well, it turns out 
that the job seeker favorites database has a foreign key that link their favorite jobs back 
to the job postings database and the company registration database. Using a join we 
should be able to link these three databases in a search and provide our job seekers 
with a complete picture of their favorite jobs, including which companies posted these 
jobs. This will allow them to quickly and easily compare the offerings. 
 
We would like to create a search that will join the Job Seeker Favorites database with 
the Job Postings database and the Company Registration database, where: 

Company Registration Database 

 

Co Registration PK 

Company Name 

HR Contact 

E-mail Address 

Password 

Job Posting Database 

 

Co Registration FK 

Job Posting PK 

Job Title 

Job Description 

Base Pay 

Company E-mail Database 

 

Co Registration FK 

JS Registration FK 

Co E-mail PK 

E-mail Subject 

E-mail Body 

… 

Job Seeker Registration Database 

 

JS Registration PK 

First Name 

Last Name 

E-mail Address 

Password  

Job Seeker Favorites Database 

 

JS Registration FK 

Co Registration FK 

Job Posting FK 

JS Favorites PK 

Date Added 

Job Seeker E-mail Database 

 

JS Registration FK 

Co Registration FK 

JS E-mail PK 

E-mail Subject 

E-mail Body 
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1. The "Job Posting FK" in the Job Seeker Favorites database is equal to the "Job 
Posting PK" in the Job Postings database. 

2. And the "Co Registration FK" in the Job Seeker Favorites database is equal to 
the "Co Registration PK" in the Company Registration database. 

3. And the Base Pay in the Job Postings database is greater than some minimum 
entered by the user in the search form. 

4. And the Date Added in the Job Seeker Favorites database is later than some 
date entered in the search form. 

 
The first two requirements above specify the databases that will be joined — see below: 
 

 Job seeker favorites database (the primary or base database) 

 Job postings database  

 Company registration database  
 
In addition, it also specifies the key fields that will be used to join the databases. The 
final two requirements specify the search criterion that will be used to locate records. 
Let's examine these individually. 
 
The key to creating a join is deciding which databases to join and which field(s) to join 
on. This decision is tied to the structure of your databases, the manner in which they are 
related, and the information you want returned by the search. In #1 and #2 above, we 
have decided to join the Job Seeker Favorites database with the Job Postings database 
and the Company Registration database. We joined these databases on their 
established primary key / foreign key relationship. This is the most efficient method. 
 
Deciding which databases to join is different from specifying the search criteria. We still 
need to define the search criteria that will be used to select the records returned by the 
search. This is specified in #3 and #4 above.  
 
Let's have a look at this graphically. The black arrows indicate which fields will be used 
to join the databases, where the Job Seeker Favorites database is the base, or primary 
database. The other two databases join to this database. The fields boxed in red are 
used in the search criteria to determine which records get selected by the search. 
 
 
 
 
 
 
 
 
 
 
There are two things worth noting: 
 

 All joins in HotRiot have a base database. In this example the Job Seeker 
Favorites database is the base database. The base database is the primary 
database to which all databases in a join are joined.  

Company Registration Database 

 

Co Registration PK 

Company Name 

HR Contact 

E-mail Address 

Password 

 

Job Posting Database 

 

Co Registration FK 

Job Posting PK 

Job Title 

Job Description 

Base Pay 

 

Job Seeker Favorites Database 

 

JS Registration FK 

Co Registration FK 

Job Posting FK 

JS Favorites PK 

Date Added 

 
(Base Database) 
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 Any database that is joined in a search can be used in the search criteria. In this 
example, we include fields from the Job Seeker Favorites database and the Job 
Postings database in our search criteria. 
 

We have outlined our search by defining the databases that we will join and the search 
criteria we intend to use to locate records. Now let's see how we would actually go about 
creating this multi-database search using HotRiot. Let's begin by having a look at the 
search form. 
 

 
 
The search form above allows users to enter the following search criteria: the minimum 
base pay and the date a job was added to their favorites list. This satisfies search 
requirements #3 and #4 above.  
 
The next step is to process the search form with the Create Database Search wizard. 
We covered this wizard in detail earlier. Therefore we will not reiterate every step here. 
Instead, we will only cover those parts of the wizard that specifically apply to creating 
joins. Step 5 of the wizard is where you select the base database and all of the 
databases that will be joined in the search. 
 
 

 
 
In the screenshot above, the list box highlighted in blue is where you select the base (or 
primary) database for this search. This is the database that will be joined with all other 
databases you include in the search.   
There is no simple formula we can give you for correctly choosing the base database. 
On occasion, more than one database in a join can serve as the base. The best way is 
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to go back to the beginning and think about why you are creating this search. Then ask 
yourself: If you were not performing a join and could only search one of these 
databases, which one would it be? More often than not, that is your base database. 
 
Next, select the check box highlighted in red above. This will reveal additional controls 
that are used to select the join databases. Please see the screenshot below. 
 

 
 
Adding a join is a two-step process. You can repeat these steps as necessary in order to 
include as many joins as needed (up to five). 
 

1. Select the database that you want to join. You do this using the list box 
highlighted in red in the screenshot above.  
 

2. Next, using the two list boxes highlighted in blue, select the fields that will join the 
databases. The list box on the left shows all of the fields in the base database. 
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The list box on the right shows all of the fields in the join database that you 
selected in Step 1. Choose the field from each list box that should be used to join 
the database records.  

 
When you have completed these two steps, select the Join Database button. This will 
add the join to the search. You can repeat this process to include up to five databases in 
a join. When you are finished adding all of the join databases, proceed to step 6, where 
we will define the search criteria. 
 
 

 
 
 
 
Defining the search criteria for a search that includes joins is not much different from 
defining the search criteria for a single database search. The difference is that in a 
single-database search, only the one database can be used to define the search criteria. 
Whereas, in a search that includes joins, any joined database can be used to create the 
search criteria.  
 
Follow the two steps below. 
 

1. The drop-down box highlighted in red contains all of the databases joined in the 
search. Select the database that you would like to use to define the search 
criteria.  
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2. The list box highlighted in blue shows all of the fields in the joined database that 
you selected in step 1. You can now proceed to define the search criteria as you 
normally would. 

 
You can repeat these two steps as necessary in order to fully create the search criteria. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

261  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

Creating a results table for searches that include joins 

 
In the previous section, "Searching your databases using joins," we explained how to 
create searches that use joins. These searches pull record data from multiple databases 
simultaneously. The record information from all databases joined in a search can be 
displayed in the search results table.  
 
In this section, we will show you how to display record data for searches that include 
joins. The Customize Search Results Table wizard is the tool that you use to design a 
results table. We have gone through this wizard in detail earlier, so we will not rehash 
every step again. Instead we will focus on those parts of the wizard that specifically 
apply to customizing a result table for searches that include joins. 
 
Customizing a search results table for a search that uses joins is basically the same as 
customizing a results table for a single database search. The main difference is that the 
table can include fields from any of the databases included in the join. Step 3 of the 
Customize Search Results Table wizard is where you select the fields that are to be 
displayed in a results table. Please see the screenshot on the next page. 
 
This step of the wizard includes one additional control used when customizing the 
results table for searches that include joins. Please see the drop-down list box 
highlighted in red. 
  
To add fields to a results table, follow the two steps below: 
 

1. The drop-down box highlighted in red contains a list of all the databases joined in 
the search. Select the database that contains the fields you would like to display 
in the results table.  

2. The list box highlighted in blue shows all of the fields in the database that you 
selected in Step 1. You can now proceed to add fields to the results table as you 
normally would. 

 
You can repeat these two steps as necessary in order to include fields from each of the 
joined databases used in the search. 
 

Creating a custom results table layout for searches that include joins 

In the section Creating a custom search results table, we explained how to create a 
search results table with a custom layout. Everything presented in that section applies to 
creating a custom result table for searches that include joins. The only difference is that 
you are not limited to displaying record data from a single database. The table tags can 
be used to display data from any of the databases joined in the search. The basic syntax 
for table tags that are used to display record data is as follows: 
 

tag-name=' form-name::field-name' 
 
When creating a custom results table for a search that includes a join, the 'form-name' 
field in the tag can reference any joined database, in addition to the primary database.  
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Event triggers 

 
A trigger is an action that is invoked automatically in response to a predefined event. For 
example, the creation of a record in one database can trigger the creation of other 
record in secondary databases. Or, the deletion of a record on one database can trigger 
the deletion of all related records on other databases. 
 
The link to access the trigger wizard is located on the Main Console (see the icon boxed 
in red below).  
 

 
 
 
This will take you to the Event Triggers page. Please see the screenshot below. 
This page has links to take you to each of the trigger wizards. HotRiot currently supports 
insert triggers, record select triggers, delete triggers, registration triggers, and login 
triggers. 
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Delete triggers 

Delete triggers are used to automatically remove records in a child database in response 
to a record being removed in a parent database. The parent database and the child 
database are normally related in some way such that when a record is removed from the 
parent all related records must also be removed from the child.  
 
To start the delete trigger wizard, select the delete trigger option on the Event Triggers 
page, see above. This will take you to the opening page of the Delete Trigger wizard.  
 

 
 

 

This is a simple welcome screen. Select the Start button to begin. This will take you to 

the first step of the wizard. Please see the screenshot below. 

 

 

 
 
 
Step 1 of the delete trigger wizard is where you select the parent trigger database. An 
action on the parent database is what triggers actions on the child databases. So, for a 
delete trigger, deleting a record from the parent will cause related records in the child to 
also be deleted. Proceed to step two when you have selected the parent database. 
Please see the screenshot on the next page. 
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Step two of the wizard is where you set up the trigger actions. This is where you select 
the child databases and the key that links them to the parent. Defining a trigger action is 
a two-step process. You can repeat these steps as necessary in order to include as 
many databases in the trigger as needed (up to ten). 
 

1. Select the database that you want to include as a child in the trigger. You do this 
using the list box highlighted in red in the screenshot above.  
 

2. Next, using the two list boxes highlighted in blue, select the fields that will link the 
child database to the parent database. The list box on the left shows all of the 
fields in the parent database. The list box on the right shows all of the fields in 
the child database that you selected in step 1. Choose the field from each list box 
that should be used to link the databases. Whenever a record is deleted from the 
parent database HotRiot will also delete all records in the child database whose 
selected field matches the selected field in the parent database. 
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When you have completed these two steps, select the Add Trigger button. This will add 
the trigger to the trigger list. You can repeat this process to include up to ten child 
databases in the trigger. When you are finished creating the trigger actions, please 
proceed to the final step of the wizard. See the screenshot below. 
 
 

 
 

Select the Finish button to complete the process. When the trigger construction is 

finished, you will be returned to the Main Console page. At this point, the trigger is 
active. 
 
Additional notes 
To modify the settings of an existing delete trigger simply follow the instructions outlined 
above. Step 2 of the wizard will automatically populate with the current settings, while 
allowing you to make any necessary modifications.  
 
A database can be a parent in one delete trigger and a child in another, although this 
would be somewhat unusual. There is no way to specify the order in which the delete 
triggers will execute.  Also, delete triggers do not cascade. For example, imagine a 
database that is defined as a delete trigger parent in one trigger and a child database in 
another trigger. Processing  the trigger where the database is defined as a child will not 
cause a trigger where it is defined as a parent to fire. 
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Insert triggers 

Insert triggers are used to automatically insert records into secondary databases in 
response to a record being posted into a primary database. Here's how it works. You 
begin by selecting a primary (or trigger) database. Next, you select the secondary 
databases. Finally, you select the field data that should be copied from the trigger 
database to the secondary databases. Whenever a user posts a record to the trigger 
database, new records will automatically be created in the secondary databases with the 
selected field data copied from the trigger database record to the newly created 
secondary database records. 
 
To start the insert trigger wizard, select the record insert trigger option on the Event 
Triggers page. This will take you to the opening page of the Insert Trigger wizard. Please 
see the screenshot below. 
 

 
 

This is a simple welcome screen. Select the Start button to begin. This will take you to 

the first step of the wizard. Please see the screenshot below. 

 

 
 
Step 1 of the insert trigger wizard is where you select the primary trigger database. An 
action on the primary database is what causes the trigger to fire. So, for a record insert 
trigger, inserting a record into the primary database will cause the automatic creation of 
records in the secondary databases. Proceed to step 2 when you have finished selecting 
the primary database. Please see the screenshot on the next page. 
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Step 2 of the wizard is where you set up the trigger actions. This is where you select the 
secondary databases along with the field data that should be copied from the primary 
database to the records created in the secondary databases. Defining a trigger action is 
a two-step process. You can repeat these steps as necessary in order to include as 
many databases in the trigger as needed (up to ten). 
 

1. Select the database that you want to include as a secondary insert database. 
This is the database where a new record will be created. You do this using the 
list box highlighted in red in the screenshot above.  
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2. Next, using the two list boxes highlighted in blue, select the field data that should 
be copied from the primary database to the secondary database. The list box on 
the left shows all of the fields in the primary database. The list box on the right 
shows all of the fields in the secondary database that you selected in Step 1. 
Choose a field from each list box. Whenever a record is inserted into the primary 
database, HotRiot will automatically create a record in the secondary database 
and copy the field data from the selected primary database field into the selected 
secondary database field. You can copy as many fields from the primary 
database to the secondary database as necessary. 

 
When you have completed these two steps, select the Add Trigger button. This will add 
the trigger to the trigger list. You can repeat this process to include up to ten secondary 
databases in the trigger.  
 
When you are finished creating the trigger actions, please proceed to the final step of the 
wizard. See the screenshot below. 
 

 
 

Select the Finish button to complete the process. When the trigger construction is 

finished you will be returned to the Main Console page. At this point, the trigger is active. 
 
Additional notes 
To modify the settings of an existing record insert trigger, simply follow the instructions 
outlined above. Step 2 of the wizard will automatically populate with the current settings, 
allowing you to make any necessary modifications.  
 
A secondary database in one insert trigger can also act as a primary or trigger database 
in another. However, you cannot cascade record insert triggers. For example, if a 
secondary database in one trigger is also a primary in another trigger, the automatic 
insertion of a record into the database from the first trigger will not cause the second 
trigger to fire. 
 
Record ownership information is properly maintained for all records automatically 
created in secondary databases. So, if a user is logged in at the time they cause an 
insert trigger to fire, all of the records created by the trigger will be "owned" by that 
logged in user, just as if they had manually inserted the records in the secondary 
database themselves. 

Registration triggers 

Registration triggers are used to automatically create records in secondary databases in 
response to a user submitting a registration. Here's how it works. You begin by selecting 



 

270  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

a primary registration database (the trigger database). Next, you select the secondary 
databases where the new records should be created. Finally, you select the field data 
that should be copied from the trigger database to the newly created records in the 
secondary databases. Whenever a user submits a registration to the trigger database, 
new records will automatically be created in the secondary databases, with the selected 
field data copied from the registration database record to the newly created secondary 
database records. Registration triggers are used for two main reasons; first, to create 
multi-page registration forms, and second, to ensure records that are related to a 
registration get properly created and associated with the registration. 
 
To start the registration trigger wizard, select the registration trigger option on the Event 
Triggers page. This will take you to the opening page of the Registration Trigger wizard. 
Please see the screenshot below. 
 

 
 

This is a simple welcome screen. Select the Start button to begin. This will take you to 

the first step of the wizard. Please see the screenshot below. 

 

 
 
Step 1 of the registration trigger wizard is where you select the registration trigger 
database. An action on this database is what causes the trigger to fire. So, for a 
registration trigger, posting a registration to this database fires the trigger, causing the 
automatic creation of records in the secondary databases.  
 
Proceed to step two when you have finished selecting the primary database. Please see 
the screenshot below. 
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Step 2 of the wizard is where you set up the trigger actions. This is where you select the 
secondary databases, along with the field data that should be copied from the 
registration database record to the records created in the secondary databases. Defining 
a trigger action is a two-step process. You can repeat these steps as necessary in order 
to include as many databases in the trigger as needed (up to ten). 
 

1. Select the database that you want to include as a secondary database. This is 
the database where a new record will be created. You do this using the list box 
highlighted in red in the screenshot above.  
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2. Next, using the two list boxes highlighted in blue, select the field data that should 
be copied from the primary database to the secondary database. The list box on 
the left shows all of the fields in the primary database. The list box on the right 
shows all of the fields in the secondary database that you selected in Step 1. 
Choose a field from each list box. Whenever a registration is posted for the 
primary database, HotRiot will automatically create a record in the secondary 
database, and copy the data from the selected field in the primary database 
record to the selected field in the newly created secondary database record. You 
can copy as many fields from the primary database to the secondary database 
as necessary. 
 
Although you can copy any data from the primary registration record to the 
records created in the secondary databases, the information that is usually 
copied are the registration's primary key and sometimes a time stamp. Copying 
the primary key allows you to easily associate the records in the secondary 
databases with a specific registration. This can help with searching, particularly 
when performing searches with joins. You can also use these keys with record 
select triggers.  

 
When you have completed these two steps select the Add Trigger button. This will add 
the trigger to the trigger list. You can repeat this process to include up to ten secondary 
databases in the trigger.  
 
When you are finished creating the trigger actions, proceed to the final step. See the 
screenshot below. 
 

 
 

Select the Finish button to complete the process. When the trigger construction is 

finished you will be returned to the Main Console page. At this point, the trigger is active. 
 
 
 
Additional notes 
A registration trigger almost always includes a corresponding login trigger. This makes 
sense; when logging in you would expect all of the record data from each page of a 
user's registration to be accessible. For this reason, HotRiot automatically creates a 
matching login trigger for each registration trigger that you create. The login trigger 
created by HotRiot pulls in all of the records created by the registration trigger. You are 
free to modify this trigger as you see fit, but we would caution you to use care. 
 



 

273  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

In addition to creating a login trigger, HotRiot also automatically creates a matching 
record select trigger for each registration trigger you create. When a user selects a page 
link on a results table for a registration, you would expect the fields from every page of 
the selected registration record to be accessible. The record select trigger created by 
HotRiot pulls in all of the records created by the registration trigger. You are free to 
modify this trigger as you see fit but we would caution you to use care. 
 
To modify the settings of an existing registration trigger, simply follow the instructions 
outlined above. Step 2 of the wizard will automatically populate with the current settings, 
allowing you to make any necessary modifications.  
 
A secondary database in one registration trigger can also act as a primary (or trigger) 
database in another. However, you are strongly advised against doing this. As a general 
rule, the secondary databases in a registration trigger should all be non-registration 
databases. Also, because you cannot cascade registration triggers, this type of setup 
could create inconsistent results that would be difficult to deal with. For example, if a 
secondary database in one registration trigger is also a primary in another trigger, the 
insertion of a record into the database from the first trigger will not cause the second 
trigger to fire.  
 
Record ownership information is properly maintained for all records automatically 
created in secondary databases. All records created in the secondary databases will be 
"owned" by the user posting the registration, just as if they had manually inserted the 
records in these databases themselves. 
 
 
 
 

Record select triggers 

Record select triggers automatically search and retrieve record data from select 
databases in response to a record selection occurring in a search results table. To 
understand how this works, we need to take another look at action links in search result 
tables. We explained action links in detail earlier, but let’s quickly recap what we went 
over in order to refresh your memory.  Action links allow you to pick a column in a results 
table and have the data in the column perform a special action when selected by users. 
There are currently two types of action links that can be created. 
 

1. You can create a page link, which forwards users to a predefined page on your 
site. This page can be customized to display the record data for the record 
selected in the table.  

2. You can create a search link, which uses the data from the selected record as 
the search criteria.  

 
Action links are set up on the last step of the Customize Search Results Table wizard.  
For this discussion, we are only interested in page links; search links are not related to 
record select triggers. Now that we understand action links, let's move on and have a 
look at record select triggers. We will then tie the two together to see how they work. 
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To define a record select trigger you begin by selecting a primary trigger database. Next, 
you select the secondary databases that are to be searched when the trigger fires. 
Finally, you choose the field data from the trigger database record that should be used to 
locate related records in the secondary databases.  
 
 
How record select triggers work 
Let's first get an understanding of how select triggers work before we get into the 
mechanics of creating them.  
 
Record select triggers automatically fire whenever a user selects a page link on a results 
table that displays record information for a database that is defined as the trigger 
database of a record select trigger. (That’s a mouthful, we realize, so let's go through an 
example.) Imagine you are setting up a statewide restaurant-finder website. Restaurants 
from anywhere in your state can go there to register. Visitors to your site can search the 
database in order to locate a place to eat. The restaurant registration form is a multi-
page form. The first page of the form collects basic information such as location, phone 
number and the type of food served. The second page of the registration collects other 
information such as business hours, price range, reservation requirements, meals 
served (breakfast, lunch and dinner), etc. 
 
Below is a screenshot of the search form visitors use to locate a restaurant of interest. 
 

 
 
This search performs a zip code proximity search, locating restaurants that serve a 
specific type of food. The search is performed against the first page of the multi-page 
registration. Below is a screenshot of a sample search results table returned by the 
search. 
 

 
 
In the results table above, the restaurant name is a page link. That is, whenever a name 
is selected, users are forwarded to a page on the site where we display the record 
details for the selected restaurant. However, we also would like to be able to display the 
record data from the second page of the restaurant registration on the details page. To 
support this, we created a select trigger. In our trigger, the first page of the registration is 
the trigger database. The second page of the registration is the secondary search 
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database. Selecting a restaurant name in the results table causes the select trigger to 
fire. This, in turn, initiates a search of the secondary database. The record located in the 
secondary database gets pulled in before the details page is returned to users, allowing 
you to display the information from this record on the details page. You display the 
record data using the usual hsp-fieldname tag. 
 
We generally don't see select triggers used very often. Astute users of HotRiot will point 
out that the same functionality could have more easily been achieved using a join. This 
is usually true (though not in this example) and it highlights something else worth noting. 
There is often more than one way to get things done. In this example, a join would not 
have worked because we performed a zip code proximity search, which currently does 
not work with joins. 
 
 
Creating a record select trigger 
To start the record select trigger wizard, choose the record select trigger option on the 
Event Triggers page. This will take you to the opening page of the Record select trigger 
wizard. Please see the screenshot below. 
 

 
 

This is a simple welcome screen. Select the Start button to begin. This will take you to 

the first step of the wizard. Please see the screenshot below. 
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Step 1 of the wizard is where you select the trigger database. An action on this database 
is what causes the trigger to fire. So, for a record select trigger, if a record from a search 
results table that displays record data for the trigger database is selected, the trigger will 
fire and the secondary databases will be searched.  
 
Proceed to the second step once you have finished selecting the trigger database. 
Please refer to the screenshot below. 
 

 
 
Step two of the wizard is where you will set up the trigger actions. This is where you 
select the secondary databases that should be searched. This is also where you will 
select the field data from the selected trigger database record which should be used to 
locate matching records in the secondary databases. There are two steps involved in 
defining a trigger action. You can repeat these steps as necessary in order to include as 
many secondary databases in the trigger as needed (up to ten). 
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1. Select the database which you want to include as a secondary database. This is 

the database which will be searched by the trigger. You do this using the list box 
highlighted in red in the screenshot above.  
 

2. Next, using the two list boxes highlighted in blue, select the field data that should 
be used to locate records in the secondary database. The list box on the left 
shows all of the fields in the trigger database. The list box on the right shows all 
of the fields in the secondary database that you selected in Step 1.  
 

 From the trigger database list, select the field that you widh to use as a 
search input. 

 Next, choose the field in the secondary database list that the selected 
trigger database field should be compared against.  
 

Whenever the trigger fires, HotRiot will automatically search the secondary database for 
records whose field data matches the selected field in the primary database record to 
the selected field in the secondary database record.  

 
Although you can use any combination of fields from the trigger database and secondary 
database as search inputs, it is preferable to use primary key / foreign key fields.  
 
When you have completed these two steps select the Add Trigger button. This will add 
the trigger to the trigger list. You can repeat this process to include up to ten secondary 
databases in the trigger.  
 
 
When you are finished creating the trigger actions please proceed to the final step. See 
the screenshot below. 
 

 
 
 
Additional notes 
To modify the settings of an existing select trigger, simply follow the instructions outlined 
above. Step 2 of the wizard will automatically populate with the current settings, allowing 
you to make any necessary modifications. HotRiot automatically creates a matching 
record select trigger for each registration trigger that you create. For details, please see 
the additional notes section for registration triggers. 
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Login triggers 

Login triggers automatically search and retrieve record data from select databases in 
response to a user login. For the most part, you can safely ignore login triggers, allowing 
HotRiot to manage them for you. HotRiot automatically creates a matching login trigger 
for each registration trigger that you create. The login trigger that is created by HotRiot 
pulls in all of the records that are created by the corresponding registration trigger. This 
makes sense, when logging in you would expect all of the record data from each page of 
a user's registration to be accessible. When an existing registration trigger is modified or 
removed, HotRiot automatically modifies or removes the corresponding login trigger. Of 
course, you can edit the login triggers that are generated by HotRiot. You are free to 
make any changes that you see fit, including removing them altogether. 
 
How login triggers work 
Login triggers automatically fire whenever users perform a login to a database for which 
a login trigger is currently defined. Let's take a look at an example. Imagine you have a 
website which maintains a business directory. Your site has a multi-page registration 
form that businesses use to register. Please see the two forms below. 
 

 
 

 
 
The first form is the "root" form of the multi-page registration and collects basic contact 
information, including an email address and password. These two values represent the 
user’s login credentials. The second form collects other information. Assume you’ve 
created a login for this registration. Whenever a business returns to your site they login 
using the form below.  
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This login performs a credentials check against the database for the first form of the 
multi-page registration. If the credentials are found, the user is logged in. However, as 
part of the login process you would also expect the record data generated by the second 
form of the multi-page registration to also be accessible. This is the purpose of a login 
trigger.  
 
Here's how it works. You begin by selecting a primary registration (or trigger) database. 
In our example, this is the first form of the multi-page registration. Next, you select the 
secondary databases that are to be searched when the trigger fires. In our example, this 
would be the second form of the multi-page registration. Finally, you choose the field 
data from the trigger database record that should be used to locate related records in the 
secondary databases. Usually, this is done using a primary key / foreign key 
relationship. Now, whenever a user performs a login, the trigger fires. This, in turn, 
initiates a search of the secondary database. The record data located in the secondary 
databases can be accessed using the hsp-fieldname tag or any of its variants. 
 
 
Creating a login trigger 
To start the login trigger wizard, choose the login trigger option on the Event Triggers 
page. This will take you to the opening page of the Login Trigger wizard. Please see the 
screenshot below. 
 

 
 

This is a simple welcome screen. Select the Start button to begin.  

 

 
 
Step 1 of the wizard is where you select the trigger database. Performing a login on this 
database is what causes the trigger to fire. Proceed to step 2 when you have selected 
the trigger database. Please see the screenshot below. 
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Step 2 of the wizard is where you set up the trigger actions. This is where you select the 
secondary databases that should be searched. This is also where you select the field 
data from the selected trigger database record that should be used to locate matching 
records in the secondary databases. Defining a trigger action is a two-step process. You 
can repeat these steps as necessary in order to include as many secondary databases 
in the trigger as needed (up to ten). 
 

1. Select the database that you want to include as a secondary database. This is 
the database that will be searched by the trigger. You do this using the list box 
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highlighted in red in the screenshot above.  
 

2. Next, using the two list boxes highlighted in blue, select the field data that should 
be used to locate records in the secondary database. The list box on the left 
shows all of the fields in the trigger database. The list box on the right shows all 
of the fields in the secondary database that you selected in step 1.  
 

 From the trigger database list, select the field that you wish to use as a 
search input. 

 Next, choose the field in the secondary database list that the selected 
trigger database field should be compared against.  
 

Whenever the trigger fires, HotRiot will automatically search the secondary database for 
records whose field data matches the selected field in the primary database record to 
the selected field in the secondary database record.  

 
Although you can use any combination of fields from the trigger database and secondary 
database as search inputs, it is preferable to use primary key / foreign key fields.  
 
When you have completed these two steps select the Add Trigge button. This will add 
the trigger to the trigger list. You can repeat this process to include up to ten secondary 
databases in the trigger.  
 
 
When you are finished creating the trigger actions please proceed to the final step. See 
the screenshot below. 
 

 
 
 
Additional notes 
To modify the settings of an existing login trigger, simply follow the instructions outlined 
above. Step 2 of the wizard will automatically populate with the current settings, allowing 
you to make any necessary modifications. HotRiot automatically creates a matching 
table login trigger for each registration trigger that you create. For details, please see the 
additional notes section for registration triggers. 
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Creating multi-page database forms 

 
There are occasions when trying to include many fields on a single database form is 
simply not practical or desirable. For example, assume your company decides to put its 
job application form online. Further, assume the form collects an applicant's basic 
contact information, employment history and other general information. Such a form 
could easily contain dozens of questions, quite a bit more than would be practical to 
place on a single form. This form would be a good candidate to be split into a multi-page 
form.  
 
Use the following guidelines for deciding if a single-page input form should be split into a 
multi-page form. 
 

 Does the form contain many input fields? Users shy away from forms that contain 
too many fields. Really large forms intimidate users and are more likely to turn 
them away. As a general guideline, if you find a form contain more than three or 
four dozen input fields, consider breaking it up into a multi-page form. 

 Can the form be divided into logical sections of related information? It is best for a 
form to contain fields that collect related data. A single page form that has 
several sections, collecting unrelated information might be a good candidate to 
be split into a multi-page form. Each section could then be broken out into its 
own form. 

 Are you willing to deal with the added complexity that comes with working with 
multi-page forms? Make no mistake, multi-page forms are more difficult to 
manage than single-page forms. They require more advanced planning to work 
out such issues as how you are going to link the separate forms. Also, searching 
multi-page forms is a bit more complex. And multi-page forms require you to 
create more Web pages on your site. Before stepping into the realm of multi-
page forms make sure you fully understand the previous sections on event 
triggers, advanced database design and searching your databases using joins. 

 
If you answered "yes" to all three of the guidelines above, you probably are ready to 
create a multi-page form. So let's get started. The first step to creating a multi-page 
database form is to decide which form fields will appear on each page of the form. What 
we want to do is split the form into logical sections of related information, so each page 
of the form collects related data. Using a job application form as an example, we may 
choose to create a multi-page form based on the following topics: 
 

 Page 1 Form – Personal Contact Information 

 Page 2 Form – Employment History 

 Page 3 Form – Other Information 
 
In our simple example above, we need to create three pages on our site, each with a 
form that has fields to collects the appropriate information. We create these forms the 
same was as we would create any other database form. Each form must be given a 
unique hsp-formname value and each form must be individually processed with the 
Create Database Wizard.  
 
The screenshot below shows the three pages that make up this multi-page form. It also 
shows how users flow from page to page as they fill out the form. 
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The key to creating a multi-page form is deciding how the individual forms will be linked 
in order to create a single virtual record. In our example, users are going to post 3 
separate forms, however, they are all related to create a single job application record. 
We need to link the records that are created when each form is posted.  
 
Begin by selecting one of the forms as the starting point for the multi-page form. This is 
the first form users will submit as part of posting a multi-page form. We call this the "root" 
form. In our example it's fairly obvious that the personal contact information form is the 
right place to start. This form must include a primary key field. For information on primary 
keys please see the section Primary keys and foreign keys. 
 
Next, we need to process this form with the Create Database wizard. On Step 3 of the 
wizard, where you set the field data types, select the data type "Primary Key" for the 
primary key field. That’s all there is to creating the primary key. On the final step of the 
wizard you need to do two things: 
 

Personal Contact Information Employment History 

Other Information 

Confirmation Page 
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1. Select the checkbox that marks the form as a registration form. When creating a 
multi-page registration form, only the root form should be marked as a 
registration form. All other forms in the registration are regular forms. 
 

2. Enter the next page of the multi-step form as the return page. In our example, this 
would be the page that contains the employment history form.   

 
Next, we need to process the remaining forms that make up the multi-page registration. 
All remaining forms must include both a primary key and a foreign key. The foreign key 
in these forms is going to be linked to the primary key of the "root" registration form. For 
information on primary keys and foreign keys please see the section Primary keys and 
foreign keys. Process each of the remaining forms with the Create Database wizard. On 
Step 3 of the wizard, where you set the field data types, select the data type "Primary 
Key" for the primary key fields and "Foreign Key" for the foreign key fields. In the last 
step of the wizard, you enter the return page for each form. The return page for each 
form is the next page of the multi-page form. For the last form, the return page should be 
set to a page on your site that informs users they have completed all of the steps of the 
input form. 
 

Creating the registration event trigger 

After all the forms for the multi-page registration have been processed, the next step is 
to create a registration event trigger. Registration triggers are documented in detail in the 
section Registration triggers. When creating the trigger, select the "root" form of the 
multi-page form as the trigger database. The remaining databases are the secondary 
databases in the trigger. For each secondary database, copy the registration forms 
primary key value to the secondary databases foreign key field. 
 
You might ask what this trigger does and why do you need create it? When a user posts 
the first page of the multi page form, the trigger will fire and automatically create records 
for the remaining forms in the registration. Each newly created record will be linked to 
the "root" form through a primary key / foreign key relationship. This makes it possible to 
manage the multi-page registration. This step cannot be skipped.  
 

How Multi-Page Database Forms Work 

When a user posts the first page of a multi-page form, also known as the "root" form, a 
primary key is generated and placed in the primary key field of the root form record. 
Next, the registration trigger fires, creating the remaining records that make up the multi-
page registration. For each record created by the trigger, the primary key value from the 
"root" record is copied to the foreign key field of the newly created record. When this 
process completes, the next page of the multi-step form is returned to the user. When 
the user posts this form, the next page is again returned to the user. This sequence is 
repeated for each page of the multi-page form. You cannot create a multi-page form 
which contains more than ten individual forms. 
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Creating a non-registration multi-page form 

In our explanation, we’ve described how to create a multi-page registration form. This is 
because multi-page forms are almost always registration forms, but this need not 
necessarily be the case. You can create a multi-page non-registration form. 
 
There are two differences to keep in mind when creating a non-registration multi-page 
form. 
 

1. When processing the "root" form with the Create Database wizard, don’t select 
the checkbox on the last page of the wizard that marks the form as a registration 
form.  
 

2. Instead of using a registration trigger to link the pages of the form, use an insert 
trigger. The explanation we provided for creating the trigger is exactly the same; 
the only difference is that you should use the insert trigger wizard instead of the 
registration trigger wizard. 
 

Other than these two differences, creating a non-registration multi-page form is the same 
as creating a multi-page registration. 
 

How a browsers back button works with multi-page forms 

It’s to be expected with multi-page forms that users will, from time-to-time, select the 
back button in order to edit a previously posted form. The following is an explanation of 
how these forms interact with the back button. Assume you’ve created a multi-page form 
that consists of three pages. Selecting the back button will cause the following behavior. 
 

 When using a multi-page registration form, users can freely select the back 
button In order to repost any page in the form. Everything works as you would 
expect. 

 When posting a non-registration multi-page form things work a bit differently. 
Going back to any page other than the first page will work fine, allowing users to 
repost with no problem. When the form is re-posted it will replace the prior 
record. If users go back to the first page, the form will fill in with their most 
recently posted data. However, re-posting the first page of the form will be like 
starting over; a new record will be created. 

 

Creating a search for a Multi-Page Database Form 

To search a multi-page form, first decide which page from the form you would like to 
search. Then create a search form that includes fields to collect the search criteria you 
would like to allow users to enter. Process the form with the Create Database Search 
wizard. Use the primary key / foreign key fields in the records returned by the search to 
access the other pages of the multi-page form. You can do this using search links or 
record select triggers. See the sections Using Search Links and Record select triggers 
for further instructions. 
 
Another option is to use the more advanced technique of joins to search your multi-page 
database. A join can be thought of as a multi-database search. They allow you to 
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perform searches that include record data from two or more databases. This was 
covered in detail in the previous section Searching your databases using joins. 

Email Notification 

Email notifications and confirmations are set up on step 6 of the Create Database 
wizard. We covered this earlier in the section Email confirmations and notifications. 
Here, we will go over specific issues that apply to sending confirmation emails from  
multi-page forms. 
 
Just like a single page form, it is fairly common to send users an email confirmation 
when posting a multi-page form. The difference is, that with a multi-page form you need 
to decide when to send the confirmation. For example, assume you set up a three page 
multi-page form. 
 

 Should you send a confirmation email after each of the three forms are posted? 
In this case, users will receive three separate emails. 

 Should you send the confirmation only after the form on the last page is posted? 
In this case, users will receive only one email.  

 Another option is to send an email only when the "root", or first form, is posted. 
Again, this will result in only one email being sent. 

 
The answer to this question really depends on your specific needs. However, emails are 
most commonly sent only after either the first or last form is posted, resulting in only a 
single email. Sending a confirmation after posting the root form often works just fine. 
Normally the root form collects the user’s basic contact information, along with their 
email address and password. Frequently, sending a confirmation email customized with 
their name and their login credentials (i.e., email address and password information) is 
sufficient. Other times, the confirmation email must include information posted from 
forms other than just the root form.  
 
There are two issues that show up when sending a confirmation email from any page 
other than the root page.  
 

 The root form is normally where a user’s email address is collected. So how can 
you use the email address entered in this form when sending an email 
confirmation from other pages in a multi-page form? You don’t want to copy this 
address to each form, or worse, ask users to re-enter their address in each form. 
 

 The other issue is, imagine you have a 3 page multi-page form and have decided 
to send an email from the last page. How can the confirmation email include 
information that was posted from pages #1 and #2? 

 
The answer to these questions is fairly simple. First, let's set up a basic multi-page form 
scenario. Imagine we have created a three-page registration form.  The root form is 
where we collect our visitors' basic contact information, including their email addresses. 
In addition, assume we have decided to send a confirmation email only when users post 
the last page of the form. We would like to include some information that was posted in 
each page of the form in the confirmation email. 
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The first question is: how do we use the email address entered in the root form in order 
to send a confirmation from the form on the last page? Confirmation emails are set up on 
step 6 of the create database wizard. Please see the screenshot below. 
 

 
 
The email field drop-down menu, shown above, is used to select the email address field 
that should be used to obtain the address where the confirmation should be sent. This 
list includes three sections. 
 

 The first section includes all email fields that are present in the current form being 
processed (in this example this is the last page of the multi-page form). These 
fields appear directly below the "-- Select One --" instructions. As you can see, 
this form does not include any email fields of its own.  

 The next section shows all email address fields that were present in any 
registration forms that were already created. These appear below the 
"Registration email fields" option group. In this screenshot there is one email field 
present in this group. 

 The final section shows all email address fields that were present in any  
non-registration forms that were already created. These appear below the "Non-
registration email fields" option group. In this screenshot there is one email field 
present in this group. 
 

All you need to do is select the email address field from the root form. The entry made 
by users in this field will be used to send the confirmation email. 
 
The final issue is how to populate a confirmation email sent from the last page with 
information posted from other pages in a multi-page form. In the screenshot above, you 
can see that we customized the email with the users' first name, which was collected 
from the root registration form, and their basic body composition information, which was 
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collected on page two of our three-page form. There is really nothing special here. The 
hsp-fieldname tag allows you to specify the database where the field information named 
in the tag should be taken. You can use any form name / field name combination from 
the multi-page form. Remember, you can use an hsp-fieldname tag to display record 
information for any record in the Direct Access Cache. 

Advanced multi-page forms 

Let’s make things interesting and add a twist to our multi-page form example. Let’s 
assume that instead of having a three-page form, you have a four-page form. The last 
page of the form is optional. By this, we mean that you would like to give users the 
option to either fill out page four or skip it entirely. So, how would we do this? Well, you 
create and link the four pages of the form the same way as described earlier. The 
difference is, after filling out page three of the form, users should be forwarded to a page 
that includes a search link or search form that, when selected, will forward them to page 
four of the form. Of course, the page will also include a link to skip the final page and 
forward them to somewhere else on your site. Naturally, the next question is, what 
should the search link / form look like? 
 
A search form would look similar to the example below. 
 
<form method="post" action="https://YourApplicationName.k222.info/process"> 
 
   <input type="hidden" name="hsp-formname" value="somename"> 
   <input type="hidden" name="page_one_pk" value="hsp-fieldvalue=form_name::page_one_pk" > 

 
   <input type="submit" name="button" value="Go to final step"> 
 
 </form> 

 
The search form above does not have any input fields for users to enter search 
parameters. The only thing users see is a submit button. This form does, however, 
include one hidden search parameter that will be used to locate the final page of the 
form. In this example the hidden field is named "page_one_pk". As you can see, we 
have used an hsp-fieldvalue tag to populate the field. (By the way, this field could have 
also been populated using an hsp-fieldname tag—either would work.) Okay, on with the 
example. You must replace "form_name", shown in red, with the hsp-formname you 
assigned the first page of the multi-page form. If you are creating a multi-page 
registration form you should use "hsp-user" instead of the form name. Next, replace 
"page_one_pk" with the name of the primary key field from the first page. 
 
Now process the form with the Create Database Search wizard. When creating the 
search criterion, use the primary key field from the search form to locate a matching 
record on the foreign key field in the database. Set the return page to the page on your 
site that contains step four of the multi-page form. Let’s have a look and see how this 
works. 
 
After posting the third page of the form, the user will be returned to the option page, 
where he/she can choose either to continue on and fill out page four, or skip the step 
entirely. Clicking the "continue" button will initiate a search of the page four database. 
The search will locate the record whose foreign key matches the primary key of the first 
page of the form. The page four form will then be returned to the user.  
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Advanced topics 

 
In this section, we are going to cover a number of advanced design topics. We will 
explain how to create relational databases, where the data in one record can be used to 
find related information in records that exist in other databases. We will cover the topic of 
creating and searching multi-page forms. These are forms that are too large and contain 
too many fields to fit on a single page. We will cover how to integrate Yahoo! maps into 
your record detail pages. Finally, we will point out several obscure settings that can be 
used to control HotRiot.  
 
In order to follow the information presented here, you will need to have a firm 
understanding of how HotRiot works. You should be comfortable with the following: 
 

 Creating databases, including registration databases 

 Searching databases 

 Using search links 

 Creating and using logins 

 Using the hsp-fieldname tag 

 Setting up subscriptions 
 
If you have an understanding of these topics, you should be able to follow the 
information presented here. 
 

Overriding a forms default response page 

 
The default response page is the page that is returned to users when they post either a 
database form or a search form.  When posting a search form, this page is the search 
results page. When posting a database form, this page is normally an acknowledgement 
page of some sort.  
 
These forwarding pages are entered on the last step of the process database wizard and 
process search wizard. If a post fails, by default users are returned back to the page that 
contains the form. HotRiot lets you override the default response pages. Although rarely 
used, certain advanced techniques rely on this capability. 
 

Overriding a forms default error response page 

This is a bit of an obscure topic that is best explained through the use of an example.  
 
Let's say you have a search form that is used to locate records in some database. The 
search results, of course, are displayed on a results page. Users will normally perform a 
number of searches when looking for specific information in a database. So, to make 
searching more convenient, you decide to include a copy of the search form on the 
results page. This is done so that users can perform subsequent searches directly from 
the results page without being required to go back to the search page. 
 
A problem can arise when users perform a search using the form on the results page. If 
they perform a search that does not locate any records in the database, an alert is 
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displayed to the user.  The problem is, the alert is displayed on the original search page, 
NOT the search results page. Of course, this is not what users would expect. They 
would expect to be returned to the same page that they launched the search from. 
 
A similar problem will occur if a user incorrectly fills in the search form on the results 
page. For example, if one of the fields is a required field and the user forgets to fill it in, 
HotRiot will see that the field was left blank and will return an error. Again, the problem is 
that the error is displayed on the original search page, NOT the search results page. 
 
We will explain why this happens. When you process a database form, a search form or 
a login form, HotRiot records the page that the form is located on. This is the page 
where HotRiot returns all of the error responses. For example, when no records are 
located by a search or when a form is improperly filled in. While this works just fine most 
of the time, it causes problems when users are working from a copy of a form, as in the 
examples outlined above. 
 
To deal with this issue, HotRiot provides a command tag that you can include in your 
forms that sets the URL of the page that is returned when a post error occurs; this 
overrides the default return page. The command is shown below. 
 

 hsp-thispage 

 
This command can be included in search forms, database forms, login forms and search 
links. Use a hidden tag to include the command in a form. Please see the example 
shown in the box below. 
 

 
<input type="hidden" name="hsp-thispage" value="error-response-page"> 
 

 
In the hidden field above, you need to replace error-response-page (shown in blue) with 
the URL of the page that you want returned when an error response occurs. This can be 
any page from your site. For the example described above, we want to return the search 
results page, which is where the copy of our search form is located.  
 
For example, if the form is located on the page: 

http://www.YourWebSite.com/pages/search_results.html 

 
You would enter: 

pages/search_results.html 
 

Going back to our example, whenever users post a search request using the search 
form located on the results page, if an error occurs posting the form, they will be 
returned back to the search results page. This is the behavior users would expect. 
 
 
Using the hsp-thispage command with a lost login lookup form 
One of the primary uses of the hsp-thispage command is with lost login lookup forms.  
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First, let's recap how users automatically retrieve their lost login information. Assume 
you created a login form that requires users to enter their email addresses and 
passwords, as in the sample login form shown below. 
 
If a user forgets their password, all he/she needs to do to do is enter their email address 
in the login form, leaving the password field blank. HotRiot will search for a registration 
with the email address entered by the user, if found, the login credentials will be sent to 
the user. If the user enters an email address that cannot be found in the registration 
database, a message is displayed informing him/her of the problem.  
 

 
 
 

This works just fine for most site developers. However, some prefer to have a separate 
page that users use to locate lost login information. In this case, the login page will have 
a link that users click if they need to look up their lost login credentials. The link 
navigates users to a page that has a copy of the login form showing only the email 
address entry field. Users enter their email addresses and submit the form in order to get 
their login credentials — so far, so good  
 
However, if a user enters an email address that cannot be found in the registration 
database, an alert is displayed. The problem is this: The alert is displayed on the login 
page, NOT on the lost login page. 
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To correct this problem, you need to include an hsp-thispage command on the lost login 
lookup form, directing users back to the lost login page if an error occurs looking up their 
login credentials. 
 
 
Using hsp-thispage with search links 
When using the hsp-thispage command with a search link, simply add the command to 
the links URL parameter list. Below is an example of a search link URL that includes an 
hsp-thispage command. 
 

 
http://YourApplicationName.k222.info/process?hsp-formname=link-name& 
hsp-thispage=error-response-page 

 

 
In the URL above, you need to replace error-response-page (shown in blue) with the 
URL of the error response page. While it is somewhat unusual to see this command 
used with search links, it is supported, and it may be used in this capacity. It is worth it to 
run through an example. NOTE: The problem presented in this example could easily be 
dealt with using a registration trigger, and, in fact, a trigger would be the preferred 
solution. 
 
Let's say you are creating a site for a medical practice that allows patients to submit their 
medical histories online. Users come to the site and submit their registration form that 
forwards them to a home page. It is not practical to present users with a link to a single 
form that collects their complete medical history; it would just be too long. Instead, you 
divide the medical history form into three separate forms and create three databases to 
store the information collected by each form. On the user’s home page, you create three 
search links to locate records in each of the three databases.  
 
Here is the problem: Until a user actually posts a record, the search link will return a 
search error stating that no records were found. That will send users back to the home 
page, where the search link is located. What you need is for users to always be 
forwarded to the page with the medical form, regardless of whether the search link 
locates a record in the database. To do this, you need to include an hsp-thispage 
command in the search link; this will forward users to the page with the medical intake 
form.  
 
Now, the first time users select a search link, they will be forwarded to the page with the 
medical intake form with the fields in the form blank. Users will then fill in and submit the 
form. The next time they select the search link, they will again be forwarded to the page 
with the medical intake form. However, this time the search link will have located the 
record previously posted by the user. The fields in the form will be filled in with this 
record data. Submitting the form again will cause the existing record to be overwritten 
with the new data. 
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Overriding a forms default success response page 

Just as you can override the error response page, you can also override the success 
response page. This allows you to change the default page that is returned when users 
post a record to a database or perform a search or login.  
 
When you process a form you are asked to enter the page that should be returned to 
users when they submit the form. This is the default return page. For example, the last 
step of the Create Database Search wizard asks you to enter the search results page. 
Similarly, the last step of the Create Database wizard has you enter the page users 
should be forwarded to when they post a record to the database. 
 
You can override the default return page using the command shown below. 
 

 hsp-retpage 

 
This command can be included in search forms, database forms, login forms and search 
links. Use a hidden tag to include the command in a form. Please see the example 
shown in the box below. 
 

 
<input type="hidden" name="hsp-retpage" value="success-response-page"> 
 

 
In the hidden field above, you need to replace success-response-page (shown in blue) 
with the URL of the page you want users forwarded to when they post a form. This can 
be any page from your site. For the example described above we want to return the 
search results page, which is where the form copy is located.  
 
For example, if the form is located on the page: 

http://www.YourWebSite.com/pages/search_results.html 

 
You would enter: 

pages/search_results.html 
 

When using this command with a search link, simply add the command to the links URL 
parameter list. Below is an example of a search link URL that includes an hsp-retpage 
command. 
 

 
http://YourApplicationName.k222.info/process?hsp-formname=link-name& 
hsp-retpage=success-response-page 

 

 
In the URL above, you need to replace success-response-page (shown in blue) with the 
URL of the page you want users forwarded to when they select the link. While it is 
somewhat unusual to see this command used with search links, it is supported, and may 
be used in this capacity.  
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Forwarding database form posts 

 
When a user submits a database form, HotRiot processes the submission by saving the 
data posted in the form to your database. You then have a choice as to what you want 
HotRiot to do next, it can either: 
 

 Return a page from your site to the user that posted the form.  

 Forward the form post to some resource on the Internet, presumably for 
additional processing. HotRiot sends back, as the return page, the response 
returned from the forwarded resource.  

 
For this discussion we are going to focus on the second option, where you would like to 
forward the form post to another resource. Normally, you forward a request in order to 
perform some custom processing on the form data. The forwarded resource is usually a 
PHP script, Java servlet, .NET Web service or some other equivalent for whichever 
language you are using on your server. 
 
Option 1, on step 7 of the create database wizard is where you are presented with these 
two form processing choices, see below. 
 

 
 
Selecting the second radio button displays an entry field where you enter the URL of the 
resource where you want the form post to be forwarded. This can be any resource on 
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the Internet. Upon receiving a database form post, HotRiot performs the following 
actions: 
 

 Saves the data posted in the form to your database. 

 Forwards the form data as an HTTP POST to the URL entered as described 
above. The data is sent as formatted JSON. 

 Waits for a response from the forwarded resource. 

 Checks the response for custom HotRiot tags, such as the hsp-fieldname tag, 
replacing these as usual. The response that is returned by the forwarded 
resource must include a base tag. The following is an example:  
<base href="http://hrcarmart.com/" /> 

 Returns the fully processed response to the user that posted the form. 
 
Below is a screenshot of a Web page that contains a database form for posting a record. 
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When a database form is posted, the first thing HotRiot does is save the data posted in 
the form to the database. Next, it forward the post to the Web resource entered in step 7 
of the create database wizard. The form data is sent to the external service as formatted 
JSON. The JSON response is sent in a POST parameter called hsp-jsonresponse. 
Below is an example of the JSON. This is a complete example, so it’s rather lengthy 
(several pages long). A detailed explanation of each field follows. 
 

{ 

   "recordData":{ 

      "record_1":{ 

         "recordID":"1329355034267", 

           "recordOwnerID":"1328891368422", 

           "recordLink":"", 

           "deleteRecordLink":"", 

           "editRecordPswd":"zJfonVM9d6EpohazLY5NW+75FCo=", 

           "record_1_FieldData":{ 

            " quickCarSearch::picture1":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"File", 

               "dataCount":1, 

               "fileLinkURL":"http://s3.amazonaws.com/hot1315941367075riot/230784737996... ", 

               "thumbnailLinkURL":"http://s3.amazonaws.com/hot1315941367075riot/thumbnails/...", 

               "value":[ 

                  "myCar.jpg" 

               ] 

            }, 

            "quickCarSearch::seller_fk":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Foreign Key", 

               "dataCount":1, 

               "value":[ 

                  "-5932030406413543373" 

               ] 

            }, 

          "quickCarSearch::model":{ 

              "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "7 Series" 

               ] 

            }, 

            "quickCarSearch::date_posted":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Date", 

               "dataCount":1, 
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               "value":[ 

                  "02\/15\/2012" 

               ] 

            }, 

            "quickCarSearch::price":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Currency", 

               "dataCount":1, 

               "value":[ 

                  "$96,000.00" 

               ] 

            }, 

            "quickCarSearch::mileage":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Number", 

               "dataCount":1, 

               "value":[ 

                  "5,600" 

               ] 

            }, 

            "quickCarSearch::zip_code":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Zip Code", 

               "dataCount":1, 

               "value":[ 

                  "33326" 

               ] 

            }, 

            "quickCarSearch::color":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "Midnight B" 

               ] 

            }, 

            "quickCarSearch::condition":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "Excellent" 

               ] 

            }, 
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            "quickCarSearch::postcar_pk":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Primary Key", 

               "dataCount":1, 

               "value":[ 

                  "8996687580551621665" 

               ] 

            }, 

            "quickCarSearch::year":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Year", 

               "dataCount":1, 

               "value":[ 

                  "2010" 

               ] 

            }, 

            "quickCarSearch::make":{ 

               "tableName":"postCar", 

               "sortLink":"", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "BMW" 

               ] 

              } 

           } 

       } 

   }, 

   "generalInformation":{ 

      "processingResultCode":"0", 

      "processingResult":"Success", 

      "processingResultMessage":"Success", 

      "firstPageLinkURL":"", 

      "nextPageLinkURL":"", 

      "previousPageLinkURL":"", 

      "recordCount":1, 

      "pageCount":"1", 

      "pageNumber":"1", 

      "totalRecordsFound":"1", 

      "loggedInUserID":"1328891368422", 

"loggedInUserInfoLink":"http://hrcarmart.k222.info/process?getUser&hsp-initializepage=...", 

      "loggedInStatus":"sellerRegistration", 

      "subscriptionStatus":"Active", 

      "databaseName":"carSales", 

"databaseFieldNames":[ 

          "seller_fk", 

          "date_posted", 
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         "model", 

          "mileage", 

          "zip_code", 

          "condition", 

          "hsp-dateposted", 

          "picture1", 

          "price", 

          "color", 

          "picture4", 

          "postcar_pk", 

          "picture3", 

          "picture2", 

          "year", 

          "make" 

       ], 

      "join":"", 

 "joinFieldNames":"", 

"trigger":"", 

"triggerFieldNames":"", 

      "isUpdate":"false", 

      "datePosted":"2012-02-15 20:17:14.267", 

      "excelDownloadLink":"", 

      "action":"Insert", 

      "sessionID":"9250FC0E0F87A6886A8CCC9552736A22", 

      "userData":"", 

"forwardedRequestResponse ":"", 

"timeStamp":"" 

   } 

}  

 
The JSON response is divided into three parts, they are: 
 

1. The record data (shown in red) – This is where you will find information that is 
related to the entire record. For an insert, there will always be only one record 
returned in the JSON response. 

2. The field data (shown in green) – This is where you will find information for each 
of the individual fields in the record. 

3. The general information – (shown in blue) – This is where you will find other 
general information related to the processed request. 

 
Below is a explanation of each field in the JSON response.  
 
Record Data: 
 

recordID : This is the ID that uniquely identifies the record in HotRiot. In future 
version of HotRiot you will be able to use this key to directly manipulate the record. 

  
recordOwnerID : This is the ID that uniquely identifies the record owner. This field 
will be blank if the record has no owner. In future version of HotRiot you will be able 
to use this key to directly manipulate the owner’s record data. 
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recordLink : This will be empty. 

 
deleteRecordLink : This will be empty. 
 
editRecordPswd : This will be empty. 
 

 
Field Data: 
Each field data section begins with a field name which is presented in the following form:  
database_name::field_name. This is followed by the specific data for the named field. 
 

tableName : This is the name of the table (database) where the record was posted. 
This will be the same for all fields. 

 
sortLink : This will be empty. 

 
dataType : This is the data type for the field. See Appendix I for a list of the possible 
data types. 

 
dataCount : This is the number of data values posted for the field, normally this will 
be 1. But for form fields that permit more than a single selection, for example multi-
select list boxes, the data count may be more than one. 

 
value : This is the actual field data that was posted in the form for the named field. 
The number of values will match the data count. 
fileLinkURL : This field will only be present for fields that have a data type of "File". 
This is the URL to the actual file.  

 
thumbnailLinkURL : This field will only be present for fields that have a data type of 
"File" and the file type is either GIF or JPEG. This is the URL to the thumbnail of the 
picture. 

.  
 
General Information 
 

processingResultCode : If this is anything other than 0, then a processing error has 
occurred. Please see Appendix R - JSON Response Error Processing for details. 

 
processingResult : This will be "Success". 

 
processingResultMessage : This will be "Success". 

 
firstPageLinkURL : This will be empty. 

 
nextPageLinkURL : This will be empty. 

 
previousPageLinkURL : This will be empty. 

 
recordCount : This will be 1. 

 



 

301  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

pageCount : This will be 1. 
 

pageNumber : This will be 1. 
 

totalRecordsFound : This will be 1. 
 

loggedInUserID : This is the ID that uniquely identifies the currently logged in user. 
This field will be blank if the current user is anonymous (not logged in). In future 
version of HotRiot you will be able to use this key to directly manipulate the logged in 
users record data. 

 
loggedInUserInfoLink: This link will send the currently logged in users record 
information to the Web resource for processing. If the current user is an anonymous 
user, this field will be blank. The record data for the logged-in user will be returned as 
formatted JSON. Included in the response is the field data submitted by the user in 
their registration, subscription details for the user, their subscription payment history 
and other miscellaneous information. 
 
loggedInStatus : This is the name of the database that the current user is logged 
into. This field will be blank if the current user is anonymous (not logged in). 

 
subscriptionStatus : This is the subscription status of the currently logged in user. 
Possible values are "Active" or "Inactive".  This field will be set to Active if the current 
user is anonymous (not logged in). 

 
searchName : This will be empty. 

 
databaseName : This is the name of the primary database being written to by this 
insert. We say "primary" because there may be other databases that are also 
updated if the primary database has an associated insert trigger. 
 
databaseFieldNames : This is the list of fieldnames in the primary database, the 
database named in the "databaseName" tag above. 
 
join : This will be empty. 
 
joinFieldNames : This will be empty. 
 
trigger : This will be empty. 
 
triggerFieldNames : This will be empty. 

 
isUpdate : This field will be either ‘true’ or ‘false’. 

 

 true – this post updates an existing record. 

 false – this post creates a new record. 
 

datePosted : This is the date and time that the record was created. The format is as 
follows: YYYY-MM-DD  HH:MM:SS 

 
This timestamp is saved with the record in HotRiot. The time is in GMT. 
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excelDownloadLink : This will be empty. 
 
action : This will be set to "Insert". This tells you the action that was performed which 
initiated the JSON post. In this case, the action was a database insert, or the post of 
a database form. 
 
sessionID : This is the unique ID of that identifies the session of the user that issued 
the insert request. 
 
userData : This will be blank. 
 
forwardedRequestResponse : This will be blank. 
 
timeStamp : This Is the date and time that the request was processed. The date is in 
U.S format and the time is formatted as 24 hour GMT 0. 

 
 
After HotRiot forwards the JSON, it waits for a response from the forwarded resource. 
Typically, this response is in the form of HTML/text which represents the page you wish 
to return to the user. This page can be formatted anyway you like and can include any 
valid HotRiot tag, for example an hsp-fieldname tag. Upon receiving the response, 
HotRiot processes the page in the usual fashion, replacing all HotRiot tags with their 
respective data. The processed page is then returned to the user. 
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Forwarding search form posts 

 
When a user submits a search form, HotRiot processes the submission by first executing 
a search that extracts the desired record data from your database. You then have a 
choice as to what you want HotRiot to do next, it can either: 
 

 Return a page from your site that displays the search results to the user that 
posted the form. 

 Forward the search results (as JSON) to some resource on the Internet, 
presumably for additional processing. HotRiot will send back, as the return page, 
the response returned from the forwarded resource.  

 
For this discussion we are going to focus on the second option, where you would like to 
forward the search results (as JSON) to another resource. Normally, you forward a 
search in order to perform some custom processing on the result set. The forwarded 
resource is usually a PHP script, Java servlet, .NET Web service or some other 
equivalent for whichever language you are using on your server. 
 
Option 1, on step 7 of the create search wizard is where you are presented with these 
two processing choices, see below. 
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Selecting the second radio button displays an entry field where you enter the URL of the 
resource where you want the record data to be forwarded. This can be any resource on 
the Internet. Upon receiving a search form post, HotRiot performs the following actions: 
 

 Executes a search that extracts the desired record data from your database. 

 Forwards the search results as an HTTP POST to the URL entered as described 
above. The search results are sent as formatted JSON. 

 Waits for a response from the forwarded resource. 

 Checks the response for custom HotRiot tags, such as the hsp-fieldname tag, 
replacing these as usual. The response that is returned by the forwarded 
resource must include a base tag. The following is an example:  
<base href="http://hrcarmart.com/" /> 

 Returns the fully processed response to the user that posted the form.  
 
Below is a screenshot of a Web page that contains a search form used to locate records 
in a car database. 
 

 
 
When a search form is posted, the first thing HotRiot does is perform a search to locate 
the records in the database that match the search criteria. Next, it forward the search 
results to the Web resource entered in step 7 of the create search wizard. The data is 
sent to the external service as formatted JSON. Below is an example of this JSON. The 
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JSON response is sent in a POST parameter called hsp-jsonresponse. The example 
below is complete, so it’s rather lengthy (several pages long). A detailed explanation of 
each field follows.  
 

{ 

   "recordData":{ 

      "record_1":{ 

         "recordID":"1331216970638", 

         "recordOwnerID":"1328891368422", 

         "recordLink":"http://hrcarmart.k222.info/process?recordlink=http://hotriot.com...", 

         "deleteRecordLink":"http://hrcarmart.k222.info/process?delrec=1&nextPage=0...", 

     "editRecordPswd":"zJfonVM9d6EpohazLY5NW+75FCo=", 

         "record_1_FieldData":{ 

            "quickCarSearch::seller_fk":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Foreign Key", 

               "dataCount":1, 

               "value":[ 

                  "-5932030406413543373" 

               ] 

            }, 

            "quickCarSearch::date_posted":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Date", 

               "dataCount":1, 

               "value":[ 

                  "03/08/2012" 

               ] 

            }, 

            "quickCarSearch::model":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "458 Italia" 

               ] 

            }, 

            "quickCarSearch::mileage":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Number", 

               "dataCount":1, 

               "value":[ 

                  "55" 

               ] 

            }, 
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            "quickCarSearch::zip_code":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Zip Code", 

               "dataCount":1, 

               "value":[ 

                  "33326" 

               ] 

            }, 

            "quickCarSearch::condition":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "Excellent" 

               ] 

            }, 

            "quickCarSearch::hsp-dateposted":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Date & Time", 

               "dataCount":1, 

               "value":[ 

                  "03\/08\/2012 9:29 AM" 

               ] 

            }, 

            "quickCarSearch::picture1":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"File", 

               "dataCount":1, 

               "fileLinkURL":"http://s3.amazonaws.com/hot1315941367075riot/A119035650246599...", 

               "thumbnailLinkURL":"http://s3.amazonaws.com/hot1315941367075riot/thumbnails..., 

               "value":[ 

                  "gameon1.jpg" 

               ] 

            }, 

            "quickCarSearch::price":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Currency", 

               "dataCount":1, 

               "value":[ 

                  "$355,000.00" 

               ] 

            }, 

            "quickCarSearch::color":{ 

               "tableName":"quickCarSearch", 
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               "sortLink":"http:\/\/hrcarmart.k222.info\/process?nextPage=0&hsp-formname=...", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "Midnight B" 

               ] 

            }, 

            "quickCarSearch::picture4":null, 

            "quickCarSearch::postcar_pk":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Primary Key", 

               "dataCount":1, 

               "value":[ 

                  "-314772266564210050" 

               ] 

            }, 

            "quickCarSearch::picture3":null, 

            "quickCarSearch::picture2":null, 

            "quickCarSearch::year":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Year", 

               "dataCount":1, 

               "value":[ 

                  "2011" 

               ] 

            }, 

            "quickCarSearch::make":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "Ferrari" 

               ] 

            } 

         } 

      }, 

      "record_2":{ 

         "recordID":"1331150456242", 

         "recordOwnerID":"1328891368422", 

         "recordLink":"http://hrcarmart.k222.info/process?recordlink=http://hotriot.com/qur...", 

         "deleteRecordLink":"http://hrcarmart.k222.info/process?delrec=1&nextPage=0&hsp-formn...", 

    "editRecordPswd":"zwerwlijJIepssjfoMkdwpwoekfw78H=", 

         "record_2_FieldData":{ 

            "quickCarSearch::seller_fk":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 
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               "dataType":"Foreign Key", 

               "dataCount":1, 

               "value":[ 

                  "-5932030406413543373" 

               ] 

            }, 

            "quickCarSearch::date_posted":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Date", 

               "dataCount":1, 

               "value":[ 

                  "03\/07\/2012" 

               ] 

            }, 

            "quickCarSearch::model":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "458 Italia" 

               ] 

            }, 

            "quickCarSearch::mileage":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Number", 

               "dataCount":1, 

               "value":[ 

                  "44" 

               ] 

            }, 

            "quickCarSearch::zip_code":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Zip Code", 

               "dataCount":1, 

               "value":[ 

                  "33326" 

               ] 

            }, 

            "quickCarSearch::condition":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "Excellent" 
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               ] 

            }, 

            "quickCarSearch::hsp-dateposted":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Date & Time", 

               "dataCount":1, 

               "value":[ 

                  "03\/07\/2012 3:00 PM" 

               ] 

            }, 

            "quickCarSearch::picture1":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"File", 

               "dataCount":1, 

               "fileLinkURL":"http://s3.amazonaws.com/hot1315941367075riot\/74187348918757....", 

               "thumbnailLinkURL":"http://s3.amazonaws.com/hot1315941367075riot/thumbnails/...", 

               "value":[ 

                  "gameon1.jpg" 

               ] 

            }, 

            "quickCarSearch::price":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Currency", 

               "dataCount":1, 

               "value":[ 

                  "$355,000.00" 

               ] 

            }, 

            "quickCarSearch::color":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formname=...", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "Midnight B" 

               ] 

            }, 

            "quickCarSearch::picture4":null, 

            "quickCarSearch::postcar_pk":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formnam...", 

               "dataType":"Primary Key", 

               "dataCount":1, 

               "value":[ 

                  "-9140154540432514494" 

               ] 
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            }, 

            "quickCarSearch::picture3":null, 

            "quickCarSearch::picture2":null, 

            "quickCarSearch::year":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formnam...", 

               "dataType":"Year", 

               "dataCount":1, 

               "value":[ 

                  "2011" 

               ] 

            }, 

            "quickCarSearch::make":{ 

               "tableName":"quickCarSearch", 

               "sortLink":"http://hrcarmart.k222.info/process?nextPage=0&hsp-formnam...", 

               "dataType":"Text", 

               "dataCount":1, 

               "value":[ 

                  "Ferrari" 

               ] 

            } 

          } 

       } 

   }, 

 

(There were three additional records that were part of this JSON response which, for brevity, are not 

shown in this example.) 

 

   "generalInformation":{ 

      "processingResultCode":"0", 

      "processingResult":"Success", 

      "processingResultMessage":"Success", 

      "firstPageLinkURL":"", 

      "nextPageLinkURL":"http://hrcarmart.k222.info/process?nextPage=1&hsp-json=...", 

      "previousPageLinkURL":"", 

      "recordCount":5, 

      "pageCount":"3", 

      "pageNumber":"1", 

      "totalRecordsFound":"13", 

      "loggedInUserID":"", 

"loggedInUserInfoLink":"http://hrcarmart.k222.info/process?getUser&hsp-initializepage=...", 

      "loggedInStatus":"", 

      "subscriptionStatus":"Active", 

      "databaseName":"carSales", 

"databaseFieldNames":[ 

          "seller_fk", 

          "date_posted", 

         "model", 

          "mileage", 
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          "zip_code", 

          "condition", 

          "hsp-dateposted", 

          "picture1", 

          "price", 

          "color", 

          "picture4", 

          "postcar_pk", 

          "picture3", 

          "picture2", 

          "year", 

          "make" 

      ], 

"join":[ 

         "sellerRegistration", 

       ],      

"joinFieldNames":[ 

         "date_posted", 

          "zip_code", 

         "email", 

          "name", 

          "state", 

          "password", 

          "buyer_pk", 

          "city" 

], 

      "trigger":"", 

      "triggerFieldNames":"", 

      "returnToSearchLink":"http://hrcarmart.k222.info/process?nextPage&hsp-json=...", 

      "isupdate":"", 

      "dateposted":"", 

      "excelDownloadLink":"http://hrcarmart.k222.info/process?expSearch=1&expf=excel&pswd=TU...", 

      "action":"Search", 

      "sessionID":"9250FC0E0F87A6886A8CCC9552736A22", 

      "userData":"", 

 "forwardedRequestResponse ":"", 

"timeStamp":"" 

   } 

} 

 
 
The JSON response is divided into three parts, they are: 
 

1. The record data (shown in red) – This is where you will find information that is 
related to each record located by the search. There will be a record data section 
for each record returned. 

2. The field data (shown in green) – This is where you will find information for each 
of the individual fields in a record. 

3. The general information – (shown in blue) – This is where you will find other 
general information related to the processed request. 
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Below is an explanation of each field in the JSON response.  
 
 
Record Data:  
There will be a record data section for each record located by the search. The record 
data section immediately precedes each records field data section. 
 

recordID : This is the ID that uniquely identifies the record in HotRiot. In future 
version of HotRiot you will be able to use this key to directly manipulate the record. 

  
recordOwnerID : This is the ID that uniquely identifies the record owner. This field 
will be blank if the record has no owner. In future version of HotRiot you will be able 
to use this key to directly manipulate the owner’s record data. 

 
recordLink : When this link is posted, HotRiot does the following: 
 

 Forwards the record data for which the link appears to the same Web resource 
that received the original JSON search results. The data is sent as JSON.  
Records pulled in by an associated table select trigger are also included in the 
JSON response.  

 HotRiot waits for a response from the forwarded resource.  

 The response is scanned for custom HotRiot tags, such as the hsp-fieldname tag, 
these are replaced as usual.  

 The fully processed response is returned to the user that posted the link.  
 
deleteRecordLink : This link deletes the record for which the link appears. When 
this link is posted HotRiot does the following: 
 

 Deletes the record referenced by the link, including records referenced by an 
associated delete trigger. 

 Forwards the original JSAON search results (minus the deleted record) back to 
the Web resource. 

 Waits for a response from the forwarded resource. 

 Checks the response for custom HotRiot tags, such as the hsp-fieldname tag, 
replacing these as usual. 

 The fully processed response is returned to the user that posted the delete link. 
 

editRecordPswd : This is the password that must be used in order be granted 
authorization to update the record. This field is intended to be used with AJAX based 
Web applications. 
 
 

Field Data: 
Each field data section begins with a field name which is presented in the following form:  
database_name::field_name. This is followed by the specific data for the named field. 
 

tableName : This is the name of the table (database) that contains the field. For 
searches that do not include a "join", this table name will be the same for all fields in 
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a record. However, for searches that include joins, the table name will identify the 
database where the field originated. 

 
sortLink : This link reprocesses the search, sorting the results based on the field for 
which the link appears. The first time a sort link is posted for a particular field, the 
data is sorted in ascending order. If the same sort link is selected again (with no 
other sort links selected in-between), the data is sorted in descending order. When 
this link is posted, HotRiot does the following: 
 

 Forwards the original JSON search results (sorted) back to the Web resource.  

 HotRiot waits for a response from the forwarded resource. 

 Checks the response for custom HotRiot tags, such as the hsp-fieldname tag, 
replacing these as usual. 

 The fully processed response is returned to the user that posted the link. 
 
dataType : This is the data type for the field. See Appendix I for a list of the possible 
data types. 

 
dataCount : This is the number of data values retrieved for the field, normally this 
will be 1. But for form fields that permit more than a single input, for example fields 
populated with a multi-select list box, the data count may be more than one. 

 
value : This is the actual data for the named field. The number of values will match 
the data count. 
 
fileLinkURL : This field will only be present for fields that have a data type of "File". 
This is the URL to the actual file.  

 
thumbnailLinkURL : This field will only be present for fields that have a data type of 
"File" and the file type is either GIF or JPEG. This is the URL to the thumbnail of the 
picture. 
 
 

If a field for a particular record does not contain a value, that field will be set to null in the 
JSON response. 

 
  
General Information 
 

processingResultCode : If this is anything other than 0, then a processing error has 
occurred. Please see Appendix R - JSON Response Error Processing for details. 

 
processingResult : This will be "Success". 

 
processingResultMessage : This will be "Success". 
 
The next three fields are used for navigating through the pages of a search that 
returns multiple pages of data. For example, let’s say you perform a search that 
locates 24 records and you set-up your search results to return 10 records per page. 



 

314  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

In this case, the complete search results are returned over three pages. The links 
below allow you to navigate through the pages. 

 
firstPageLinkURL : This link sends the first page of the search result to the Web 
resource for processing. This field will be blank if the first page of the search 
results is currently being shown or the results do not span more than one page. 

 
nextPageLinkURL : This link sends the next page of the search result to the 
Web resource for processing. This field will be blank if the last page of the search 
results is currently being shown or the results do not span more than one page. 

 
previousPageLinkURL : This link sends the previous page of the search result 
to the Web resource for processing. This field will be blank if the first page of the 
search results is currently being shown or the results do not span more than one 
page. 

 
recordCount : This is the number of records returned on the current page of the 
search results. Let’s say you perform a search that locates 24 records and you set-
up your search results to return 10 records per page. In this case, the complete 
search results will be returned over three pages. On the first and second page of the 
search results the record count will be 10, on the third page it will be 4. 

 
pageCount : This is the number of pages required to display all records located by a 
search. Let’s say you perform a search that locates 24 records and you set-up your 
search results to return 10 records per page. In this case, the page count will be 3. 

 
pageNumber : This is the results page currently being shown. 

 
totalRecordsFound : This is the total number of records located by the search. 

 
loggedInUserID : This is the ID that uniquely identifies the currently logged in user 
This field will be blank if there is no logged user, that is, this is an anonymous user. 
In future version of HotRiot you will be able to use this key to directly manipulate the 
logged in users record data. 

 
loggedInUserInfoLink: This link will send the currently logged in users record 
information to the Web resource for processing. If the current user is an anonymous 
user, this field will be blank. The record data for the logged-in user will be returned as 
formatted JSON. Included in the response is the field data submitted by the user in 
their registration, subscription details for the user, their subscription payment history 
and other miscellaneous information. 
 
loggedInStatus : This is the name of the database that the current user is logged 
into. This field will be blank if the current user is anonymous (not logged in). 

 
subscriptionStatus : This is the subscription status of the currently logged in user. 
Possible values are "Active" or "Inactive". This field will be set to ‘Active’ if the current 
user is anonymous (not logged in). 
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searchName : When the "action" (see next page) is "Search", this will be the name 
of the search that was submitted to HotRiot which initiated the JSON response. If the 
action is anything else, this value will be empty. 

 
databaseName : When the "action" (see below) is "Search", this is the name of the 
primary database being searched by the search. We say primary because there may 
be other databases that are also part of the search if the search includes joins (see 
the join field below). When the "action" is "recordDetails", this is the name of the 
database where the record data was retrieved from. 
 
databaseFieldNames : This is the list of fieldnames in the primary database, the 
database named in the "databaseName" tag above. 
 
join : If the "action" (see below) is "Search", this will contain a list of all the  
databases that were included in the search as a join. This field will be blank if the 
action is anything other than search or the search did not include a join. 
 
joinFieldNames : This is a list of fieldnames for each of the databases named in the 
"join" tag above. 

 
trigger : If the "action" (see below) is "recordDetails", this will contain a list of all the 
databases that were included in the record select trigger for the primary database 
(databaseName). This field will be blank if the action is anything other than 
recordDetails or there is no record select trigger associated with the primary 
database. 
 
triggerFieldNames : This is a list of fieldnames for each of the databases named in 
the "trigger" tag above. 

 
returnToSearchLink : HotRiot remembers the last set of records (JSON) that were 
posted to the Web resource for processing. This link can be used to resend this 
information back again to the Web resource. The firstPageLinkURL, 
nextPageLinkURL and lastPageLinkURL fields contain links that allow you to 
navigate through the pages of a multi-page search result. This tag can be thought of 
as part of that family of tags, where it posts the current pages of the search results to 
the Web resource. 

 
isUpdate : This field will be blank. 

 
datePosted : This field will be blank 
 
excelDownloadLink : This link provides the ability to download the search results in 
the Excel format. When this link is posted, a dialog box appears that asks the user to 
either open or save the search results. If the user has Excel installed on their 
computer, they will be able to open the search results directly in Excel. Otherwise, 
they can save the results to their hard drive. 
 
action : The action field will have one of the following values: 
 

 The action will be "Search" for all actions that return a search result. This 
includes performing a search along with the posting of the following links: 
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o sortLink 
o deleteRecordLink (After deleting a record, HotRiot returns the search 

results sans the deleted record.) 
o firstPageLinkURL 
o nextPageLinkURL 
o previousPageLinkURL 
o returnToSearchLink 

 

 The action will be "recordDetails" when posting a recordLink. 
 
sessionID : This is the unique ID of that identifies the session of the user that issued 
the insert request. 
 
userData : This will be blank. 
 
forwardedRequestResponse : This will be blank. 
 
timeStamp : This Is the date and time that the request was processed. The date is in 
U.S format and the time is formatted as 24 hour GMT 0. 
 
 

After HotRiot forwards the JSON search results, it waits for a response from the 
forwarded resource. Typically, this response is in the form of HTML/text which 
represents the page you wish to return to users. This page can be formatted anyway you 
like and can include any valid HotRiot tag, for example an hsp-fieldname tag. Upon 
receiving the response, HotRiot processes the page in the usual fashion, replacing all 
HotRiot tags with their respective data. The fully processed page is then returned to the 
user. 
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Creating a custom search results table 

 
 
The Customize Search Results Table wizard allows you to customize both the content 
and format of your search result tables. It includes the following predefined table layouts:  
 

 Horizontal Layout – This is a standard horizontal table layout; this is the default. 

 Vertical Layout – This layout manager displays the fields in vertical columns, 
allowing for more than one field per row. The vertical layout lets you to fit more 
information in a table than the horizontal layout. This manager also allows you to 
lay out records in a grid format on your page. 

 Custom Layout –The custom layout manager allows you to design a search 
results table completely customized to fit your needs. In order to use this feature 
you will need to have a strong working knowledge of HTML, and specifically 
HTML tables. If you are not comfortable working with HTML please use one of 
the other layout managers.  

 
The vast majority of HotRiot users simply use either the Horizontal or Vertical layout. 
These are far easier to use than the custom layout, and offer you wide latitude to 
customize your tables sufficiently for most site designs. However, there are times when 
users will require even more flexibility; for this, we offer the custom table layout. The 
layout selection is made using the layout manager selection list box; see the control 
circled in red in the screenshot below.  
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Selecting the Custom Layout option displays the custom layout input page. Please see 
the screenshot below.  This is where you enter the HTML code that defines the structure 
and layout of a custom search result table. 
 
 

 
 
The custom table layout allows you to design a totally customized search results table. 
The table can be formatted in any way you like. In the textarea field above, you enter the 
HTML that defines the table template. This template represents the design and structure 
of your results table, and is used by HotRiot as the basis for constructing an actual 
results table. HotRiot has created a number of simple tags that you insert in your 
template to give your table added functionality. These tags control things such as the 
number of records per page, the color of alternating rows, selection options, etc.  
 
Creating a custom table layout from scratch is a lot of work. So, unless you have some 
very unusual requirements, the easiest way to get started is to first create a table using 
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one of the other layout managers and then copy the HTML code generated by HotRiot. 
Here is how it is done. Start by creating a table, using either the Horizontal or Vertical 
layout manager, choosing the one that most closely matches your requirements. As you 
go through the wizard, make selections that will create a table that will best match your 
needs.  When you have finished, go back into the create results table wizard. At step 3, 
select the custom layout manager option. When you make this selection, a dialog box 
similar to the one shown below will appear asking if you would like to copy the HTML 
code for the current table.  
 

 
 
Answering yes, or OK, will cause the HTML code for the table that you designed earlier 
to be copied to the custom layout textarea input field. You can now modify this HTML to 
fit your specific needs. 
 

Custom table tag reference 

Below is a comprehensive reference of the available table tags. Following this reference, 
you will find an example that demonstrates the use of many of these tags. All tags are in 
lower case and contain no spaces. Every tag begins with hsp-. The format of the tags 
that you insert in your table template must exactly match the format presented here. 
Otherwise, you will get unpredictable results. In the tag definitions below, the text in red 
represents input options that must be entered by you.  

Additional Notes: All tags include Input Options; these are values that you manually 
enter. You can enclose input options with single quotes, as shown in the tag reference 
below, or you can use double quotes; it really doesn't matter unless your input option 
text also contains quote marks. Use single quotes if your input option includes double 
quotes, and vice-versa. If an input option includes both double and single quotes, then 
simply enclose it with some other character that is not used in the option, such as a tilde 
(~). 

Tag: hsp-first='first page link text'  

This tag is used to insert a first page link into your table template. When selected, this link will display the first 
page of the search results for results that span more than one page. If your search results fit on a single page the 
link created by this tag will be disabled. This link will also be disabled if the user is currently on the first page of 
the search results.  

Input Options:  

 first page link text : This is the text that will be used as the actual selection link. When selected, it will 
forward users to the first page of the search results. In addition to plain text, this field will accept any 
valid HTML.  

Used in template example: Yes   
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Tag: hsp-next='next page link text'  

This tag is used to insert a next page link in your table template. When clicked, this link will display the next page 
of the search results if the results span more than one page. If your search results fit on a single page, then the 
link created by this tag will be disabled. This link will also be disabled if the user is currently viewing the last page 
of the search results.  

Input Options:  

 next page link text : This is the text that will be used as the actual selection link. When selected, it will 
forward users to the next page of the search results. In addition to plain text, this field will accept any 
valid HTML.  

Used in template example: Yes   

 

Tag: hsp-previous='previous page link text'  

This tag is used to insert a previous page link in your table template. When clicked, this link will display the 
previous page of the search results if the results span more than one page. If your search results fit on a single 
page, then the link created by this tag will be disabled. This link will also be disabled if the user is currently viewing 
the first page of the search results. 

Input Options:  

 previous page link text : This is the text that will be used as the actual selection link. When clicked, it will 
forward users to the previous page of the search results. In addition to plain text, this field will accept 
any valid HTML.  

Used in template example: Yes   

 
 

Tag: hsp-recordcount  

This tag displays the number of records located by the search.  

Used in template example: Yes   

 

Tag: hsp-pagecount  

This tag displays the number of pages spanned by the records located by this search. For example, if a search 
locates 20, records and you choose to show five records per page, the page count would be four.  

Used in template example: Yes   

 

Tag: hsp-thispage  

This tag displays the current page number for searches that span multiple pages. For example, if a user performs 
a search that spans four pages, this tag will show the number "1" for the first page of the search results. If the user 
selects the "Next Page" link to show the next page of results, this tag will show the number "2."  

Used in template example: Yes   
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Tag: hsp-show='text-to-show'-when='first-or-always'  

This tag displays the text in the text-to-show  input option. This text can be displayed on every page of the search 
results or on the first page only.  

Input Options:  

 text-to-show : Enter the text that you would like displayed by this tag. In addition to plain text, you can 
enter any valid HTML in this field..  

 first-or-always : The text to show  can be displayed on every page of the search results or only on the 
first page. Replace first-or-always  with with first (to only show on the first page) or always (to show 
on all pages). 

This tag can be combined with the tags:  

 hsp-recordcount  

 hsp-pagecount  

 hsp-thispage 

Used together, you can create informational headers and footers for your results table. For example, you could 
show the number of records located by the search on the first page only using the tag below:  

    hsp-show='hsp-recordcount record(s) found.'-when='first'  

Alternatively, you could display the current page that the user is on along with the total number of pages this 
search spans by using the following tag below:  

    hsp-show='Page hsp-thispage of hsp-pagecount.'-when='always'  

Used in template example: Yes   

 

Tag:  hsp-fieldname='form name::field name'-separator='result separator' 
 

Optional Syntax:  hsp-fieldname='form name::field-name'-separator=' result separator'-alttext='alternate-text' 

This tag is used to show the actual data from the records located by the search.  

Input Options:  

 form name : The name of the database form that contains the field you wish to display. 

 field name : This is name of the database (form) field that you would like displayed by the tag.  

If the data type of the field name  is a URL, by default HotRiot will display a selectable link, when 
selected, the link will forward users to the resource (page) pointed to by the URL. Also see the tag:       
hsp-url. 

If the data type of field-name is one of the following audio or video types — MP4, H.264, FLV, AAC or 
MP3 — HotRiot will display the name of the file as a selectable link by default. When that linked is 
clicked, it will launch a media player that will play the selected file. Also see the tag: hsp-avplayer. 

If the data type of the field name is a GIF or JPEG, by default HotRiot will display a selectable thumbnail 
of the original picture. When selected, the full size version of the thumbnail will be displayed. Also see 
the tags: hsp-showpicture, hsp-showthumbnail, hsp-thumbnailaddress, and hsp-pictureaddress.  
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If the data type of the field name is a recognized file extension, e.g. PDF, DOC, WAV, by default HotRiot 
will display a selectable link, that when selected, will launch the application associated with the file type.  
For example, if the file type is a PDF, selecting the link will cause Adobe Acrobat to launch, 
simultaneously opening the selected document. Also see the tag: hsp-fileaddress.  

If the data type of the field name is an email address, HotRiot will, by default, display a selectable link 
that, when selected, will launch the user’s email client.  The send-to address will be preloaded with the 
email address from the record located by the search.  Also see the tag: hsp-emailaddress. 

There are two system values that can also be used to set the field name, these are: 

1. hsp-dateposted – HotRiot records the date and time when records are posted to a database.  
This is done automatically for all databases. You can display this timestamp by setting the field 
name to hsp-dateposted.   You can set the format of the timestamp by using the date and 
time format settings on the System Preferences and Settings page.                                                                               

2. hsp-proximity – This field is intended to be used with searches that include a zip code 
proximity search criteria. Setting the field name to this system value will cause the computed 
distance from the starting zip code to be displayed. For more details, please see Performing a 
Zip Code Proximity Search. 

 result separator (optional): The separator that you want used to divide the results for fields that may 
have more than a single result returned. For example, if a user selected their 3 favorite sports from a 
list-box, the separator would be what is used to divide the 3 entries located by the search. In addition to 
plain text, this field will accept any valid HTML.  

 alternate-text (optional): Use this to enter what you would like HotRiot to display if there is no data for 
the field named in this tag. In addition to accepting plain text, this field will also accept any valid HTML. 
NOTE: If you include this option, you also will need to include the result-separator  option shown above. 

Used in template example: Yes   

 
 
 

Tag: hsp-columnsort='form name::field name'-link='link text'  

This tag displays a results sorting link. When selected, this link sorts the search results on the data field entered in 
the field name input option. You can sort the search results on any field from the input form. When selected, the 
search results are sorted alternating between ascending and descending order.  

Input Options:  

form name : This is he name of the database form that contains the field you wish to make sortable. 
There are two system values that can also be used to set the field name. They are: 

1. hsp-dateposted – HotRiot records the date and time when records are posted to a database.  
This is automatically done for all databases. You can allow users to sort the results by this 
timestamp by setting the field name to hsp-dateposted.  

2. hsp-proximity – This field is intended to be used with searches that include a zip code 
proximity search criteria.  Setting the field name to hsp-proximity will allow users to sort the 
search results based on the records computed distance from the starting zip code. 

 field name : The data field from the record on which the search results.should be sorted.  

 link text : The actual link the user selects to initiate the sort. In addition to accepting plain text, you can 
enter any valid HTML.  

Used in template example: Yes   
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Tag: hsp-color='even row color'-color='odd row color'  

This tag is placed inside a <TD> tag, and sets the colors for alternating rows in the results table. The colors are 
set on a per column basis. For example, you can set different alternating colors for the different columns in the 
table.  

Input Options:  

 even row color : Sets the even row color for the <TD> column.  

 odd row color : Sets the odd row color for the <TD> column.  

Below is an example of how this tag is used in a <TD> tag.  

<td bgcolor="hsp-color='#e1e6ec'-color='#e1e6ec'">  

Used in template example: Yes   

 

Tag: hsp-showpicture=' form name::field name'  
 
Optional Syntax: hsp-showpicture=' form name::field name'-alttext='alternate text' 

This tag can be used in place of the hsp-fieldname tag for GIF and JPEG fields. While the hsp-fieldname tag 
displays a selectable thumbnail version of the original GIF or JPEG, this tag will display the full-size original of the 
image.  

Input Options:  

 form name : The name of the database form that contains the picture field you wish to display. 

 field name : Enter the name of the GIF or JPEG file field that you would like displayed by this tag.  

 alternate text : Enter what you would like HotRiot to display if no image has been saved with the record. 
In addition to accepting plain text, this field will accept any valid HTML.  For Example, using the HTML 
IMG, tag you can insert a default thumbnail that will be displayed when the record does not contain a 
picture. 

Used in template example: No   

 

Tag: hsp-showthumbnail= form name::field name'  
 
Optional Syntax: hsp-showthumbnail=' form name::field name'-alttext='alternate text' 

This tag can be used in place of the hsp-fieldname tag for GIF and JPEG fields. While the hsp-fieldname tag 
displays a selectable thumbnail version of the original GIF or JPEG, this tag will display a non-selectable thumbnail 
version of the full-size original.  

Input Options:  

 form name : The name of the database form that contains the picture field you wish to display as a 
thumbnail. 

 field name : Enter the name of the GIF or JPEG file field that you would like displayed by this tag.  

 alternate text : Enter what you would like HotRiot to display if no image has been saved with the record. 
In addition to accepting plain text, this field will accept any valid HTML. For example, using the HTML 
IMG tag, you can insert a default thumbnail that will be displayed when the record does not contain a 
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picture. 

Used in template example: No   

Tag: <hsp-beginrepeat='repeat count'> 
Tag: <hsp-endrepeat>  

These two tags work as a pair and are used to define the section of your template code that should be repeated 
for each record located by the search. These tags are almost always placed around the section of your table 
template that displays the record data using the hsp-fieldname tags. There should ONLY be one set of these tags 
in your template. Please note that these tags are placed between <> symbols.  

Input Options:  

 repeat count : This is the number of times that the HTML code enclosed between the hsp-beginrepeat 
and hsp-endrepeat tags should be repeated. This number represents the number of records per page 
that you would like displayed. The valid range is between 1 and 200. Values greater than 200 will be 
truncated to 200.  

Notes: There is an alternate syntax for the hsp-beginrepeat tag that allows you to create tables that are laid out in 
a two-dimensional grid. For details please see the section Creating a Two Dimensional Custom Results Table.     
 
Used in template example: Yes   

 

Tag: hsp-thumbnailaddress=' form name::field name'  
 
Optional Syntax: hsp-thumbnailaddress=' form name::field name'-alttext='alternate text' 

This tag can be used in place of the hsp-fieldname tag for GIF and JPEG fields. While the hsp-fieldname tag 
displays a selectable thumbnail version of the original GIF or JPEG, this tag will insert the fully qualified URL to the 
thumbnail of the original. You normally use this tag within some other HTML or JavaScript that makes use of the 
thumbnail address.  

Input Options:  

 form name : The name of the database form that contains the picture field you wish to get the 
thumbnail URL to. 

 field name : Enter the name of the GIF or JPEG data field that you would like to get the thumbnail 
address to.  

 alternate text : Enter what you would like HotRiot to display if no image has been saved with the record. 
In addition to accepting plain text, this field will accept any valid HTML.  

Used in template example: No   

 

Tag: hsp-url=' form name::field name'  

This tag can be used in place of the hsp-fieldname tag for URL field types. While the hsp-fieldname tag displays 
URL types as a selectable link that forwards users to the resource (page) pointed to by the URL, this tag will 
simply insert the URL address in place of the tag. You normally use this tag within some other HTML or JavaScript 
that makes use of the URL address.  

Input Options:  

 form name : This is the name of the database form that contains the URL field you wish to display. 

 field name : Enter the name of the field that contains the URL address you would like to retrieve.  

Used in template example: No   
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Tag: hsp-pictureaddress=' form name::field name'  
 
Optional Syntax: hsp-pictureaddress=' form name::field name'-alttext='alternate text' 

This tag can be used in place of the hsp-fieldname tag for GIF and JPEG fields. While the hsp-fieldname tag 
displays a selectable thumbnail version of the original GIF or JPEG, this tag will insert the fully qualified URL to the 
original picture that was uploaded. You normally use this tag within some other HTML or JavaScript that makes 
use of the pictures address.  

Input Options:  

 form name : This is the name of the database form that contains the picture field for which  you wish to 
get the URL. 

 field name : Enter the name of the GIF or JPEG data field for which you would like to get the address.  

 alternate text : Enter what you would like HotRiot to display if no image has been saved with the record. 
In addition to accepting plain text, this field will accept any valid HTML.  

Used in template example: No   

 

Tag: hsp-emailaddress=' form name::field name'  

This tag can be used in place of the hsp-fieldname tag for email address field types. While the hsp-fieldname tag 
displays a selectable link, that when selected, will launch the email client of the user, this tag will simply insert the 
email address entered in the record. You normally use this tag within some other HTML or JavaScript that makes 
use of the email address.  

Input Options:  

 form name : The name of the database form that contains the email address field you wish to display. 

 field name : Enter the name of the field that contains the email address that  you would like to retrieve.  

 
Used in template example: No   

 

Tag: hsp-fileaddress=' form name::field name'  
 
Optional Syntax: hsp-fileaddress=' form name::field name'-alttext='alternate text' 

This tag can be used in place of the hsp-fieldname tag for uploaded file types other than GIF or JPEG images, for 
example, PDF or MS Word files. While the hsp-fieldname tag displays the name of the uploaded file as a selectable 
link to the file, this tag will insert the fully qualified URL to the file that was uploaded. You normally will use this 
tag within some other HTML or JavaScript that makes use of the files URL address.  Also see hsp-filename. 

Input Options:  

 form name : The name of the database form that contains the file field you wish to display the URL to. 

 field name : Enter the name of the file upload field that you would like to get the address of.  

 alternate text : Enter the text you would like HotRiot to display if no file has been saved with a record. In 
addition to accepting plain text, this field will accept any valid HTML.  

Used in template example: No   

 
 



 

326  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

 
 
 

Tag: hsp-editlink='Location of the database form'-link='Link Text' 
 
Optional Syntax: hsp-editlink=' Location of the database form -link='Link Text'–retpage=Return Page' 

This tag will produce a link, which when selected will forward users to a page that contains the database form that 
was used to post the record. The form will be pre-populated with the record data. Users can make edits to the 
form data. Submitting the form will cause the existing record to be overwritten. This tag must be placed between 
the hsp-beginrepeat  and hsp-endrepeat  tags.  

Input Options:  

Location of the database form : Enter the location of a page that contains the database form used to 
post the record. This need not necessarily be the same page that was used to initially post the record.  
All it needs is to point to a page that has a copy of the form used to post the record. It is fairly common 
for the edit record page to be different from the page used to first post a record. For example, if the 
page that contains the database form is located at:  

http://www.YourWebSite.com/pages/db_form.html  

You would enter: pages/db_form.html 

 Link Text : Enter the text that will be used as the selection link. In addition to plain text, you can enter 
any valid HTML. It is fairly common for the link text to be an "hsp-fieldname" tag. This allows you to use 
the record data displayed in the table as the link text. For example, the following link can be used as the 
link text: 

hsp-fieldname="form name::field name"-separator="results separator" 

Of course, you need to replace the fieldname tag specific values shown in red above. 

 Return Page (optional): Enter the page that users should be forwarded to after editing a record.  For 
example, if the return page is located at: 

http://www.YourWebSite.com/pages/return_page.html  

You would enter: pages/return_page.html 

Often, the page you want users forwarded to after editing a record is different from the page you want 
them forwarded to the first time they post a record. If this field is omitted, users will be forwarded to the 
default response page, which is the return page you entered in on the last step of the create database 
wizard.   

Used in template example: No   

 
 

Tag: hsp-recordlink='URL to a record details page'-link='Link Text'  

This tag will produce a link that, when selected, will forward users to a record details page. This tag must be 
placed between the hsp-beginrepeat and hsp-endrepeat  tags.   

You specify which fields from the record you want displayed on the details page by placing hsp-fieldname tags at 
the locations on the page where you want the data to appear. HotRiot then scans the page looking for these 
custom tags, replacing each tag with the associated record data. For more information please see the section 
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Taking a closer look at the record details page.  

Input Options:  

 URL to a record details page : Enter the complete URL of the page on your site that will display the 
record details. For example:  

   http://www.YourWebSite.com/pages/record_details.html     

 Link Text : Enter the text that will be used as the selection link. In addition to plain text, you can enter 
any valid HTML. It is fairly common for the link text to be an "hsp-fieldname" tag. This allows you to use 
the record data displayed in the table as the selection link.  For example, the following link can be used 
as the link text: 

hsp-fieldname="form name::field name"-separator="results separator" 

Of course, you need to replace the fieldname tag-specific values shown in red above. 

Used in template example: Yes   

 
Tag: hsp-deleterecord='hsp-lastsearch'-link='Link Text'  

This tag gives users the ability to delete records that are returned in the search results table. This tag must be 
placed between the hsp-beginrepeat and hsp-endrepeat  tags. 

Input Options:  

 Link Text : Enter the text that will be used as the selection link. In addition to plain text, you can enter 
any valid HTML. 

Used in template example: Yes 

 
Tag: hsp-viewallowner= 'Link Text'  

This tag gives users the ability to select a record from the results table and have all records posted by the same 
user returned. When a user sees a record of interest they often times would like to view all records posted by the 
same person, or account owner. This tag must be placed between the hsp-beginrepeat and hsp-endrepeat tags.  

Input Options:  

 Link Text : Enter the text that will be used as the selection link. In addition to plain text, you can enter 
any valid HTML.  

Used in template example: No   

 

Tag: hsp-recordurl='URL to a record details page' 

This tag will create a URL to a record details page. This tag must be placed between the hsp-beginrepeat  and 
hsp-endrepeat  tags.  Unlike hsp-recordlink, which create a complete link to a record details page, this tag simply 
creates a URL that points to a record details page. You normally embed this tag inside other HTML tags.  

You specify which fields from the record you want displayed on the details page by placing hsp-fieldname tags at 
the locations on the page where you want the data to appear. HotRiot then scans the page looking for these 
custom tags, replacing each tag with the associated record data. For more information please see the section 
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Taking a closer look at the record details page.  

Input Options:  

 URL to a record details page : Enter the complete URL of the page on your site that will display the 
record details. For example:  

   http://www.YourWebSite.com/pages/record_details.html     

Used in template example: Yes   

 
Tag: hsp-expsearch='Export Type'-link='Link Text' 

Including this tag allows users to download their search results in the Excel (CSV) format. When this link is 
selected, a dialog box appears, asking the user to either open or save the search results. If the user has Excel 
installed on their computer, they will be able to open the search results directly. This tag should be placed outside 
of the hsp-beginrepeat and hsp-endrepeat  tags.  

Input Options:  

 Export Type : The Export Type can be set to 0 or 1. See below for details. 

0 : Set the export type to 0 if you want to export all fields in the database.                                               
1 : Set the export type to 1 if you only want to export fields shown in the results table. 

 Link Text : Enter the text that will be used as the selection link. In addition to plain text, you can enter 
any valid HTML.  

Used in template example: No   

 
Tag: hsp-ownerdetails=' owner details return page '-link='Link Text' 

This tag gives users the ability to select a record from the results table and view the details about the record 
owner (i.e., the person who posted the record). This tag must be placed between the hsp-beginrepeat and      
hsp-endrepeat  tags.  

If you use this tag, you will need to create a details page on your Web site that can display the owner information. 
On the details page you can display any information collected from the record owner’s registration form. You 
specify which fields from the registration form you want displayed by placing hsp-fieldname tags at the locations 
on the page where you want the information to appear. HotRiot scans the page to locate these custom tags, 
replacing each tag with the associated record data. For more information please see the section, Displaying record 
owner information on a record details page. 

Input Options:  

 owner details return page : Enter the URL of the page on your site that will display the record owner's 
details. For example, if your details page is located at:  

http://www.YourWebSite.com/pages/record_owner_details.html  

You would enter: pages/record_owner_details.htm  

 Link Text : Enter the text that will be used as the selection link. Enter plain text or any valid HTML.                                                                                                          
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This tag has been deprecated and should not be used.  

Use instead, the hsp-fileaddress tag along with the HTML5 <video> and <audio> tags. 
 
Tag: hsp-avplayer="form name::field name"-width="size"-height="size" 

This tag can be used in place of the hsp-fieldname  tag for the following audio and video file types. 

 MP4, H.264, FLV, AAC, MP3 

The hsp-fieldname  tag displays a documents file name as a selectable link, that when selected, plays the file in a 
popup window or in the users main browser window. This tag, however, embeds a media player directly into the 
results table, allowing users to play the file in the table.  

HotRiot replaces this tag with a <div> tag that displays the media player. Please see below for details. 

 <div id='hravplayer1' class='hravplayer'> </div> 

The class identifier for the tag is "hravplayer". This can be used with CSS in order to apply custom styles. This tag 
does not support content that is delivered through RTMP.  Therefore, you cannot use this tag if you have selected 
RTMP streaming on the Amazon Web Services integration page. 

Input Options:  

 form name : The name of the database form that contains the field you wish to display. 

 field-name : Enter the name of the forms media file field that you would like displayed by this tag.  

 size : Enter the dimensions (width and height) that you would like the media player to be set to. Setting 
the height to 25 will display only the control bar with no content window. This is often a desirable setting 
for audio files such as MP3 and AAC.  

Used in template example: No 

 

Tag: hsp-filename="form name::field name" 
 
Optional Syntax: hsp-filename="form name:: field name"-alttext="alternate text" 

This tag can be used in place of the hsp-fieldname  tag for all document file types. HotRiot replaces this tag with 
name of the file. This tag is often used in combination with the hsp-fileaddress tag. They are usually used with 
custom HTML in order to support specific display behaviors. 

Input Options:  

 form name : The name of the database form that contains the field you wish to display. 

 field-name : Enter the name of the forms media file field that you would like displayed by this tag.  

 alternate text : Enter the text you would like HotRiot to display if no file was saved with a record. In 
addition to accepting plain text, this field will accept any valid HTML. 

 

Custom table template example (shown on next page) 

Let's take a look at an example custom table template that demonstrates the use of 
many of the tags defined above. This table displays information from the database 
named sale_db, which contains a list of home yard sales. The custom table tags are 
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highlighted in color. The HTML below would get entered into the custom layout textarea 
control.  
 
 
<table> 
  <tr> 
    <td align="left"> 
      hsp-first='First' | hsp-previous='<< Previous' | hsp-next='Next >>' 
    </td> 
    <td align="middle"> 
      hsp-show='hsp-recordcount record(s) found.'-when='first' 
    </td> 
    <td align="right"> 
      hsp-show='Page hsp-thispage of hsp-pagecount.'-when='always' 
    </td> 
  </tr> 
</table> 
 
<table> 
  <tr> 
    <th> 
       hsp-columnsort='sale_db::yard_sale_date'-link='Date' 
    </th> 
    <th> 
       Time 
    </th> 
    <th> 
       Address 
    </th> 
    <th> 
       hsp-columnsort='sale_db::yard_sale_city'-link='City' 
    </th> 
    <th> 
       Delete Record 
    </th> 
  </tr> 
 
  <hsp-beginrepeat='20'> 
    <tr> 
      <td bgcolor="hsp-color='#e1e6ec'-color='#e1e6ec'"> 
        hsp-recordlink='http://www.YardSaleSite.com/yardSaleDetails.html'- 
        link='hsp-fieldname="sale_db::yard_sale_date"-separator="<br>"' 

      </td> 
      <td bgcolor="hsp-color='#e1e6ec'-color='#e1e6ec'"> 
        hsp-fieldname='sale_db::yard_sale_time'-separator='<br>' 
      </td> 
      <td bgcolor="hsp-color='#e1e6ec'-color='#e1e6ec'"> 
        hsp-fieldname='sale_db::yard_sale_address'-separator='<br>' 
      </td> 
      <td bgcolor="hsp-color='#e1e6ec'-color='#e1e6ec'"> 
        hsp-fieldname='sale_db::yard_sale_city'-separator='<br>' 
      </td> 
      <td bgcolor="hsp-color='#e1e6ec'-color='#e1e6ec'"> 
        hsp-deleterecord='hsp-lastsearch'-link='Delete' 
      </td> 
    </tr> 
  <hsp-endrepeat> 
</table> 
 
 

The tags in this section provide the 
navigation controls, the record 
counter and page counter.  
 
Notice the use of the  

 hsp-recordcount,  

 hsp-thispage  

 hsp-pagecount  

tags inside of the hsp-show tags. 

This is the table header section. 
This is where the column headers 
are defined. 
 
The two hsp-columnsort tags in 
this section create selectable 
column headers that sort the 
search results based on the 
column type. In this example the 
column types are yard sale date 
and city. 

Everything between the  
 

<hsp-beginrepeat='20'> 
and 

<hsp-endrepeat> 
 

will get duplicated for each record 
located by the search, up to 20 
records per page. 
 
Notice the hsp-fieldname tag 
inside the hsp-recordlink tag. 
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Creating a Two Dimensional Custom Results Table 

In the custom template example above, we created a table with a traditional  
one-dimensional layout, where the record data is formatted in rows, with one on top of 
the other. An example of this is shown below. 
 

 
 
It's also possible to format your results table in a two-dimensional grid. Below is an 
example of this. This table contains the same record information as the one above, 
except there are three records in each row, instead of one.  
 

 
 
This particular table was created using the Vertical Layout manager of the Customize 
Search Results Table wizard. However, it's possible to use the Custom Layout manager 
to create a results table with a similar format. Let’s take a look at an example. 
 
On the next page is the customized HTML template code for the table above. When 
creating this custom layout, we started by copying the HTML created by HotRiot for a 
vertical layout. Most of the HTML is grayed out; this is so that we can focus our attention 
on the code that controls creating a grid layout. Highlighted in red are the  
hsp-beginrepeat and hsp-endrepeat tags. We explained the basic syntax for these 
earlier, so we will not go over that again. Notice that the codes in the hsp-beginrepeat 
tag include two values that are separated by a comma. The first value is the repeat 
count and specifies the number of records displayed per page. The second value tells 
HotRiot to organize the records in a grid and specifies the number of records to display 
on each row. This value must be a positive number from 1 to 10. 
 
As you can see, the hsp-beginrepeat and hsp-endrepeat tags are enclosed in an 
opening and closing table tag. This is mandatory when creating a table with a grid 
layout. The opening table tag controls the overall size of the results table and can 
include any HTML fields normally permitted in this tag. Only add the opening and closing 
table tags; do not include any other table control tags such as <tr> or <td>. Don’t be 
concerned with the fact that this creates an incomplete table, HotRiot will automatically 
fill in the missing <tr> and <td> tags when it builds an actual search results table.   



 

332  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

 
<table class="idf-nav" width="90%"> 
  <tr> 
    <td align="left"> 

<a href="http://YourApplicationName.k222.info/process?expSearch=1& 
hsp-formname=search_restaurant_registration&expLimits=1&expf=excel"  title="">Export...</a>         
hsp-first='First' | hsp-previous='< Previous' | hsp-next='Next >' 

    hsp-show='  hsp-recordcount record(s) found.   '-when='first' - <b>Restaurant Listing</b> 
    </td> 
    <td align="right"> 
      hsp-show='Page hsp-thispage of hsp-pagecount.'-when='always' 
    </td> 
  </tr> 
</table> 
 
<table width="90%" height="1%"> 
<hsp-beginrepeat='15,3'> 
 
<table class="idf" cellspacing="0" cellpadding="4" style="border-collapse: collapse; border: 1px solid #343434" 
width="100%" height="100%" bgColor="#A8A8A8"> 
  <tr> 
    <th width="50%" bgcolor="#DADADA" align="right"> 
      <font color="#000000">hsp-columnsort='name'-link=' Name:'</font> 
    </th> 
    <td width="50%" bgcolor="#DADADA" valign="middle" align="left" colspan="1"> 

 <font color="#000000"> hsp-recordlink='http://YourApplicationName.com/restaurant/search_details.html'-
link='hsp-fieldname="restaurant_registration::name"-seperator="<br>"-alttext=""'</font> 

    </td> 
  </tr> 
  <tr> 
    <th width="50%" bgcolor="#DADADA" align="right"> 
      <font color="#000000">Type of Food:</font> 
    </th> 
    <td width="50%" bgcolor=#DADADA' valign="middle" align="left" colspan="1"> 

<font color="#000000"> hsp-fieldname='restaurant_registration::type_of_food'-seperator='<br>'-
alttext=''</font> 

    </td> 
  </tr> 
  <tr> 
    <th width="50%" bgcolor="#DADADA" align="right"> 
      <font color="#000000">Zip Code:</font> 
    </th> 
    <td width="50%" bgcolor="#DADADA" valign="middle" align="left" colspan="1"> 

<font color="#000000"> hsp-fieldname='restaurant_registration::zip_code'-seperator='<br>'-
alttext=''</font> 

    </td> 
  </tr> 
  <tr> 
    <th width="50%" bgcolor="#DADADA" align="right"> 
      <font color="#000000">hsp-columnsort='hsp-proximity'-link='Distance'</font> 
    </th> 
    <td width="50%" bgcolor="#DADADA" valign="middle" align="left" colspan="1"> 

<font color="#000000"> hsp-fieldname='restaurant_registration::hsp-proximity'-seperator='<br>'-
alttext=''</font> 

    </td> 
  </tr> 
</table> 
 
<hsp-endrepeat> 
</table> 
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Using the hsp-fieldvalue tag 

 
 
The hsp-fieldvalue tag is a close cousin of the hsp-fieldname tag. They perform similar 
functions but are used for different tasks. Let's start by comparing what these tags do: 
 

 The hsp-fieldname tag is used to insert, or display, record data on Web pages 
that are returned to users by HotRiot. You use this tag, for example, if you would 
like to display a user's registration information on a page, or if you would like to 
show the record details for a record selected in a results table. Before HotRiot 
returns a page to a user, it first scans the page, looking for hsp-fieldname tags. 
These tags are removed by HotRiot and are replaced with the record data 
referenced by the tags. This tag should only be used on pages that are returned 
by HotRiot. 
 

 The hsp-fieldvalue tag is used to send record data to HotRiot using a form. This 
tag allows you to pass record data as variables in database forms, or use record 
data in your searches. Before HotRiot processes either a database form or a 
search form, it first scans the form for hsp-fieldvalue tags. These tags are 
removed by HotRiot and are replaced with the record data referenced by the tag. 
The data is pulled from the Direct Access Cache (DAC). This tag is explained in 
detail on the following pages.  

 
You use the hsp-fieldvalue tag when you want to post record data in a form.  
The hsp-fieldvalue tag is normally placed inside the value attribute of hidden form fields. 
The first thing HotRiot does when it receives a form post is to replace all hsp-fieldvalue 
tags with the record data referenced by the tags. 
 
The syntax for using the hsp-fieldvalue tag is shown below. As you can see, this is 
virtually identical to that of the hsp-fieldname tag. However, notice that unlike the  
hsp-fieldname tag, the hsp-fieldvalue tag does not require the use of quotes. 
 

 hsp-fieldvalue=form-name::field-name 
 

There are two attributes that you must set; they are: 
 

 form name  

 field name 
 
These two values are separated by double colons. 
 

The form-name attribute (shown in red) is the name of the database form that contains 
the field you wish to post. This is the name that you assigned the form when you created 
it. In addition to the form-name attribute, there is a field-name attribute (shown in blue). 
This is the name of the field whose data you would like posted by the tag. This is the 
same name you assigned the field in the database form. Let's have a look at an example 
of how and why you would use this tag. 
 
Imagine you created a job search site where job seekers register their professional 
information. Companies come to your site looking for candidates to fill their open 
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positions by searching the database of registered job seekers. You would like to give 
companies the ability to post a private message to a job seeker when they locate a 
candidate of interest. So, on the job seekers record details page, you include a link that 
forwards users to a page that has a message form. Messages entered in the form are 
posted to a messages database which job seekers can search when they login.  
You decide to use the job seekers email address to distinguish the intended recipient of 
each message. To do this, you include a hidden field in the messages form that has an 
hsp-fieldvalue tag that references the email address field in the job seeker registration 
form. When a message is posted, this hsp-fieldvalue tag gets replaced with the email 
address entered by the job seeker. The screenshots below provide a visual 
representation of this process. 
 

 
 

2 

 

1 

3 4 

Search Page 

Search Results Page 

Record Details Page Message form page 
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1. Companies looking for candidates to fill their open job positions fill in and submit 
the candidate search form. 

 
2. The search results return page, populated with the records located by the search, 

is sent back by HotRiot.   
 

3. Selecting the record details link next to a record of interest forwards users to the 
record details page. Where the complete record information for the selected 
candidate is shown. The button circled in red is the link that forwards users to the 
post message page, which contains the messages form. 

 
4. The message form includes a hidden field that has an hsp-fieldvalue tag which 

references the email address field in the job seeker registration form. When a 
message is submitted, this hsp-fieldvalue tag is replaced with the email address 
entered by the job seeker selected in the results table. Below is a sample hidden 
field that includes the hsp-fieldvalue tag. 

 
<input type="hidden" name="email_address" value="hsp-fieldvalue=seeker_registration::email_address"> 

 
 

Posting registration information in a form using the hsp-fieldvalue tag 

When a new user posts a registration, or an existing user logs-in, they become 
established as the active user. The registration information submitted by the active user 
can be used with hsp-fieldvalue tags. This is done by using the specialized version of the 
hsp-fieldvalue tag shown below. 
 

hsp-fieldvalue=hsp-user::field-name 
 

As with all fieldvalue tags, this tag includes a field-name. This is where you enter the 
name of the registration database field that you would like replaced by the tag. This is 
the same name you assigned the field in the registration form. 
 
This tag also includes an hsp-user  tag, shown in red above. This is in addition to the 
field-name. These two values are separated by double colons. By including an  
hsp-user  tag inside an hsp-fieldvalue tag, you are instructing HotRiot to pull the record 
data for the field named in the tag from the registration record posted by the active user. 
 
 

Posting record owner information in a form using the hsp-fieldvalue tag 

Before we get started, let's go through a little background information. Whenever a user 
posts a record to a database, HotRiot records the identity of the user who saved the 
data. This user is known as the "owner" of the record. If a user is logged in at the time 
they post a record,, this logged-in user becomes the record owner. If a user is not logged 
in at the time they save a record, the record owner is anonymous. 
 
The registration information submitted by a record owner can be posted in a form using 
the hsp-fieldvalue tag. This is done by using a specialized version of the tag shown 
below. 
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hsp-fieldvalue=hsp-owner.form-name::field-name 
 

 

This tag includes three attributes: 
 

4. The hsp-owner tag (shown in red)  
5. The form-name attribute (shown in green). This is the name of the database that 

contains the "owned" records. The hsp-owner tag and the form-name attribute 
are separated by a period. 

6. The field-name attribute (shown in blue). This is the name of the field in the 
registration that you would like displayed by the tag The form-name attribute and 
the field-name attribute are separated by double colons 

 
Let's look at a detailed example. We are going to use the site PreVerifiedPro.com to help 
us illustrate the usage of this tag. PreverifiedPro.com is a website where homeowners 
can go to locate licensed contractors in their areas. Qualified contractors can get listed 
with PreverifiedPro.com by registering. As an option, homeowners can post the details of 
their projects on the site.  
 
Registered contractors are allowed to search the projects database in order to locate 
jobs in their areas. When contractors locate jobs of interest, they need to be able to send 
a message to the homeowners. These messages are posted to the messages database. 
Homeowners can only see their messages; they cannot see messages sent to other 
homeowners. Let's see how PreVerifiedPro.com used the hsp-fieldvalue tag to support 
this functionality. 
 
We will start with a new homeowner coming to the site for the first time to list a project. 
The screenshots on the next page provide a visual representation of this process. 
 

1. The new homeowner submits their registration with PreverifiedPro.com. This 
establishes the visitor as a registered user. We collect the users email address in 
the registration form. 
 

2. The user is then forwarded to their account home page, where there are a 
number of options available for them to manage their account. One of the options 
is to list a project. To list a project, the user select the Submit a Project link, 
which forwards them to the submit project page. 

 
3. On the submit project page there is a form that collects details about their project. 

Submitting this form posts an entry to the Projects database. This is the database 
that registered contractors search when looking for jobs.  
 
HotRiot records this user as the "owner" of the project records they post. This is 
very important. Whenever a user posts a record to a database, HotRiot records 
the identity of the user that saved the data. This user is known as the "owner" of 
the record. If a user is logged in at the time they post a record, this logged in user 
becomes the record owner. So, the user that registered in screenshot #1 is the 
owner of the record posted in screenshot #3. 

 
4. After submitting their project, users are forwarded to a confirmation page. A link 

on this page forwards users back to their account home page.  
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Now, let's take a look at things from a contractor's perspective. Our contractor is going to 
search for jobs that were posted by homeowners in the projects database. Assume our 
contractor has already logged in and has navigated to the project search page. The 
screenshots on the next page provide a visual representation of this process. 
 

1. The contractor fills in and submits the project search form. 
 

2. The search results return page is sent back by HotRiot populated with the 
records located by the search.   

 

Registration Page 

Account Home Page 

Project Submission Page 

Submission Confirmation Page 

2 

1 

3 

4 



 

338  Last Update 6.20.2015 2007 - 2015 iDataForms LLC 

  

3. Selecting the record details link next to a record of interest forwards our 
contractor to the record details page, where the complete record information for 
the selected project is shown. The button circled in red is the link that forwards 
the contractor to the post message page, which contains the message form. 

 
4. In addition to the two visible fields, the message form also includes a hidden field 

that has an hsp-fieldvalue tag that references the email address of the record 
owner. A copy of the hidden field is shown below.  
 

<input type="hidden" name="email_address" value="hsp-fieldvalue=hsp-owner.projects::email"> 

 
When a message form is submitted, the hsp-fieldvalue tag gets replaced with the 
email address entered in the registration form posted by the owner of the record 
selected in screenshot #2 below. This is the email address that was entered into 
the registration form in screenshot #1 above 

 

 
 

2 

1 

3 
4 

Project Search Page 

Search Results Page 

Record Details Page 

Message form page 
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You can use the techniques described above to include any of the registration 
information posted by the record owner, not just the email address. In our example, we 
could have also used the hsp-fieldvalue tag to include the contractor's registration 
information in the messages database by using the variation of the tag shown below. 
 
    hsp-fieldvalue=hsp-user::field-name  
 

We introduced this version of the tag earlier. Including an hsp-user tag inside an  
hsp-fieldvalue tag instructs HotRiot to pull the record data for the field named in the tag 
from the registration record posted by the active user. In our example, the active user is 
the contractor. 
 
The hsp-fieldvalue tag allows you to create complex relationships between different 
databases in your system. For example, if the homeowner registration database includes 
an ID field, as it should, you can use the ID as a key that links records from the message 
database back to the registration record posted by the owners. Creating these 
relationships between databases is the cornerstone in building robust data-driven 
websites. It takes some time and planning to create a well-designed relational database. 
However, the added benefits are well worth the effort.  For more information please see 
the section Advanced Database design (creating relational databases). 
 
 

Using the hsp-fieldvalue tag in a search link 

In our previous examples, we illustrated how you can use the hsp-fieldvalue tag with 
forms. However, this is not the only place where it can be used. The hsp-fieldvalue tag 
can also be used with search links, which is a specialized type of search form. They 
were covered earlier in detail in the section Using Search Links. For this discussion, we 
assume you already know what a search link is and how they are used. 
 
You can also use the hsp-fieldvalue tag to send data in a search link in the same way 
that you use it to send data in a form. This is a great way to include search criterion in a 
search link.  
 
In the example search link below, we highlighted the hsp-fieldvalue tag in red. As you 
can see, we are setting the link field some-field-name to the value of the hsp-fieldvalue 
tag. 
 

 
<a href="http://YourApplicationName.k222.info/process?hsp-formname=search-form-name&  
some-field-name=hsp-fieldvalue=form-name::field-name">Link Text</a> 
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Integrating Yahoo! maps onto your site 

 
 
Yahoo! Maps is a free online mapping portal provided by the Yahoo! network. 
Developers can embed Yahoo! Maps into their own Web pages through the Yahoo! 
Maps Developer APIs. HotRiot has integrated this API, replacing it with a basic 
HTML/JavaScript equivalent, providing you with a very simple process for embedding 
Yahoo! maps onto your site. 
 
The street network and other data from Yahoo! maps comes from Navteq, Tele Atlas 
and other public domain sources. Detailed street network data is currently available for 
the United States, Canada, Puerto Rico, the Virgin Islands, and most European 
countries. Country borders, cities, and water bodies are mapped for the rest of the world. 
Moderate resolution satellite imagery is available world-wide. 1 A resolution of one to 
two meters is available for most of the contiguous United States, and selected cities 
worldwide. 
 
If the records in your database include an address, you can display a Yahoo! map that 
shows the location of a selected record. This is a really nice option that allows users to 
visually see, through a map, the location of a record of interest. 

 

 
 

Above is a screenshot of a Yahoo! map as it appears on a details page. Of course, there 
are options that allow you to control the size of the map, the initial zoom factor, and the 
content layout. As you can see, controls are included on the map that allows users to 
make adjustments to these settings. To include a map on a record details page follow 
the instructions below. 
 

http://en.wikipedia.org/wiki/Navteq
http://en.wikipedia.org/wiki/Tele_Atlas
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Displaying a Yahoo! map on a record details page  

Start by copying the DIV tag in the box below to the location on your details page where 
you would like the map to appear. The width and height fields (shown in red) are used to 
set the size of the map window. You can change these values to whatever you like. 
 
 

 
<div id="hsp-yahoomap=" style="width: 500px; height: 400px; border-collapse: collapse; border: 
1px solid #5D5D5D;" ></div> 

 

 
Now copy the JavaScript in the box below to the <head> section of your details page.  
 

 
<script type="text/javascript" 
   
src="http://api.maps.yahoo.com/ajaxymap?v=3.4&appid=bsm4N53V34F9zLKuRwX2pPB22JhFa
7sjmmpGn0A8WaHlkM_Aee6BGge7zIpG4g--"> 
</script> 
 
<script type="text/javascript"> 
 
   // Set the address the map should center on. 
   var yahooMapAddress = "hsp-address-tags"; 
 
   // Set map type to either of: YAHOO_MAP_SAT, YAHOO_MAP_HYB, YAHOO_MAP_REG 
   var yahooMapType = YAHOO_MAP_REG; 
 
   // Set the starting zoom level, 1 - 17. Lower numbers zoom in closer. 
   var yahooMapZoomLevel = 3; 
 
</script> 

 

 
Now do the following: 
 

1.  (Required) Replace hsp-address-tags (shown in red) with the 
hsp-fieldname tags that contain the records complete address information. For 
example, if a records address is captured with four form fields, named: 
 

 address 

 city 

 state 

 zip 
 

and the name of the form that collects the address information is registration_db, 
you would insert four hsp-fieldname tags separated by spaces—one for each of 
these fields. Below is an example of what the line of JavaScript would look like 
after inserting the required hsp-fieldname tags. 
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var yahooMapAddress = "hsp-fieldname="register_db::address" hsp-fieldname= 
"register_db:city"  hsp-fieldname="register_db:state" hsp-fieldname="register_db:zip""; 

 
2. (Optional) Set the default map type, shown in green. The options are: 

YAHOO_MAP_REG – Regular street map view 
YAHOO_MAP_SAT – Satellite imagery view 
YAHOO_MAP_HYB – Satellite imagery overlaid with a street map 
 

3. (Optional) Set the initial zoom factor, shown in green, for the map display. The 
allowed values are from 1 – 17. Lower numbers zoom in closer. 

 
That's it. Now whenever a user chooses to view the details for a record, a Yahoo! map 
centered on the address for the selected record will show up on the details page.  
 

Displaying a Yahoo! map in a popup window  

Our previous explanation showed how to display a Yahoo! map on a record details page. 
A map can also be displayed inside a popup window. This map display option has the 
advantage of only showing the map if a user specifically selects a map display link.  
 
Integrating a map that displays in a popup window is a bit more work than simply 
including a map on a record details page. However, it is still relatively simple; just follow 
the instructions below. 

 
Start by creating an empty Web page on your site. Copy the HTML in the box below to 
this page. You can assign whatever name to the page you like. Next, do the following: 
 

1.  (Optional) Set the default map type, shown in green. The options are: 
YAHOO_MAP_REG – Regular street map view 
YAHOO_MAP_SAT – Satellite imagery view 
YAHOO_MAP_HYB – Satellite imagery overlaid with a street map 

2. (Optional) Set the initial zoom factor (shown in red) for the map display. The 

allowed values are from 1–17. Lower numbers zoom in closer. 

 
Other than the modifications above, you can leave the remainder of the page as is. 
However, if you are inclined, you can modify the <body> section of the page however 
you like. Just keep in mind that the DIV tag in the body of the page must not be 
removed. The map will appear wherever this tag is placed on the page. 
 
Inside the DIV tag you will see two fields, width and height. These fields are used to set 
the size of the map window. By default, they are set to the full size of the pop-up browser 
window. However, you can change these values to whatever you like. 

 

 
<html> 
<head> 
 
<FORM NAME="addressForm"> 
   <INPUT TYPE="hidden" NAME="address"> 
</FORM> 
 
<script type="text/javascript" 
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src="http://api.maps.yahoo.com/ajaxymap?v=3.4&appid=bsm4N53V34F9zLKuRwX2pPB22JhFa7sjmmpGn
0A8WaHlkM_Aee6BGge7zIpG4g--"> 
</script> 
 
<script type="text/javascript"> 
 
   // Set map type to either of: YAHOO_MAP_SAT, YAHOO_MAP_HYB, YAHOO_MAP_REG 
   var yahooMapType = YAHOO_MAP_REG; 
 
   // Set the starting zoom level, 1 - 17. Lower numbers zoom in closer. 
   var yahooMapZoomLevel = 3; 
 
   function pageLoaded() 
   { 
      var locate = window.location 
      document.addressForm.address.value = locate 
      var yahooMapAddress = document.addressForm.address.value 
      yahooMapAddress = parseAddress( yahooMapAddress ); 
 
      var map = new YMap(document.getElementById('hsp-yahoomap=')); 
      map.addTypeControl(); 
      map.setMapType(yahooMapType); 
      map.addPanControl();  
      map.addZoomLong();  
      map.drawZoomAndCenter(yahooMapAddress, yahooMapZoomLevel); 
      var marker = new YMarker(yahooMapAddress,'id2'); 
      marker.addAutoExpand(yahooMapAddress); 
      map.addOverlay(marker); 
   } 
 
   function parseAddress(str) 
   { 
      theleft = str.indexOf("?") + 1; 
      return(str.substring(theleft, str.length)); 
   } 
 
</script> 
 
</head> 
<body onload="pageLoaded();"> 
  
   <div id="hsp-yahoomap=" style="width: 100%; height: 100%;  
   border-collapse: collapse; border: 1px solid #5D5D5D;" ></div> 
 
</body> 
</html> 

 

Next, copy the JavaScript in the box below to the <head> section of your record details 
page. Then do the following: 
 

 Replace url-to-your-page (shown in blue) with the fully qualified URL to the page 
you created above. 

 

<script language="JavaScript"> 
 
function showYahooMap( address ) 
{ 
   var win = null; var w = 500; var h = 400; var scroll = "yes"; 
  
   LeftPosition = (screen.width) ? (screen.width-w)/2 : 0; 
   TopPosition = (screen.height) ? (screen.height-h)/2 : 0; 
    settings = 
'width='+w+',height='+h+',top='+TopPosition+',left='+LeftPosition+',scrollbars='+scroll+'
,location=no,directories=no,status=no,menubar=no,toolbar=no,resizable=yes'; 
  
    window.open('URL-To-YOUR-PAGE?' + address, '', settings ); 
} 
</SCRIPT> 

 
By default, the popup window is centered on the users screen. You can set the initial 
size of the popup window by modifying the following width and height variables: 
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 var w = 500; 

 var h = 400; 
 
 
Next, copy the link below to your record details page. You can place the link anywhere 
on the page. 

 
 
<a href="javascript:showYahooMap( 'hsp-address-tags' );">Link to Yahoo Map</a> 
 

 
Now do the following: 

 

 Replace hsp-address-tags (shown in blue) with the hsp-fieldname tags that 
contain the records address information. For example, if a records address is 
captured with four form fields, named: 
 

 address 

 city 

 state 

 zip 
 

And the name of the form that collects the address information is registration_db. 
You would insert four  hsp-fieldname tags, each separated by a "+" symbol. 
Below is an example of what the line of JavaScript would look like after inserting 
the required hsp-fieldname tags: 
 
<a href="javascript:showYahooMap( 'hsp-fieldname="registration_db::address"+  
hsp-fieldname="registration_db::city"+hsp-fieldname=" 
registration_db::state"+hsp-fieldname="zip"');">Link to Yahoo Map</a> 
  

That's it. Now whenever the link above is selected the page you created will pop-up with 
a Yahoo! map centered on the records address. 
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Advanced search link integration 

 
In this section, we go over several creative ways to integrate search links in order to 
enhance you site's usability. Specifically, we show how to use search links with iframes 
and the JavaScript window.open method. 
 
We explained search links earlier in the section Using Search Links, so we will not spend 
time going back over the information presented there. We assume you already have 
read that section and have a good understanding of how search links are used.  
 

Imbedding a search link in an iframe 

An iframe is an HTML element that makes it possible to embed a HTML document inside 
another HTML document. The basic syntax for using an iframe is shown here: 
 

<iframe src="URL" other-attributes></iframe> 
 
You can set the src element of an iframe tag to a search link, as in this example: 
 

<iframe src="http://YourApplicationName.k222.info/process?hsp-formname=search-form-
name">   </iframe> 

 
Setting the src element to a search link causes the search results page to be inserted by 
the iframe. This allows you to do things such as initiate a search and display the search 
results without any user interaction. This can be particularly useful for displaying 
database content on your home page. For example, it's fairly common for sites to show 
some preferred content from their databases on their home pages. To do this with 
HotRiot, however, you need a way to automatically initiate the search and display the 
search results. You can do this by using an iframe with a search link as described 
above. 
 
In this short discussion we have only explained how to use the src element of an iframe 
with a search link. However, iframes have many more options that control their behavior, 
all of which are compatible with HotRiot. We suggest you consult a good HTML tutorial 
for complete coverage on the use of iframes. 
 
 

Displaying search results in a popup window 

Until now, all of our database search examples have displayed the search results in the 
user's main browser window. However, by using search links you have the option to 
display search results in a popup window instead. You do this by using the JavaScript 
window.open function in the href element of the anchor tag. Please see the example 
below: 
 

<a href="javascript:void(window.open('URL','popup',…))"></a> 

 
Normally the href element of a link is set to the URL target, or location, of the link. This is 
where the link will take you when it is selected. In the example above, however, the href 
element is set to call the JavaScript window.open function. This means that when the 
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link is selected, the JavaScript window.open function will get called. Hence you would 
need to replace the URL place holder with your search link. Please see the revised 
example below: 
 

<a hef="javascript:void(window.open('http://YourApplicationName.k222.info/process? 
hsp-formname=search-form-name','popup',…))">Link hot spot</a> 

 
Here, the window.open function will call the search link and display the search results in 
a popup window. 
 
In this short discussion we have only explained how to set the URL of the window.open 
function to a search link. The JavaScript window.open function has many more options 
that control its behavior, all of which are compatible with HotRiot. We suggest that you 
consult a good HTML tutorial for complete coverage on its use. 
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Integrating JavaScript with HotRiot 

 
JavaScript is a scripting language most often used for client-side Web development, 
usually to add features that make Web pages more interactive. This section is not 
intended to be a tutorial on JavaScript, as there are many good books and websites 
dedicated to this vast topic. Our goal is to get you started thinking about how JavaScript 
can be integrated with HotRiot to add sophistication to you pages. The ways JavaScript 
can be used to enhance your site are limited only by your imagination. We'll go over a 
few examples to help get you started. 
 
JavaScript has one particular feature that makes it a powerful interactive tool: event 
handling. You can trigger, or call, a JavaScript function when various events occur, Such 
as when the page loads, when it quits, or when you click a button or a link. If you're 
interested, see Appendix K for a complete list of JavaScript event handlers. 

Using JavaScript to performing custom field validation 

Form validation is the process of checking that a form has been filled in correctly before 
it is processed.  For example, if a form has a field into which users type their email 
address, you might want to check that it's properly filled in before posting the form.  
HotRiot has built-in validation for a number of common field types, including: 
 

 Date 

 Time 

 Date & Time 

 Email Address 

 URL 

 Number 

 Currency 

 Social Security Number 

 Zip Code (US format only) 

 Year 
 

Even with this fairly inclusive list, there may be times when you find your application 
requires custom validation. There are two main methods for validating forms: server-side 
(used by HotRiot), and client-side (usually done by JavaScript).  
 
Here we will show you how to create client-side JavaScript enabled forms that check 
whether a user has filled in a form correctly before it's sent to HotRiot. We will build a 
simple form with a validation script. This example uses the "OnSubmit" event handler. 
 
In the box below is the HTML for a sample form. This form includes one text field called 
Your Name, and a submit button. Our validation script will ensure that the user enters 
their name before the form is posted to the server. 
 
 
<form name="contact_form" method="post"    
 
action="http://YourApplicationName.k222.info/process " 
    OnSubmit="return validate_form ( );" > 
 
    <input type="hidden" name="hsp-formname" value="test_form"> 
 
    Please Enter Your Name: <input type="text" name="your_name"> 
    <input type="submit" name="Submit"> 
 
</form> 
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The form is given the name contact_form; see the text highlighted in blue. This is so we 
can reference the form by name in our JavaScript validation function. 
 
Additionally, the form tag includes an OnSubmit handler that is used to call our 
JavaScript validation function, validate_form(); see the text highlighted in red. When the 
Submit button is pressed, the validation function is called. This function returns the value 
"true" or "false" to the browser. True means "send the form to the server," while false 
means "don't send the form." This allows us to prevent the form from being posted if the 
user hasn't filled it in properly. 
 
The JavaScript form validation function is shown below. This function checks to see if 
the name field has been filled in. If it has, the function returns the value true; otherwise it 
returns false. Typically, JavaScript code is placed in the Head section of the page. We 
will not go into the details of how each line of code is processed; there are many good 
references available to teach you JavaScript. 
 
 
<script type="text/javascript"> 
 
function validate_form( ) 
{ 
    var valid = true; 
 
    if( document.contact_form.your_name.value == "" ) 
    { 
        alert ( "Please fill in the 'Your Name' field." ); 
        valid = false; 
    } 
 
    return valid; 
} 
 
</script> 
 

 
The validation script above is a very simple example; however, the function could have 
performed any type of validation required. This shows how using JavaScript allows you 
to integrate any type of form validation into your HotRiot-enabled application. This allows 
you to add functionality to your forms that is not included in HotRiot. 
 

Using the hsp-fieldname tag to set JavaScript variables 

HotRiot replaces all hsp-fieldname tags before sending pages back to a user's browser.  
As a result, the hsp-fieldname tag can be used to set JavaScript parameters, as in this 
example below: 
 

 var some_variable = 'hsp-fieldname="form-name::field-name"'; 

 
This simple concept opens a world of possibilities. Being able to dynamically set 
JavaScript variables with data from your databases allows you to manipulate this 
information with JavaScript code. 
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Performing email address verification 

This is a fairly common requirement we see of Web sites that collect user email 
addresses. Because email addresses are so important, it is critical that users enter them 
correctly. To minimize email address entry errors, sites often ask users to enter their 
address twice. The two entries are then compared, and if they are identical it is assumed 
the user entered the correct data. If the values don't match, the user is alerted and asked 
to re-enter the address. This simple process greatly reduces data entry errors. Of 
course, having to enter the same information twice on a form is a bit of a nuisance, so 
this technique is normally only used to validate the most critical data. In most cases, this 
is the email address; however, it can be whatever information you deem important 
enough to justify this form of validation. 
 
Let's see how we can perform this type of data entry verification using HotRiot. First, we 
need to create a form that has two email address entry fields. While this is fairly easy, 
there is one catch: We only want HotRiot to process the email address entered in the 
primary address field. It should ignore the second entry field, which is only used for 
validation. To get HotRiot to ignore a form field, simply name the field: 
 

hsp-ignore-field-name 
 
Replace field-name (shown in red) with the name you would like to assign the field; see 
the HTML form code highlighted in green below. This allows you to create more than 
one field on the same form that uses the hsp-ignore tag.  HotRiot ignores form fields 
whose name begins with hsp-ignore. These fields will not appear in the Create Database 
wizard or the Edit Database wizard, and HotRiot will not create a database entry for 
these fields. HotRiot ignores them as though they don't even exist.  
 
Having created the two email address fields, the next step is to perform the actual 
validation. This is where the JavaScript comes in. We need to write a small JavaScript 
function that will check the two entry fields and compare their values. This shouldn't be 
too tough. While there are a number of ways to do this, probably the easiest way is to 
simply write an "OnSubmit" handler that checks the values when the user selects the 
submit button. 
 
 
<form name="registration_form"  
    method="POST" action="http://YourApplicationName.k222.info/process" 
    onSubmit="return validate_email();" > 
 
  <input type="hidden" name="hsp-formname" value="user_registration"> 
 
  First Name:<input type="text" name="f_name"><br> 
  Last Name: <input type="text" name="l_name""><br> 
  Email Address: <input type="text" name="email"><br> 
  Email Address Validation: <input type="text" name="hsp-ignore-email"><br> 
  Password: <input type="text" name="password"><p> 
 
  <input type="submit" value="Submit"> 
 
</form> 
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The form above is given the name registration_form; see the text highlighted in blue. 
This is so that we can reference the form by name in our JavaScript validation function. 
 
In addition, the form tag includes an OnSubmit handler that is used to call the JavaScript 
validation function, validate_email(); see the text highlighted in red. When the Submit 
button is pressed, the JavaScript validation function is called. This function returns the 
value "true" or "false" to the browser: where true means the two email addresses match 
and false means the email addresses don't match.  
 
 
<script type="text/javascript"> 
 
function validate_email ( ) 
{ 
  var PrimaryEmailValue = document.registration_form.email.value; 
  var ValidatEmailValue = document.registration_form["hsp-ignore-email"].value; 
 
  if( PrimaryEmailValue != ValidatEmailValue ) 
  { 
     alert ( "The email addresses you entered don't match." ); 
      return false; 
  } 
 
  return true; 
} 
 
</script> 
 

 
The JavaScript validation function is shown above. This function checks to see if the two 
email address fields contain the same value. If they do, the function returns the value 
true, otherwise it returns false. Typically, JavaScript code is placed in the Head section 
of the page. We will not go into the details of how each line of code is processed, there 
are many good references available to teach you JavaScript. 
 
The validation function shown above is very simple. A more complete function would 
probably trim white spaces from both sides of the email address values and check for 
blank entries. 
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Using JavaScript to dress up forms with custom controls 

HotRiot allows you to include any JavaScript you like on your pages. As a result, you 
can dress up your forms with custom JavaScript controls. We'll show you how to include 
two such controls; a pop-up date selector and a rich text editor. 
 
Including a pop-up date selector 
It's fairly common on forms to see a pop-up date selector next to date input fields. These 
interface elements allow users to select dates from a pop-up calendar rather than having 
to type them in manually. These date selectors are created by using JavaScript. 
Normally, a small bit of JavaScript code that creates the pop-up selector is included on 
the page. The selector is then "connected" to a date input field on the form. When a date 
is selected from the input selector, the date field is automatically populated with the 
selected date. 
 
While you can, of course, write your own date selector control, it's far easier to use one 
that's already built and tested. You can use any date selector of your choosing; HotRiot 
doesn't care. We found a bunch of good date selectors doing a Google search on 
"JavaScript date selector." The developer of the date selector control should provide 
instructions for using the control. Below is the URL to one of the hits from our search.  
 

http://www.mattkruse.com/javascript/calendarpopup/ 
 
The box below displays an example page that uses the control offered at the URL 
above. The text highlighted in blue shows the date selector-specific HTML. Follow the 
link above for additional instructions / examples on using this control. 
 
<HTML> 
<HEAD> 
<TITLE>Calendar Popup Selector</TITLE> 
<HEAD> 
  <SCRIPT LANGUAGE="JavaScript" SRC="/javascript/calendarpopup/combined-compact/ 
    CalendarPopup.js"></SCRIPT> 
 
  <SCRIPT LANGUAGE="JavaScript"> 
    var cal = new CalendarPopup(); 
  </SCRIPT> 

 
</HEAD> 
<BODY> 
 
<FORM NAME="example"> 
 
  <INPUT TYPE="text" NAME="date1" VALUE="" SIZE=25> 
  <A HREF="#" onClick="cal.select(document.forms['example'].date1,'anchor1','MM/dd/yyyy'); return 
   false;"  NAME="anchor1" ID="anchor1">select</A> 
 

</FORM> 
 
</BODY> 
</HTML> 
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Including a rich text editor 
Rich text editors are another very popular interface element that is used in place of 
Textarea fields. Textarea fields are form fields that allow users to enter large amounts of 
text. As opposed to a single line entry field, a Textarea will accept paragraphs of input.  
The problem with Textareas is that they are very simple in nature. They don't easily 
allow users to perform even basic formatting, such as selecting font styles, highlighting 
text with bold or italic, adding bullets or include tables, just to name a few. Rich text 
editors correct this by replacing a Textarea field with an interface element that has 
support for these formatting options and more. The better rich text editors will even 
include a spell checker. Below is a screenshot of a rich text editor that we have used 
with HotRiot.  As with a pop-up date selector, HotRiot doesn’t care which rich text editor 
you use. There are many good choices available that range from freeware (similar one 
shown here) to commercial for-pay offerings.  
 

 
 
The rich text editor shown above is called Whizzywig. The website for this control is 
shown below. 
 
   http://unverse.net/Whizzywig-Web-based-rich-text-editor 
 
Rich text editors are created by using JavaScript. While you can, of course, write your 
own rich text editor control, it's far easier to use one that's already been built and tested. 
Normally, a small bit of JavaScript code that creates the editor is included on the page. 
The editor then "replaces" the textarea fields on your form. The exact process for 
integrating a rich text editor is specific to the individual control you choose to use, but 
this is generally how they work. Specific instructions should be provided by the 
developer of the control you ultimately decide to use. 
 
The Whizzywig control shown above is very simple to use. All you need to do is copy the 
two lines of Javascript shown below anywhere on your page, and it will automatically 
turn any textarea field into the rich text editor shown above. Please see the Whizzywig 
website for more details. 
 

<script type="text/javascript" src="http://unverse.net/whizzery/whizzywig.js"></script>  
<script type="text/javascript">addEvt(window,'load',whizzywig);</script> 

 
 

http://unverse.net/Whizzywig-web-based-rich-text-editor
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Odds and Ends 

 

Working with file upload controls 

Database forms can include file upload controls. These controls are, of course, used to 
upload files to your database. For example, you can allow images files such as GIFs or 
JPEGs to be uploaded, or you can upload other file types, such as Adobe PDFs or MS 
Word (DOC) files. Below is a screenshot of a sample form that contains a file upload 
control. The control, circled in red, is used here to upload a picture. 
 
 

 
 
 
These controls are really valuable; however, they do have some restrictions imposed 
upon by browsers. HotRiot automatically populates the fields of a form when a user 
chooses to edit a record. However, due to security restrictions, file upload controls 
cannot be automatically populated. If they could, a malicious program would be able to 
download files from your computer without your knowledge.  
 
While this restriction is necessary, it does pose a problem for a user who is updating a 
record from a form that contains one of these controls — how is a user to know what he 
or she previously uploaded if there is no way to populate the control with the current 
value in the database? The answer is this: Use the trusty hsp-fieldname tag.  
 
You can place hsp-fieldname tags on a database form. In the example above, what you 
would do is place the tag in close proximity to the file upload control; good choices would 
be next to the control or right below the control. Next, set the field name in the tag to the 
name of the file upload control. For image files, HotRiot will replace the hsp-fieldname 
tag with a selectable thumbnail; for all other file types, the tag will be replaced with a 
selectable text link. This will provide users with the feedback they need in order to know 
the current status of the file field for the selected record. 
 
The following rules apply when updating a record that contains files. These rules apply 
individually for each file upload control that exists in a form: 
 

 If a file is uploaded as part of an update, it will replace the existing file in the 
record. 
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 If a file is not uploaded as part of an update, whatever file is currently in the 
record will remain. 

 If a  zero length (empty) file is uploaded as part of the update, the current file in 
the record will be deleted. 

 
 

Including a Favicon on your website 

A favicon (short for favorites icon) is a 16x16 pixel icon associated with a particular 
website or Web page. Web designers create these icons and install them into their 
websites (or Web pages). Browsers that provide favicon support typically display a 
page's favicon in the browser's address bar and next to the page's name in a list of 
bookmarks. Browsers that support a tabbed document interface typically show a page's 
favicon next to the page's title on the tab. 
 
There are a number of ways to include a favicon on your Web site. For instructions 
please go to www.w3.org/2005/10/howto-favicon. These methods work fine with sites 
that use HotRiot.  
 
 

Eliminating security warnings 

HotRiot includes 256-bit SSL encryption, providing a means for you to secure the data 
managed by your site. To use SSL, all you need to do is set the protocol for your forms 
and links that communicate with HotRiot to HTTPS. We explained this in detail in the 
section on security. Under certain circumstances, when using secure forms, your 
browser may display a security warning similar to the one shown below.  
 

 
 
This warning alerts users that the page being displayed includes some content that is 
not secure. It DOES NOT mean that information processed by HotRiot is not secure. If 
you properly set the protocol for your forms and links to HTTPS, HotRiot will 
communicate using SSL. What it means is there are other things being displayed on the 
page that are not secured with SSL. These may include images, links, and various other 
items. Often this content does not need to be encrypted, so the warning may be more of 
an inconvenience than anything else. Users need to click a button on the dialog box in 
order to continue. 
 
Eliminating this security warning is fairly easy. First, you need to obtain an SSL 
certificate for your site. Most Web site hosting services can do this for you. Otherwise, it 
can be a bit of a pain to do it yourself. Unless you have other needs, we suggest that 

http://www.w3.org/2005/10/howto-favicon
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you obtain the least expensive certificate possible. Next, log into your HotRiot account 
and select the System Preferences link located on the Main Console page. See the icon 
boxed in red below. 
 

 
 
This takes you to the System Preferences and Settings page. Select the checkbox 
below.  
 

     
 
Do not select this checkbox until after you have installed your SSL certificate. Doing 
otherwise will cause page load errors. 
 
This should eliminate the problem. However, if you still see the warning, do the following:  
Check the page that is causing the security alert, and change any fully qualified URL's 
starting with HTTP to HTTPS. For example, a security warning may show up if you place 
a non-secure search link on a secure page. Simply changing the protocol of the search 
link from HTTP to HTTPS should correct the problem. Similarly, when embedding a 
search link action in a results table, remember to create a secure search link if the initial 
search which generated the results table is secure. 
 
 

Changing your sites domain name 

Moving your account from one domain name to another is a fairly simple process. Let's 
say when you signed up for service with HotRiot you hosted you site on the domain: 
 

www.FinanceContractors.co.uk 
 
Now, after hosting your site for some time you decide to change your domain name to: 
 

www.FinanceContractors.com 
 
Transferring the work you did with HotRiot to the new domain is a simple two-step 
process. 
 

1. Log into your HotRiot account and select the Edit Registration link, located on the 
Main Console page. This will take you to the edit registration information page. 
Here you need to change the domain name to the new URL. As an option, you 
can also change the application name for the site. If you change the application 
name, you MUST perform step two below in order to complete the domain name 
transfer, otherwise step two can be skipped. 

2. Every form and link on your site that interacts with HotRiot must be modified with 
the new application name. The "action" on all your forms must be changed from 
the old application name to the new application name. In addition, the old 
application name must be replaced with the new application name on all links to 
HotRiot. 
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http://YourOldApplicationName.k222.info/... 

 
must be changed to: 
 

http://YourNewApplicationName.k222.info/... 
 
The only part of the link or action at should be modified is the application name, 
the part highlighted in red above. The rest of the URL should be left unchanged. 

  
Once these steps have been completed your site will be ready to work with HotRiot 
using your new domain name. This explanation assumes that only the domain name is 
being changed and that the structure of your site will remain unchanged. 
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Bulk Email Sending Service 

 
HotRiot’s bulk email sending service allows you to quickly and easily send HTML 
formatted emails to all of the email addresses present in your database. You start by 
selecting a database in your system that includes an email address field. This becomes 
the source of the email addresses for your bulk send. You then visually compose your 
message and tell HotRiot to send the emails. HotRiot will send the email you composed 
to every address in the database. 
 

Bulk email overview 

HotRiot bulk email sending service works in collaboration with Amazon Web Services 
SES (simple email service) to process your bulk send requests. HotRiot handles the 
front-end tasks, which includes the composing of your email message and the packaging 
and sending of your request to AWS SES for processing. Amazon SES takes care of the 
back-end processing, which includes the actual sending of your emails to your 
recipients. We use SES for several reasons. 
 

 Amazon Simple Email Service (Amazon SES) is highly scalable and cost-
effective. 

 Processing emails through our clients own separate SES accounts ensures there 
is no risk that a user sending spam, malicious or otherwise bad content will affect 
other users. 

 Amazon maintains a detailed history of your email sending patterns which 
HotRiot makes available in the form of a report. 

 AWS SES assists in managing email bounces and complaints, allowing you to 
easily add bounced addresses and complaints to your do-not-send list. 

 SES manages the increases in your service limits in a way that will minimize the 
chances of being blacklisted from ISP looking for email spammers. 

 Amazon SES uses content filtering technologies to scan an outgoing email 
messages to help ensure that the content meets ISP standards. 

 
Leveraging AWS SES allows us to offer our clients a bulk email sending service that 
benefits from the years of experience and sophisticated email infrastructure 
Amazon.com has built to serve its own large-scale customer base.  
 

Activating and integrating your AWS Simple Email Service (SES) account 

You can skip this section if you already have an SES account that you have integrated 
with HotRiot.  
 
HotRiot uses Amazon Web Services SES (Simple Email Service) to send bulk emails. 
Therefore, in order to use the HotRiot bulk email sending service, you will need to create 
an AWS SES account. Integrating your AWS SES account with HotRiot is a fairly easy 
process. For instructions, please see Appendix Q – Amazon SES activation and 
integration instructions. 
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Working with HotRiot’s bulk email sending service 

Once you have activated your AWS SES account, you are ready to begin sending bulk 
emails. To start the bulk email service, select the Bulk Email Sending Service link 
located on the Main Console page (see the icon boxed in red below). 
 

 
 
This will take you to the main page of the bulk email service. Please see the screenshot 
below. 
 

 
 
 
Verifying sending email addresses 
Before you can send bulk email, you must first verify at least one sending email address. 
This is an address that will appear as the "sender" of your bulk email. Begin by entering 
an email address that you own in the Verify email address entry field, then select the 
"Verify” button. HotRiot will send a verify request to Amazon SES for the address. This 
will result in a verification email being sent to the address by AWS. You must select the 
verification link contained in this email in order to complete the verification process. 
Once you have verified at least one email address, you can begin sending bulk email. 
But before we explain how to do this, we would like to go over the remaining fields on 
the page above. 
 
 



 

Last Update 6.20.2015 2007 - 2015 iDataForms LLC 359 

Managing the do-not-send list 
Users that do not wish to receive your emails should be entered into the do-not-send list. 
To do this, simply enter an email address in the do not send entry field and select the 
"Add" button. This will prevent the address from receiving any further emails. You can 
remove an email from the list by select the "X" (remove) link next to the "Add" button. It’s 
very important that you refrain from sending email to users that do not wish to receive 
them. If an ISP receives too many complaints, they may block your emails entirely. 
There’s no point in sending email to users that don’t want to hear from you. If Amazon 
SES receives too many complaints, they may cancel your SES account which will 
prevent you from sending additional emails. Please note that HotRiot adds an 
unsubscribe link to the bottom of all emails. If a user selects this link, they are 
automatically entered into the do-not-send list. 
 
 
Understanding sending limits 
At the bottom of the page you will see your current sending limits, which are imposed by 
Amazon SES, they are: 
 

 Max 24 hour send: This is the maximum number of emails that you can send in 
a 24 hour period. 

 Max send rate: This is the maximum rate at which your emails can be sent per 
second. 

 Last 24 hour sent: This is the number of emails you have sent in the last 24 
hours. 

 
Because Amazon SES dynamically calculates your sending limits, you won't be able to 
precisely determine what your sending limits will be in the future. However, we can offer 
some general information on what you can expect regarding your sending limits. 
 
If you have recently been granted production access to Amazon SES, you should be 
able to send up to 1,000 emails per 24-hour period. If you do not generate an 
unacceptable number of bounces or complaints, your sending quota should increase as 
follows: 
 

Desired Quota (Per 24-Hour Period) Approximate Time Required 

1,000 Immediately 

10,000 3 days 

100,000 10 days 

1,000,000 2 weeks 

 
HotRiot will never attempt to send more emails than your quota allows. For example, 
suppose that you have just started using the bulk email service, and you want to send 
emails from a database that contains 100,000 addresses. HotRiot will start by sending 
just under 1,000 emails the first time you use the service. As long as the emails you 
send don’t generate too many complaints or bounces, Amazon will increase your 
sending limits, for example to 10,000 emails. The next time you send bulk email, HotRiot 
will send just under 10,000 emails. If the emails you send don’t generate too many 
complaints or bounces,, Amazon will again up your quota. This process will continue 
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until your sending requirements are reached or you reach Amazons sending limit of 
1,000,000 emails per 24 hours, whichever ever is less. As Amazon SES learns about 
your usage patterns it adjusts your quota upward. HotRiot will not process your emails at 
a rate that exceeds 1,000,000 per 24 hours. This does not mean that you can’t send 
emails from a database that includes more than 1,000,000 email addresses; it simply 
means that it will take more than 24 hours to send all the emails. 
 
 
Monitoring usage statistics 
The Bulk Email Usage Statistics link displays a report that shows your last two weeks of 
emails activity in 15 minute increments. See the screenshot below. 
 

 
 
 

Sending bulk email 

Selecting the Send bulk email link will forward you to the send bulk email page, see the 
screenshot on the next page. This is where you specify the source, destination and 
bounce addresses for the send and where you actually compose your email. The four 
fields at the top are described below. 
 

 The database list box contains all of the databases in your system. Select the 
database that contains the email addresses you wish to send mail. 

 The database fields list box contains all of the fields for the selected database. 
Select the email address field. 

 The from address list box contains all of the verified sending email addresses. 
Select the address you wish to use as the sender of your emails. 

 The bounce address field is where you enter the email address that should 
receive notification of bounces and complaints. Whenever an address is bounced 
or a complaint is made, this email address will receive a notification which will 
include the bounced or complaining email address. It is very important that you 
add all bounced and complaint addresses to the do-not-send list, otherwise you 
run the risk being blacklisted by ISPs or SES for poor quality emails. 
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Once you have made the selections for the fields above, you are ready to compose your 
email. Start by entering a subject into the subject line. Next, compose the body of your 
email using the rich text editor. When you are done, select the Send Emails button. 
HotRiot will package your bulk email request and send it off to Amazon SES for 
processing.  
 
You will receive a notification email from HotRiot when the bulk send has completed. 
 
The subject line and body your bulk emails email can be customized to include data from 
the selected email address database This is done by including the custom tag  
<hsp "xxx"> for each field from the database you want included in the email; where xxx 
is replaced with the field name from the database. For example, in the screenshot below 
we included the user’s first name and email address in the body of the email.  The tag  
<hsp "name"> will be replaced with the name in the record from the selected email 
address database. 
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Real-Time Notifications Service 

 
Your website users can be notified by email in real-time whenever information of interest 
is posted to your database. Here’s how it works: users specify the record data that 
should trigger a notification. Whenever a record is posted to your database that contains 
the "trigger" data, a notification email is automatically sent. For example, imagine you 
run an animal adoption website. A user could request to receive a notification whenever 
a greyhound under the age of four is added to the database of available dogs. Now, 
whenever a record is posted that contains the trigger data (a greyhound under four), an 
email is automatically sent to the user that registered to receive the notification. 
Notification emails are normally sent within several minutes of the record post. HotRiot’s 
real-time notification service relieves users from having to constantly monitor your 
database in order to avoid missing information of interest. 
 
 

Activating and integrating your AWS Simple Email Service (SES) account 

You can skip this section if you already have an Amazon Web Services SES account 
that you have integrated with HotRiot. 
 
HotRiot uses Amazon Web Services SES (Simple Email Service) to send notification 
emails. Therefore, in order to use the real-time notification service, you will need to 
create an AWS SES account. Creating your AWS SES account and integrating it with 
HotRiot is a fairly easy process. For instructions, please see Appendix Q – Amazon SES 
activation and integration instructions. 
 
 

Working with HotRiot’s real-time notification service 

Once you have activated your AWS SES account, you can begin working with 
notifications. To start the real-time notifications service, select the Real-time Notifications 
Service link located on the Main Console page (see the icon boxed in red below). 
 
 

 
 
 
This will take you to the main page of the real-time notification service. Please see the 
screenshot below. 
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Verifying sending email addresses 
Before HotRiot can send notification emails, you must first verify at least one sending 
email address. This is an address that will appear as the "sender" of your notifications.  
You can skip the remainder of this section if you have already verified a sending address 
that you use for sending bulk emails. The sending address or addresses that you verified 
for processing bulk emails can also be used for sending notification emails. The number 
of verified email addresses is displayed at the bottom of the page above.  
 
Begin by entering an email address that you own in the Verify email address entry field, 
then select the "Verify" button. HotRiot will send a verify request to Amazon SES for the 
address. This will result in a verification email being sent to the address by AWS. You 
must select the verification link contained in this email in order to complete the 
verification process.  
 
Once you have verified at least one email address, you can begin creating your 
notifications. But before we explain how to do this, we would like to go over the 
remaining fields on the page above. 
 
 
Managing the do-not-send list 
A user will only receive a notification email if they have explicitly signed-up for a 
notification. So you won’t normally have users requesting to be removed from the 
notifications list. However, it does happen that users change their mind and decide they 
no longer wish to receive a notification. These users should be removed from the 
notifications list. To do this, simply enter their email address in the Remove from notify 
entry field, then select the "Remove" button. This will prevent the address from receiving 
any further notification emails. It’s very important that you refrain from sending 
notifications to users that do not wish to receive them. If an ISP receives too many 
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complaints, they may block your emails entirely. There’s no point in sending email to 
users that don’t want to hear from you. If Amazon SES receives too many complaints, 
they may cancel your SES account, which will prevent you from sending additional 
notification or bulk emails. Please note that HotRiot adds an unsubscribe link to the 
bottom of all notification emails. If a user selects this link, they will automatically be 
removed from the notification list. 
 
A user that was previously removed from the notifications list can later choose to receive 
a notification. Explicitly choosing to receive a notification will re-enter a user in the send 
list even if they were previously removed from the list. 
 
Removing existing notifications 
Removing an existing notification will result in the notification definition being deleted 
from your account. Of course, no additional notifications will be sent to users for a 
deleted notification. Removing a notification is very simple. Select the notification that 
you wish to delete from the Existing notifications dropdown list, then select the "Remove" 
button. The notification will be immediately deleted. 

Setting-up a notification 

Selecting the Set-up notification link will forward you to the first page of the set-up 
notification wizard, see the screenshot below. Defining a notification is basically a five 
step process. 
 

1. Select the database that you would like to give the ability to trigger a notification.  
2. Choose the fields from the database that should trigger the notification. 
3. Select the conditions that should trigger the notification. 
4. Select the sending address and create the notification email. 
5. Specify the notification registration page and registration return page. 

 
Let’s have a look at an example. Imagine you run an automotive market website, where 
sellers can list a car they wish to sell and buyers go to find a car to purchase. Wouldn’t it 
be nice to offer buyers the ability to automatically be notified by email when a particular 
model of car they are interested in is added to the database? It would even be better if 
the buyer could also specify the maximum price they are willing to pay. And only notify 
them when a model below their threshold price is added to the database. We’re going to 
use this example as the basis for explaining how to define a notification.  
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1. The dropdown list box highlighted in red in the screenshot on the next page 

contains a list of all the databases in your system. Select the database that you 
would like to give the ability to trigger a notification.  

2. The dropdown list box highlighted in yellow contains a list of all the fields in the 
selected database. Choose the field that should trigger a notification. In our 
example this is the car "make" field.  

3. The dropdown list box highlighted in blue contains a list of all the trigger 
conditions, they include: 
 

a. equal 
b. less than 
c. greater than 

 
In the example below, we chose "equal". This is because we want to trigger a 
notification when a record is posted where the make of car is equal to the make 
of car a user in interested in. 
 
The dropdown list box highlighted in orange can be used to define an optional 
second trigger condition. This list box contains the following values: 
 

a. Done 
b. And 
c. Or 
 

Selecting "And" or "Or" will reveal another set of dropdown list boxes where you 
can select another database field and condition to be included in the notification 
trigger definition. In our example, we needed a second trigger condition. We 
chose "And" because we only want to trigger a notification when both the first 
and second set of trigger conditions are met. So, our final notification trigger 
reads as follows: 
 

"Notify users whenever a record is posted to the postCar database. 
When the make field is equal to the user entered value. And 
the price is less than the user entered value." 

 
4. Next, compose your email, see the screenshot below. Start by entering a subject 

into the subject line. Then compose the body of your email using the rich text 
editor. The subject line and body of the email can be customized to include data 
from the record that triggered the notification This is done by including the 
custom tag <hsp "xxx"> for each field from the notification database you want 
included in the notification email; where xxx is replaced with the field name in the 
database. For example, in the screenshot below we included the cars make, 
model and price in the body of the email.  The tags <hsp "make">, <hsp "model"> 
and <hsp "price"> will be replaced with their respective data from the record that 
triggered the notification. 
 
The Sending addresses list box contains all of the verified sending email 
addresses. Select the address you wish to use as the sender of your notification 
emails.  
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5. Below is a screenshot of the final step of the notification creation process. 
  

 
 
You will notice there are two radio buttons, for this discussion we always select the first 
one. The two remaining entry fields are: 
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 The Notification form URL entry field. 

 The Return page URL entry field. 
 

The Notification registration form field is where you enter the URL of the page that 
contains the form that users use to register to receive a notification. We will explain. 
Users need to explicitly sign-up (register) in order to receive a notification, they do this 
using a form that you create explicitly for this purpose. So, let’s continue on with our 
example. We will create a form that allows users to register to receive a notification 
whenever a car of interest is posted by a seller. This notification sign-up form "supports" 
the notification that we defined earlier. A screenshot of the page that contains the 
notification registration form for our example is shown below. 
 
 

 
 
 Let’s have a look at the HTML for the form on this page. 
 

 
<form method="POST" action="http://hrcarmart.k222.info/process"> 

 

   <input type="hidden" name="hsp-formname" value="postCar"> 

   <input type="hidden" name="hsp-rtninsert" value="1" > 

 

   <table> 
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     <tr> 

       <td> 

         Notify me by email whenever an <select name="make"> 

           <option>-- Select One --</option> 
           <option value="Acura" >Acura</option> 

           <option value="Alfa Romeo" >Alfa Romeo</option> 

           <option value="AM General" >AM General</option> 

                . 

                . 

                . 
         </select> is 

       </td> 

     </tr> 

 

     <tr> 

       <td> 

         posted to the database that is under <input type="text" 
         name="price"> dollars. 

       </td> 

     </tr> 

 

     <tr> 

       <td> 
         Send the notification to: <input type="text"  

         name="hsp-rtnaddress"> 

       </td> 

     </tr> 

 

     <tr> 
       <td> 

         Notify me for the next <select name="hsp-rtnduration"> 

           <option>10</option> 

           <option>15</option> 

           <option>30</option> 

           <option>45</option> 

           <option>60</option> 
         </select> days. 

       </td> 

     </tr> 

 

     <tr> 

       <td> 
         <td width="50%"><input type="image" 

         src="images/regNotify.gif"> 

       </td> 

     </tr> 

   </table> 

 

</form> 

 
 
 

 
The notification registration form must include the hidden field hsp-formname, and this 
field must be set to the name of the database you selected in the notification definition. 
In our example this is the "postCar" database. The form must also include inputs for the 
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notification trigger fields you selected when defining the notification. In our example this 
includes the "make" field and the "price" field. There are also three additional fields 
which are highlighted in red above that must be included in every notification registration 
form you create, they are: 
 

 hsp-rtninsert – This is a hidden field that should be included in your notification 
form exactly as you see it above. It signals to HotRiot that this is a notification 
registration form and not a database form. 

 hsp-rtnaddress – This is an entry field where users enter the email address 
where they would like to receive their notifications. Currently, a single email 
address can only be used to register one notification per notification database. 
By this we mean, the same email address cannot be used to receive two different 
notifications from the same notification definition. If a user registers to receive a 
notification and then re-registers again using the SAME notification registration 
form, the second registration will overwrite the first registration. The same email 
address can be used to register with two different notifications. 

 hsp-rtnduration – This is the field where users either enter or select the number 
of days before a notification expires. Once a notification expires, a user will no 
longer receive any notifications for the expired notification. Notifications can exist 
for up to 60 days, at which time a user will need to re-register in order to continue 
receiving additional notifications for the expired notification. This field is not 
mandatory, if it is missing, the expiration automatically defaults to 30 days. The 
expiration will automatically be set to 60 days if a value greater than 60 is 
submitted with the form. The expiration will automatically be set to 30 days if an 
invalid expiration value is posted with the notification registration form. 

 
 
The Registration return page entry field is where you enter the URL of the page you 
would like users forwarded to after they submit a notification registration form. This can 
be any page from your site. 
 
For example, if you would like to forward users to the page: 

http://www.YourWebSite.com/pages/NotificationtReturn.html 
 
You would enter: 

pages/NotificationReturn.html 
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Administering your HotRiot account 

 
 
HotRiot provides you with real-time usage statistics and a host of configuration settings 
that allow you to track and manage your account. You access this information on the 
Account Management Page. Please follow the instructions below. 
 
Log into your HotRiot account and select the Account Management link located on the 
Main Console page (see the icon boxed in red below). 
 

 
 
This link forwards you to the Account Management Page. Please see the screenshot 
below. From here you can perform management functions associated with your HotRiot 
account.  

 
You can do things such as: 

 

 Monitor real-time usage statistics 

 Make a payment on your account 

 Make changes to your account options 

 Download your exported databases 

 Check your payment history 

 Cancel your service 
 

A description of each option follows. 
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Subscription and payment history 

 
Selecting the subscription and payment history link forwards you to the payment history 
page. Please see the screenshot below. 

 

 
 

The table on this page shows the complete subscription and payment history for your 
account in chronological order. An entry is placed in the table whenever you either make 
a payment on your account or make a change to your service plan, such as upgrading or 
downgrading. A description of each column is in the table below. 
 

 Date: This is the date when you made the payment. 

 Account Status: This is the status of your account at the time of payment. 

 Payments: This column shows the amount of the payment in dollars. 

 Account Balance: This is the current balance on your account. This balance is 
reduced each day by the daily rate. If you make a payment on your account this 
balance is increased by the amount of the payment. 

 Info: This column will display a selectable link whenever additional information is 
available for a particular entry. 

 
The last row of the table is highlighted in yellow. This is the current status of your 
account. 
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Making a payment on your account 

 
This link forwards you to the payment processing page, where you can make a payment 
on your account. You can make a payment at any time. All payments are added to your 
account balance. The form on this page is protected with 256 bit SSL encryption, so your 
payment information is secure. In addition, HotRiot DOES NOT retain a copy of any of 
the following information: 
 

 Credit card type 

 Credit card number 

 Expiration Date 

 CVV/CID 
 
This information is permanently deleted from our system as soon as payment processing 
is completed. 
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Account usage 

 
This link forwards you to the account usage page, which shows real-time usage statistics 
and account usage limits. This page also provides you with an estimate of the total data 
transfer usage for the current monthly cycle. Together, this information helps you 
monitor your site's load patterns. It also helps you determine the service plan that best 
matches your needs. 

 

 
 
 
 

Cancel service 

 
Selecting this link forwards you to the page where you can cancel your service with 
HotRiot. You will be refunded the balance on your account at the time of your 
cancelation. Certain limitations and restrictions may apply; please review our online FAQ 
at http://HotRiot.com for details regarding our refund policy. 
 
 

Exported database download 

 
When you export any of your databases, HotRiot places the exported file on one of our 
file servers. The link to download the file is placed on this page. We do this for security 
reasons. Email is not secure, so it would not be safe to email you the download link. The 
link on this page uses SSL, so your data is protected as it travels from our server to your 
computer. In addition, the exported filename is prepended with a random alpha-numeric 
sequence which is a minimum of 43 characters in length. This produces an encryption 
entropy of ~256 bits on the filename, rendering filename hacking virtually impossible. 
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System preferences and settings 

 
There are a number of system settings that you can adjust that allow you to tune 
HotRiot. You access these settings on the System Preferences and Settings page.  
 
 

 
 

 
To get to this page, select the System Preferences link located on the Main Console 
page 
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Thumbnail size: HotRiot detects when either a GIF or a JPEG image is posted to a 
database, and it automatically creates a thumbnail of the original. This option allows you 
to set the size of the generated thumbnails. You can choose a size from 20 X 20 to 170 
X 170. Thumbnails are usually displayed on search result tables or on record detail 
pages. 
 
 
Date format: This setting allows you to choose the format of dates. There are three 
choices: 
 

 MM/DD/YYYY (Standard U.S. format) 

 DD-MM-YYYY 

 YYYY-MM-DD (ISO 8601 format) 
 
These three options account for the formats used in North America, South America and 
most of Western Europe, in addition to a number of other countries. HotRiot internally 
stores dates in a format-independent manner. Therefore, you can change your preferred 
date format at any time. 
 
The format you select will be the format used to display dates on your search result 
tables and record detail pages. In addition, this will be the format used by the HotRiot 
form validator when checking user input entered in date fields on database forms and 
search forms. For the purpose of validating date inputs, HotRiot will accept any delimiter 
between the date fields. In the three formats shown above, there are two types of 
delimiters used: "/" and "-". Users can enter anything between the date fields and 
HotRiot will accept the input as long as the format is correct. 
 
 
Time format: This setting allows you to choose the format for time. There are four 
choices. 
 

 HH:MM:SS AM/PM (standard U.S. format) 

 HH:MM AM/PM (standard U.S. format) 

 HH:MM:SS (24-hour time) 

 HH:MM (24-hour time) 
 
There are two basic time formats, U.S. time and 24 hour time. There are format options 
for both that include or exclude seconds. HotRiot internally stores time in a format- 
independent manner. Therefore, you can change your preferred time format at any time. 
 
The format you select will be the format used to display time on your search result tables 
and record detail pages. In addition, this will be the format used by the HotRiot form 
validator when checking user input entered in time fields on database forms and search 
forms. For the purpose of validating time inputs, HotRiot will accept any delimiter 
between the time fields. The formats shown above use the ":" delimiter. Users can enter 
anything between the time fields and HotRiot will accept the input as long as the format 
is correct. 
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Number format: This setting allows you select the number format. There are five 
options to choose from. 
 

 12,500.78 (standard U.S. format) 

 12.500,78 

 12 500.55 

 12 500,55 

 12500.55 
 
The majority of the world inserts number breaks at every third digit. This is the 
convention followed by HotRiot. Negative numbers are represented by a leading "-" sign. 
If omitted, a number is assumed to be positive. HotRiot internally stores numbers in a 
format independent manner. Therefore, you can change your preferred number format at 
any time. The format you select will be the format used to display numbers and currency 
on your search result tables and record detail pages. 
 
 
Currency symbol: Enter the currency symbol you would like used with all currency 
values. The symbol you enter will be the symbol used to display currency on your search 
result tables and record detail pages. 
 
In addition to accepting any character input from your keyboard, this field also accepts 
all HTML entities. For example, you could enter the entity &euro; (note: the semicolon is 
part of the symbol) — this represents the € currency character. You can enter the entity 
&nbsp; (again, the semicolon is part of the symbol) if you do not want any symbol to 
precede currency values. 
 
 
Display alert notifications: User alert notifications are informational messages 
displayed to your website users. They include such things as form submission error 
messages, search messages and security notifications. By default, HotRiot displays 
these messages in a popup alert dialog box. However, as an option, you can choose to 
display these messages on your Web pages instead. When displaying messages on a 
Web page, HotRiot places the message directly above the form that caused the 
notification.  
 
You can also choose to display these messages both in the popup dialog and on your 
pages at the same time. When displaying messages in a popup dialog, HotRiot 
automatically strips any HTML tags you might have included as part of your notification 
messages. This allows you to include the HTML for formatting the messages on you 
Web pages while also correctly displaying these messages in the popup. 
 
 
Open media content in a popup window:  This option controls how media content for 
the following file types are displayed – GIF, JPG, H.264, MP4, MP3, FLV and AAC. For 
example, GIF and JPG images appear as selectable thumbnail links when displayed on 
search result tables or record detail pages. When selected, the full size original of the 
thumbnail is opened.  
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This setting lets you choose how these file types are displayed. By default, HotRiot 
displays these in a resizable popup window that is centered on screen.  The opening 
size of the popup is set using the Width and Height entry fields. As an option, you can 
choose to display these in a shadow box popup. Deselecting this checkbox will cause 
these file types to be opened in the user's main browser window, rather than in a popup 
window. For more information about document processing please see the section 
Document Storage & Amazon S3 / CloudFront Integration. 
 
The screenshot below shows what a shadowbox popup looks like. With a shadow box, 
the background is darkened and the file is opened in a thin-bordered frame over a user's 
main browser window.  
 
 

 
 
 
 
Open documents in a popup window:  Document files such as PDFs, Excel and 
Microsoft Word, that have been stored in your databases appear as selectable links 
when displayed on your search result tables or record detail pages. When selected, the 
link opens the document in the program associated with the selected file. For example, 
PDF files are opened in Acrobat. 
 
This setting lets you choose how documents that are not media files (GIF, JPG, H.264, 
MP4, MP3, FLV, AAC) are displayed. By default, HotRiot displays document files in a 
resizable popup window that is centered on screen.  The opening size of the popup is 
set using the % of screen size entry field. Deselecting this checkbox will cause these 
documents to open in the user's main browser window, rather than in a popup window. 
For more information about document processing please see the section Document 
Storage & Amazon S3 / CloudFront Integration. 
 
 



 

Last Update 6.20.2015 2007 - 2015 iDataForms LLC 379 

Your site has its own SSL certificate: Select this checkbox if your website has its own 
SSL certificate, otherwise leave it unchecked. Do not select this unless your site really 
does have an SSL certificate — doing otherwise will cause page load errors. This option 
is covered in detail in the section Eliminating security warnings. 
 
 
Including a session timeout alert on all pages: Please see the section titled Providing 
users a session timeout. 
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Appendix 

 

Appendix A – Creating a database form 

 
HTML forms contain three basic properties that control their behavior. These are: 
 

1. method 
2. action 
3. enctype 

 
These properties must be correctly set in order for your database form to work with 
HotRiot.  
 

1 – The form method must be: POST 

 
2 – The form action is:  http://YourApplicationName.k222.info/process  
Replace YourApplicationName, shown in blue above, with the application name you 
entered when you registered with HotRiot. (You can use https instead of http when 
secure access is required.) 
 
3 – Set the enctype to: multipart/form-data (This is only required if you include a file 
upload control in your form. Otherwise, the enctype should be omitted.) 
 
In addition to the three settings above, you must name your form using a hidden field 
called hsp-formname; see below.  
 
<input type="hidden" name="hsp-formname" value="any-name-of-your-choosing"> 
 
Replace any-name-of-your-choosing, shown in blue above, with the name you would like 
to assign to this form. This is also the name HotRiot assigns the database it creates for 
this form. The name should be short, but descriptive. Spaces are permitted, but not 
recommended. 
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Appendix B – Creating a search form 

 
HTML forms contain two basic properties that control their behavior. These are: 
 

1. method 
2. action 

 
These properties must be correctly set in order for your search form to work with 
HotRiot.  
 

1 – The form method must be: POST 
 
2 – The form action is:  http://YourApplicationName.k222.info/process  
Replace YourApplicationName, shown in blue above, with the application name you 
entered when you registered with HotRiot. (You can use https instead of http when 
secure access is required.) 
 
In addition to the two settings above, you must name your form using a hidden field 
called hsp-formname; see below:  
 
<input type="hidden" name="hsp-formname" value="any-name-of-your-choosing"> 
 
Replace any-name-of-your-choosing, shown in blue above, with the name you would like 
to assign to this form. This is also the name HotRiot assigns to the search it creates for 
this form. The name should be short, but descriptive. Spaces are permitted, but not 
recommended. 
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Appendix C – Applying CSS styles to a results table 

 
HotRiot allows you to control the design of your search result tables by using the 
Customize Search Results Table wizard. This wizard has options to control many 
aspects of the table layout and design. Even so, there may be times when you would like 
to apply styles that are not offered in the wizard. To do this, simply add a CSS style 
control to the search results page. The browser will apply the CSS styles to the search 
results table that is created by HotRiot.  
 
The screenshot below shows a typical HotRiot search results table. Internally, this table 
actually consists of two separate HTML tables, one for the navigation bar and one for the 
actual table data: 
 

 
 
The class names for these two tables are idf-nav and idf. The first, idf-nav, is the table 
class name for the navigation bar. The second, idf, is the table class name for the table 
data. You can use these class identifiers to create CSS styles that only modify the tables 
created by HotRiot, leaving other tables on your page unchanged. Having two different 
class IDs allows you to create individual CSS styles for the two table components. 
 
Below is a sample CSS style that you can use as a template to get you started. This 
example includes the idf class name to create a style that only modifies the table data 
portion of a HotRiot results table. This example only represents a starting point; there 
are many more options that can be applied to a table using CSS. Please see one of the 
many online HTML references for further information on using CCS. 
 
 

 
<style type="text/css"> 
table.idf { 
   border-width: 1px; 
   border-spacing: ; 
   border-style: outset; 
   border-color: gray; 
   border-collapse: separate; 
   background-color: white; 
 
   font-family: Verdana, Arial, Helvetica, sans-serif; 
   font-size: 9px; 
   line-height: 1.5; 
   color: #0033CC; 
} 
</style> 
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Appendix D – hsp-fieldname tag reference 

 

Below is a comprehensive reference of all hsp-fieldname tags. All tags are in lower case 
and contain no spaces. Every tag begins with hsp-. Your tags must exactly match the 
format presented here, otherwise you will get unpredictable results. 

Additional Notes: All tags include Input Options; these are values that you manually 
enter. You can enclose input options with double quotes, as shown in the tag reference 
below, or you can use single quotes; it really doesn't matter unless your input option text 
also contains quote marks. Use single quotes if your input option includes double 
quotes, and vice-versa. If an input option includes both double and single quotes, then 
simply enclose it with some other character that is not used in the option, such as a tilde 
(~). 

Tag: hsp-fieldname="form-name::field-name"  
 
Optional syntax:  
        hsp-fieldname="form-name::field-name"-separator="data-separator" 

 
Optional syntax:  

        hsp-fieldname="form-name::field-name"-separator="data-separator"-alttext="alternate-text" 

This tag is used to show the actual field data for a record. This is the most commonly used tag. It is capable 
of displaying record data for all field types, and is often the only tag you will need to use. The remaining 

tags are used under special circumstances as a substitute for this tag. 

Input Options:   

 form-name : The name of the database form that contains the field you wish to display. This 
attribute can also be set to the following two values (these can also be used with the other tags). 

1. hsp-user – Setting the form-name to hsp-user  instructs HotRiot to pull the record data for 
the field named in the tag from the currently logged in users registration record. For more 
information please see the section Accessing the logged-in users registration information.              
.   

2. hsp-owner - When the form name is set to hsp-owner, HotRiot will pull the record data for 
the field named in the tag from the registration record that was posted by the owner of 
the record which has been selected in the results table. For more information please see 
the section Accessing a record owners registration information. 

 field-name : Enter the name of the form field that you would like to be displayed by this tag. This 
attribute can also be set to the following system value:  

hsp-dateposted 

HotRiot records the date and time when records are posted to a database.  This is done 
automatically for all databases. You can display this timestamp by setting the field name to       
hsp-dateposted. 

 data-separator : Although rarely used, the optional syntax allows you to define the delimiter that 
separates the data for fields where users can make multiple selections. This includes multi-select 
list boxes or check box fields with the same name. By default, HotRiot separates multiple entries 
with commas. However, you can choose to separate these fields with whatever delimiter you would 
prefer. In addition to plain text, you can enter any valid HTML. For example, if you wanted to place 
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each entry on a separate line, you would use the HTML <br> tag as the data-separator. 

 alternate-text : Enter the text you would like HotRiot to display if there is no data for the field 
named in this tag. In addition to accepting plain text, this field will also accept any valid HTML. If 
you include this option, you will also need to include the data-separator  option. 

Additional Notes:   

If the data type of field-name is a GIF or JPEG, HotRiot will display a selectable thumbnail of the 
original picture by default. When selected, the full size version of the thumbnail will be displayed in 
a pop-up window or in the user's main browser window. Also see the following tags:                
hsp-showpicture, hsp-showthumbnail, hsp-pictureaddress, and hsp-thumbnailaddress.  

If the data type of field-name is one of the following audio or video types (MP4, H.264, FLV, AAC, 
MP3) HotRiot will display by default the name of the file as a selectable link. When selected, the 
link will launch a media player ready to play the selected file. Also see the tag: hsp-avplayer. 

If the data type of field-name is a PDF, DOC, WAV, or any of many other file types, by default 
HotRiot will display the name of the file as a selectable link. When selected, the link will launch the 
application associated with the file type. For example, if the file type is a PDF, selecting the link will 
cause Adobe Acrobat to open with the selected document. Also, see the tag: hsp-fileadddress. 

If the data type of field-name is an email address, by default HotRiot will display a selectable link. 
When selected, the link will launch the users email client. The send-to address will be preloaded 
with the email address from the record located by the search. Also see the tag:  hsp-emailaddress. 

If the data type of field-name is a URL, by default HotRiot will display a selectable link. When 
selected, the linkwill forward users to the resource (page) pointed to by the URL.                                                                
Also see the tag: hsp-url. 

 

Tag: hsp-showpicture="form-name::field-name"  
 
Optional Syntax:  
        hsp-showpicture ="form-name::field-name"-alttext="alternate text" 

This tag can be used in place of the hsp-fieldname tag for GIF and JPEG fields. While the hsp-fieldname tag 
displays a selectable thumbnail version of the original GIF or JPEG, this tag will display the full size original 
of the image.  

Input Options:  

 form-name : The name of the database form that contains the picture field you wish to display. 

 field-name : Enter the name of the GIF or JPEG form field that you would like displayed by this tag.  

 alternate text : Enter the text you would like HotRiot to display if no picture has been saved with a 
record. In addition to accepting plain text, this field will also accept any valid HTML. 

 

Tag: hsp-showthumbnail="form-name::field-name" 
 
Optional Syntax:  
        hsp-showthumbnail ="form-name::field-name"-alttext="alternate text" 

This tag can be used in place of the hsp-fieldname tag for GIF and JPEG fields. While the hsp-fieldname tag 
displays a selectable thumbnail version of the original GIF or JPEG, this tag will display a non-selectable 
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thumbnail version of the full size original.  

Input Options:  

 form-name : The name of the database form that contains the picture field you wish to display as a 
thumbnail. 

 field-name: Enter the name of the GIF or JPEG form field that you would like displayed by this tag.  

 alternate text : Enter the text you would like HotRiot to display if no picture has been saved with a 
record. In addition to accepting plain text, this field will also accept any valid HTML. 

 

Tag: hsp-thumbnailaddress="form-name::field-name" 
 
Optional Syntax: 
        hsp-thumbnailaddress="form-name::field-name"-alttext="alternate text" 

This tag can be used in place of the hsp-fieldname tag for GIF and JPEG fields. While the hsp-fieldname tag 
displays a selectable thumbnail version of the original GIF or JPEG, this tag will insert the fully qualified URL 
to the thumbnail of the original. You will normally use this tag within some other HTML or JavaScript that 
makes use of the thumbnail address.  

Input Options:  

 form-name : The name of the database form that contains the picture field to which you wish to 
get the thumbnail URL. 

 field-name: Enter the name of the GIF or JPEG form field to which you would like to get the 
thumbnail address.  

 alternate text : Enter the text you would like HotRiot to display if no picture has been saved with a 
record. In addition to accepting plain text, this field will also accept any valid HTML. 

 

Tag: hsp-pictureaddress="form-name::field-name" 
 
Optional Syntax:  
        hsp-pictureaddress="form-name::field-name"-alttext="alternate text" 

This tag can be used in place of the hsp-fieldname tag for GIF and JPEG fields. While the hsp-fieldname tag 

displays a selectable thumbnail version of the original GIF or JPEG, this tag will insert the fully qualified URL 
to the original picture that was uploaded. You normally will use this tag within some other HTML or 
JavaScript that makes use of the pictures address.  

Input Options:  

 form-name : The name of the database form that contains the picture field to which you wish to 
get the URL. 

 field-name : Enter the name of the GIF or JPEG form field to which you would like to get the 
address. 

 alternate text : Enter the text you would like HotRiot to display if no picture has been saved with a 
record. In addition to accepting plain text, this field will also accept any valid HTML. 
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Tag: hsp-emailaddress="form-name::field-name" 

This tag can be used in place of the hsp-fieldname  tag for email address field types. While the  
hsp-fieldname tag displays a selectable link. When selected, the link will launch the users email client; this 
tag will simply insert the email address that was entered in the record. You normally will use this tag within 
some other HTML or JavaScript that makes use of the email address.  

Input Options:  

 form-name : The name of the database form that contains the email address field you wish to 
display. 

 field-name : Enter the name of the email address form field that you would like to get the address 
of.  

 
Tag: hsp-fileaddress="form-name::field name" 
 
Optional Syntax:  
        hsp-fileaddress="form-name::field name"-alttext="alternate text" 

This tag can be used in place of the hsp-fieldname tag for uploaded file types other than GIF or JPEG 
images, such as PDFs or MS Word (DOC) files. While the hsp-fieldname tag displays the name of the 
uploaded file as a selectable link to the file, this tag will insert the fully qualified URL of the file that was 
uploaded. You normally will use this tag within some other HTML or JavaScript that makes use of the files 
URL address. Also see hsp-filename. 

Input Options:  

 form-name : The name of the database form that contains the file field to which you wish to 
display the URL. 

 field name : Enter the name of the file upload field to which you would like to get the address. 

 alternate text : Enter the text you would like HotRiot to display if no file was saved with a record. 
In addition to accepting plain text, this field will accept any valid HTML. 

 

 

Tag: hsp-url="form-name::field-name" 

This tag can be used in place of the hsp-fieldname tag for URL field types. The hsp-fieldname tag displays a 
selectable link, that when selected, will forward users to the resource (page) pointed to by the URL. This 
tag, however, inserts the URL address that was entered in the record. You normally will use this tag within 
some other HTML or JavaScript that makes use of the URL address.  

Input Options:   

 form-name : The name of the database form that contains the URL field you wish to display. 

 field name : Enter the name of the URL field that you would like to get the URL of.  
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This tag has been deprecated and should not be used.  

Use instead, the hsp-fileaddress tag along with the HTML5 <video> and <audio> tags. 

 
Tag: hsp-avplayer="form-name::field-name"-width="size"-height="size" 

This tag can be used in place of the hsp-fieldname  tag for the following audio and video file types: 

 MP4, H.264, FLV, AAC, MP3 

The hsp-fieldname  tag displays the documents file name as a selectable link. When selected, the link plays 
the file in a pop-up window or in the user's main browser window. This tag, however, embeds a media 
player directly into the details page, allowing users to play the file on the page.  

HotRiot replaces this tag with a <div> tag that displays the media player. Please see below. 

 <div id='hravplayer1' class='hravplayer'> </div> 

The class identifier for the tag is 'hravplayer'. This can be used with CSS to apply custom styles. This tag 
does not support content that is delivered through RTMP.  Therefore, you cannot use this tag if you have 
selected RTMP streaming on the Amazon Web Services integration page. 

Input Options:  

 form-name : The name of the database form that contains the field you wish to display. 

 field-name : Enter the name of the field that you would like displayed by this tag.  

 size : Enter the dimensions (width and height) that you would like the media player to be set to. 
Setting the height to 25 will display only the control bar with no content window. This is often a 
desirable setting for audio files, such as MP3 and AAC. 

 
 

Tag: hsp-filename="form-name::field-name" 
 
Optional Syntax:  
        hsp-filename="form-name::field name"-alttext="alternate text" 

This tag can be used in place of the hsp-fieldname  tag for all document file types. HotRiot replaces this tag 
with name of the file. This tag is often used with the hsp-fileadddress tag. They are usually used in 
combination with custom HTML in order to support specific display behaviors. 

Input Options:  

 form-name : The name of the database form that contains the field you wish to display. 

 field-name : Enter the name of the forms media file field that you would like displayed by this tag.  

 alternate text : Enter the text you would like HotRiot to display if no file was saved with a record. 
In addition to accepting plain text, this field will accept any valid HTML. 
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Tag: hsp-editlink='Location of the database form'-link='Link Text' 
 
Optional Syntax: hsp-editlink=' Location of the database form -link='Link Text'–retpage=Return Page' 
 
This tag is not really a replacement for an hsp-fieldname tag. It is intended to be used on a record details 
page to provide you with an easy way to create an edit record link. 

This tag will produce a link, which when selected will forward users to a page that contains the database 
form that was used to post the record. The form will be pre-populated with the record data. Users can make 
edits to the form data. Submitting the form will cause the existing record to be overwritten.  

Input Options:  

Location of the database form : Enter the location of a page that contains the database form used 
to post the record. This need not necessarily be the same page that was used to initially post the 
record. All it needs is to point to a page that has a copy of the form used to post the record. It is 
fairly common for the edit record page to be different from the page used to first post a record. 
For example, if the page that contains the database form is located at:  

http://www.YourWebSite.com/pages/db_form.html  

You would enter: pages/db_form.html 

 Link Text : Enter the text that will be used as the selection link. In addition to plain text, you can 
enter any valid HTML. It is fairly common for the link text to be an "hsp-fieldname" tag. This allows 
you to use the record data displayed in the table as the link text. For example, the following link 
can be used as the link text: 

hsp-fieldname="form-name::field name"-separator="results separator" 

Of course, you need to replace the fieldname tag specific values shown in red above. 

 Return Page (optional): Enter the page that users should be forwarded to after editing a record.  
For example, if the return page is located at: 

http://www.YourWebSite.com/pages/return_page.html  

You would enter: pages/return_page.html 

Often, the page you want users forwarded to after editing a record is different from the page you 
want them forwarded to the first time they post a record. If this field is omitted, users will be 
forwarded to the default response page, which is the return page you entered in on the last step of 
the create database wizard.   
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Appendix E – Search options 

 
 

Equal To - Find all records where the value entered in the search form is the same as 
the value in the database. This is not case sensitive. So, searching for the name bob, 
Bob, bOb and BOB would return the same records from the database.  

Not Equal To - Find all records where the value entered in the search form is different 
from the value in the database. Again, this is not case sensitive.  

Begins With - Find all records where the value in the database begins with the value 
entered in the search form. Let's say your user registration database has a name field 
with the following names: Joe, John, and Jeff.  

Searching on the letter "j" would return the records for Joe, John, and Jeff. 
Searching on the letters "jo" would return the records for Joe and John. 
Searching on the letters "je" would only return the record for Jeff. 
Searching on the letters "eff" would not return any record.  

This field is not case sensitive.  

Contains - Find all records in the database that contain the text entered in the search 
form. Let's say your user registration database has an email address field with the 
following addresses: joe@netcast.com, john@netcast.org, and jeff@singularnet.com.  

Searching on the letters "net" would return the records for joe@netcast.com, 
john@netcast.org, and jeff@singularnet.com. 
Searching on the letters "com" would return the records for joe@netcast.com, and 
jeff@singularnet.com. 
Searching on the letters "org" would only return the record for john@netcast.org. 
Searching on the letters "inet" would not return any records.  

This field is not case sensitive. NOTE: It is strongly recommended that this search 
constraint only be used when absolutely necessary. Due to the way searches are 
performed, using "Contains" may severely impact your database search performance. In 
extreme cases, search timeouts may occur. It is best to use this constraint ONLY with 
database fields that have few characters and few records. For fields with more text, try 
using a keyword match search. 

Later Than - This search option is used for date and time fields. Find all records where 
the date and time in the database is later than the date and time entered in the search 
form.  

Earlier Than - This search option is used for date and time fields. Find all records where 
the date and time in the database is earlier than the date and time entered in the search 
form.  
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Later or Equal To - This search option is used for date and time fields. Find all records 
where the date and time in the database is later than or equal to the date and time 
entered in the search form.  

Earlier or Equal To - This search option is used for date and time fields. Find all records 
where the date and time in the database is earlier than or equal to the date and time 
entered in the search form.  

Greater Than - This search option is used for numeric fields. Find all records where the 
value in the database is greater than the value entered in the search form.  

Less Than - This search option is used for numeric fields. Find all records where the 
value in the database is less than the value entered in the search form.  

Greater or Equal To - This search option is used for numeric fields. Find all records 
where the value in the database is greater than or equal to the value entered in the 
search form.  

Less or Equal To - This search option is used for numeric fields. Find all records where 
the value in the database is less than or equal to the value entered in the search form.  

Keyword Match - Find all records in the database that contain any of the keywords 
entered in the search form. HotRiot searches for all words entered, so you don't need to 
include "and" between words. To exclude a word, prefix it with a dash (like -word). 
To search for an exact phrase, enclose it in double quotes (such as "more than one 
word").  

HotRiot accepts up to five keywords per search. Keywords are separated by spaces. If 
more than five keywords are entered in the search form, only the first five are used. This 
field is not case sensitive. NOTE: While keyword searches offer excellent search 
performance, they do have a negative impact on database inserts. This is due to the 
overhead involved in creating the keyword index.  

Phrase Match - Find all records in the database that exactly match the phrase entered 
in the search form. HotRiot accepts up to five keywords per phrase search. If more than 
five keywords are entered in the search form, only the first five are used.  

This field is not case sensitive. NOTE: While phrase searches offer excellent search 
performance they do have a negative impact on database inserts. This is due to the 
overhead involved in creating the keyword index.  

Proximity - This is a type of search that allows users to locate records within a specified 
distance from a starting zip code. This search can be performed on any database that 
includes a zip code as one of its fields. For more information please see the section 
Performing a Zip Code Proximity Search. 
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Appendix F – Creating a login form 

 
You can use any Web development tool you like to create your login forms. Your forms 
can have as many elements as necessary and can be formatted any way you like. While 
all standard HTML form elements are supported, as a practical matter, login forms are 
almost always composed of two entry fields: one for the user's email address and one 
for the user's password. 
 
It is strongly recommended that you include the users email address as part of the login. 
An email address field, as part of the login, is required if you want HotRiot to be able to 
automatically email users their lost or forgotten login information. 
 
HotRiot places no limits on the design of the Web page that contains the form. You can 
include Flash, JavaScript, CSS, DHTML, Applets, or anything else your design requires.  
 
Create the form and place it on the Web page where it will be used 
 
When creating your form, make sure you set the form properties below. This is 
necessary in order for your form to work with HotRiot. Be sure to choose meaningful 
names for your form fields, as it will make things much easier later on. 
 

 
Form Properties: 

 
HTML forms contain two basic properties that control their behavior. They are: 
 
1. method  
2. action  
 
These properties must be correctly set in order for your login form to work with HotRiot. 
See the settings below.  
 

1 - The form method must be: POST 
 
2 - The form action is:  http://YourApplicationName.k222.info/process  
Replace YourApplicationName (shown in blue) with the application name you entered 
when you registered with HotRiot. (Use https instead of http when secure access is 
required). 
 
In addition to the two settings above, you must name your form using a hidden field 
called hsp-formname; see below.  
 
<input type="hidden" name="hsp-formname" value="any-name-of-your-choosing"> 
 
Replace any-name-of-your-choosing, shown in blue above, with the name you would like 
to assign to this form. This is also the name HotRiot assigns the login it creates for this 
form. The name should be short but descriptive. Spaces are permitted but not 
recommended. 
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Appendix G – PayPal account setup 

 
In order to integrate payment processing with your online subscription service, you must 
have a PayPal account. Your customers, however, do no need to have a PayPal 
account to make payment; PayPal accepts all major credit cards. 
 
To create your PayPal account, go to: 
 

http://www.paypal.com  
 

Select the "Business" link located along top navigation bar. Then select the "Accept 
Credit Card on a Websites" link.  Next, select the "Website Payments Standard" link. 
This will take you to the page where you sign up for a business account.  
 
As of early 2007 this type of account had no startup fee, no monthly fee, no cancellation 
fee, and no annual commitment. However, this can change without notice, so be sure to 
carefully read all of the terms and conditions associated with your PayPal account before 
signing up for the service.  
 
We are not representatives for PayPal and are not affiliated with the company in any 
way. We do not provide technical support for your PayPal account. Please contact 
PayPal for assistance with signing up or using the company’s services. We cannot 
answer questions about the details of this service, including applicable fees or charges. 
Your account with PayPal is entirely separate from your account with HotRiot. HotRiot 
does not receive any compensation whatsoever for any payments made to your PayPal 
account. In addition, HotRiot receives no compensation when you sign up for a PayPal 
account. Carefully read all of the terms and conditions associated with PayPal before 
signing up for the service. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.paypal.com/
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Appendix H – Creating custom buy-now buttons 

 
HotRiot can automatically populate your subscription selection page with buy-now 
buttons. This is done by placing the hsp-sellsubscription tag at the locations on the 
specific page where you want the buy-now buttons to appear. This works fine for most 
applications. However, a time may come when you will want to use custom buy-now 
buttons (ones you create). Custom buttons allow you to include PayPal features that are 
not part of the buttons created by HotRiot. 
  
Below is a sample buy-now button form. The form below should be placed at the 
locations on the subscription selection page where you would like the buttons to appear. 
Your buy-now buttons must, at a minimum, include the fields in the sample below. You 
can also include any additional fields PayPal allows in their buy-now buttons. Please 
refer to the PayPal documentation for details on working with buy-now buttons 
 

 
<form action="https://www.paypal.com/cgi-bin/webscr" method="post"> 
<input type="hidden" name="cmd" value="_xclick"> 

<input type="hidden" name="business" value="Your PayPal Email Address Here"> 

<input type="hidden" name="item_name" value="Name of Subscription Here"> 

<input type="hidden" name="currency_code" value="Your Currency Code Here"> 

<input type="hidden" name="notify_url" 

value="http://YourApplicationName.k222.info/spService"> 

<input type="hidden" name="amount" value="Subscription Price Here"> 

<input type="hidden" name="custom" value="hsp-fieldname="hsp-recordid""> 

<input type="image" src="http://www.paypal.com/en_US/i/btn/x-click-but01.gif" name="submit" 
alt="Make payments with PayPal - it's fast, free and secure!"> 
</form> 

 

 
You must create one button for each subscription you defined in the Subscription Setup 
wizard. The fields are highlighted in bold and color-coded with their explanations below. 
 

 Your PayPal Email Address Here – This is the email address of your PayPal 
account. 

 Name of Subscription Here – This is the name you assigned the subscription in 
the Subscription Setup wizard. This name is case-sensitive. 

 Your Currency Code Here – This is the currency code of your PayPal account. 
For example, if it were U.S. dollars you would put "USD" here. 

 Your ApplicationName – This is the application name you entered when you 
registered with HotRiot. 

 Subscription Price Here – This is the price you are going to charge for this 
subscription. The price should not include a currency symbol. 

 hsp-fieldname="hsp-recordid" – This is a special tag used by HotRiot. It must 
appear in all buy-now buttons exactly as it appears here. 
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Appendix I – HotRiot field types 

 
Text - Text fields will accept any input a user can enter from a keyboard. This includes 
all letters, numbers and symbols. No validation is performed on text fields; anything a 
user enters is acceptable.  
 
Number - A valid number between the range 99,999,999,999,999.9999 and  
-99,999,999,999,999.9999, or approximately +-100 trillion. A valid entry can include 
either a + or – sign; if omitted, a number is assumed to be positive. A decimal point is 
optional; it can be omitted for whole numbers. Commas in the number field are optional. 
Only the first four numbers after the decimal point are saved. Number fields are 
validated; an incorrect input will be detected by the HotRiot validator and will be reported 
back to the user for correction.  
 
You can configure the number format used by HotRiot. Please see the section System 
Preferences and Settings. 
 
 
Currency - A valid number between the range 99,999,999,999,999.99 and  
-99,999,999,999,999.99, or approximately +-100 trillion. A valid entry can include either 
a + or – sign; if omitted, the number is assumed to be positive. A decimal point is 
optional; it can be omitted for whole numbers. Commas in the currency field are optional. 
A currency field may begin with a currency symbol, for example "$". Only the first two 
numbers after the decimal point are saved. Currency fields are validated; an incorrect 
input will be detected by the HotRiot validator and will be reported back to the user for 
correction.  
 
Time – The default time format is HH:MM:SS AM/PM. The seconds, SS, field is optional; 
if omitted, it is assumed to be 00. Normally the delimiter dividing the HH, MM, and SS 
fields is the ":" character. However, HotRiot will accept any delimiter, including spaces. 
Time fields are validated; an incorrect input will be detected by the HotRiot validator and 
will be reported back to the user for correction.  
 
You can configure the time format used by HotRiot. Please see the section System 
Preferences and Settings. 
 
Date – The default date format is MM/DD/YYYY. Valid date entries must fall between the 
range 01/01/0001 and 12/31/9999, inclusive. Normally the delimiter dividing the MM, DD, 
and YYYY fields is the "/" character. However, HotRiot will accept any delimiter, 
including spaces. Date fields are validated; an incorrect input will be detected by the 
HotRiot validator and will be reported back to the user for correction.  
 
You can configure the date format used by HotRiot. Please see the section System 
Preferences and Settings. 
 
 
Date and Time – The default date time format is MM/DD/YYY HH:MM:SS AM/PM. Valid 
date entries must fall between the range 01/01/0001 and 12/31/9999, inclusive. Normally 
the delimiter dividing the MM, DD, and YYYY fields is the "/" character. However, 
HotRiot will accept any delimiter, including spaces. The seconds (SS) field is optional, if 
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omitted, it is assumed to be 00. Normally the delimiter dividing the HH, MM, and SS 
fields is the ":" character. However, HotRiot will accept any delimiter, including spaces. 
Date and Time fields are validated; an incorrect input will be detected by the HotRiot 
validator and will be reported back to the user for correction.  
 
Email Address - A valid email address. Email Address fields are validated; an incorrect 
input will be detected by the HotRiot validator and will be reported back to the user for 
correction.  
 
Zip Code - A valid five digit zip code, or "zip + 4". Normally the delimiter dividing a "zip + 
4" is the "-" character. However, HotRiot will accept any delimiter, including spaces. A 
delimiter between the zip + 4 is optional and may be omitted. Zip code fields are 
validated; an incorrect input will be detected by the HotRiot validator and will be reported 
back to the user for correction. Zip code fields are designed to support e thUnited States 
zip code formats only. International postal codes should be defined as a Postal Code, 
please see below. 
 
Postal Code - A postal code is similar to a zip code except it is intended to be used by 
forms that expect to receive address information for locations outside of the United 
States. Unlike a zip code, a postal code is not validated for any particular format. Like a 
zip code, a postal code can be proximity searched. However, please contact us for 
information if you intend to perform proximity searching outside of the United States. 
 
Social Security Number - A valid social security number. Normally the delimiter dividing 
a social security number is the "-" character. However, HotRiot will accept any delimiter, 
including spaces. Delimiters in a social security number are optional. Social security 
fields are validated; an incorrect input will be detected by the HotRiot validator and will 
be reported back to the user for correction.  
 
Phone Number - A valid phone number; including the area code but not the country 
code. Various delimiters are commonly used in phone numbers. For example, the "." or 
the "-" characters are often used. In addition, the "()" characters are often used to 
delineate the area code segment. HotRiot will accept any delimiter, including spaces. 
Phone number fields are validated; an incorrect input will be detected by the HotRiot 
validator and will be reported back to the user for correction.  
 
URL - A valid HTTP URL. The following examples represent valid URLs:  
 

• http://www.HotRiot.com 
• https://ww.HotRiot.com 
• www.HotRiot.com 
• http://HotRiot.com 

 
URL fields are validated; an incorrect input will be detected by the HotRiot validator and 
will be reported back to the user for correction.  
 
Year - A valid year, between 1 and 9999, inclusive. Year fields are validated; an 
incorrect input will be detected by the HotRiot validator and will be reported back to the 
user for correction. 
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Appendix J – Understanding form fields 

 
Users interact with forms by entering information into a forms input fields. When a form 
is submitted, the data entered into these fields is sent to the HotRiot server for 
processing. These input fields can include: 
 

 Text Field 

 Hidden Field 

 Password 

 TextArea 

 Radio Button 

 Checkbox 

 Image Button 

 Submit Button 

 Reset Button 

 Drop-down Menu 

 File Upload Field 
 
The HTML that creates the actual form fields is placed between the opening and closing 
form tags. Below is a sample form which contains most of the field types listed above. 
 

 
 
 
Below is the HTML code that creates the sample form shown above. Here we are going 
to focus on the fields that are between the opening and closing <form> tags. 
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<form method="POST"    action="http://YourApplicationName.k222.info/process" 
    encType="multipart/form-data"> 
 
  Hidden Field: <input type="hidden" name="record_id" value="893277758"> 
 
  Text Field: <input type="text" name="First_Name" size="20" value=""> 
 
  Password: <input type="text" name="Pswd" size="20" value=""> 
 
  Radio Button: <input type="radio" name="Gender" value="Male">Male<br> 
                           <input type="radio" name="Gender" value="Female">Female<br> 
 
  Pulldown Menu: 
      <select name="Favorite_Sport" > 
        <option value="Football">Football</option> 
        <option value="Baseball">Baseball</option> 
        <option value="Soccer">Soccer</option> 
      </select>  
 
  Check Box: 
      <input type="checkbox" name="State" value="New York">New York<br> 
      <input type="checkbox" name="State" value="Miami">Miami<br> 
 
  TextArea: <textarea name="Description" rows="4" cols="20"> 
                     This is the default text shown n the textarea. 
                  </textarea> 
 
  File Upload: <input type="file" name="Resume" size="20" > 
 
  <input type="submit" value="Submit" > 
 
</form> 
 

 
 
The following is an explanation of the structure of each of the form field types. The 
information presented here is based on tutorials available online at HTML tutorial site 
http://www.ahfb2000.com.  
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A Text control is a single line entry field where users can input a small amount of text. 
 
Here is an example: 
 
Please type in your email: <input type="text" name="email" size="40" maxlength="39"> 
 
The code above would result in this. 
 

Please put in your email:  
 
This input type is very versatile. Here are the attributes to this input type: 
 
input * - tells the browser that this is part of the form 
type * - tells the browser what input type it is 
name * - when the form is submitted, this is the name of the field the data will be sent in 
size  - defines how wide the text window will be 
maxlength - controls how much text can be put in the window (without this, it's unlimited, even if 
the window is small) 
 
* = mandatory 

 
 
A Password field is a single line entry field where users can enter a small amount of text. It's 
exactly like a text field except when the text is entered stars appear instead of the typed symbols 
or letters. 
 
Here is an example: 
 
Please enter your password:<input type="password" name="passwd" size="15" 
maxlength="14"> 
 
The code above would result in this: 
 

Please enter your password:  
 
This is usually used for putting in passwords, but if you have another idea for it, go ahead. 

 

 

Hidden fields are not seen by users of a form, they are invisible. Hidden fields are used to send 
information to HotRiot that users do not enter or see.  
 
<input type="hidden" name="email" value="webmaster@HotRiot.com"> 
 
Here are the attributes for a hidden input type: 
 
input * - tells the browser that this is part of the form 
type * - tells the browser what input type it is 
name * - when the form is submitted, this is the name of the field the data will be sent in 
value * - this is the information the browser sends to the server in the hidden field 
 
* = mandatory 
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A Textarea control is a multi line entry field where users can input free-form text. 
 
Here is an example: 
 
<textarea name="comments" cols="40" rows="10"> 
   Type in your comments here. 
</textarea> 
 
The code above would result in this: 
 

 
 
Here are the attributes to this input type: 
 
textarea * - tells the browser that a textarea window is starting 
name * - when the form is submitted, this is the name of the field the data will be sent in 
cols - defines how wide the input window will be 
rows - defines how tall the input window will be 
 
* = mandatory 

 

 

Submit button and Reset button: These two controls are the buttons you see at the bottom of 
forms. The submit button sends the form data to the HotRiot server, the reset button clears all 
form data from all fields.  
 
Here is an example: 
 
<input type="submit" value="Send the Info"> <input type="reset" value="Reset the Info"> 
 
The code above would result in this: 
 

 
 
Here are the attributes for the submit and reset input types: 
 
input * - tells the browser that this is part of the form 
type * - tells the browser what input type it is 
value - what is put on the button 
 
* = mandatory 
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A Checkbox is a small box that can either be checked or unchecked. These controls can be 
grouped together by field name. More than one checkbox in a group can be selected at the same 
time. Boxes in the checked state send their data to HotRiot; unchecked boxes do not send 
information to HotRiot. 
 
Here is an example:  
 
Check your favorite teams! (select all that apply): 
<input type="checkbox" name="team" value="team" checked>Spurs<br> 
<input type="checkbox" name="team" value="pacers">Pacers<br> 
<input type="checkbox" name="team" value="kings" checked>Kings<br> 
<input type="checkbox" name="team" value="other">Other  
 
The code above would result in this: 
 
Check your favorite teams! (select all that apply): 

 
 
Here are the attributes to this input type: 
 
input * - tells the browser that this is part of the form 
type * - tells the browser what input type it is 
name * - when the form is submitted, this is the name of the field the data will be sent in 
value * - this is what the browser sends if that box is checked (this can be any text) 
checked - if this is included in the tag, when the page displays, the box will already be checked 
 
* = mandatory 

 

A Radio Button is a small round button that can either be checked or unchecked. These controls 
are grouped together by field name. Radio buttons are similar to checkboxes except their 
selections are mutually exclusive – that is, only one radio button can be in the checked state at a 
time.  
 
Here is an example: 
 
Check your listening interests (check only one): 
<input type="radio" name="musictype2" value="rock" default> Rock<br> 
<input type="radio" name="musictype2" value="alternative"> Alternative<br> 
<input type="radio" name="musictype2" value="classical"> Classical<br> 
<input type="radio" name="musictype2" value="etc."> Anything else 
 
The code above would result in this: 
 
Check your listening interests (check only one): 
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Here are the attributes to a radio button: 
 
input * - tells the browser that this is part of the form 
type * - tells the browser what input type it is 
name * - when the form is submitted, this is the name of the field the data will be sent in 
value * - this is what the browser sends if the button is checked (can be any text) 
default - If included, this is the radio button that will be selected when the page first loads 

* = mandatory 

 

A Pulldown menu contains a list of selectable options. These menu controls are capable of 
single select only – that is, only one item in the list may be selected at a time. 
 
Here is an example 
 
Check your sporting interests (check only one): 
<select name="favorite_sport> 
        <option value="Football">Football</option> 
        <option value="Baseball">Baseball</option> 
        <option value="Soccer">Soccer</option> 
</select> 
 
The code above would result in this: 
 
Check your sporting interests (check only one): 

 
 
select * - tells the browser that a textarea window is starting 
name * - when the form is submitted, this is the name of the field the data will be sent in.  
value * - this is the value that is sent to the server when an item is selected 
multiple - this means that multiple selections can be made from the box. When included, a  
pull-down menu changes to a list box. 
option* - these are used to specify the options that will be in the box 
 
* = mandatory 

 

A file-upload control allows users to select a file on their computer, such as a word processing 
document or graphics file, and upload the file to the HotRiot server. A file upload field looks like a 
regular text field, except that it also contains a Browse button. Users either manually enter the 
path to the file they want to upload or use the Browse button to locate and select a file. 
 
Here is an example: 
 
   Upload your resume: <input type="file" name="somename" size="20"> 
 
The code above would result in this: 
 

Upload your resume:  
 
input * - tells the browser that this is part of the form 
type * - tells the browser what input type it is 
name * - when the form is submitted, this is the name of the field the data will be sent in 
size – defines how wide the text window will be 

* = mandatory 
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Appendix K – JavaScript event handlers 

 

Below is a list of the common event handlers that all popular browsers support. 

  

Event When it's triggered 

onAbort 
An image is stopped from loading because the user either hits Stop or leaves the 
page. 

onBlur 
An element, such as a window, frame, or form field, loses focus; that is, when the 
user clicks on something else. 

onClick The user clicks on the particular element. 

onChange The value of a form field changes, for example, when the inputs in some data. 

onDblClick The user double-clicks on the particular element. 

onError A loading error happens, such as amissing image. 

onFocus The user puts the focus on the target element, by clicking on it or by tabbing to it. 

onKeyDown 
A key on the keyboard is pushed down, regardless of whether it's then held down 
or released. 

onKeyPress This event is repeatedly triggered as long as a key is held down. 

onKeyUp A key on the keyboard is released. 

onLoad The browser completely loads the page. 

onMouseDown 
A key on the mouse is pushed down, regardless of whether it's then held down 
or released. 

onMouseMove The mouse moves. 

onMouseOut The pointer moves out of the target area. 

onMouseOver The pointer moves over the target element. 

onMouseUp A key on the mouse is released. 

onReset The reset button of a form is clicked. 

onResize A window or frame is resized by the user. 

onSelect The user highlights text in a form field. 

onSubmit A form is submitted. 

onUnload The user leaves the page. 
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Appendix L – Using the Visual Form Builder Tool 

 
 
Intentionally left blank. 
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Appendix M – Database search performance 

 

HotRiot has been carefully designed to provide very good search performance over a 
wide range of situations. It is fully capable of supporting Web sites that will generate 
millions of records. Countless hours have been spent in optimizing the search engine to 
provide very low response times. Nevertheless, there are a number of proactive steps 
you can take to help assure you are getting the best possible performance. It has been 
shown time and again that users will not tolerate slow Web sites. Visitors to your site 
must start seeing their browsers refresh quickly after initiating a search, otherwise you 
risk losing them.  Below are a number of tips to keep in mind when designing your 
searches. As a general rule, databases with less than several hundred thousand records 
are less susceptible to slowdowns. Of course, there are always exceptions. 
 

1. Formulate search conditions that are as specific as possible so that your database 
processes the fewest records possible. This is the single most important tip for speeding 
up the search process. There’s little value in returning thousands of records from a 
search. In all likelihood your users will, at the very most, sift through the first couple of 
hundred records before moving on. Think about how you use search results that are 
returned by Google. Google searches often return millions of results, which are 
presented 10 per page. How often do you look beyond a handful pages trying to find 
something of interest? Most users look through the first few pages and then reformulate 
their search if they haven’t found what they are looking for.  
 
Always design your searches in such a way as to return as few records as possible. You 
want to create searches that will target the specific information users need while filtering 
out unwanted data. The best way to accomplish this is to design your search criteria in 
order to search on fields that are likely to contain fairly unique data. In other words, avoid 
searching fields that contain many duplicates, unless, of course, you have no other 
choice. For example, searching on a gender field would not be very useful unless it was 
combined with additional search inputs. Searching a student database on gender alone 
would not produce particularly targeted results; however, searching on gender in 
combination with selected major and expected graduation date would produce narrower 
and more meaningful search results. The way in which you ultimately design your 
searches is highly specific to your particular needs, but the general principles outlined 
above should always be applied.  
 
2. Joins slow things down, sometimes considerably. Of course, when you need them, 
you need them. There are two main points to keep in mind when creating joins.  
 

 As a general rule, the more databases you include in a join the slower the search 
performance. If you can, try to limit joins to include no more than three 
databases. HotRiot places a hard limit of 5 databases in a single join. If you find 
that a particular search requires many databases to be joined, try instead to 
present the data in stages, or consider using triggers. Be creative, there is rarely 
one "right" way of doing things. You usually have more options when presenting 
data that you might initially think. 
 

 Structure your joins in such a way as to limit the number of records they can 
return to as few as possible. It is easy to inadvertently create joins that return a 
huge number of records, which can result in serious slowdowns. Believe us when 
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we say that this is an easy mistake to make. We spent two days working with one 
client on a slow query that was timing out. We found that their join was 
processing over 16,000,000 records – all from a set of databases that only had a 
total of 546,000 records. When designing your joins, you want to join only unique 
keys whenever possible. These are the fields in your database that do not 
contain any duplicate entries (e.g., primary key / foreign key fields). Also, create 
a search criterion that searches fields containing as few duplicate entries as 
possible. Imagine you have a database with 500,000 records and one of the 
fields in this database is "gender," which is either male or female. This would not 
be a good choice for either your join key or as one of the search criteria. This 
field does not contain data which is very unique and more than likely there will be 
about 250,000 entries for ‘male’ and 250,000 entries for ‘female’.  
 

3. Avoid using the "OR" modifier when defining a search. This can be a very expensive 
operation that can make searches orders of magnitude slower than when only the "AND" 
modifier is used. This is because the use of "OR" may cause your search to perform full 
database scans, rendering indexes inoperative. In addition, "OR" causes your searches 
to be more expansive and, as a result, pull in more records, which is contrary to the 
principles outlined in #1 above. Using "OR" with joins makes things even worse and 
should be avoided.  
 
4. Avoid the use of the "Contains" search criterion. Again, this is a very slow operator 
that will almost always cause your search to perform a full database scan, rendering 
indexes useless. As a result, "Contains" is really only useful when used on databases 
that contain relatively few records, a couple of thousand at most. If possible, try to use a 
keyword search instead of "Contains." Of course, this is not always possible because 
keyword searches really only make sense for textarea fields that accept large amounts 
of text input. It really does not make sense to use a keyword search on single-line entry 
fields. 
 
5. Zip code proximity searches are complex search operations — there is just no getting 
around it. Avoid combining a zip code proximity search with too many other search 
criteria. Limit other criteria inputs to about two or three, if possible. Also, try to avoid 
using the "OR" modifier to combine them. Additionally, wider search radiuses require 
more time to process. So limit the search radius to a number that is reasonable given 
your particular application. For example, a search radius with a maximum limit of about 
50 miles would make sense for a website used to locate local restaurants.  
 
6. If you perform a search without entering any search criteria, the search will normally 
be a bit slower than when a criterion is used. Conversely, searches in which a large 
number of criteria are entered are normally a bit slower than searches in which fewer 
criteria are entered. It’s hard to say exactly where this dividing line is, but a good general 
rule of thumb is about seven. It’s important to understand the difference between 
defining a search with many criteria and actually using the criteria. There is no 
performance penalty for defining a search that includes many criteria input options; 
things might only slow down when users actually enter values into a large number of 
criteria fields. Again, this number starts at about seven. Use of the ‘OR’ modifier 
combined with a large number of search criteria is bound to slow things down. Please 
see #3 and #4 above for more information. 
 
7. Sorting your search results may slow things down a bit. Normally you need to sort 
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search results in order for them to present in a meaningful way. However, there are 
occasions when it is not necessary to sort. Therefore, if you don’t need to sort your 
search results, then don’t sort them.  
 
When choosing a field to sort on for searches with joins, it is best not to select any fields 
that are used to join the databases. It is preferable to sort on one of the fields used in the 
search criteria. This is normally not an issue if you are joining your databases on a 
unique key, as unique keys have no intrinsic meaning to users.  
 
8. Keep field sizes to values as small as possible.   

 
Step 3 of the created database wizard is where you set the data types and sizes for 
each of the fields in your database. Please see the sample screenshot below.  
 

 
 
The Size column is where you enter the maximum number of characters you would 
expect to receive for each field. It's important to set the size values to a number 
representative of the type of data being collected. Do not set the sizes to a value larger 
than necessary. HotRiot uses this information to create indexes, and depending on how 
you set these, will adjust its indexing strategy. Smaller values can be optimized in ways 
that larger ones cannot. HotRiot is fully aware of MySQL's performance strengths and 
will create an optimum combination of primary keys, covering indexes, unique indexes 
and full-text indexes. Your choices here can go a long way towards helping this process. 
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9. Sometimes, the first search you perform in any given session is a bit slower than 
subsequent searches. This is due to the added overhead of establishing the initial 
connection to the database that will be used to service your session.  
 
10. While triggers are not really directly related to searching, it is worth covering their 
effect on performance. For the most part, triggers don’t present any problems from a 
performance perspective. They generally execute fairly quickly and usually don’t create 
any perceptible slowdowns. As with all rules, there are exceptions. A large number of 
newly created secondary records on an Insert or Registration can have the potential to 
cause slight delays, but this is uncommon. The same holds true for Login triggers. 
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Appendix N – Amazon S3 / CloudFront integration instructions 

 
Integrating HotRiot with AWS and Amazon S3 / CloudFront is a two-step process.  
 

1. Create an account with Amazon Web Services, and, optionally, sign up for 
CloudFront. 

2. Provide HotRiot with your account access credentials. 
 
If you don’t already have an account with AWS, go to: http://aws.amazon.com/s3/   
to create one. Select the sign-up button located on the right side of the page. This will 
take you through the sign-up process. 

 

Once you have completed the signup process, the next step is to enter your Amazon 
access credentials into HotRiot. You do this on the Amazon Web Services integration 
page. Log into your HotRiot account and select the Amazon Web Services link located 
on the Main Console page (see the icon boxed in red below). 
 

 
 
This takes you to the Amazon Web Services integration page. Please see the 
screenshot below.  

 

 
 
On this page you will see a checkbox for using Amazon S3. Selecting this checkbox will 
reveal two entry fields where you enter your AWS access keys. In order for HotRiot to 
access your AWS account you will need to provide your access key and your secret key. 
There are additional radio buttons for using CloudFront and for activating RTMP 
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streaming through CloudFront. Select the "Apply" button to complete the process. 
HotRiot will automatically upload any files that are currently in your database to your S3 
account. Depending on the amount of data that need to be processed, this can take 
anywhere from a few short minutes to several hours. 
 
Our testing indicates that HotRiot copies data to S3 at a rate of ~250 MB per minutes or 
~15 GB per hour. You will receive an email when the upload completes. You can safely 
use you website while this upload is in progress. NOTE: When integrating your HotRiot 
account with CloudFront, please allow at least 15 minutes for HotRiot to establish an 
active CloudFront distribution before using. 
 
We treat your Amazon security keys with great care. To start, our Amazon Web services 
integration page uses SSL encryption, so nobody will be able to view your keys while 
they are en route to our servers. Next, our system stores these values in encrypted form, 
so even we do not see these keys. We never reveal these values to anyone, not even to 
you. If you return to the Amazon Web Services integration page after inputting these two 
keys, all you will see are the last four characters of the keys. This is a security measure 
we take as a precaution in case someone gains unauthorized access to your HotRiot 
account. 
 
You enter your AWS access key and secret key in the fields above. DO NOT use your 
AWS administrator account access key and secret key, we cannot overstate how 
important this is.  We STRONGLY recommend you instead create an IAM user with 
limited access to only S3 and, optionally, CloudFront (if you need CloudFront services). 
An example of the IAM policy for this user is shown below. Don't include the CloudFront 
policy if you have not selected to use CloudFront in HotRiot. Setting up an IAM user is 
beyond the scope of this document, please refer to the AWS documentation for details. 
 
{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "Stmt1399163246000", 
            "Effect": "Allow", 
            "Action": [ 
                "s3:*" 
            ], 
            "Resource": [ 
                "*" 
            ] 
        }, 
        { 
            "Sid": "Stmt1399163101000", 
            "Effect": "Allow", 
            "Action": [ 
                "cloudfront:*" 
            ], 
            "Resource": [ 
                "*" 
            ] 
        } 
    ] 
} 
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Amazon gives you the ability to create new access keys. You might do this if you are 
concerned that your current keys may be compromised. You may safely create new 
keys at any time. If you do this, remember to enter the new values in HotRiot. On a side 
note, if you ever suspect that your S3 keys are compromised, you can always deactivate 
them. Creating new keys, deleting keys and deactivating keys is beyond the scope of 
this document, please refer to the AWS documentation for details. 
 
We do not represent Amazon Web Services LLC (AWS) and are not affiliated with them 
in any way. We do not provide technical support for your AWS account. Please contact 
AWS for assistance with signing up for or using their services. We cannot answer 
questions about the details of their service, including applicable fees or charges. Your 
AWS account is entirely separate from and independent of your HotRiot account. 
HotRiot receives no compensation when you sign up for an Amazon account. Carefully 
read all terms and conditions and applicable fees associated with an Amazon Web 
Services account, in particular, Amazon S3 and CloudFront, before signing up for their 
service. 
 

 Deal with registrations that include the same domain name with a different 
third level name 
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Appendix O – Amazon RDS integration instructions 

 
Integrating HotRiot with Amazon RDS is a three-step process.  
 

1. Create an RDS account with Amazon Web Services. 
2. Provision a database on RDS. 
3. Provide HotRiot with your master database login credentials. 

 
If you don’t already have an account with AWS, go to: http://aws.amazon.com/rds to 
create one. Select the sign-up button located on the right side of the page. This will take 
you through the sign-up process. 

 

Once you have completed the signup process, the next step is to provision a server with 
RDS. The easiest way to do this is to use the AWS Management Console. Login to the 
AWS Management Console and select the ‘Services’ dropdown located on the top left 
side of the menu bar. Then select the RDS link. Next, select the ‘Launch DB Instance’ 
button located towards the middle of the page. This will take you to the database setup 
wizard. The setup process includes a number of configuration settings for you to choose 
from. Please refer to the AWS documentation for detailed instructions. Below are a few 
setup options that relate to HotRiot that you should be aware of. 
 

 HotRiot is compatible with all versions of the MySQL database server offered by 
Amazon RDS. So you can choose whichever one you prefer. There is one thing 
to keep in mind: if you intend to use natural language (full-text) queries, then you 
will need to use MySQL version 5.6 or above, earlier versions of the database do 
not support this feature. 

 It should be safe to allow RDS to perform automatic minor version upgrades. 

 The database port must be 3306, which is the MySQL default. 

 If possible, select the "us-east-1b" availability zone. This is the availability zone 
where the HotRiots servers are provisioned. This may provide better latency and 
data transfer speeds over other zones, although we don’t know this for sure. And, 
as a practical matter, you will get very good network performance whichever 
zone you choose. 

 
Once the provisioning is complete, the next step is to set-up three security group for your 
server. A database security group acts like a firewall controlling network access to your 
server instances. You need to specifically grant HotRiot access to your database. To do 
this, you need to edit the security group you associated with the server you provisioned. 
We will not go into the details of how security groups work or the specifics of how to fully 
set-up a security group, for this, please see the AWS documentation.  Instead, we will 
only explain how to set up a security group so HotRiot will have access to your server. 
 
If you are not already logged into your AWS Management Console, please login, then 
navigate to the RDS management page. On the left side of this page you will see a link 
named ‘DB Security Groups’ (it is the option with the orange bar in the screenshot 
below) select this link. This will reveal the DB security groups page. Start by selecting 
the icon next to the security group you associated with the server instance you 
provisioned; in the screenshot below this is the ‘default’ group. Selecting a security 
group will reveal a page with the current settings for the group. You will need to add 
three configuration settings in order to grant HotRiot access to your database server. To 
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do this, select the ‘EC2 Security Group’ option from the ‘Connection Type’ dropdown list 
box. Then, in the ‘Details’ section, enter the following account ID into the ‘AWS Account 
ID’ field: "700985427445" (without the quotes). Finally, enter ‘db server’ (without the 
quotes) in the ‘EC2 Security Group’ entry field, lastly, select the ‘Add’ button. Repeat this 
process two more times using the same account ID but entering ‘app server’ and 
‘k222.info server’ for the EC2 security groups. It can take upwards of 15 minutes for the 
access privileges you set to take effect. 
 
 

 
 
 
Once you’ve set-up the security group, the next step is to enter your server’s access 
credentials into HotRiot. You do this on the Amazon Web Services Integration page. Log 
into your HotRiot account and select the Amazon Web Services link located on the Main 
Console page (see the icon boxed in red below). 
 
 

 
 
 
This takes you to the Amazon Web Services Integration page. Please see the 
screenshot below. On this page you will see a checkbox for using Amazon RDS. 
Selecting this checkbox will reveal three entry fields where you input your RDS master 
login credentials. In order for HotRiot to access your RDS server you will need to provide 
the following: 
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 Master user name 

 Master password 

 Endpoint 
 
The master user name and master password were entered by you in the RDS setup 
wizard. The server’s endpoint is assigned by Amazon when it provisions your database.  
 

 
 
You can locate the endpoint by selecting the ‘Instances’ link located on the left side of 
the RDS page of the AWS Management Console. This will display a list of all the 
database instances you’ve provisioned. Select the icon next to the instance HotRiot will 
be connecting to. This will reveal a page which displays general information relating to 
the selected instance, including the server’s endpoint (located at the top of the page). 
Copy the endpoint into the HotRiot endpoint entry field. HotRiot assumes your database 
is listening on the default MySQL port, 3306. If your database is listening on some other 
port, append a colon followed by the port number to the endpoint. 
 
Select the "Apply" button to complete the process. HotRiot will do the following: 
 

 Create a database on your server. This database will be named some long 
number (for example, "8938972387"). This is the HotRiot managed database. 

 Create a user on your database server with privileges to ONLY access the 
HotRiot database. This user will not have grant privileges. HotRiot will assign a 
random user name and password to this account. 

 The master user name and master password credentials you provided will be 
purged from HotRiots memory. All further access to your server will be done 
using the HotRiot created user. HotRiot will not retain a copy your server’s 
master login credentials.  

 HotRiot will automatically upload your database to your RDS server. Depending 
on the amount of data that need to be processed, this can take anywhere to a 
few minutes to several hours. You will receive an email when the upload is 
finished. 
 

If HotRiot comes back with an error indicating it was unable to make a connection to 
your database and you are sure you entered the connection values correctly, the error 
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may be due to the security access configuration settings you entered earlier not having 
fully taken effect. Remember, it can take up to 15 minutes for the access configuration 
settings to take effect. 
 
We also suggest you go into the ‘Parameter Groups’ for the server you provisioned and 
set whatever parameters you wish to set. At the very least, we suggest you set the 
default value for the ‘max_allow_packet’ to 33553408. You can get to the parameter 
groups page by selecting the Parameter Groups link located on the left side of the RDS 
home page. Then select the icon next to the parameter group associated with the 
database you provisioned. 
 
We treat your master login credentials with great care. To start, our Amazon Web 
services integration page uses SSL encryption, so nobody will be able to view these 
values while they are en route to our servers. We never retain or store your master login 
information. Instead, we create a HotRiot specific user with limited privileges, at which 
point we purge your master login information from HotRiot. Next, our system stores the 
HotRiot user credentials in encrypted form, so even we do not see these values. We 
never reveal these to anyone, not even to you. If you return to the Amazon Web 
Services integration page after activating RDS, all you will see are the last four 
characters of the account values. This is a security measure we take as a precaution in 
case someone gains unauthorized access to your HotRiot account. 
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Appendix P - Setting-up SPF and Sender ID email authentication  

 
Note: This section is somewhat technical and you may need assistance from you ISP. 
HotRiot does not provide any additional support for setting up your SPF or Sender ID 
beyond this appendix. We recommend you set up both SPF and Sender ID. 

Amazon SES sends email using Simple Mail Transfer Protocol (SMTP). By itself, SMTP 
does not provide any means for authenticating email; a spammer can easily send email 
messages that claim to originate from someone else, while hiding their true origin. By 
falsifying email headers and spoofing source IP addresses, spammers can cause 
recipients to believe that the email messages they receive are authentic, even though 
this is not the case. 

ISPs that forward email traffic on the Internet are well aware of spammers and their 
activities. Most ISPs have taken proactive anti-spam measures, using various factors to 
evaluate whether email is legitimate. One such factor that ISPs consider is email 
authentication, in which senders provide evidence that they are authorized to send email 
messages. In some cases, ISPs will refuse to forward email that is not authenticated. 

Setting-up SPF 

Sender Policy Framework (SPF) provides a means for authenticating email. SPF relies 
on cooperation between senders and ISPs to verify that an email message can be 
traced back to the system from which it was sent. 

To be SPF-compliant, an email sender publishes one or more DNS records that 
establish the sending domain's identity. These DNS records are usually specified as TXT 
(text); they identify a set of hosts that are authorized to send email. After these DNS 
records are created and published, ISPs can authenticate a host by comparing its IP 
address with the set of IP addresses specified in the SPF record. See below for setup 
instructions. 

 If your "From" domain already has an SPF record, then you will need to add the 
following mechanism to it:   

include:amazonses.com  

 If your "From" domain does not have an SPF record, we recommend that you add 
one to ensure that ISPs do not reject your email. The following is an example 
TXT record that you can publish to enable SPF:  

v=spf1 include:amazonses.com ?all 

Setting-up Sender ID 

Sender ID is an authentication system similar to SPF. Like SPF, Sender ID relies on 
cooperation between senders and ISPs to verify that an email message can be traced 
back to the system from which it was sent. See below for setup instructions. 
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 If your "From" domain already has an Sender ID record, then you will need to add 
the following mechanism to it:   

include:amazonses.com  

 If your "From" domain does not have a Sender ID record, we recommend that 
you add one to ensure that ISPs do not reject your email. The following is an 
example TXT record that you can publish to enable SPF:  

spf2.0/pra include:amazonses.com ?all 
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Appendix Q – Amazon SES activation and integration instructions 

 
There are four step involved in signing up for SES and integrating this service with 
HotRiot, see below: 
 

1. If you don’t already have one, create an account with Amazon Web Services. You 
can do this by going to the SES home page (http://aws.amazon.com/ses/) and 
selecting the "Sign up now" link located on the right side of the page. 

2. In order to use SES with HotRiot, you will need to integrate your Amazon account 
with HotRiot. This is very easy to do, simply follow the steps in Appendix N – 
Amazon S3 / CloudFront integration instructions. 

3. Next, you need to add a policy to the IAM user that you created in step 2 which 
grants them permission to use the services of SES. An example of the policy is 
shown below 

4. Next, got back to the SES home page (http://aws.amazon.com/ses/) and select 
the "Request production access" link located on the right side of the page. It can 
take up to 24 hours for Amazon to grant you production access.  

 
Example SES IAM policy statement. 
  
    { 
      "Effect": "Allow", 
      "Action": [ 
        "ses:*" 
      ], 
      "Resource": "*" 
    } 
  
In addition to the four required steps above, you can take the optional step below, which 
can help to increase the quality of your bulk email sends. The action below is not 
required in order to start using HotRiots bulk email service, however it is recommended. 
You can skip this for now, but please do seriously consider at some point setting up 
authentication. 
 

 Set up sender authentication with SPF and Sender ID.  To see how, go to 
Appendix P - Setting-up SPF and Sender ID email authentication. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://aws.amazon.com/ses/
http://aws.amazon.com/ses/
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Appendix R – JSON Response Error Processing 

 
If an error occurs processing a request that returns a JSON response or an error occurs 
processing a forwarded request to an external Web service, HotRiot will return a JSON 
formatted error response back to the caller. Below is an example this error response, an 
explanation of each field follows. 
 
 
 
{ 

   "generalInformation":{ 

      "processingResultCode":"3", 

      "processingResult":"Error: Invalid Data Exception", 

      "processingResultMessage":"The ZIP CODE form field must contain a valid Zip Code.", 

      "isUpdate":"false", 

      "action":"Search", 

      "searchName":"quickCarSearch", 

      "databaseName":"postCar", 

      "userData":"", 

"forwardedRequestResponse ":"", 

"timeStamp":"02/2/2012 10:17:11", 

"loggedInUserInfoLink":"http://hrcarmart.k222.info/process?getUser&hsp-initializepage=..." 

   } 

} 

 

 

 
processingResultCode: If this is anything other than 0, then a processing error has 
occurred. The possible values and their meaning are shown below. In addition, the result 
codes corresponding processingResult value is also shown.  
 
 

Result Code Processing Result Explanation 
   

-1 General Error 
This will normally occur due 
to HotRiot encountering an 
unknown error. 

1 Subscription Record Limit Exception 

This occurs when a user 
whom has reached their 
record limit for a 
subscription attempts to 
post another record to the 
protected database. The 
post is denied because 
allowing the user to save 
another record would put 
them over their allotted 
database storage limit for 



 

Last Update 6.20.2015 2007 - 2015 iDataForms LLC 419 

the subscription. 

2 Invalid CAPTCHA Exception 

This occurs when a user 
enters a CAPTCHA 
incorrectly or fails to enter a 
CAPTCHA when one is 
required. 
 

3 Invalid Data Exception 

This error occurs when a 
user fails to enter a value in 
a required field or enters an 
incorrect value based on a 
field’s data type. 

4 Not Unique Data Exception 

This error occurs when a 
user enters a non-unique 
value in a database field 
which requires a unique 
input. 

5 Access Denied Exception 

This error occurs when a 
user enters an incorrect 
access password when 
performing either a search 
or database insert. 

6 File Size Limit Exception 

This error occurs when 
trying to return a page to a 
user, either from a search 
or a database insert, where 
the page is larger than 
256K (before HotRiot 
inserts its own data). This is 
an unusual error. 

7 DB Full Exception 

This error occurs when 
trying to save data to a 
database that is full (where 
the account has reached its 
allotted database storage 
limit). 

8 Bad or missing record ID Exception 

This error occurs when 
processing a recordDetails 
action. It indicates that the 
record ID is either missing 
from the request or is 
incorrect. This is a very 
unusual error you probably 
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should never see. 

9 No Records Found Exception 

This is not really an 
exception per se. This 
occurs when performing a 
search where the search 
was unable to locate any 
records that match the 
search criteria. This can 
also occur when deleting 
the final record from a 
search result, leaving no 
more records to be found 
by the search. 

10 Record Not Found Exception 

This occurs when 
performing a recordDetails 
action. It indicates that the 
record could not be found in 
the database. Provided the 
recordDetails request has 
been posted correctly, you 
should see this error rarely, 
if at all. 

11 Session Timeout Exception 

This indicates that the 
user’s session has timed 
out, therefore the request 
could not be processed. 
This can occur performing 
one of the following: 

 Posting a record 
details link.  

 Posting an excel 
download link.  

 Posting one of the 
search paging links 
(firstPageLink, 
nextPageLink, 
previousPageLink).  

 Posting a return to 
search link. 

12 Unauthorized Access Exception 

This indicates that a user 
attempted to perform an 
insert or a search on a 
database that has been 
protected by access rules 
and the user does not have 
permission to perform the 
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action. 

13 Login Credentials Not Found 
This occurs when a lookup 
of a user’s login credentials 
fails to find a match.  

14 Login Not Found Exception 

This occurs when an 
attempt is made to login but 
the login credentials could 
not be found. The login 
failed. 

15 Invalid Email Address Exception 

This occurs when a user 
enters an invalid email 
address when registering to 
receive a real-time 
notification. 

16 Multi-Part Limit Exception 

This occurs when a request 
(normally a database insert) 
includes file attachments 
where the combined size of 
all files included in the 
request exceeds the 
maximum upload limit. 

17 IP Address Insert Restriction 

This occurs when an 
attempt is made to insert a 
record into a registration 
database that originates 
from an IP address where 
an insert has already been 
made and the required 
waiting period has not 
elapsed. 

 
 
processingResultMessage: This is the extended message which is returned for each 
of the above errors. The processing result message for error codes 1 thru 5 and 9, 10 
and 13 will be whatever you entered in the HotRiot wizard when creating the database or 
search that triggered the exception. The name of the database or search that caused the 
exception can be found in the searchName or databaseName field in the JSON error 
response. Errors 6, 7, 8, 11 and -1 will have a HotRiot generated exception message. 
 
 
isUpdate : This field will be either ‘true’, ‘false’. 
 

 true – If the action is "Insert" and the insert updates an existing record. 

 false – If the action is "Insert" and the insert creates a new record. 

 false – if the action is anything else. 
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action : The action field will have one of the following values: 

 

 The action will be "Search" for all actions that trigger a search. 

 The action will be "Login" when the error was triggered by a login attempt. 

 The action will be "Insert" when the error was triggered by a database insert.  

 The action will be "recordDetails" when the error was caused by posting a 
recordLink. 

 The action will be "getLoginCredentials" when performing a lookup of a user 
login credentials. 

 The action will be "notificationRegistration" when a user is registering to 
receive a real-time notification. 

 
 
searchName : The value in this field is dependent on the value in the "action" field. See 
the table below. 
 

Action Field Search Name Field 
  

Search 
or 

Login 

The name of the search or login which triggered 
the error. 

recordDetails 
The name of the search that created the record 
details link which triggered the error. 

Insert 
or 

notificationRegistration 
The search name field will be empty. 

getLoginCredentials 
The name of the login for which the login 
credentials were being searched. 

 
 
 
databaseName : The value in this field is dependent on the value in the "action" field. 
See the table below. 
 

Action Field Database Name Field 
  

Search 
or 

Login 

The name of the primary database being searched 
by the search or login. We say "primary" because 
there may be other databases that are also part of 
the search if the search includes joins. This will be 
blank for result code 11. 

recordDetails 
The name of the database where the record data 
resides. This will be blank for result code 11. 
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Insert The name of the database being inserted into. 

getLoginCredentials 
The name of the database for which the login 
credentials are used to login. 

notificationRegistration The name of the notification trigger database. 

 
userData : When posting a request that returns a JSON response, you can include in 
the request data that is returned back in the response. This data can be anything you 
choose. You pass along this user data in a field named hsp-userdata. When HotRiot 
constructs the JSON response, it will pass the data back in this field of the response 
object. 
 
forwardedRequestResponse : When posting a request that returns a JSON response 
that is also first forwarded to some external Web resource for processing, this field will 
contain the response from the forwarded resource. 
 
timeStamp : This Is the date and time that the request was processed. The date is in 
U.S format and the time is formatted as 24 hour GMT 0. 
 
loggedInUserInfoLink: This link will send the currently logged in users record 
information to the Web resource for processing. If the current user is an anonymous 
user, this field will be blank. The record data for the logged-in user will be returned as 
formatted JSON. Included in the response is the field data submitted by the user in their 
registration, subscription details for the user, their subscription payment history and 
other miscellaneous information. 
 
 
 
 
 
 
 
 
 
 
 


