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UNITED STATES DISTRICT COURT 
WESTERN DISTRICT OF WASHINGTON AT SEATTLE 

John Cooke, Peter Luna, and Leotha 
Scott-Boone, on behalf of themselves and a 
class of similarly situated persons, 

Plaintiffs, 

v. 

T-Mobile USA, Inc. 

Defendant. 

No.  

COMPLAINTuCLASS  
ACTION. 

JURY DEMAND 

Plaintiffs John Cooke, Peter Luna, and Leotha Scott-Boone, individually and on behalf of 

Zee hma^kl lbfbeZker lbmnZm^] (vMeZbgmb__sw)* [kbg` mabl Z\mbhg Z`Zbglm A^_^g]Zgm P-Mobile USA, 

Fg\, (vP-Jh[be^w hk vA^_^g]Zgmw)* l^^dbg` fhg^mZkr ]ZfZ`^l* k^lmbmnmbhg* Zg]-hk bgcng\mbo^ 

relief for the proposed Class and Subclasses, as defined below. Plaintiffs make the following 

allegations upon information and belief, the investigation of their counsel, and personal 

knowledge or facts that are a matter of public record. 

I. INTRODUCTION 

1.! The release, disclosure, and publication of sensitive, private data can be 

devasting. Not only is it an intrusion of privacy and a loss of control, but it is a harbinger of 
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identity theft: for victims of a data breach, the risk of identity theft more than quadruples.1 A data 

breach can have a grave consequences for victims for years after the actual date of the breachu

with the obtained information, thieves can wreak many forms of havoc: open new financial 

accounts, take out loans, obtain medical services, obtain government benefits, and/or obtain 

]kbo^kxl eb\^gl^l bg ma^ ob\mbflx gZf^l* _hk\bg` ob\mbfl mh fZbgmZbg Z \hglmZgm ob`beZg\^ ho^k ma^ 

potential misuse of their information.  

2.! Washington based cellular provider T-Mobile markets itself as a sophisticated, 

reliable network provider that sets itl^e_ ZiZkm [r bml v/..& \nlmhf^k \hffbmf^gm,w2 T-Mobile 

k^ik^l^gml maZm vWZXm P-Jh[be^* ikboZ\r Zg] l^\nkbmr bl h_ nmfhlm bfihkmZg\^*w Zg] maZm ma^ 

\hfiZgr vmZd^WlX hnk \nlmhf^k Zg] ikhli^\mbo^ \nlmhf^k ikboZ\r RBNU l^kbhnler,w3

3.! Despite this representation, on August 15, 2021, Vice Media broke news that an 

Zghgrfhnl l^ee^k pZl Zn\mbhgbg` vZ fhngmZbg h_ i^klhgZe ]ZmZw _khf P-Mobile servers on an 

underground forum.4 vPa^ ]ZmZ bg\en]^l lh\bZe l^\nkbmr gnf[^kl* iahg^ gnf[^kl* gZf^l* 

physical addresses, unique IMEI numbers, and driver licenses information [downloaded locally 

from T-Jh[be^ l^ko^klX* ma^ l^ee^k lZb],w5

4.! T-Jh[be^ ln[l^jn^gmer \hg_bkf^] maZm vZ ln[l^m h_ P-Mobile data had been 

Z\\^l^] [r ngZnmahkbs^] bg]bob]nZelw Zg] maZm vma^ ]ZmZ lmhlen from our systems did include 

lhf^ i^klhgZe bg_hkfZmbhg,w6

1 Dave Maxfield & Bill Latham, Data Breaches: Perspectives from Both Sides of the Wall, S.C. 
Lawyer (May 2014). 

2 Un-Carrier History, T-MOBILE, https://www.t-mobile.com/our-story/un-carrier-history (last 
visited Aug. 19, 2021).  

3 John Legere, A Letter from CEO John Legere on Experian Data Breach, T-MOBILE (Sept. 30, 
2015), https://www.t-mobile.com/news/blog/experian-data-breach (last visited Aug. 19, 2021).

4 Joseph Cox, T-Mobile Investigating Claims of Massive Customer Data Breach, 
MOTHERBOARD: TECH BY VICE (Aug. 15, 2021), https://www.vice.com/en/article/akg8wg/ 
tmobile-investigating-customer-data-breach-100-million (last visited Aug. 19, 2021).

5 Id.
6 T-Mobile Shares Additional Information Regarding Ongoing Cyberattack Investigation, T-

MOBILE (Aug. 17, 2021), https://www.t-mobile.com/news/network/additional-information-
regarding-2021-cyberattack-investigation (last visited Aug. 19, 2021).  
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5.! As a result of the Data Breach, through which their Personally Identifiable 

Fg_hkfZmbhg (vMFFw) pZl \hfikhfbl^]* ]bl\ehl^]* Zg] h[mZbg^] [r ngZnmahkbs^] mabk] iZkmb^l* 

Plaintiffs and Class Members have suffered concrete damages and are now exposed to a 

heightened and imminent risk of fraud and identity theft for a period of years, if not decades. 

Furthermore, Plaintiffs and Class Members must now and in the future closely monitor their 

financial accounts to guard against identity theft, at their own expense. Consequently, Plaintiffs 

and the other Class Members will incur ongoing out-of-pocket costs for, e.g., purchasing credit 

monitoring services, credit freezes, credit reports, or other protective measures to deter and 

detect identity theft. 

6.! By this Complaint, Plaintiffs seek to remedy these harms on behalf of themselves 

and all similarly-situated individuals whose PII was accessed during the Data Breach. 

II. JURISDICTION, VENUE, AND CHOICE OF LAW 

7.! This Court has subject matter jurisdiction over this action pursuant to 28 U.S.C. 

§ /110(])(0)(>)* Zl fh]b_b^] [r ma^ @eZll >\mbhg CZbkg^ll >\m h_ 0..3 (v@>C>w)* 06 Q,O,@, 

§ 1711, et seq., because at least one member of the Class, as defined below, is a citizen of a 

different state than T-Mobile, there are more than 100 members of the Class, and the aggregate 

amount in controversy exceeds $5,000,000, exclusive of interest and costs. This Court also has 

diversity jurisdiction over this action pursuant to 28 U.S.C. § 1332(a). 

8.! The Court has personal jurisdiction over this action because T-Mobile maintains 

its principal place of business in this District, has sufficient minimum contacts with this District, 

and has purposefully availed itself of the privilege of doing business in this District such that it 

could reasonably foresee litigation being brought in this District.  

9.! Venue is proper in this District under 28 U.S.C. § 1391(a) through (d) because 

T-Jh[be^xl ikbg\biZe ieZ\^ h_ [nlbg^ll bl eh\Zm^] in this District and a substantial part of the 

events or omissions giving rise to the claims occurred in, was directed to, and/or emanated from 

this District. 
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III. PARTIES 

A. Plaintiff John Cooke 

10.! Plaintiff John Cooke is a citizen of and is domiciled in the state of Washington. 

11.! Plaintiff Cooke is a customer of T-Mobile.  

12.! Plaintiff Cooke provided confidential and sensitive PII to T-Mobile, as requested 

and required by T-Mobile for the provision of its services. T-Mobile obtained and continues to 

maintain Plaintiff Cookexl MFF Zg] aZl Z e^`Ze ]nmr Zg] h[eb`Zmbhg mh ikhm^\m maZm MFF _khf 

unauthorized access and disclosure.  

13.! Plaintiff Cooke would not have entrusted his PII to T-Mobile had he known that 

T-Mobile failed to maintain adequate data security. 

14.! On or about August 15, 2021, Plaintiff Cooke learned of the Data Breach through 

a Facebook post.  

15.! He subsequently received an email notice from T-Mobile, informing him that his 

PII had been compromised in the Data Breach.  

16.! As a result of the Data Breach, Plaintiff Cooke has suffered emotional distress as 

a result of the release of his PII, which he expected T-Mobile to protect from disclosure, 

including anxiety, concern, and unease about unauthorized parties viewing and potentially using 

his PII. As a result of the Data Breach, Plaintiff Cooke anticipates spending considerable time 

and money to contain the impact of the Data Breach.  

B. Plaintiff Peter Luna 

17.! Plaintiff Peter Luna is a citizen of and is domiciled in the state of New Mexico. 

18.! Plaintiff Luna is a customer of T-Mobile.  

19.! Plaintiff Luna provided confidential and sensitive PII to T-Mobile, as requested 

and required by T-Mobile for the provision of its services. T-Mobile obtained and continues to 

fZbgmZbg MeZbgmb__ IngZxl MII and has a legal duty and obligation to protect that PII from 

unauthorized access and disclosure.  
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20.! Plaintiff Luna would not have entrusted his PII to T-Mobile had he known that 

T-Mobile failed to maintain adequate data security. 

21.! On August 19, 2021, Plaintiff Luna learned of the Data Breach through a text 

from T-Mobile:  

22.! Plaintiff Luna subsequently researched the Data Breach online and learned that it 

was possible that his name, address, phone number, Social Security number, date of birth, 

address, phone number, and credit card information may have been compromiseduin 

contradiction to the notice provided by T-Mobile.  

23.! Plaintiff Luna called T-Mobile on August 21, 2021 to inquire about what data was 

compromised in the Data Breach and was initially told that vghmabg` aZl `hmm^g hnmw besides 

name, phone number, and address information. The T-Mobile representative then, at Plaintiff 

IngZxl bglblm^g\^* \a^\d^] abl Z\\hngm. After T-Jh[be^ ^oZenZm^] MeZbgmb__ IngZxl Z\\hngm* 

however, he was informed that his Social Security number was compromised in the Data Breach.  

24.! Plaintiff Luna subsequently discovered that his address, the serial number of his 

phone, and other personal information was compromised in the Data Breach. 
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25.! As a result of the Data Breach, Plaintiff Luna has suffered emotional distress as a 

result of the release of his PII, which he expected T-Mobile to protect from disclosure, including 

anxiety, concern, and unease about unauthorized parties viewing and potentially using his PII. As 

a result of the Data Breach, Plaintiff Luna anticipates spending considerable time and money to 

contain the impact of the Data Breach. 

C. Plaintiff Leotha Scott-Boone 

26.! Plaintiff Leotha Scott-Boone is a citizen of and is domiciled in the state of 

Michigan. 

27.! Plaintiff Scott-Boone is a customer of T-Mobile.  

28.! Plaintiff Scott-Boone provided confidential and sensitive PII to T-Mobile, as 

requested and required by T-Mobile for the provision of its services. T-Mobile obtained and 

continues to maintain Plaintiff Scott-Boon^xl PII and has a legal duty and obligation to protect 

that PII from unauthorized access and disclosure.  

29.! Plaintiff Scott-Boone would not have entrusted her PII to T-Mobile had she 

known that T-Mobile failed to maintain adequate data security. 

30.! On or about August 15, 2021, Plaintiff Scott-Boone learned through news reports 

of the Data Breach.  

31.! She subsequently received a text message notice from T-Mobile, informing her 

that her PII had been compromised in the Data Breach.  

32.! Plaintiff Scott-Boone subsequently spent several hours taking action to mitigate 

the impact of the Data Breach, including changing the password to her T-Mobile account and 

locking her credit cards.   

33.! As a result of the Data Breach, Plaintiff Scott-Boone has suffered emotional 

distress as a result of the release of her PII, which she expected T-Mobile to protect from 

disclosure, including anxiety, concern, and unease about unauthorized parties viewing and 

potentially using her PII. As a result of the Data Breach, Plaintiff Scott-Boone anticipates 
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spending considerable time and money to contain the impact of the Data Breach. 

D. Defendant T-Mobile 

34.! Defendant T-Mobile USA* Fg\, (vP-Jh[be^w) bl Z A^eZpZk^ \hkihkZmbhg pbma bml 

principal place of business in Bellevue, Washington. T-Mobile is a wireless network operator 

and the second largest wireless carrier in the United States. It provides wireless voice and data 

services for approximately 105 million subscribers.  

35.! In the course of its business, T-Mobile collects names, phone numbers, Social 

Security numbers, physical addresses, drivers license information, and other information from its 

customers and prospective customers.   

IV. FACTUAL BACKGROUND 

A. T-Mobile Failed to Adequately Protect Customer Data, Resulting in the Data 
Breach 

36.! Upon information and belief, on or about August 15, 2021, an anonymous 

individual posted for sale a collection of data containing 30 million Social Security numbers and 

driver licenses, pulled from T-Mobile servers.7 The seller claimed to have additional data related 

to more than 100 million peopleuall T-Mobile customers.8

37.! After learning of the breach through online reports of the attempted sale of 

personal data belonging to its customers, T-Jh[be^ bgo^lmb`Zm^] _nkma^k Zg] ]bl\ho^k^] maZm vZ 

subset of T-Mobile data had been accessed [r ngZnmahkbs^] bg]bob]nZel*w Zg] maZm ma^ lmhe^g ]ZmZ 

included full names, dates of birth, Social S^\nkbmr gnf[^kl* Zg] ]kbo^kxl eb\^gl^ bg_hkfZmbhg h_ 

\nkk^gm Zg] _hkf^k \nlmhf^kl (ma^ vAZmZ ?k^Z\aw),9 It admits that the cyberattack accessed the 

personZe bg_hkfZmbhg h_ Zm e^Zlm v5,6 fbeebhg \nkk^gm ln[l\kb[^kl* Zl p^ee Zl k^\hk]l h_ 2. fbeebhg 

7 Cox, supra note 4. 
8 Id.
9 T-Mobile Shares Additional Information Regarding Ongoing Cyberattack Investigation, supra

note 6.
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i^hie^ pah ik^obhnler Ziieb^] _hk \k^]bm,w10

38.! Five days after news of the Data Breach broke, T-Mobile announced that: 

Our investigation is ongoing and will continue for some time, but at this point, we 
are confident that we have closed off the access and egress points the bad actor 
used in the attack. Below is what we know to date. 

'! We previously reported information from approximately 7.8 million 
current T-Mobile postpaid customer accounts that included first and last 
gZf^l* ]Zm^ h_ [bkma* OOK* Zg] ]kbo^kxl eb\^gl^-FA bg_hkfZmbhg pZl 
compromised. We have now also determined that phone numbers, as well 
as IMEI and IMSI information, the typical identifier numbers associated 
with a mobile phone, were also compromised. Additionally, we have since 
identified another 5.3 million current postpaid customer accounts that had 
one or more associated customer names, addresses, date of births, phone 
numbers, IMEIs and IMSIs illegally accessed. These additional accounts 
]b] ghm aZo^ Zgr OOKl hk ]kbo^kxl eb\^gl^-FA bg_hkfZmbhg \hfikhfbl^],

'! We also previously reported that data files with information from about 40 
million former or prospective T-Mobile customers, including first and last 
gZf^l* ]Zm^ h_ [bkma* OOK* Zg] ]kbo^kxl eb\^gl^-FA bg_hkfZmbhg* p^k^ 
compromised. We have since identified an additional 667,000 accounts of 
former T- Mobile customers that were accessed with customer names, 
phone numbers, addresses and dates of birth compromised. These 
Z]]bmbhgZe Z\\hngml ]b] ghm aZo^ Zgr OOKl hk ]kbo^kxl eb\^gl^-FA 
information compromised. 

'! Separately, we have also identified further stolen data files including 
phone numbers, IMEI, and IMSI numbers. That data included no 
personally identifiable information. 

'! We continue to have no indication that the data contained in any of the 
stolen files included any customer financial information, credit card 
information, debit or other payment information. 

'! As we previously reported, approximately 850,000 active T-Mobile 
prepaid customer names, phone numbers and account PINs were exposed. 
We have proactively reset ALL of the PINs on these accounts. Similar 
information from additional inactive prepaid accounts was also accessed. 
In addition, up to 52,000 names related to current Metro by T-Mobile 
accounts may have been included. None of these data sets included any 

10 Hamza Shaban, T-Mobile says hackers stole data of more than 40 million people, THE 

WASHINGTON POST (Aug. 18, 2021), https://www.washingtonpost.com/business/2021/08/18/t-
mobile-data-breach-hackers/ (last visited Aug. 19, 2021). 
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personally identifiable information. Further, none of the T-Mobile files 
stolen related to former Sprint prepaid or Boost customers.11

39.! This is not T-Jh[be^xl _bklm ^qi^kb^g\^ pbma Z ]ZmZ [k^Z\audespite collecting 

private information from customers in the ordinary course of business, this marks the fifth breach 

for T-Mobile in the past four years. In August 2018, sensitive information for over 2 million 

T-Mobile customers was exposed.12 In November 2019, approximately 1 million T-Mobile 

nl^klx gZf^l* Z]]k^ll^l* iahg^ gnf[^kl* Z\\hngm gnf[^kl* kZm^ ieZgl* Zg] \nlmhf^k ikhikb^mZkr 

network information was accessed by hackers.13 Less than six months later, in March 2020, an 

ngdghpg gnf[^k h_ \nlmhf^klx gZf^l* Z]]k^ll^l* iahg^ gnf[^kl* Z\\hngm gnf[^kl* kZm^ ieZgl 

and features, and billing information was accessed by hackers.14 Later that year, the private 

bg_hkfZmbhg h_ ZiikhqbfZm^er 0..*... \nlmhf^klx ]ZmZ pZl ^qihl^] bg r^m Zghma^k [k^Z\a,15

40.! After each of these breaches, T-Mobile reiterated that it takes the security of 

\nlmhf^k bg_hkfZmbhg vl^kbhnlerw Zg] k^Zllnk^] \nlmhf^kl maZm bm aZl vZ gnf[^k h_ lZ_^guards in 

ieZ\^ mh ikhm^\m \nlmhf^k bg_hkfZmbhg _khf ngZnmahkbs^] Z\\^ll*w16 going so far as to claim that 

11 T-Mobile Shares Updated Information Regarding Ongoing Investigation into Cyberattack, T-
MOBILE (Aug. 20, 2021), https://www.t-mobile.com/news/network/additional-information-
regarding-2021-cyberattack-investigation (last visited Aug. 20, 2021). 

12 Alicia Hope, Second Data Breach in 2020 for T-Mobile Exposed Customer and Call-Related 
Information of 200,000 subscribers, CPO MAGAZINE (Jan. 11, 2021), 
https://www.cpomagazine.com/cyber-security/second-data-breach-in-2020-for-t-mobile-
exposed-customer-and-call-related-information-of-200000-subscribers/ (last visited Aug. 19, 
2021).

13 Dewin Coldewey, More than 1 million T-Mobile customers exposed by breach, TECHCRUNCH 

(Nov. 22, 2019), https://techcrunch.com/2019/11/22/more-than-1-million-t-mobile-customers-
exposed-by-breach/ (last visited Aug. 19, 2021).

14 T-<SGNPJ`W 2FXF 0VJFHM 3\TSWJW 1YWXSQJV`W 2FXF FRI 4NRFRHNFP 7RKSVQFXNSR, SECURITY 

MAGAZINE (Mar. 6, 2020), https://www.securitymagazine.com/articles/91856-t-mobiles-data-
breach-exposes-customers-data-and-financial-information (last visited Aug. 19, 2021).

15 Hope, supra note 13. 
16 See, e.g., Letter to Customers from T-Mobile, https://www.t-mobile.com/customers/630537 

8822 (last visited Aug. 19, 2021); Notice of Security Incident, T-MOBILE, https://www.t-
mobile.com/responsibility/consumer-info/security-incident (last visited Aug. 19, 2021).
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bm lZ_^`nZk]l \nlmhf^k bg_hkfZmbhg pbma ma^ vnmfhlm \hg\^kg,w17 Further, T-Jh[be^xl MkboZ\r 

Khmb\^ k^bm^kZm^l ma^ \hfiZgrxl inkihkm^] \hffbmf^gm mh l^\nkbg` \nlmhf^klx ]ZmZ8

We use administrative, technical, contractual, and physical safeguards designed to 
protect your data while it is under our control. For example, when you contact us 
by phone or visit us in our stores, we have procedures in place to make sure that 
only the primary account holder or authorized users have access.18

41.! The T-Mobile Privacy Center website also prominently reiterates these 

representations19: 

17 Notice of Data Breach: Keeping you safe from cybersecurity threats, T-MOBILE (Aug. 19, 
2021), https://www.t-mobile.com/brand/data-breach-2021 (last visited Aug. 20, 2021).

18 Privacy Notice, T-MOBILE (May 5, 2021), https://www.t-mobile.com/privacy-center/our-
practices/privacy-policy (last visited Aug. 20, 2021).  

19 Privacy Center, T-MOBILE, https://www.t-mobile.com/privacy-center (last visited Aug. 20, 
2021). 
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42.! Despite these representations, T-Mobile has continued to experience data 

breaches with increasing regularity and severity, yet the recent breach at issue in this litigation 

pZl ]^l\kb[^] [r Z l^\nkbmr Zg] kbld ZgZerlm Zm Chkk^lm^k N^l^Zk\a Zl vma^ phklm [k^Z\a ma^rxo^ 

aZ] lh _Zk,w20

43.! T-Jh[be^xl _Zbenk^ mh follow standard data protection procedures resulted in the 

Data Breach. Glenn Gerstell, former general counsel for the National Security Agency, noted 

that the fact that many of the records reported stolen were from prospective clients or former 

\nlmhf^kl ]b] vghm lhng] ebd^ `hh] ]ZmZ fZgZ`^f^gm ikZ\mb\^l,w21

44.! Bo^g ma^ \r[^k\kbfbgZe k^ihkm^] mh ma^ SZee Omk^^m GhnkgZe8 vPa^bk l^\nkbmr bl 

Zp_ne,w22 Pa^ \r[^k\kbfbgZe ]bl\ehl^] maZm a^ vmanaged to pierce T-Jh[be^xl ]^_^gl^l Z_m^k 

discovering in July an unprotected router exposed on the internet. He said he had been scanning 

T-Jh[be^xl dghpg bgm^kg^m Z]]k^ll^l _hk p^Zd lihml nlbg` Z lbfie^ mhhe ZoZbeZ[e^ mh ma^ 

public.w23

45.! T-Mobile was familiar with its obligationsucreated by contract, industry 

standards, common law, and representations to its customersuto protect customer information. 

Plaintiffs and Class Members provided their PII  to T-Mobile with the reasonable expectation 

that T-Mobile would comply with its obligations to keep such information confidential and 

secure.  

46.! T-Jh[be^xl @BL* Jbd^ Obeo^km* Z]fbml maZm vWpX^ ]b]gxm ebo^ ni mh ma^ 

20 Chris Velazco, 6JVJ`W [MFX XS IS NK ]SY XMNRO ]SY`VJ FKKJHXJI G] B-<SGNPJ`W GNL IFXF GVJFHM, 
THE WASHINGTON POST (Aug. 19, 2021), https://www.washingtonpost.com/technology/ 
2021/08/19/t-mobile-data-breach-what-to-do/ (last visited Aug. 19, 2021) (quoting Allie 
Mellen, Forrester Research).

21 Drew FitzGerald & Robert McMillan, T-Mobile Hacker Who Stole Data on 50 Million 
1YWXSQJVW- _BMJNV AJHYVNX] NW /[KYP`, WALL ST. J. (Aug. 26, 2021), 
https://www.wsj.com/articles/t-mobile-hacker-who-stole-data-on-50-million-customers-their-
security-is-awful-11629985105?mod=hp_lead_pos12 (last visited Aug. 26, 2021).

22 Id.
23 Id.
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^qi^\mZmbhgl p^ aZo^ _hk hnkl^eo^l mh ikhm^\m hnk \nlmhf^kl,w24

47.! T-Mobile failed to comply with these obligations, resulting in the Data Breach. 

Plaintiffs and Class Members now face years of constant surveillance of their financial and 

personal records.  

B. The Data Breach Puts Consumers at Increased Risk of Fraud and Identity Theft 

48.! >g b]^gmbmr mab^_ nl^l ob\mbflx MFF* such as name, address, and other sensitive and 

confidential information, without permission, to commit fraud or other crimes that range from 

bffb`kZmbhg _kZn]* h[mZbgbg` Z ]kbo^kxl eb\^gl^ hk b]^gmb_b\Zmbhg \Zk]* h[mZbgbg` `ho^kgf^gm 

benefits, and filing fraudulent tax returns to obtain tax refunds.  

49.! Moreover, a security and identity theft expert for Credit Sesame has compared a 

i^klhgxl Oh\bZe O^\nkbmr gnf[^kuwhich was compromised in the Data Breachumh Z i^klhgxl 

vl^\k^m lZn\^*w pab\a bl Zl `hh] Zl AK> mh aZ\d^kl,25

50.! F]^gmbmr mab^o^l \Zg Zelh nl^ Z ob\mbfxl MFF to open new financial accounts, incur 

\aZk`^l bg ma^ ob\mbfxl gZf^* mZd^ hnm ehZgl bg ma^ ob\mbfxl gZf^* Zg] bg\nk \aZk`^l hg ^qblmbg` 

accounts of the victim. Despite T-Jh[be^xl k^i^Zm^] ZllnkZg\^ maZm bm aZl vgh bg]b\Zmbhg maZm 

personal financial or payment information, credit or debit card information, account numbers, or 

Z\\hngm iZllphk]l p^k^ Z\\^ll^]w bg ma^ AZmZ ?k^Z\a*26 MeZbgmb__xl _bgZg\^l Zk^ ghp Zm kbld ]n^ 

to the Data Breach.  

51.! Identity theft is the most common consequence of a data breachuit occurs to 

24 Dave Sebastian & Drew FitzGerald, T-Mobile CEO Apologizes for Data Security-Breach, 
WALL ST. J. (Aug. 27, 2021), https://www.wsj.com/articles/t-mobile-ceo-apologizes-for-data-
security-breach-11630071045?mod=hp_lista_pos1 (last visited Aug. 27, 2021). 

25 Cameron Huddleston, How to Protect Your Kids from the Anthem Data Breach, Kiplinger,
(Feb. 10, 2015), http://www.kiplinger.com/article/credit/T048-C011-S001-how-to-protect-
your-kids-from-the-anthem-data-brea.html#djkDlop4XkCzI4LO.99 (last visited Aug. 20, 
2021).

26 Notice of Data Breach, supra note 17.  
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65% of data breach victims.27 Consumers lost more than $56 billion to identity theft and fraud in 

2020, and over 75% of identity theft victims reported emotional distress.28

52.! Plaintiffs are now in the position of having to take steps to mitigate the damages 

caused by the Data Breach. However, even if Plaintiffs and Class Members take all possible 

steps, they will remain at risk: when consumers and borrowers have their Social Security 

numbers stolen through a data breach, they have to wait until they become victims of Social 

Security number misuse before they can obtain a new one. Even then, the Social Security 

Administration has warned that a new Social Security number may not solve all problems, will 

not guarantee a fresh start, and can create new problems. For example, a new Social Security 

number has a completely blank credit history, making it difficult to get credit for years unless it 

is linked to the compromised number.29

53.! Once use of compromised non-financial PII is detected, the emotional and 

economic consequences to the victims are significant. Studies done by the ID Theft Resource 

Center, a non-profit organization, found that victims of identity theft had marked increased fear 

for personal financial security. The report attributes this to more people having been victims 

before, contributing to greater awareness and understanding that they may suffer long term 

consequences from this type of crime.30

54.! T-Mobile is aware of these consequences to Plaintiffs and Class Members, as 

evidenced by its resphgl^ mh ma^ AZmZ ?k^Z\a* pab\a k^\hff^g]l mh \nlmhf^kl maZm ma^r vmZd^ 

ikhZ\mbo^ lm^il k^`neZker mh ikhm^\m rhnk ]ZmZ Zg] b]^gmbmr,w31

55.! T-Mobile failed to protect and safeguard Plaintiffsx Zg] @eZll J^f[^klx ikboZm^ 

27 Eugene Bekker, What Are Your Odds of Getting Your Identity Stolen?, IDENTITYFORCE (Apr. 
15, 2021), https://www.identityforce.com/blog/identity-theft-odds-identity-theft-statistics (last 
visited Aug. 20, 2021). 

28 Id.
29 Huddleston, supra note 25.  
30 Identity Theft: The Aftermath 2013, Identity Theft Resource Center, 

http://www.idtheftcenter.org/images/surveys_studies/Aftermath2013.pdf (last visited Aug. 20, 
2021). 

31 Notice of Data Breach, supra note 17.  
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information, in fact failing to adhere to even its most basic obligations. As a result, Plaintiffs and 

Class Members have suffered or will suffer actual injury, including loss of privacy, costs, and 

loss of time.  

V. CLASS ACTION ALLEGATIONS 

56.! Plaintiffs bring this action as a class action under Rule 23 of the Federal Rules of 

@bobe Mkh\^]nk^* hg [^aZe_ h_ Z ikhihl^] gZmbhgpb]^ \eZll (ma^ v@eZllw)* ]^_bg^] Zl8

All natural persons in the United States whose Personally Identifiable Information 
was compromised as a result of the Data Breach.  

57.! In addition, the state subclasses are defined as follows: 

Michigan Subclass: All natural persons in the State of Michigan whose 
Personally Identifiable Information was compromised as a result of the Data 
Breach.  

New Mexico Subclass: All natural persons in the State of New Mexico whose 
Personally Identifiable Information was compromised as a result of the Data 
Breach.  

Washington Subclass: All natural persons in the State of Washington whose 
Personally Identifiable Information was compromised as a result of the Data 
Breach. 

58.! Numerosity and Ascertainability: Plaintiffs do not know the exact size of the 

Class or identity of the Class Members, since such information is in the exclusive control of 

Defendant. Nevertheless, the Class encompasses tens of thousands of individuals dispersed 

throughout the United States. The number of Class Members is so numerous that joinder of all 

Class Members is impracticable. The names, addresses, and phone numbers of Class Members 

are identifiable through documents maintained by Defendant.  

59.! Commonality and Predominance: This action involves common questions of 

law and fact which predominate over any question solely affecting individual Class Members. 

These common questions include: 

A.! whether Defendant engaged in the conduct alleged herein;  

B.! whether Defendant had a legal duty to use reasonable security measures to 
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ikhm^\m MeZbgmb__xl Zg] @eZll J^f[^klx MFF9 

C.! whether Defendant timely, accurately, and adequately informed Plaintiffs 

and Class Members that their PII had been compromised;  

D.! whether Defendant breached its legal duty by failing to protect the PII of 

Plaintiffs and Class Members; 

E.! whether Defendant acted reasonably in securing the PII of Plaintiffs and 

Class Members;  

F.! whether Plaintiffs and Class Members are entitled to injunctive relief;  

G.! and whether Plaintiffs and Class Members are entitled to damages and 

equitable relief. 

60.! Typicality: Plaintiffsx \eZbfl Zk^ mrib\Ze h_ ma^ hma^k @eZll J^f[^klx \eZbfl 

because all Class J^f[^kl p^k^ \hfiZkZ[er bgcnk^] makhn`a A^_^g]Zgmxl ln[lmZgmbZeer ngb_hkf 

misconduct, as described above. Plaintiffs are advancing the same claims and legal theories on 

behalf of themselves and all other members of the Class that they represent, and there are no 

defenses that are unique to Plaintiffs. The claims of Plaintiffs and Class Members arise from the 

same operative facts and are based on the same legal theories.  

61.! Adequacy: Plaintiffs are adequate Class representatives because their interests do 

not conflict with the interests of the other members of the Class they seek to represent; Plaintiffs 

have retained counsel competent and experienced in complex class action litigation; and 

Plaintiffs intend to prosecute this action vigorously, Pa^ @eZllxl bgm^k^lm pbee [^ _Zbker Zg] 

adequately protected by Plaintiffs and their counsel.  

62.! Superiority: A class action is superior to any other available means for the fair 

and efficient adjudication of this controversy, and no unusual difficulties are likely to be 

encountered in the management of this class action. The damages and other detriment suffered 

by Plaintiffs and other Class Members are relatively small compared to the burden and expense 

that would be required to individually litigate their claims against Defendant, so it would be 
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were inadequate to safeguard Plaintiffsx Zg] @eZll J^f[^klx MFF,

69.! T-Mobile also had independent duties under MeZbgmb__lx Zg] @eZll J^f[^klx lmZm^ 

laws that required T-Mobile to reasonably safeguard MeZbgmb__lx Zg] @eZll J^f[^klx MFF* Zg] 

promptly notify them about the Data Breach. 

70.! T-Mobile had a special relationship with Plaintiffs and Class Members as a result 

of being entrusted with their PII, which provided an independent duty of care. MeZbgmb__lx and 

@eZll J^f[^klx pbeebg`g^ll mh ^gmknlm P-Mobile with their PII was predicated on the 

understanding that T-Mobile would take adequate security precautions. Moreover, T-Mobile was 

capable of protecting its networks and systems, and the PII it stored on them, from unauthorized 

access. 

71.! T-Mobile breached its duties by, among other things: (a) failing to implement and 

maintain adequate data security practices to safeguard MeZbgmb__lx Zg] @eZll J^f[^klx MFF* 

including administrative, physical, and technical safeguards; (b) failing to detect the Data Breach 

in a timely manner; and (c) failing to disclose that its data security practices were inadequate to 

safeguard MeZbgmb__lx Zg] @eZll J^f[^klx MFF,

72.! But for T-Jh[be^xl [k^Z\a h_ bml ]nmb^l* bg\en]bg` bml ]nmr mh nl^ k^ZlhgZ[e^ \Zk^ 

to protect and secure Plaintiffsx Zg] @eZll J^f[^klx MFF* MeZbgmb__lx Zg] @eZll J^f[^klx MFF 

would not have been accessed by unauthorized parties. 

73.! Plaintiffs and Class Members were foreseeable victims of T-Jh[be^xl bgZ]^jnZm^ 

data security practices. T-Mobile knew or should have known that a breach of its data security 

systems would cause damage to Plaintiffs and Class Members.   

74.! It was reasonably foreseeable that the failure to reasonably protect and secure 

MeZbgmb__lx Zg] @eZll J^f[^klx MFF phne] k^lnem bg ngZnmahkbs^] Z\\^ll mh P-Jh[be^xl g^mphkdl* 

databases, and computers that stored or contained MeZbgmb__lx and Class Membersx MFF,

75.! As a result of T-Jh[be^xl g^`eb`^gm _Zbenk^ mh ik^o^gm ma^ AZmZ ?k^Z\a* MeZbgmb__s 

and Class Members suffered injury, which includes but is not limited to exposure to a heightened 
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92.! T-Jh[be^xl g^mphkdl* lrlm^fl* ikhmh\hel* iheb\b^l* ikh\^]nk^l Zg] ikZ\mb\^l* Zl 

described above, were not reasonable given the sensitivity of the MeZbgmb__lx Zg] @eZll J^f[^klx 

private data and the known vulnerabilities of T-Jh[be^xl lrlm^ms. 

93.! T-Mobile did not comply with state and federal laws and rules concerning the use 

and safekeeping of this private data. 

94.! Upon learning of the Data Breach, T-Mobile should have immediately disclosed 

the Data Breach to Plaintiffs and Class Members, credit reporting agencies, the Internal Revenue 

Service, financial institutions and all other third parties with a right to know and the ability to 

mitigate harm to Plaintiffs and Class Members as a result of the Data Breach. 

95.! Despite knowing its networks, systems, protocols, policies, procedures and 

practices, as described above, were not adequately designed, implemented, maintained, 

monitored and tested to ensure that MeZbgmb__lx Zg] @eZll J^f[^klx MFF p^k^ l^\nk^] _khf 

unauthorized access, T-Mobile ignored the inadequacies and was oblivious to the risk of 

unauthorized access it had created. 

96.! T-Jh[be^xl [^aZobhk ^lmZ[ebla^l _Z\ml ^ob]^g\bg` Z k^\de^ll ]blk^`Zk] _hk 

MeZbgmb__lx Zg] @eZll J^f[^klx kb`aml,

97.! T-Mobile, therefore, was grossly negligent. 

98.! T-Jh[be^xl g^`eb`^g\^ Zelh \hglmbmnm^l g^`eb`^g\^ i^k l^,

99.! The negligence is directly linked to injuries. 

100.! As a result of T-Jh[be^xl k^\de^ll ]blk^`Zk] _hk MeZbgmb__lx Zg] @eZll J^f[^klx 

rights by failing to secure their PII, despite knowing its networks, systems, protocols, policies, 

procedures and practices were not adequately designed, implemented, maintained, monitored and 

tested, Plaintiffs and Class Members suffered injury, which includes but is not limited to the 

exposure to a heightened, imminent risk of fraud, identity theft, financial and other harm. 

Plaintiffs and Class Members must monitor their financial accounts and credit histories more 

closely and frequently to guard against identity theft. Plaintiffs and Class Members also have 
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standards. 

109.! Consumers value their privacy, the privacy of their dependents, and the ability to 

keep their PII associated with obtaining services private. To customers such as Plaintiffs and 

Class Members, services that do not adhere to industry-standard data security protocols to protect 

PII are fundamentally less useful and less valuable than services that adhere to industry-standard 

data security. Plaintiffs and Class Members would not have entered into these contracts with 

T-Mobile without an understanding that their PII would be safeguarded and protected. 

110.! A meeting of the minds occurred, as Plaintiffs and members of the Class provided 

their PII to T-Mobile and paid for the provided services in exchange for, amongst other things, 

protection of their PII.   

111.! T-Mobile materially breached the terms of these express contracts, including but 

not limited to the terms stated in the relevant Privacy Notice. Specifically, T-Mobile did not 

comply with federal, state and local laws, or industry standards, or otherwise protect MeZbgmb__lx 

Zg] ma^ @eZll J^f[^klx MFF* Zl l^m _hkma Z[ho^, Cnkma^k* hg bg_hkfZmbhg Zg] [^eb^_* P-Mobile has 

not yet provided Data Breach notifications to some affected Class Members who may already be 

victims of identity fraud or theft or are at imminent risk of becoming victims of identity theft or 

fraud associated with PII that they provided to T-Mobile. These Class Members are as yet 

unaware of the potential source for the compromise of their PII. 

112.! The Data Breach was a reasonably foreseeable consequence of T-Jh[be^xl Z\mbhgl 

in breach of these contracts. 

113.! As a result of T-Jh[be^xl _Zbenk^ mh _ne_bee ma^ ]ZmZ l^\nkbmr ikhm^\mbhgl ikhfbl^] 

in these contracts, Plaintiffs and members of the Class did not receive the full benefit of the 

bargain, and instead received services that were of a diminished value to that described in the 

contracts. Plaintiffs and Class Members, therefore, were damaged in an amount at least equal to 

the difference in the value of the secure services they paid for and the services they received. 

114.! Had T-Mobile disclosed that its security was inadequate or that it did not adhere 
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J^f[^klx MFF Zg] mh \hfier pbma bg]nlmkr lmZg]Zk]l Zg] lmZm^ eZpl Zg] k^`neations for the 

security of this information, and T-Mobile expressly assented to these terms in its Privacy Notice 

as alleged above. 

123.! Under these implied contracts for data security, T-Mobile was further obligated to 

provide Plaintiffs and all Class Members, with prompt and sufficient notice of any and all 

unauthorized access and/or theft of their PII.  

124.! Plaintiffs and Class Members performed all conditions, covenants, obligations, 

and promises owed to T-Mobile, including paying for the services provided by T-Mobile and/or 

providing the PII required by T-Mobile. 

125.! T-Mobile breached the implied contracts by failing to take adequate measures to 

protect the confidentiality of MeZbgmb__lx Zg] @eZll J^f[^klx MFF* k^lnembg` bg ma^ AZmZ ?k^Z\a, 

T-Mobile unreasonably interfered with the contract benefits owed to Plaintiffs and Class 

Members. 

126.! Further, on information and belief, T-Mobile has not yet provided Data Breach 

notifications to some affected Class Members who may already be victims of identity fraud or 

theft, or are at imminent risk of becoming victims of identity theft or fraud, associated with the 

PII that they provided to T-Mobile. These Class Members are unaware of the potential source for 

the compromise of their PII. 

127.! The Data Breach was a reasonably foreseeable consequence of T-Jh[be^xl Z\mbhgl 

in breach of these contracts. 

128.! As a result of T-Jh[be^xl \hg]n\m* MeZbgmb__s and Class Members did not receive 

the full benefit of the bargain, and instead received services that were of a diminished value as 

compared to the secure services they paid for. Plaintiffs and Class Members, therefore, were 

damaged in an amount at least equal to the difference in the value of the secure services they 

paid for and the services they received. 

129.! Neither Plaintiffs, nor Class Members, nor any reasonable person would have 
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136.! Special relationships exist between Defendant and Plaintiffs and Class Members. 

Defendant entered into special relationships with Plaintiffs and Class Members, who entrusted 

their confidential PII to Defendant and paid for services with Defendant. 

137.! Defendant promised and was obligated to protect the confidentiality of MeZbgmb__lx 

Zg] @eZll J^f[^klx MFF _kom disclosure to unauthorized third parties. Defendant breached the 

covenant of good faith and fair dealing by failing to take adequate measures to protect the 

confidentiality of MeZbgmb__lx Zg] @eZll J^f[^klx MFF* pab\a k^lnem^] bg ma^ AZmZ ?k^Z\a, 

Defendant unreasonably interfered with the contract benefits owed to Plaintiffs and Class 

Members by failing to implement reasonable and adequate security measures consistent with 

industry standards to protect and limit access to the PII of Plaintiffs and the ClZll bg A^_^g]Zgmxl 

possession.  

138.! Plaintiffs and Class Members performed all conditions, covenants, obligations, 

and promises owed to Defendant, including paying Defendant for services and providing them 

the confidential PII required by the contracts. 

139.! As a r^lnem h_ A^_^g]Zgmxl [k^Z\a h_ ma^ bfieb^] \ho^gZgm h_ `hh] _Zbma Zg] _Zbk 

dealing, Plaintiffs and Class Members did not receive the full benefit of their bargainuservices 

with reasonable data privacyuand instead received services that were less valuable than what 

they paid for and less valuable than their reasonable expectations under the contracts. Plaintiffs 

and Class Members have suffered actual damages in an amount equal to the difference in the 

value between services with reasonable data privacy that Plaintiffs and Class Members paid for, 

and the services they received without reasonable data privacy.  

140.! >l Z k^lnem h_ A^_^g]Zgmxl [k^Z\a h_ ma^ bfieb^] \ho^gZgm h_ `hh] _Zbma Zg] _Zbk 

dealing, Plaintiffs and Class Members have suffered actual damages resulting from the theft of 

their PII and remain at imminent risk of suffering additional damages in the future. 

141.! >l Z k^lnem h_ A^_^g]Zgmxl [k^Z\a h_ ma^ bfieb^] \ho^gZgm h_ `hh] _Zbma Zg] _Zbk 

dealing, Plaintiffs and Class Members have suffered actual damages resulting from their attempt 
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E.! Failing to implement and maintain reasonable security and privacy 
f^Zlnk^l mh ikhm^\m MeZbgmb__xl Zg] Jb\ab`Zg On[\eZll f^f[^klx PII, which was a 
direct and proximate cause of the Data Breach; 

F.! Failing to identify foreseeable security and privacy risks, remediate 
identified security and privacy risks, and adequately improve security and privacy 
measures following previous cybersecurity incidents, which was a direct and 
proximate cause of the Data Breach; 

G.! Failing to comply with common law and statutory duties pertaining 
mh ma^ l^\nkbmr Zg] ikboZ\r h_ MeZbgmb__xl Zg] Jb\ab`Zg On[\eZll f^f[^klx PII, 
including duties imposed by the FTC Act, 15 U.S.C. § 45, HIPAA, 42 U.S.C. § 
1320d, and COPPA, 15 U.S.C. §§ 6501-6505, which was a direct and proximate 
cause of the Data Breach;  

H.! Misrepresenting that it would protect the privacy and 
\hg_b]^gmbZebmr h_ MeZbgmb__xl Zg] Jb\ab`Zg On[\eZll f^f[^klx PII, including by 
implementing and maintaining reasonable security measures; 

I.! Misrepresenting that it would comply with common law and 
statuthkr ]nmb^l i^kmZbgbg` mh ma^ l^\nkbmr Zg] ikboZ\r h_ MeZbgmb__xl Zg] Jb\ab`Zg 
On[\eZll f^f[^klx PII, including duties imposed by the FTC Act, 15 U.S.C. § 45, 
HIPAA, 42 U.S.C. § 1320d, and COPPA, 15 U.S.C. §§ 6501-6505; 

J.! Failing to timely and adequately notify Plaintiff and Michigan 
Subclass members of the Data Breach; 

K.! Omitting, suppressing, and concealing the material fact that it did 
ghm k^ZlhgZ[er hk Z]^jnZm^er l^\nk^ MeZbgmb__xl Zg] Jb\ab`Zg On[\eZll f^f[^klx 
PII; and 

L.! Omitting, suppressing, and concealing the material fact that it did 
not comply with common law and statutory duties pertaining to the security and 
ikboZ\r h_ MeZbgmb__xl Zg] Jb\ab`Zg On[\eZll f^f[^klx PII, including duties 
imposed by the FTC Act, 15 U.S.C. § 1681e, and COPPA, 15 U.S.C. §§ 6501-
6505.

169.! T-Jh[be^xl k^ik^l^gmZmbhgl Zg] hfbllbhgl p^k^ fZm^kbZe [^\Znl^ ma^r p^k^ ebd^er 

to deceive reasonable consumers about the adequacy of T-Jh[be^xl ]ZmZ l^\nkbmr Zg] Z[bebmr mh 

ikhm^\m ma^ \hg_b]^gmbZebmr h_ \hglnf^klx PII. 

170.! T-Jh[be^xl representations and omissions were material because they were likely 

to deceive reasonable consumers, including Plaintiff and the Michigan Subclass members, that 

their PII was not exposed and misled Plaintiff and the Michigan Subclass members into believing 

they did not need to take actions to secure their identities.  

171.! T-Mobile intended to mislead Plaintiff and Michigan Subclass members and 
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187.! T-Mobile engaged in unconscionable, unfair, and deceptive acts and practices in 

connection with the sale of goods or services in the regular course of its trade or commerce, 

including the following: 

A.! Failing to implement and maintain reasonable security and privacy 
f^Zlnk^l mh ikhm^\m MeZbgmb__xl Zg] New Mexico Subclass J^f[^klx PII, which 
was a direct and proximate cause of the Data Breach; 

B.! Failing to identify foreseeable security and privacy risks, remediate 
identified security and privacy risks, and adequately improve security and privacy 
measures following previous cybersecurity incidents, which was a direct and 
proximate cause of the Data Breach; 

C.! Failing to comply with common law and statutory duties pertaining 
mh ma^ l^\nkbmr Zg] ikboZ\r h_ MeZbgmb__xl Zg] New Mexico Subclass J^f[^klx PII, 
including duties imposed by the FTC Act, 15 U.S.C. § 45, which was a direct and 
proximate cause of the Data Breach; 

D.! Misrepresenting that it would protect the privacy and 
\hg_b]^gmbZebmr h_ MeZbgmb__xl Zg] New Mexico Subclass J^f[^klx PII, including 
by implementing and maintaining reasonable security measures; 

E.! Misrepresenting that it would comply with common law and 
statutory duties pertabgbg` mh ma^ l^\nkbmr Zg] ikboZ\r h_ MeZbgmb__xl Zg] New 
Mexico Subclass J^f[^klx PII, including duties imposed by the FTC Act, 15 
U.S.C. § 45; 

F.! Failing to timely and adequately notify Plaintiff and New Mexico 
Subclass Members of the Data Breach; 

G.! Omitting, suppressing, and concealing the material fact that it did 
ghm k^ZlhgZ[er hk Z]^jnZm^er l^\nk^ MeZbgmb__xl Zg] New Mexico Subclass 
J^f[^klx PII; and 

H.! Omitting, suppressing, and concealing the material fact that it did 
not comply with common law and statutory duties pertaining to the security and 
ikboZ\r h_ MeZbgmb__xl Zg] New Mexico Subclass J^f[^klx PII, including duties 
imposed by the FTC Act, 15 U.S.C. § 45.

188.! T-Jh[be^xl k^ik^l^gmZmbhgl Zg] hfbllbhgl p^k^ fZm^kbZe [^\Znle they were likely 

to deceive reasonable consumers about the adequacy of T-Jh[be^xl ]ZmZ l^\nkbmr Zg] Z[bebmr mh 

ikhm^\m ma^ \hg_b]^gmbZebmr h_ \hglnf^klx MFF, 

189.! T-Mobile intended to mislead Plaintiff and New Mexico Subclass members and 

induce them to rely on its misrepresentations and omissions. 

190.! T-Mobile acted intentionally, knowingly, and maliciously to violate New 
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B.! Failing to identify foreseeable security and privacy risks, remediate 
identified security and privacy risks, and adequately improve security and privacy 
measures following previous cybersecurity incidents, which was a direct and 
proximate cause of the Data Breach; 

C.! Failing to comply with common law and statutory duties pertaining 
to the security and privacy of MeZbgmb__xl Zg] @eZll J^f[^klx PII, including duties 
imposed by the FTC Act, 15 U.S.C. § 45, which was a direct and proximate cause 
of the Data Breach; 

D.! Misrepresenting that it would protect the privacy and 
confidentiality of MeZbgmb__xl Zg] @eZll J^f[^klx PII, including by implementing 
and maintaining reasonable security measures; 

E.! Misrepresenting that it would comply with common law and 
statutory duties pertaining to the security and privacy of MeZbgmb__xl and Class  
J^f[^klx PII, including duties imposed by the FTC Act, 15 U.S.C. § 45; 

F.! Failing to timely and adequately notify Plaintiff and Class 
Members of the Data Breach; 

G.! Omitting, suppressing, and concealing the material fact that it did 
not reasonably or adequately secure MeZbgmb__xl Zg] @eZll J^f[^klx PII; and 

H.! Omitting, suppressing, and concealing the material fact that it did 
not comply with common law and statutory duties pertaining to the security and 
privacy of MeZbgmb__xl Zg] @eZll J^f[^klx PII, including duties imposed by the 
FTC Act, 15 U.S.C. § 45.

205.! T-Jh[be^xl k^ik^l^gmZmbhgl Zg] hfbllbhgl p^k^ fZm^kbZe [^\Znl^ ma^r p^k^ ebd^er 

to deceive reasonable consumers about the adequacy of T-Jh[be^xl ]ZmZ l^\nkbmr Zg] Z[bebmr mh 

ikhm^\m ma^ \hg_b]^gmbZebmr h_ \hglnf^klx PII. 

206.! T-Jh[be^xl k^ik^l^gmZmbhgl Zg] hfbllbhgl p^k^ fZm^kbZe [^\Znl^ ma^r p^k^ ebd^er 

to deceive reasonable consumers, including Plaintiff and the Class Members, that their PII was 

not exposed and misled Plaintiff and the Class Members into believing they did not need to take 

actions to secure their identities.  

207.! T-Jh[be^ Z\m^] bgm^gmbhgZeer* dghpbg`er* Zg] fZeb\bhnler mh obheZm^ SZlabg`mhgxl 

Consumer Protection Act, and recklessly disregarded MeZbgmb__xl Zg] @eZll J^f[^klx kb`aml, 

208.! T-Jh[be^xl \hg]n\m bl bgcnkbhnl to the public interest because it violates Wash. 

Rev. Code Ann. § 19.86.020, violates a statute that contains a specific legislation declaration of 

public interest impact, including, but not limited to Wash. Rev. Code §§ 19.255.010, et seq. 
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Alternatively, T-Jh[be^xl \hg]n\m bl bgcnkbhnl mh ma^ in[eb\ bgm^k^lm [^\Znl^ bm aZl bgcnk^] 

Plaintiff and Class Members, had the capacity to injure persons, and has the capacity to injure 

other persons, and has the capacity to injure persons. Further, its conduct affected the public 

interest, including the thousands, if not millions, of Washingtonians affected by the Data Breach. 

209.! As a direct and proximate result of T-Jh[be^xl ng_Zbk f^mah]l h_ \hfi^mbmbhg Zg] 

unfair or deceptive acts or practices, Plaintiff and Class Members have suffered and will 

continue to suffer injury, ascertainable losses of money or property, and monetary and non-

monetary damages, including from fraud and identity theft; time and expenses related to 

monitoring their financial accounts for fraudulent activity; an increased, imminent risk of fraud 

and identity theft; and loss of value of their PII. 

210.! Plaintiff and Class Members seek all monetary and non-monetary relief allowed 

by law, including actual damages, treble damages, injunctive relief, civil penalties, and 

Zmmhkg^rlx _^^l Zg] \hlml,

VII. PRAYER FOR RELIEF 

Plaintiffs, on behalf of himself and on behalf of the proposed Class and Subclasses, 

request that the Court: 

a. Certify this case as a class action, appoint Plaintiffs as class representatives, and 

appoint Plaintiffsx Counsel as Class Counsel for Plaintiffs to represent the Class;  

b. Find that T-Mobile breached its duty to safeguard and protect the PII of Plaintiffs 

and Class Members that was compromised in the Data Breach; 

c. Award Plaintiffs and Class Members appropriate relief, including actual and 

statutory damages, restitution and disgorgement; 

d. Award equitable, injunctive and declaratory relief as may be appropriate; 

e. >pZk] Zee \hlml* bg\en]bg` ^qi^kmlx _^^l Zg] Zmmhkg^rlx _^^l* Zg] ma^ \hsts of 

prosecuting this action; 

f. Award pre-judgment and post-judgment interest as prescribed by law; and 
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g. Grant additional legal or equitable relief as this Court may find just and proper. 

VIII. DEMAND FOR JURY TRIAL 

Plaintiffs hereby demand a trial by jury on all issues so triable. 

Respectfully submitted, 

Dated September 28, 2021  

KELLER ROHRBACK L.L.P.

By: /s/ Cari Campen Laufenberg  
By: /s/ Juli Farris  
By: /s/ Gretchen Freeman Cappio  
By: /s/ Derek Loeser 
By: /s/ Emma M. Wright  
Cari Campen Laufenberg (WSBA 34354) 
Gretchen Freeman Cappio (WSBA 29576) 
Derek Loeser (WSBA 24274) 
Juli Farris (WSBA 17593) 
Emma M. Wright (WSBA 56770)
KELLER ROHRBACK L.L.P. 
1201 Third Avenue, Suite 3200 
Seattle, WA 98101 
Tel: (206) 623-1900 
Fax: (206) 623-3384 
claufenberg@kellerrohrback.com 
gcappio@kellerrohrback.com 
dloeser@kellerrohrback.com 
jfarris@kellerrohrback.com 
ewright@kellerrohrback.com 

Christopher Springer (pro hac vice forthcoming) 
801 Garden Street, Suite 301 
Santa Barbara, CA 93101 
Tel.: (805) 456-1496 
Fax: (805) 456-1497 
cspringer@kellerrohrback.com 
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TGCN!RTQRGTV[ EKXKN!TKIJVU RTKUQPGT!RGVKVKQPU 8;1!Qvjgt!Ncdqt!Nkvkicvkqp 976!TUK!)516)i** 9;2!Citkewnvwtcn!Cevu

321!Ncpf!Eqpfgopcvkqp 551!Qvjgt!Ekxkn!Tkijvu Jcdgcu!Eqtrwu< 8;2!Gornq{gg!Tgvktgogpv 9;4!Gpxktqpogpvcn!Ocvvgtu

331!Hqtgenquwtg 552!Xqvkpi 574!Cnkgp!Fgvckpgg Kpeqog!Ugewtkv{!Cev HGFGTCN!VCZ!UWKVU 9;6!Htggfqo!qh!Kphqtocvkqp

341!Tgpv!Ngcug!'!Glgevogpv 553!Gornq{ogpv 621!Oqvkqpu!vq!Xcecvg 981!Vczgu!)W/U/!Rnckpvkhh Cev

351!Vqtvu!vq!Ncpf 554!Jqwukpi0 Ugpvgpeg qt!Fghgpfcpv* 9;7!Ctdkvtcvkqp

356!Vqtv!Rtqfwev!Nkcdknkv{ Ceeqooqfcvkqpu 641!Igpgtcn 982!KTU�Vjktf!Rctv{ 9;;!Cfokpkuvtcvkxg!Rtqegfwtg

3;1!Cnn!Qvjgt!Tgcn!Rtqrgtv{ 556!Cogt/!y0Fkucdknkvkgu!. 646 Fgcvj!Rgpcnv{ KOOKITCVKQP Cev0Tgxkgy!qt!Crrgcn!qh

Gornq{ogpv Qvjgt< 573!Pcvwtcnk|cvkqp!Crrnkecvkqp! Cigpe{!Fgekukqp
557!Cogt/!y0Fkucdknkvkgu!. 651!Ocpfcowu!'!Qvjgt 576 Qvjgt!Kookitcvkqp ;61!Eqpuvkvwvkqpcnkv{!qh

Qvjgt 661!Ekxkn!Tkijvu Cevkqpu Uvcvg!Uvcvwvgu

559!Gfwecvkqp 666!Rtkuqp!Eqpfkvkqp

671!Ekxkn!Fgvckpgg!.

Eqpfkvkqpu!qh!

Eqphkpgogpv

X/!!QTKIKP )Rnceg!cp!�Z�!kp!Qpg!Dqz!Qpn{*

2 Qtkikpcn

Rtqeggfkpi!

3 Tgoqxgf!htqo

Uvcvg!Eqwtv

4 Tgocpfgf!htqo

Crrgnncvg!Eqwtv!

5 Tgkpuvcvgf!qt

Tgqrgpgf

6 Vtcpuhgttgf!htqo

Cpqvjgt!Fkuvtkev
)urgekh{*

7 Ownvkfkuvtkev

Nkvkicvkqp!.!
Vtcpuhgt

9!!Ownvkfkuvtkev

Nkvkicvkqp!.
Fktgev!Hkng

XK/!!ECWUG!QH!CEVKQP

Ekvg!vjg!W/U/!Ekxkn!Uvcvwvg!wpfgt!yjkej!{qw!ctg!hknkpi!)Fq!pqv!ekvg!lwtkufkevkqpcn!uvcvwvgu!wpnguu!fkxgtukv{*<

Dtkgh!fguetkrvkqp!qh!ecwug<

XKK/!!TGSWGUVGF!KP

EQORNCKPV<

EJGEM!KH!VJKU!KU!C!ENCUU!CEVKQP

WPFGT!TWNG!34-!H/T/Ex/R/!

FGOCPF!% EJGEM![GU!qpn{!kh!fgocpfgf!kp!eqornckpv<

LWT[!FGOCPF< [gu Pq

XKKK/!!TGNCVGF!ECUG)U*!

!!!!!!!!!!KH!CP[ )Ugg!kpuvtwevkqpu*<
LWFIG FQEMGV!PWODGT

FCVG UKIPCVWTG!QH!CVVQTPG[!QH!TGEQTF

HQT!QHHKEG!WUG!QPN[

TGEGKRV!$ COQWPV CRRN[KPI!KHR LWFIG OCI/!LWFIG

37!WUE!871;

KPVGNNGEVWCN
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Enctm

Lqjp Eqqmg- Rgvgt Nwpc- cpf Ngqvjc Ueqvv.Dqqpg

Gooc O/ Ytkijv- Mgnngt Tqjtdcem N/N/R/- 2312 4tf Cxg/-
Uwkvg 4311- Ugcvvng- YC ;9212- )317* 734.2;11

V.Oqdkng WUC- Kpe/

39 W/U/E/ © 2443)f*)3*)C*- cu oqfkhkgf d{ vjg Encuu Cevkqp Hcktpguu Cev qh 3116- 39 W/U/E/ © 2822- gv ugs/

Hcknwtg vq uchgiwctf rgtuqpcn eqpuwogt kphqtocvkqp

ugg Pqvkeg qh Tgncvgf Ecugu

;03903132 0u0 Gooc O/ Ytkijv



LU!55!Tgxgtug!)Tgx/!15032*

KPUVTWEVKQPU!HQT!CVVQTPG[U!EQORNGVKPI!EKXKN!EQXGT!UJGGV!HQTO!LU!55

Cwvjqtkv{!Hqt!Ekxkn!Eqxgt!Ujggv

Vjg!LU!55!ekxkn!eqxgt!ujggv!cpf!vjg!kphqtocvkqp!eqpvckpgf!jgtgkp!pgkvjgt!tgrncegu!pqt!uwrrngogpvu!vjg!hknkpiu!cpf!ugtxkeg!qh!rngcfkpi!qt!qvjgt!rcrgtu!cu!

tgswktgf!d{!ncy-!gzegrv!cu!rtqxkfgf!d{!nqecn!twngu!qh!eqwtv/!!Vjku!hqto-!crrtqxgf!d{!vjg!Lwfkekcn!Eqphgtgpeg!qh!vjg!Wpkvgf!Uvcvgu!kp!Ugrvgodgt!2;85-!ku!

tgswktgf!hqt!vjg!wug!qh!vjg!Engtm!qh!Eqwtv!hqt!vjg!rwtrqug!qh!kpkvkcvkpi!vjg!ekxkn!fqemgv!ujggv/!!Eqpugswgpvn{-!c!ekxkn!eqxgt!ujggv!ku!uwdokvvgf!vq!vjg!Engtm!qh!

Eqwtv!hqt!gcej!ekxkn!eqornckpv!hkngf/!!Vjg!cvvqtpg{!hknkpi!c!ecug!ujqwnf!eqorngvg!vjg!hqto!cu!hqnnqyu<!

K/)c*! Rnckpvkhhu.Fghgpfcpvu/!!Gpvgt!pcogu!)ncuv-!hktuv-!okffng!kpkvkcn*!qh!rnckpvkhh!cpf!fghgpfcpv/!!Kh!vjg!rnckpvkhh!qt!fghgpfcpv!ku!c!iqxgtpogpv!cigpe{-!wug!!!

qpn{!vjg!hwnn!pcog!qt!uvcpfctf!cddtgxkcvkqpu/!Kh!vjg!rnckpvkhh!qt!fghgpfcpv!ku!cp!qhhkekcn!ykvjkp!c!iqxgtpogpv!cigpe{-!kfgpvkh{!hktuv!vjg!cigpe{!cpf!vjgp!

vjg!qhhkekcn-!ikxkpi!dqvj!pcog!cpf!vkvng/

!!!)d* Eqwpv{!qh!Tgukfgpeg/!!Hqt!gcej!ekxkn!ecug!hkngf-!gzegrv!W/U/!rnckpvkhh!ecugu-!gpvgt!vjg!pcog!qh!vjg!eqwpv{!yjgtg!vjg!hktuv!nkuvgf!rnckpvkhh!tgukfgu!cv!vjg!

vkog!qh!hknkpi/!Kp!W/U/!rnckpvkhh!ecugu-!gpvgt!vjg!pcog!qh!vjg!eqwpv{!kp!yjkej!vjg!hktuv!nkuvgf!fghgpfcpv!tgukfgu!cv!vjg!vkog!qh!hknkpi/!)PQVG<!Kp!ncpf!

eqpfgopcvkqp!ecugu-!vjg!eqwpv{!qh!tgukfgpeg!qh!vjg!#fghgpfcpv#!ku!vjg!nqecvkqp!qh!vjg!vtcev!qh!ncpf!kpxqnxgf/*!

!!!)e* Cvvqtpg{u/!!Gpvgt!vjg!hkto!pcog-!cfftguu-!vgngrjqpg!pwodgt-!cpf!cvvqtpg{!qh!tgeqtf/!!Kh!vjgtg!ctg!ugxgtcn!cvvqtpg{u-!nkuv!vjgo!qp!cp!cvvcejogpv-!pqvkpi!!
kp!vjku!ugevkqp!#)ugg!cvvcejogpv*#/!

KK/!!! Lwtkufkevkqp/!!Vjg!dcuku!qh!lwtkufkevkqp!ku!ugv!hqtvj!wpfgt!Twng!9)c*-!H/T/Ex/R/-!yjkej!tgswktgu!vjcv!lwtkufkevkqpu!dg!ujqyp!kp!rngcfkpiu/!!Rnceg!cp!#Z#!

kp!qpg!qh!vjg!dqzgu/!Kh!vjgtg!ku!oqtg!vjcp!qpg!dcuku!qh!lwtkufkevkqp-!rtgegfgpeg!ku!ikxgp!kp!vjg!qtfgt!ujqyp!dgnqy/!
Wpkvgf!Uvcvgu!rnckpvkhh/!!)2*!Lwtkufkevkqp!dcugf!qp!39!W/U/E/!2456!cpf!2459/!!Uwkvu!d{!cigpekgu!cpf!qhhkegtu!qh!vjg!Wpkvgf!Uvcvgu!ctg!kpenwfgf!jgtg/!

Wpkvgf!Uvcvgu!fghgpfcpv/!!)3*!Yjgp!vjg!rnckpvkhh!ku!uwkpi!vjg!Wpkvgf!Uvcvgu-!kvu!qhhkegtu!qt!cigpekgu-!rnceg!cp!#Z#!kp!vjku!dqz/!
Hgfgtcn!swguvkqp/!!)4*!Vjku!tghgtu!vq!uwkvu!wpfgt!39!W/U/E/!2442-!yjgtg!lwtkufkevkqp!ctkugu!wpfgt!vjg!Eqpuvkvwvkqp!qh!vjg!Wpkvgf!Uvcvgu-!cp!cogpfogpv!

vq!vjg!Eqpuvkvwvkqp-!cp!cev!qh!Eqpitguu!qt!c!vtgcv{!qh!vjg!Wpkvgf!Uvcvgu/!Kp!ecugu!yjgtg!vjg!W/U/!ku!c!rctv{-!vjg!W/U/!rnckpvkhh!qt!fghgpfcpv!eqfg!vcmgu!

rtgegfgpeg-!cpf!dqz!2!qt!3!ujqwnf!dg!octmgf/!
Fkxgtukv{!qh!ekvk|gpujkr/!!)5*!Vjku!tghgtu!vq!uwkvu!wpfgt!39!W/U/E/!2443-!yjgtg!rctvkgu!ctg!ekvk|gpu!qh!fkhhgtgpv!uvcvgu/!!Yjgp!Dqz!5!ku!ejgemgf-!vjg!!

ekvk|gpujkr!qh!vjg!fkhhgtgpv!rctvkgu!owuv!dg!ejgemgf/!!)Ugg!Ugevkqp!KKK!dgnqy=!PQVG<!hgfgtcn!swguvkqp!cevkqpu!vcmg!rtgegfgpeg!qxgt!fkxgtukv{!!

ecugu/*!

KKK/!!! Tgukfgpeg!)ekvk|gpujkr*!qh!Rtkpekrcn!Rctvkgu/!!Vjku!ugevkqp!qh!vjg!LU!55!ku!vq!dg!eqorngvgf!kh!fkxgtukv{!qh!ekvk|gpujkr!ycu!kpfkecvgf!cdqxg/!!Octm!vjku!

ugevkqp!hqt!gcej!rtkpekrcn!rctv{/!

KX/! Pcvwtg!qh!Uwkv/!!Rnceg!cp!#Z#!kp!vjg!crrtqrtkcvg!dqz/!!Kh!vjgtg!ctg!ownvkrng!pcvwtg!qh!uwkv!eqfgu!cuuqekcvgf!ykvj!vjg!ecug-!rkem!vjg!pcvwtg!qh!uwkv!eqfg!!

vjcv!ku!oquv!crrnkecdng/!!Enkem!jgtg!hqt<!Pcvwtg!qh!Uwkv!Eqfg!Fguetkrvkqpu/!

X/!! Qtkikp/!!Rnceg!cp!#Z#!kp!qpg!qh!vjg!ugxgp!dqzgu/!

Qtkikpcn!Rtqeggfkpiu/!!)2*!Ecugu!yjkej!qtkikpcvg!kp!vjg!Wpkvgf!Uvcvgu!fkuvtkev!eqwtvu/!

Tgoqxgf!htqo!Uvcvg!Eqwtv/!!)3*!Rtqeggfkpiu!kpkvkcvgf!kp!uvcvg!eqwtvu!oc{!dg!tgoqxgf!vq!vjg!fkuvtkev!eqwtvu!wpfgt!Vkvng!39!W/U/E/-!Ugevkqp!2552/!!!

Tgocpfgf!htqo!Crrgnncvg!Eqwtv/!!)4*!Ejgem!vjku!dqz!hqt!ecugu!tgocpfgf!vq!vjg!fkuvtkev!eqwtv!hqt!hwtvjgt!cevkqp/!!Wug!vjg!fcvg!qh!tgocpf!cu!vjg!hknkpi!

fcvg/!

Tgkpuvcvgf!qt!Tgqrgpgf/!!)5*!Ejgem!vjku!dqz!hqt!ecugu!tgkpuvcvgf!qt!tgqrgpgf!kp!vjg!fkuvtkev!eqwtv/!!Wug!vjg!tgqrgpkpi!fcvg!cu!vjg!hknkpi!fcvg/!

Vtcpuhgttgf!htqo!Cpqvjgt!Fkuvtkev/!!)6*!Hqt!ecugu!vtcpuhgttgf!wpfgt!Vkvng!39!W/U/E/!Ugevkqp!2515)c*/!!Fq!pqv!wug!vjku!hqt!ykvjkp!fkuvtkev!vtcpuhgtu!qt

ownvkfkuvtkev!nkvkicvkqp!vtcpuhgtu/!
Ownvkfkuvtkev!Nkvkicvkqp!�!Vtcpuhgt/!!)7*!Ejgem!vjku!dqz!yjgp!c!ownvkfkuvtkev!ecug!ku!vtcpuhgttgf!kpvq!vjg!fkuvtkev!wpfgt!cwvjqtkv{!qh!Vkvng!39!W/U/E/!

Ugevkqp!2518/!
Ownvkfkuvtkev!Nkvkicvkqp!�!Fktgev!Hkng/!!)9*!Ejgem!vjku!dqz!yjgp!c!ownvkfkuvtkev!ecug!ku!hkngf!kp!vjg!ucog!fkuvtkev!cu!vjg!Ocuvgt!OFN!fqemgv/!!

RNGCUG!PQVG!VJCV!VJGTG!KU!PQV!CP!QTKIKP!EQFG!8/!!Qtkikp!Eqfg!8!ycu!wugf!hqt!jkuvqtkecn!tgeqtfu!cpf!ku!pq!nqpigt!tgngxcpv!fwg!vq!!

ejcpigu!kp!uvcvwvg/!

XK/!! Ecwug!qh!Cevkqp/!!Tgrqtv!vjg!ekxkn!uvcvwvg!fktgevn{!tgncvgf!vq!vjg!ecwug!qh!cevkqp!cpf!ikxg!c!dtkgh!fguetkrvkqp!qh!vjg!ecwug/!!Fq!pqv!ekvg!lwtkufkevkqpcn!!

uvcvwvgu!wpnguu!fkxgtukv{/!!Gzcorng<!W/U/!Ekxkn!Uvcvwvg<!58!WUE!664!Dtkgh!Fguetkrvkqp<!Wpcwvjqtk|gf!tgegrvkqp!qh!ecdng!ugtxkeg/!

XKK/!! Tgswguvgf!kp!Eqornckpv/!!Encuu!Cevkqp/!!Rnceg!cp!#Z#!kp!vjku!dqz!kh!{qw!ctg!hknkpi!c!encuu!cevkqp!wpfgt!Twng!34-!H/T/Ex/R/!

Fgocpf/!!Kp!vjku!urceg!gpvgt!vjg!cevwcn!fqnnct!coqwpv!dgkpi!fgocpfgf!qt!kpfkecvg!qvjgt!fgocpf-!uwej!cu!c!rtgnkokpct{!kplwpevkqp/!

Lwt{!Fgocpf/!!Ejgem!vjg!crrtqrtkcvg!dqz!vq!kpfkecvg!yjgvjgt!qt!pqv!c!lwt{!ku!dgkpi!fgocpfgf/!

XKKK/!!!Tgncvgf!Ecugu/ !!Vjku!ugevkqp!qh!vjg!LU!55!ku!wugf!vq!tghgtgpeg!tgncvgf!rgpfkpi!ecugu-!kh!cp{/!!Kh!vjgtg!ctg!tgncvgf!rgpfkpi!ecugu-!kpugtv!vjg!fqemgv!!

pwodgtu!cpf!vjg!eqttgurqpfkpi!lwfig!pcogu!hqt!uwej!ecugu/!

Fcvg!cpf!Cvvqtpg{!Ukipcvwtg/!!Fcvg!cpf!ukip!vjg!ekxkn!eqxgt!ujggv/!
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AO 440 (Rev. 06/12)  Summons in a Civil Action

UNITED STATES DISTRICT COURT
for the

__________ District of __________ 

)
)
)
)
)
)
)
)
)
)
)
)

Plaintiff(s)

v. Civil Action No.

Defendant(s)

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address)

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure.  The answer or motion must be served on the plaintiff or plaintiff’s attorney,
whose name and address are:

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint. 
You also must file your answer or motion with the court.

CLERK OF COURT

Date:
Signature of Clerk or Deputy Clerk

Ecug!3<32.ex.12435!!!Fqewogpv!2.3!!!Hkngf!1;039032!!!Rcig!2!qh!3

Western District of Washington

Lqjp Eqqmg- Rgvgt Nwpc- cpf Ngqvjc Ueqvv Dqqpg-

qp dgjcnh qh vjgougnxgu cpf c encuu qh ukoknctn{

ukvwcvgf rgtuqpu-

V.Oqdkng WUC- Kpe/-

V.Oqdkng WUC- Kpe/

e0q Tgikuvgtgf Cigpv Eqtrqtcvkqp Ugtxkeg Eqorcp{

411 Fguejwvgu Yc{ UY

Uwkvg 319 OE.EUE2

Vwoycvgt- YC ;9612

Gooc O/ Ytkijv

Mgnngt Tqjtdcem NNR

2312 Vjktf Cxgpwg- Uwvkg 4311

Ugcvvng- YC ;9212

1;03903132
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Civil Action No.

PROOF OF SERVICE

(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (l))

This summons for (name of individual and title, if any)

was received by me on (date) .

" I personally served the summons on the individual at (place)

on (date) ; or

" I left the summons at the individual’s residence or usual place of abode with (name)

, a person of suitable age and discretion who resides there,

on (date) , and mailed a copy to the individual’s last known address; or

" I served the summons on (name of individual) , who is

 designated by law to accept service of process on behalf of (name of organization)

on (date) ; or

" I returned the summons unexecuted because ; or

" Other (specify):

.

My fees are $ for travel and $ for services, for a total of $ .

I declare under penalty of perjury that this information is true.

Date:
Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc:
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