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13 Certified Cloud Security
Professional Program

Program Description:

The Certified Cloud Security Professional (CCSP)
program is a comprehensive training that delves
deep into the world of cloud security, providing
students with an understanding of principles, tools,
techniques, and technologies. The program is
designed for IT professionals looking to specialize in
cloud security, covering areas like threat intelligence,
cloud security architecture, design, operations, and
service orchestration. This program will also explore
emerging trends and future developments in cloud
security, preparing students for the rapidly evolving
landscape of cloud computing.
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Duration:
150 hours

Successful completion of all the below modules
is necessary to earn the CCSP credential.

1301 Introduction to Offensive Security
e Duration: 15 Hours
1302 Essential Offensive Security Tools
e Duration: 30 Hours
1303 Penetration Testing & Vulnerability Assessments
e Duration: 30 Hours
1304 Web Application Attacks
e Duration: 25 Hours
1305 Network and System Exploitation
e Duration: 20 Hours
1306 Post-Exploitation Techniques
e Duration: 20 Hours
1307 Future Developments in Offensive Security
e Duration: 10 Hours
1308 Offensive Security Capstone
e Duration: 10 Hours
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