
08 Certified Incident Handler 
Program

 This Certified Incident Handler program delves into the 
technical and managerial aspects of incident handling 
and response. By investigating real-world scenarios 
and applying industry-standard tools, students will 
learn to manage and mitigate cybersecurity incidents 
effectively. This program offers a balanced mix of theory 
and practical exercises, ensuring students develop the 
necessary knowledge and skills to respond to various 
types of cybersecurity incidents.

The comprehensive Certified Incident Handler (CIH) 
program is broken down into a series of stackable 
credentials, allowing students to demonstrate 
proficiency in specific areas of cybersecurity incident 
response. Each module provides a focused exploration 
of key topics, culminating in the awarding of a distinct 
credential. Upon completion of all modules and a final 
examination, students will be awarded the overarching 

CIH certification.

0801 Fundamentals of Incident Response 

• Duration: 10 hours

0802 Incident Response Team Management 

• Duration: 14 hours

0803 Incident Detection and Analysis Techniques 

• Duration: 18 hours

0804 Incident Containment Strategies 

• Duration: 17 hours

0805 Incident Eradication and Recovery 

• Duration: 20 hours

0806 Legal and Ethical Issues in Incident Response 

• Duration: 16 hours

0807 Future Trends in Cybersecurity Incident Response 

• Duration: 25 hours
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