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Introduction 

The health sector is unique among critical infrastructures due to the fact that they are the 
most at-risk, in possession of vast amounts of valuable data, and perpetually and easily 
breached.  Yet, virtually all health sector organizations refuse to evolve their layered 
security to combat a hyper evolving threat landscape. By doing so, health sector 
organizations render maximized vulnerabilities like technological gaping wounds to any 
adversary with the ambition to exploit them. Until now, the “health sector vulnerability” 
conversation has done little more than regurgitate talking points that have been 
perpetually exhausted each time there is a ransomware attack or breach of electronic 
health records and PII from a healthcare related organization. “Identity theft could be an 
issue”, “We don’t believe that records have been manipulated”, “We’ve brought in experts 
who are investigating the breach”, “The FBI has been notified”, “It was the Russians”, “It 
was China” and the list of predictable soundbites could easily fill up the rest of this page. 

The intention of this report is to force the conversation past the predictable comfort zones 
of patient victims, health sector executives, law enforcement and the legislative community. 
We are starting the conversation post breach, with the understanding that patient identity 
theft is an obvious and negative byproduct of an organization that has mishandled patient 
records and delve deeper into the deep web black market forums and marketplaces where 
stolen EHR and PII are sold and bartered.  

Threat Landscape 
The 2014-2016 implementation of chip and pin technology increased the difficulty of 

financial attacks in the retail space. Last year, there were just 5.7 million reported 

compromises, a four-year low. Rather than circumvent the new technology, many 

financially motivated cyber-attackers began to target healthcare companies, ranging from 

local doctor’s offices to major health insurers [1]. In the same decade that banks have 

cracked down on identity theft, healthcare networks have made it easier by transitioning to 

interconnected electronic systems without implementing strong security. According to an 

April 2014 FBI bulletin, EHR theft is also more difficult to detect, taking almost twice as 

long as normal identity theft. Healthcare identity information is at least ten times more 

valuable that financial data alone and it can be used to open credit accounts and to bill 

insurers or the government for fictitious medical care [2]. Hackers realize that it is simple 

to cancel a credit card, difficult to change a social security number, and nearly impossible to 

change all of the information in an EHR [3]. Once a hacker owns an EHR, they effectively 

own the victim.  

When a hospital is breached, they suffer a fine, some reputational loss, and they may lose 

the support of stakeholders. The organization has a more difficult time attracting 
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personnel, investors, and patients. The organization may face litigation or lawsuits. 

Nevertheless, the hospital is able to recover and continue operations without significant 

delay. As a result, while hospitals and other healthcare organizations have begun to 

improve their cybersecurity posture by investing more resources and attempting to 

acclimate to the modern threat environment, there is little incentive other than goodwill 

and reputation for organizations to drastically improve their security to prevent breaches. 

Meanwhile, every patient record compromised from every healthcare organization has the 

potential to devastate and financially ruin a United States citizen. In some cases, such as 

when the records of children are compromised, the victim neither made a decision that led 

to an attacker compromising their data nor has the ability to do anything about the 

potential risk. The entire brutal impact of the incident that resulted from poor 

cybersecurity and inadequate cyber-hygiene on behalf of the healthcare organization is 

forced onto the shoulders of the victim to deal with for the rest of their life. These victims 

receive limited or no help from the government or healthcare organizations because 

consumer protections are not well defined in the case of medical identity theft. The stolen 

EHRs are sold and resold on Deep Web markets for years after the initial breach. An EHR 

defines the parameters of a patient, a human being. A patient cannot change or cancel the 

information contained in an EHR. When a healthcare system is breached and patient 

records are stolen, the patient may be forced to suffer the impact of the incessant exchange 

of the immutable details of their person on Deep Web markets for the rest of their life, all 

due to a healthcare organization’s lack of prioritization of cybersecurity and cyber-hygiene 

within their business model. 

The Affordable Care Act increased healthcare providers’ incentive to switch to EHR without 
requiring an investment in hardware, software, or IT staff. The healthcare sector lacked the 
cybersecurity posture and infrastructure to support this transition [4]. Protenus reports 
that 90 percent of hospitals have suffered an incident or breach in the last 2 years. The 
healthcare sector is more vulnerable than the banking or retail sector because the industry 
is more fragmented and because cybersecurity has only recently become a primary 
concern. Patient data are passed amongst a wide array of contractors, service providers, 
and satellite offices.  The security of patient records is dependent on the weakest link in the 
convoluted healthcare supply chain [1]. Hackers are moving upstream, switching their 
focus from hospital networks and insurers who represent patients in designated 
geographic areas, to EHR providers with international customers. As technology develops 
and devices continue to transform patient care, data fluidity between cloud-based and 
internet enabled devices makes security fundamental; however, most healthcare 
organizations lack the infrastructure, knowledge, and personnel, to secure their systems. 
The biggest cause of data breaches is when data is stored in databases that can be accessed 
by easily infected machines or when data is relayed over the internet, between users or 
healthcare entities. Hackers need to exploit only a single vulnerability in a single 
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networked device or system to bring a network down and compromise patient records. 
Most healthcare organizations do not even know what networked devices are operating on 
their networks. With such a vast and exploitable attack surface, it is no surprise that the 
Office of Civil Rights within the Department of Health and Human Services reported more 
that 113 million medical records were compromised in 2015 [5]. Almost 100 million of the 
records compromised in 2015 came from just the three attacks against Anthem Inc., 
Premera Blue Cross, and Excellus Health Plan Inc. [6]. One reason that healthcare data is 
attacked is that it cannot be entirely secured because healthcare professionals need to be 
able to share patient health information, diagnoses, and treatment information with each 
other, and that information needs to be able to be shared rapidly in the event of an 
emergency [6]. Many doctors are reluctant to adopt two-factor authentication because it 
could slow down the treatment of a critical patient [3]. These constraints on the security of 
electronic health information are exploited as loopholes by relentless cyber-attackers who 
are thereby assured that the data must be accessible along one or more attack vectors.  

Why Attacks Succeed 
According to Symantec’s April 2016 Internet Security Threat Report, Healthcare was the 

most targeted sector in 2015. The 120 reported incidents accounted for almost 39.3% of all 

reported attacks in 2015. The healthcare sector trivialized threats and ignored 

cybersecurity for too long. Now it is plagued by ransomware attacks, data leaks and patient 

database breaches, unauthorized medical network access, compromised medical devices, 

and copious amounts of insider threat and social engineering based fraud. Attackers have 

begun targeting third-party companies in the supply chains, such as equipment and drug 

suppliers because the partners often have access to some confidential data and some 

hospital IT systems, but they lack the security budgets of hospitals. Health insurance 

companies are also a large target because they aggregate information from multiple 

healthcare networks into one, often vulnerable database [7]. 

A survey of 119 acute care facilities (hospitals and healthcare systems) and 31 non-acute 

care providers (doctor’s offices, mental health facilities, and outpatient care) conducted by 

the Healthcare Information and Management Systems Society, found that 32 percent of 

acute care facilities and 52 percent of non-acute providers do not encrypt data in transit. 

Additionally, 39 percent of acute-care facilities and 52 percent of non-acute facilities do not 

encrypt data at rest. Without encryption, the data in transit can be captured through 

eavesdropping, packet sniffing, or through other means and the data at rest is susceptible 

to theft of the device, to RATs and other malware on the machine, and to networked 

attacks. They also found that only 78 percent of acute-care facilities and 90 percent of non-

acute providers had firewalls in place to guard their networks. This lack of cyber-hygiene 

and this poor endpoint security makes an attack to steal patient data and/or to deliver 
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malware or ransomware, trivial for even an unsophisticated attacker because practically no 

defense obstructs a cyber adversary from stealing patient data and selling it for exuberant 

profit on Deep Web markets and forums [8].  

Detecting the fraud in the first place can be the most difficult part because medical identity 

fraud is so much more difficult to detect than financial fraud. Healthcare correspondence is 

more important and more complicated than correspondence from financial institutions. 

Most consumers do not read explanations of benefits and some do not understand the 

itemized bills of services received from healthcare providers. In some cases, the thief 

redirects the bills and notifications to a new address or they visit a number of different 

providers and pharmacies at different intervals to avoid being caught on camera. The only 

immediate way for a citizen to know if their medical data is used by a thief is to contact 

their provider or to undergo a credit check and look for unfamiliar debts [6]. 

Why Target EHR? 
An old adage states that hackers target whatever systems contain information that is worth 

targeting. Smarter thieves target the more profitable and less secure medical records 

because the centralized databases contain a significant number of patient records, because 

the data has a very long lifecycle, and because victims of healthcare identity theft often fail 

to notice the compromise for a considerable amount of time. Script kiddies, cybercriminals, 

lone wolf threat actors, and other cyber adversaries target electronic health records 

because the systems are poorly secured, because the records are valuable, and because the 

data is long-lasting and versatile enough to be used for activities ranging from identity theft 

to insurance fraud to false tax claims [2]. EHRs include an attacker’s ideal dossier of 

information and entire EHR databases are often trivially accessible due to insufficient 

security controls.  
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Stolen EHR can be used to acquire prescription drugs, to receive medical care, to undergo 

surgery, to procure expensive medical equipment (such as wheelchairs or medical devices), 

to fraudulently acquire government benefits such as Medicare or Medicaid, to falsify 

insurance claims, to file a tax return, to open credit accounts, or to create entirely new 

medical identities [6]. Consider the value of EHR records to even lowly criminals such as 

illegal immigrants or drug addicts. There are an estimated 12 million illegal immigrants in 

Figure 1: Sample of Prescription Drugs Sold on the Valhalla Market on Deep Web 

Figure 1 lists some prescription drugs available on the Valhalla Market on the Deep Web. An adversary can steal an 

EHR, commit medical identity theft, obtain a prescription, and sell the drugs to recoup their costs.  
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the United States. Because an EHR can be used to create a complete stolen identity, EHRs 

are a valuable commodity in identity theft marketplaces.  Moreover, in the United States, 

almost 40 people per day die by overdosing on prescription painkillers. Between 3-9 

percent of drug diversion, stolen prescriptions, occurred due to forged and stolen paper 

prescriptions. As a result, the number of controlled substances prescribed electronically 

increased 7.5 times between 2014 and 2015, though the ratio was inflated by a New York 

mandate to electronically prescribe all controlled substances [9]. Accessing Deep Web 

markets is easy and many low-level criminals, such as those who frequented the Silk Road 

marketplace or any of its successors, use the underground sites to purchase and sell drugs. 

Thanks to the availability of EHR from recent breaches, a criminal can now purchase the 

EHR of someone with a controlled-substance prescription, and all of the necessary falsified 

information, for the same price as a handful of the targeted pills. The stolen prescription 

drugs can be abused or sold on Deep Web markets for profit. Now consider the damage a 

moderate or sophisticated adversary can do with an EHR. A cybercriminal or lone wolf 

threat actor can file false claims or repeatedly sell the information on numerous Deep Web 

markets, for a high return on investment, that can fund other crimes and nefarious 

activities. A radical lone wolf might use the information to target a specific individual, such 

as a celebrity or politician. A sophisticated nation state, can conduct targeted attacks to 

compromise the EHR of a specific person or a specific group of people. How many EHRs of 

federal employees would be compromised if an attacker targeted a hospital near 

Washington D.C. (such as the late March 2016 ransomware attack against the MedStar 

Healthcare network) or by targeting a major government healthcare insurance provider 

(such as Anthem)? Nation states have less incentive to exploit the victims or data for 

financial gains; though some advanced persistent threats, such as Chinese APTs, that 

consist of cyber-mercenaries or that are responsible with coming up with a portion of their 

own funding, may still sell the data or leverage it to commit financial fraud. In most cases, a 

Nation state threat group would use the data to identify potential intelligence assets or 

other espionage data that could be used to gain a geopolitical advantage. The remainder of 

the data may be sold on Deep Web markets, exploited for identity theft or fraud, or 

aggregated into massive databases, likely all three.  

With the proper operational security measures, Deep Web markets and forums are 

anonymous. Consequently, it is difficult for law enforcement, security researchers, or even 

attackers to identify whether a buyer or seller is a lone actor or a member of a larger 

collective, let alone their motivations. Consequently, it is likely that average hackers 

frequently exchange cryptocurrencies, exploits, data, or services, such as hacking-for-hire, 

with nefarious threat actors, like radical lone wolves or nation state sponsored advanced 

persistent threat groups, on Deep Web markets and forums.  
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Simplified Attack Chain 
After a vulnerability is discovered in a system or website, hackers can attack healthcare 

networks in a number of ways. Adversaries who do not have the skills to compromise a site 

may purchase either a foothold that another attacker has established on a compromised 

system or they may purchase stolen credentials that another hacker obtained through 

phishing emails, social engineering, or network sniffing/ packet capture/ etc. These 

footholds can be purchased on forums and markets such as TheRealDeal Market.  

 

 

 

 

Hacker services for hire are an increasing trend as the attacker-knowledge barrier to entry 

decreases and as “point-and-click” tools become more available as the power, ubiquity, and 

pervasiveness of the internet increase. Some attackers specialize in compromising types of 

organizations, such as healthcare, government, etc., and selling access to those systems.  

 

 

  

Figure 2: FTP and Shell Access 

Figure 2 is a listing on TheRealDeal Market that offers FTP and shell access to systems. 
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In some cases, a hacker can be paid to discover vulnerabilities in a target system, such as a 

healthcare system hosting EHR.  

 

 

Figure 3: Sold Access to Government Databases 

Figure 3 is a screen capture of offered access to government systems on TheRealDeal Market  
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If an attacker compromises a website, then they can steal information stored in connected 

databases or capture employee credentials that can be used for legitimate remotely access 

to the system.  

 

 

 

 

 

 

  

Figure 4: Hacking-as-a-Service 

In Figure 4, a hacker for hire offers his services. 
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Once an attacker knows that a system exists and that it can be remotely accessed, they 

compromise it by leveraging an exploit against a discovered vulnerability. In many cases, a 

system is breached using a published exploit against a known vulnerability because the 

organization has not updated or patched their system. Packages of known exploits are 

relatively easy to purchase or download for free on Deep Web forums and markets. Tools 

can also be purchased that incorporate known vulnerabilities into their libraries so that the 

user can direct the tool at the IP address of a system, press a single button, and breach the 

system if it is vulnerable. Otherwise, the attacker must spend more Bitcoins or trade 

services to acquire a coveted 0-day vulnerability. The deals for these exploits can be high-

pressure because a high degree of trust is needed between the buyer and seller and 

because the longer the 0-day exists, the greater the likelihood that the vulnerability that it 

exploits will be discovered and mitigated. On markets, the administrator or market 

mechanism itself can act as a trusted third part (a middle-man) to verify the integrity of 

both parties and the authenticity of the goods exchanged. Otherwise, a mutual or 

mercenary objective third party can be brought into the exchange as a facilitator.  

 

Figure 5: Pharmacy Customer Database from Compromised Website 

Figure 5 depicts the sale on TheRealDeal Market, of a Pharmacy database containing customer information, that was 

compromised via a website. 



  12 
 

 

 

 

 

 

0-days are exploits that are not widely known and have not been mitigated through a patch 

or security tool. Typically, they are exchanged in private transactions; however, some are 

openly sold on forums and markets, by sellers who do not have the connections or 

reputation to arrange more lucrative private deals. These exploits often target systems, 

operating systems, and applications, that are used in a single sector or used universally 

across the sectors. The cost of the exploit is determined by a number of factors including: 

the level of access granted, the popularity or specificity of the affected system, the 

availability of other exploits for the target, the ease of use of the exploit, the expected 

lifetime of the 0-day, and other variables. 

Figure 6: Listing of Microsoft Office 0-day Exploit 

Figure 6 shows the sale of a Microsoft Office 0-day exploit. Microsoft Office is used in most organizations. Note the 

higher price due to the ubiquity of the target product and the exclusivity of the exploit. Additional exploits are listed 

in Appendix A. 
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Figure 7: Listing of Linux and Microsoft 0-day Exploits 

Figure 7 compares TheRealDeal Market sales of Linux and Microsoft OS 0-day exploits.  While the prices are higher 

than non-exclusive exploits, the Linux price is higher because Linux systems are more widely used for servers and 

support systems (in most sectors, including healthcare) than Microsoft installations. 
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If a seller can gain rudimentary access to a network, then they can laterally move to 

systems that contain valuable information, such as EHRs, by sniffing (capturing and 

eavesdropping) on network traffic or by installing malware, such as a remote access trojan 

(RAT) to capture administrator credentials and other valuable information.  

 

 

 

 

The attacker will most likely install some form of malware, if only to establish a persistent 

presence on the network. The malware can be obscured from detection by exploiting stolen 

credentials to add it to exception lists, by masquerading it as a legitimate program, or 

through a number of more sophisticated techniques.  

 

 

 

 

 

 

Figure 9: SSH Sniffer Logs Used to Steal Credentials 

In Figure 9, a threat actor offers SSH logs from which information and credentials can be drawn and used to remotely 

compromise organizations. 
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EHR and other coveted information can be exfiltrated through every remote access and 

internal/ external traffic channels, including, FTP, RDP, SMTP, etc. Basically, if any machine 

on the network is connected to the external traffic channel, the attacker can find a channel 

to use to steal data. 

Deep Web 

Primer 

The everyday internet consists of over a billion distinct websites; yet it is only a fraction of 

the actual online community. The portion of the internet commonly referred to as the Deep 

Web, is an amalgamation of all of the sites that are not indexed by search engines and in 

many cases, are not tracked by the same crawlers, ad services, cookies, and other trackers 

that hinder anonymity. Researchers estimate that Deep Web is anywhere from 5-5000 

Figure 10: Valid and Real Certificates Used to Obfuscate Malware 

In Figure 10, an attacker offers valid and real software certificates from a compromised certificate authority. The 

certificates can be used to masquerade malware as legitimate software to circumvent security applications. 
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times the size of the conventional internet, referred to as the surface web or Clearnet.  

Accessing Deep Web is easy and can be done in numerous ways. Navigating Deep Web is 

more complex. Site addresses do not follow the “name.com” format and what few search 

engines exist, barely index the sites. Instead sites addresses are a random assortment of 

letters and numbers followed by the “.onion” top level domain. Most sites are hosted by 

their owners, rather than on public infrastructure. Users navigate to sites, markets, and 

forums based on a shared link, on hidden wikis, or on a list of domains hosted on Reddit, 

PasteBin, or other directories. Exclusive communities are typically invitation only, and 

their link and existence are shared through encrypted, private communications. The Deep 

Web is used by journalists, by researchers, by conspiracy theorists, by whistleblowers who 

wish to remain anonymous, by proponents of absolute free speech and independence from 

corporations, and by other user communities.  

 

 

 

 

Figure 11: Sample of Hansa Market Identity Documents 

Figure 11 shows identity documents from various countries sold on the Hansa 

Market on Deep Web.  
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Various communities of criminals are some of the largest communities on the Deep Web. 

Pedophiles trade images and videos on sites, forums, and through anonymous messaging 

clients, such as IRC. Some sites and services are scams meant to lure in unsuspecting users 

Bitcoins, while others are vetted communities. The reputation and trust of a market or a 

user is a strong influence on the Deep Web.  
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Figure 12: AlphaBay Seller Profiles of “badmans” and “wakawaka” 

Figure 12 features the AlphaBay seller profiles of “badmans” and “wakawaka”, whose market pages are used later 

in this report. The Deep Web operates on a surprising hierarchy of reputation and trust. Note the vendor level, trust 

level, and feedback ratings of each seller, featured above. Additional seller profiles are included in Appendix B. 
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Criminals can purchase drugs on the Oasis Market, the Silk Road, the Crypto Market, or in a 

number of other markets and forums. Weapons and “assassination” information and 

services are available for purchase as well. Money counterfeiting, laundering, and other 

financial fraud services can be purchased from sites with names like “Wall Street” or “The 

Green Machine”. Identity fabrication and identity theft services are available as standalone 

sites or on almost every market.  

 

                   

 

Figure 13: Sample Market Organization 

Figure 13 shows the search functionality of AlphaBay and the sale directory from TheRealDeal Market on Deep 

Web. Despite its mysterious and nefarious allure, most Deep Web market places resemble traditional sites like 

Amazon and eBay. 
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There are numerous Bitcoin and other digital currency (Monero Coin, etc.) markets, 

exchanges, wallets, and anonymizers. Hackers exchange code, services, and knowledge on 

public and invitation-only, markets and forums such as AlphaBay, TheRealDeal Market, and 

Valhalla or Python Market, Apple Market, and other markets, respectively.  
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Figure 14: Dream Market Database Dump 

Figure 14 depicts a database dump on Dream Market that includes medical files.  
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EHR on Deep Web 

On Deep Web, healthcare information and medical databases are sold and traded on illicit 

marketplaces and exclusive forums. Typically, individual profiles are sold on markets while 

entire databases are sold in private transactions and forums. Jim Walter, Senior SPEAR 

Researcher, for Cylance agrees, “Many markets will sell medical data (patience record 

dumps, equipment and code/data for/from equipment, etc.) alongside other fraud-related 

data”. He continues that in the case of entire medical databases, “It is far more common that 

anyone dealing specifically in [medical databases] would have to be dealt with directly, 

outside the ecosystem of the market. You see that with other private data sales and high-

value financial/carding data. You will have sellers that invite you to contact them directly 

(often via XMPP). Once they know what you are interested in, and you are vetted, 

information is exchanged and deals are made.”  

  



  23 
 

 

 

 

 

 

 

Access to compromised medical systems and servers is also sold to additional attackers. 

For instance, SenseCy reports that in 2016, it detected a Deep Web forum member 

attempting to sell SSH access to the server of an American company that supplies 

equipment to 130 medical centers in the United States. Uploaded screenshots 

demonstrated that the attacker had access to a server where the EHRs were stored. 

Similarly, in May 2016, RDP access (via compromised credentials) to a large clinic group 

was sold on a Deep Web closed forum for $50,000 in Bitcoins. The buyer gained access to a 

compromised workstation that housed 3 GB of data, stored on four hard disks, and access 

Figure 15: Exclusive Crime Market 

Figure 15 portrays C Market: International Criminal Marketplace, where more refined information, 

such as hacked hospital information can be purchased directly from an administrator. Because buyer 

verification and contact is required, this market is more exclusive than some of the other markets 

described in this report, where buyers just spend bitcoins from a wallet. 
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to the aggregate EHR management system. The machine had local administrator privileges 

and 45 medical personnel were logged onto the system. With RDP access, the buyer could 

install malware; encrypt, manipulate, or erase files; infect other machines on the network; 

or access and exfiltrate any data stored on the network [7]. In demonstration of this 

vulnerability, in June 2016, three databases were stolen via RDP access and offered for sale 

for over $500,000 on TheRealDeal Market [7]. Vulnerable medical systems are not difficult 

to discover and remotely exploit. In many cases, no knowledge of hacking or code is 

necessary. For instance, exposed medical systems and devices can be detected on the 

Shodan search engine. Shodan is a search engine for internet enabled devices.  

 

 

 

 

Figure 16: “thedarkoverlord” RDP Database Screenshot on TheRealDeal Market 

Figure 16 is a screenshot of a database compromised by “thedarkoverlord” via RDP and uploaded onto 

TheRealDeal Market.  
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For instance, many healthcare organizations use NoSQL MongoDB for database 

management and document storage [10]. At the time of this writing in September 2016, a 

Shodan search of “MongoDB” returned more than 10,867 MongoDB databases in the United 

States, facing the public internet. Attackers can target web based EHR systems with 

common vulnerabilities ranging from SQL injections to cross-site scripting, to gain access 

to data from hundreds or thousands of healthcare networks [4]. 

 

 

 

 

Attackers sell health insurance credentials on Deep Web markets for about $20. The files 

include names of patient (and spouse and family if a family plan), date(s) of birth, contract 

number, group number, type of plan (Individual/Group, HMO/PPO, deductible and copay 

information), and insurer contact information for customer service and filing claims.  

If a dental, vision, or chiropractic plan is associated with the health plan then the seller may 

charge an additional $10-20 for each additional component. Hackers also sell information 

packages, referred to as “fullz” that contain “verified” health insurance credentials, bank 

account numbers/logins, social security numbers, and other personally identifiable 

Figure 17: Fight Club Market ID Selection Page 

Figure 17 illustrates the Fight Club Market’s landing page, where users select the desired nationality of stolen 

identity.  
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information (PII). Essentially, a “fullz” is an electronic dossier of a victim that is compiled to 

specifically facilitate identity theft and fraud. “Fullz” that contain a full name, address, 

phone number, email address and password, date of birth, SSN or EIN, and one or more of 

bank account information, account & routing numbers, account type, online banking 

credentials in varying degrees of completeness, or credit card information, including full 

track 2 data and any associated PINs, can sell for around $500 [11]. 

 

 

 

 

In some cases, “fullz" are sold with all the custom manufactured or counterfeit physical 

documents related to the identity data (e.g., credit cards, social security cards, driver's 

license, insurance cards, etc.) in packages known as "kitz." Complete “kitz” with the 

aforementioned information and health insurance credentials, sell for $1,200 to $1,300 

each. The buyer may have to pay additional fees ranging from $100-500 for hardware 

components (physical credit card or driver’s license) for expedited orders, or for 

miscellaneous services such as wire transfer, escrow, etc.  

Figure 18: “badmans” Medical Fullz for Sale on the AlphaBay Market  

Figure 18 shows “badmans” AlphaBay listing of Medical “fullz” 
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Additionally, many of the sellers and markets that peddle “fullz” and “kitz,” also sell 

supporting counterfeit documentation (“dox”), such as spoofed utility bills, resumes, 

degrees or other documentation [11]. 

  

Figure 19: AlphaBay Market Dox Sample 

Figure 19 lists some dox on the AlphaBay Market.  



  28 
 

 

 

 

 

  

Figure 20: Document Scans for Fraud and Identity Theft 

Figure 20 lists a dox scans sale from a seller who frequents multiple Deep Web markets. 



  29 
 

 

 

Table 1: Average Deep Web Market Prices 
US credit card with CVV Code $1-2 
Non-US credit card with CVV $2-10 
Credit card with full track 2 and PIN $1-20 
Prestige credit cards (include Platinum, 
Diamond, Black) with high verified 
available balance 

$20-400 (price may be based on verified 
account balance) 

Online bank account (< $10,000) $250-1000 (price may be based on 
verified account balance) 

Compromised computer $1-100 
PayPal, verified balance $20-200 
Game accounts (Steam, Minecraft, WoW, 
PSN, XBOX Live/Microsoft) 

$5-1000 (digital items may be auctioned 
separately) 

Skype account (premium) $1-10 
SSN ~$0.50 – 1 
Healthcare Credentials ~$5-20 + $10-20 per additional plan 
“Fullz” ~$5-500 
“Kitz” ~$1200-1300 + $100-500 in fees 
“Dox” Varies by Commission 

 

A Sample of Notable EHR Breaches in 2016 

Breaches of more than 500 patient records must be reported to the U.S. Department of 

Health and Human Services under terms of the 2009 federal Health Information 

Technology for Economic and Clinical Health Act [12]. Breaches of less records are not 

required to be reported, and victims are often not notified of the incidents unless a trend of 

substantial harm occur; however, since hackers sometimes wait a year or more to use or 

sell EHR, a trend of harm originating from a small breach is difficult to substantiate. Over 

113 million healthcare records were compromised in 2015, the majority of which occurred 

in the breaches of Anthem Inc., Premera Blue Cross, and Excellus Health Plan Inc. [3]. In 

2015, the United States had approximately 320 million citizens. Therefore, patient records 

of somewhere between 25-35 percent (generously accounting for the possibility of 

duplicate records) of the United States’ citizens were compromised in 2015 alone. So far, 

attacks on healthcare in 2016 have become more widespread and more commonplace. The 

percent of American citizens whose identities have been compromised by malicious APTs 

or whose identities are available for sale and exploit on the Deep Web is likely much higher 

than 35 percent, when the breached records from before 2015 and from 2016, are 

included.  
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According to the HITECH Database of healthcare breaches, colloquially referred to by 

industry and online communities as the “wall of shame,” in February 2016 Florida’s 

Radiology Regional Center reported a loss of paper and film records that affected 483,063 

patients [12]. In March, a reported breach involving a hacked computer server at Florida’s 

21st Century Oncology affected 2,213,597 patient records and the theft of a laptop at 

Indiana’s Premier Healthcare resulted in the theft of 205,748 patient records. Similarly, in 

May 2016, a stolen laptop compromised the records of 400,000 people associated with 

California Correctional Health Care Services [12].  

Healthcare facilities, and hospitals in particular, are the favorite target of ransomware 

attacks because the organizations have poor cybersecurity and poor cyber hygiene, have 

available funds, and because for every second that systems remain non-operational, lives 

are at stake. Healthcare personal tend to ignore the network traffic while they are dealing 

with the more immediate ransomware threat. Consequently, adversaries use ransomware 

as a diversionary tactic, like a modern and more effective DDoS, while they scan the 

network and devices with tools like Nmap. The attackers exploit a known vulnerability in a 

medical device or in an external facing server, and then they exfiltrate files from the 

network. Even if the EHR database is encrypted by the ransomware, the attacker has the 

decryption keys to access the files. Moreover, whether the victim organization either pays 

the ransom or restores their system from a backup, information about the file exfiltration is 

lost. On February 5, 2016, Hollywood Presbyterian was the victim of a ransomware attack. 

In the coming months, attacks followed at Chino Valley Medical Center in Chino, California, 

Desert Valley Hospital in Victorville, The Ottawa Hospital in Ottawa, at MedStar Healthcare 

in the D.C. area, and at numerous other healthcare facilities. In each of those attacks, there 

is the possibility that patient records were secretly exfiltrated while incident responders 

and law enforcement dealt with the ransomware threat. 

 

 

Figure 21: “thedarkoverlord” Listing of Athens Database on TheRealDeal Market 

Figure 21 is a screen capture of “thedarkoverlord’s” listing of the Athens Orthopedic Clinic database 

on TheRealDeal Market. 
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In June 2016, a hacker using the moniker “thedarkoverlord” listed three healthcare 

databases containing 655,000 EHRs on TheRealDeal marketplace. The databases were 

obtained through various methods including compromised RDP access and employee token 

impersonation. The hacker claims to have contacted each victim and offered to sell them 

back their data rather than publicly selling and disclosing the information. According to all 

available information, none of the organizations paid the ransom.  Security researchers 

linked one database containing 48,000 records to Midwest Orthopedic Pain & Spine and 

397,000 patient records to the Athens Orthopedic Clinic in Atlanta, Georgia [13]. According 

to the clinic, the hacker gained access to the patient record database through compromised 

third-party vendor credentials. The vendor was a “nationally known health care 

information management contractor.” A letter from the clinic to its current and former 

patients said that the stolen information included names, addresses, Social Security 

numbers, birth dates, telephone numbers and, in some cases, diagnoses and medical 

histories [12]. The number of EHRs stolen in June 2016 totaled 11,061,649. Most of the 

breached records originate from a single attack that exfiltrated approximately 10.3 million 

records from a large insurer database. Eighty-six percent of June’s incidents occurred at 24 

healthcare providers, followed by three at health plans, and one related to an NFL sports 

team. Hacking from external attackers accounted for 41.4% of the reported incidents, while 

the same percentage was attributed to insider wrong doing and error, and 17.2% involved 

theft or loss of a device or paper records [14].  

In early August, “thedarkoverlord” also posted the sale of 9.3 million EHRs from a health 

insurer database and 23,565 EHRs from a healthcare provider [13]. In September, the New 

York State Office of Mental Health (OMH) announced that one of its facilities experienced a 

cybersecurity breach between April 28, 2016 and May 4, 2016. Malicious adversaries may 

have obtained the information of 21,880 patients, including: names, addresses, dates of 

birth, telephone numbers, and email addresses. Social Security numbers, driver’s license or 

state identification numbers, school, county, and coded health-related information from 

interviews or questionnaires may have been included in some records [15]. 
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The Impact on the Victim 
 

 

 

 

The Likelihood of EHR Exploitation 

Failing to secure electronic health records severely impacts victims without imposing a 

proportional impact on the healthcare entity that failed to protect the data. There were 

over 2.3 million cases of medical identity theft in the United States in 2014 [6]. After the 

2015 breach of 100 million medical records from Anthem, Premera Blue Cross, and 

Excellus Health Plan, let alone the numerous smaller networks compromised in 2015 and 

2016, the annual rate of medical identity theft could easily increase to be ten or twenty 

times greater than the 2014 rate. One 2012 estimate put the total economic impact of 

medical identity theft in the U.S. at $41.3 billion [6]. As before, it is important to note that 

this figure was calculated before the incessant barrage of cyber-attacks against the 

healthcare sector that came about in 2015 and 2016. Consequently, the current annual 

economic impact on American organizations is likely much higher. More importantly, the 

impact on victims is too severe to continue to ignore. 

Figure 22: AlphaBay Market American Identity Listing 

Figure 22 shows a listing of identity theft credentials on AlphaBay for a $0.99 per identity.  
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The Fiscal Cost of Exploitation 
 

 

 

 

The medical identity theft that occurs as a result of the compromise of EHRs from 

healthcare organizations and the distribution of EHRs on Deep Web markets and forums 

financially devastates most victims and in some cases, presents a critical risk to their 

physical health. Current consumer protections were not designed for medical identity theft, 

so victims have to dedicate significant time and extensive work to prove the fraud and clear 

the activity from their accounts. Attacks that steal credit cards or compromise bank 

credentials have been commonplace for the past decade. Now, automatic triggers built into 

the system often notify potential victims of suspicious activity and stolen funds are usually 

reimbursed. Though reporting the incident and dealing with the remediation is a hassle, 

victims are protected from financial fraud under the Fair Credit Billing Act. No such act 

protects the victims of medical identity fraud [6]. There is no convenient number or 

organization to call, report suspicious activity, and change healthcare information [1]. 

Stopping the damage, disputing the charges, and correcting the record can consume all of a 

victim’s time and energy. Some frustrated victims eventually give up and pay the bills 

Figure 23: AlphaBay Market USA Profiles Listed for Healthcare Fraud 

Figure 23 is a low cost AlphaBay listing of identity credentials with a recommended use for 

medical identity theft. 
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themselves because disputes over the charges can require up to five years.  According to a 

2016 report from Javelin Strategy and Research, the average identity fraud victim spent 

about $55 to resolve financial account problems in 2015. Meanwhile, 65 percent of the 

1,005 medical identity fraud victims who were surveyed by Ponemon Institute said that 

they spent an average of $13,500 to pay lawyer fees or healthcare bill in their names and 

dedicated more than 200 hours to resolve the issue. Even if the victim learns of the 

compromise before the information is exploited, remediation can still cost over $1,500 in 

fees and consume their free time for up to five years [6].   

Holding Lives for Ransom 

A successful attack against the healthcare industry may impair operational functionality 

and risk lives. If patient information is stolen then an adversary can further victimize 

victims by selling the information on Deep Web markets, by using the information for 

identity theft, or by leveraging the data for robust social engineering attacks [7]. After the 

Hollywood Presbyterian Medical Center paid a $17,000 ransomware demand in February 

2016, attackers realized that attacks against the healthcare sector could be valuable and 

that ransom based attacks in particular were powerful because lives were at risk for as 

long as the ransom was not paid. 2016 became the year of ransomware attacks against 

healthcare systems. In many cases, the attacker exfiltrated patient data from systems while 

incident response teams and law enforcement combatted the ransomware. The attacker 

could use or sell the EHRs, could send additional ransomware to all of the email addresses 

included in the patient records (possibly disguised as a breach notice or as patient rights), 

or could exploit patients directly. Ransom demands against individual victims began to be 

paired with EHR theft worldwide such as in the U.S., in the U.K., and in China. Patients 

whose EHRs are stolen may be targeted for ransom based on the information in the record. 

For instance, attackers may threaten a victim with the exposure of a severe medical 

condition such as HIV unless regular payments are made. The potential of this impact is 

increased if the targeted patient is famous or notable. To this end, some attackers have 

begun targeting drug and alcohol rehabilitation clinics in the hopes that EHRs can be stolen 

from low-security systems and that victims can be blackmailed into paying additional 

ransoms. Worse, the attacker can still sell or use the victim’s information. Victims who do 

not pay may be subject to humiliation, embarrassment, reputational harm, or other 

consequences. Further, due to the sensitive nature of the demand, the victim is less likely to 

engage with law enforcement. As with ransomware, victims who pay the ransom have no 

guarantee that the attacker will keep their word, and the ransom will only encourage and 

enable other illegal activity [16]. 
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The Physical Toll of EHR Exploitation 

Failure to recognize a breach and rapidly identify medical identity theft when it occurs 

endangers the health of victims (and any attackers) by linking their medical information 

with the attacker’s information [6]. The World Privacy Forum refers to stolen health 

records as “the crime that can kill you” because information, such as an allergy to penicillin, 

is often deleted from a patient’s medical record when it is stolen by a hacker or used by a 

buyer [3]. The thief’s medical treatment, history, and diagnoses can corrupt a victim’s 

electronic health record for years and can result in life threatening situations. This severity 

and likelihood of this potential outcome are significantly increased if the hacker who sells 

the medical identity sells to multiple buyers. Many victims would not know if there is 

misinformation intermingled in their records because patients do not see their EHR. 

According to Ann Patterson, Senior Vice President of the Medical Identity Fraud Alliance 

(MIFA), “About 20 percent of victims have told us that they got the wrong diagnosis or 

treatment, or that their care was delayed because there was confusion about what was true 

in their records due to the identity theft.” In some reported accounts, the thief’s history 

with substance abuse or other medical problems can directly and substantially impact the 

victim’s life. For instance, in one account a pregnant woman used a stolen medical identity 

of a victim, Anndorie Cromar, to pay for maternity care at a Utah hospital. The infant was 

born with drugs in her system. Child protective services assumed custody of the infant. Due 

to the fraud, the state assumed that the infant belonged to Cromar and that Cromar was 

therefore a drug addict and negligent parent. As a result, Child Protective Services 

attempted to assume custody of Cromar’s actual children. Anndorie Cromar had to undergo 

a DNA test to remove her name from the infant’s birth certificate, and she spent years 

correcting her medical records [6].  
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High Risk Victims 

Frequent Visitors 

New mothers, surgery patients, and people with chronic conditions such as diabetes or 

serious illnesses such as cancer have a higher likelihood of becoming victims because they 

have greater interaction with the healthcare system. Their attack surface is more extensive 

and there is more opportunity for attackers to obtain their records.  Further, frequent users 

of the healthcare system are more likely to become inundated by healthcare 

correspondence and less likely to notice fraudulent charges or activity [6]. 

Those Who Share 

Not all medical identity theft occurs from compromised healthcare systems. Some records 

are stolen by family members and known associates. According to a Ponemon Institute 

survey of 1,005 victims, 24 percent of medical identity theft occurs when a family member 

steals a relative’s health insurance card or other ID and 23 percent was the result of people 

knowingly sharing their medical information with someone else who needed treatment.  

Only 10 percent of victims believe their information was compromised in a breach of a 

healthcare provider or insurer systems and 12 percent believe that they were tricked into 

giving up information via a phishing email or spoofed website. Ninety-one percent of those 

who said they shared healthcare credentials did so because the other person had no health 

insurance and 86 percent said it was because the other person could not afford medical 

treatment. Sixty-five percent said it was done in an emergency [6]. Though this study was 

conducted before the uptick in ransomware and targeted EHR attacks against the 

healthcare sector in 2016, the results of the survey clearly demonstrate the risk to patients 

who willingly share their information. Willful fraudulent medical claims and inadvertent 

medical identity theft financially impacts healthcare organizations and it poses a significant 

medical risk to the patient whose medical information may become contaminated with that 

of another user. 

The Older Generation 

The deceased are obvious targets for medical identity theft because they cannot contest 

any suspicious activity and because their identity may retain access to government 

benefits, despite their expiration.  
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Older adults are often targeted because they are considered more susceptible to scams and 

because they tend to be more willing to provide personal information without considering 

how it could be exploited in the age of the internet. Additionally, the SSN printed on 

Medicare cards is a gateway to medical identity theft and other types of fraud. The elderly, 

disabled, and anyone else who requires assistance may not read their own correspondence 

or be capable of noticing and disputing suspicious activity [6].  

Millennials and the Younger Generations 

Millennials, or anyone who shares a great deal of personal information on social media 

sites and applications may attract medical identity thieves because the criminals excel at 

aggregating social media information and pairing it with health and other information to 

form robust, valuable profiles. These users and the younger generations frequent a more 

diverse, more expansive, and less secure selection of healthcare facilities, including express 

medical facilities, therapy centers, mental health clinics, etc. [6]. 

 

  

Figure 24: AlphaBay Market Listing of Deceased Identity Profiles 

Figure 24 is the listing of full identity information of a deceased person that could be used for fraud or to 

collect government benefits. 
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Children 

 

 

 

  

Figure 25: AlphaBay Market Listing of Child SSNs by “badmans”  

Figure 25 is a listing for children social security numbers that can are valuable for long term fraud 

campaigns.  
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Criminals aggressively pursue children’s health records because the data has a long lifetime 

and because the compromise may go unnoticed for years. Children are often not notified 

when their data is breached as part of a parent’s record. Parents do not tend to examine a 

minor’s credit report, and fraud that appears as unpaid debt may go unnoticed until the 

child matures into adulthood. By that time, the EHR could have been sold tens or hundreds 

of times on Deep Web and numerous threat actors may be using it [6]. One 2016 study by 

Richard Power of Cylab at Carnegie Mellon University found that as many as 10 percent of a 

40,000 child sample have someone else using their social security number. This rate is 51 

times the rate of identity theft for adults in the United States [17].  

In Figure 26, “wakawaka” offers child SSN by desired state and year. 

Figure 26: AlphaBay Market Listing of Child SSNs by “wakawaka”  
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Law Enforcement Response 
Law enforcement has attempted to shut down Deep Web markets and to arrest known 

buyers and sellers. This task is complicated because the users go to great effort to remain 

anonymous and because many of the transactions occur in exclusive or private sessions. In 

some instances, such as for a few weeks in 2015, the FBI has attempted to capture Deep 

Web criminals by arresting the owner of the site and by assuming control and operation of 

the market. The FBI tried this tactic, with mixed response, with the pedophile site, Playpen, 

for a few weeks in 2015 [18]. There is now a fear in Deep Web communities that sites that 

go offline, such as TheRealDeal Market, which has been offline for over three days, might be 

assumed and operated by law enforcement agencies such as the FBI. 

Conclusion 
Executive management who take a lackadaisical approach to cyber-hygiene make easy prey 

to digital age adversaries of all shapes, sizes and motivations. Boardrooms absent of 

cybersecurity experts will continue to view cyber-defense as little more than the esoteric 

techno-alchemy of weaponized 1’s and 0’s. The industrywide refusal of executives to cyber 

hygienically evolve and expedite meaningful layers of cybersecurity can be directly 

correlated to the health sector remaining the most vulnerable to exploitation as well as the 

choicest of targets for adversaries seeking to maximize the financial payoff for their efforts. 

Vulnerable legacy systems and devices that lack the ability to update and patch are 

Frankensteined into networks possessing newer technologies that can be updated and 

patched.  As a result, the organization’s IoT microcosm becomes collectively vulnerable as 

effective layers of security cannot be properly implemented. Without the input of cyber risk 

management professionals and without comprehensive oversight, they will continue to 

make socially negligent decisions that gamble the electronic health information of United 

States citizens between antiquated security, insufficient fiscal and regulatory penalties, and 

the fingertips of tantalized insatiable adversaries. Cyber predators easily discover 

vulnerable systems in every healthcare organization like blaring beacons on a radar screen. 

Despite the contentions of board executives who claim their organizations are dutiful 

shepherds of patient records because they secure systems according to their “due 

diligence,” patient records are incessantly appearing for sale on Deep Web marketplaces. 

Rather than ensure the confidentiality, availability, and integrity of patient records to the 

maximum capability of the organization, executives make budget-line decisions that shift 

the risk of compromise onto the patients, whose data lies in the vulnerable systems. The 

consequences of these decisions made in far-off board rooms can haunt a patient for the 

rest of their life if an attacker compromises a healthcare database, exfiltrates EHRs, and 

repeatedly sells the information to be used for medical identity theft and other forms of 

fraud.  
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Due to antiquated security, healthcare systems are relentlessly and incessantly 

compromised by swarms of script kiddies, cybercriminals, self-radicalized lone wolf threat 

actors, and nation state advanced persistent threats.  These actors covet patient’s 

electronic health records to sell to anonymous buyers or to use themselves to commit 

medical identity theft, perpetrate tax fraud, submit false claims, acquire controlled and 

prescription substances, create fake identities, extort patients, access government benefits, 

obtain medical devices or to be weaponized against the nation in espionage databases. 

Regardless of how the patient record is abused, the victim patient bears the majority of the 

long-term impact of the compromise of a system that they had no decision of how to 

protect, all so that the compromised organization can save budget or procrastinate 

updating or replacing their Frankensteined legacy technologies. Due to the longevity of the 

record, adversaries may continue to exchange and exploit the compromised information 

for the rest of the victim’s life. For some, such as children, this can drastically hinder their 

future financial stability and limit the potential lives that they could lead. 
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Contact Information 

 

Legislative & Executive Branch Inquiries:   

 James Scott, Senior Fellow, ICIT (james@icitech.org, 202-774-0848) 

Federal Agency & Underwriting Inquiries:   

 Parham Eftekhari, Senior Fellow, ICIT (parham@icitech.org, 773-517-8534) 

 

Links 

 

Website:           www.icitech.org 

 

       https://twitter.com/ICITorg 

 

https://www.linkedin.com/company/institute-for-critical-infrastructure-
technology-icit- 

 

https://www.facebook.com/ICITorg 
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Appendix A: Additional Exploits  

Available for Purchase on TheRealDeal Market (September 2016) 
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Appendix B: Seller Profiles 
Appendix B contains the market profiles of sellers whose products are discussed in the 

report. Note the differences in the levels of trust, rank, and information provided about 

each seller. Seller profiles are organized alphabetically according to moniker. 
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