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INTRODUCTION
In today’s interconnected world, U.S. litigation often involves the discovery of information located
in Europe. Whether U.S. litigators are seeking to obtain the information or trying to resist its production,
they need to grapple with a wide array of European privacy laws and blocking statutes. While this has
always been a challenge, recent events have made handling discovery from Europe even more
complicated.
There is a new mechanism for transferring personal data from the European Union (“EU”)1 to the
U.S. as the Privacy Shield Framework replaces the now-invalidated Safe Harbor Program.2 There is new
uncertainty for British data protection as the United Kingdom prepares to withdraw from the European
Union. And, most importantly, there is a new data protection scheme on the way, as the General Data
Protection Regulation becomes effective in May 2018.
Our 2017 update serves as a resource for lawyers in both the EU and the U.S. Part I provides an
overview of the EU Data Protection Directive and discovery-blocking statutes, addresses their impact on
U.S. discovery, and proposes guidelines for navigating international discovery. Part II surveys the data
privacy statutes, commonly-encountered blocking statutes, and selected case law pertaining to each
European country. Each country’s section is up-to-date as of April 2017.
This paper provides a broad overview of a multifaceted, complex subject and is meant to serve as
a starting point for additional, country-specific research. As in prior editions of this paper, we have
included links and citations to recent materials.3 For more information about the matters discussed in this
paper or our eDiscovery practice generally, please contact:
New York:
Seth D. Rothman
+1 (212) 837-6872
seth.rothman@hugheshubbard.com
Charles W. Cohen
+1 (212) 837-6856
charles.cohen@hugheshubbard.com
Paris:
Stefan Naumann
+33 (0) 1 44 05 80 60
stefan.naumann@hugheshubbard.com
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PART I
AN OVERVIEW OF EU DATA PROTECTION LAWS AND BLOCKING STATUTES AND THEIR IMPACT
ON U.S. DISCOVERY

I.

The EU Directive

A.

The Right to Data Privacy

In Europe, the right to data privacy is recognized as a fundamental human right. The Charter of
Fundamental Rights of the European Union, to which all EU member states are bound, states that
“Everyone has the right to the protection of personal data concerning him or her.”4 The European
Convention on Human Rights, to which all Council of Europe member states are signatories, establishes
a right to respect for private life, which includes privacy in data and correspondence.5

B.

Implementation and Enforcement

The European Commission enacted the EU Directive on October 24, 1995 and it became
effective on October 25, 1998.6 The EU Directive’s stated purpose is twofold: (i) to harmonize divergent
data protection regimes in the Member States in order to remove obstacles to the free flow of information,
and (ii) to protect fundamental rights and freedoms, notably the right to privacy by establishing minimum
safeguards for the use of personal data.7
The EU Directive obligates each EU country to enact data protection laws that are at least as
protective of personal privacy as the EU Directive itself. Each EU country has complied with the EU
Directive by enacting its own data protection laws, reflecting that country’s individualized choices with
respect to the definition of personal data, the level of protection afforded personal data, and the penalties
for privacy violations. Some countries, such as Germany, France, and Italy, have data protection laws
that are significantly stronger than the EU Directive.
The EU Directive also obligates each EU country to create an independent data protection
authority (“DPA”) to oversee compliance with that country’s data protection laws. Each DPA must have
the power to investigate and intervene in data processing operations.8 The European Commission
monitors each country’s DPA to ensure its compliance with the EU Directive and may bring a legal
proceeding against a country whose DPA falls short of these requirements.9
Under the EU Directive, data privacy violators may face sanctions from both public and private
sources. The Directive requires each member state, through its DPA or judicial authority, to impose
sanctions against violators, such as fines, imprisonment, or both.10 The Directive also requires each
member state to allow EU citizens to bring private civil actions against violators.11
The EU Directive impacts U.S. discovery efforts because it protects the personal data of
individuals even when that data is transferred out of the EU. The EU Directive accomplishes this by
restricting both the “processing” and “transfer” of personal data, subject to limited exceptions that may not
apply in the context of U.S. litigation.

The Impact on U.S. Discovery of EU Data Protection and Discovery Blocking Statutes

Page 2

The EU Directive does not apply to “processing operations concerning public security, defense,
State security (including the economic well-being of the State when the processing operation relates to
State security matters) and the activities of the State in areas of criminal law.”12 Nor does it apply to
processing by an individual engaged in a “purely personal or household activity.”13

C.

“Personal Data”

The EU Directive restricts access to and use of “personal data.” The European concept of
personal data is much broader than it is in the United States. The EU Directive defines “personal data” as
“any information relating to an identified or identifiable natural person (‘data subject’),” including
workplace information pertaining to employees.14 In implementing the Directive, EU countries have
defined “personal data” in slightly different ways, but “personal data” generally refers to any data that
permits the identification of an individual, either directly or indirectly, through means reasonably likely to
be used by either the data controller or a third party.15 This includes information that would not normally
be considered “personal” in the United States, such as job titles, office locations and email addresses.16
In the United States, we generally associate the phrase “personal data” with data such as an
individual’s personal medical information and social security number. In Europe this data is considered
“sensitive data,” and is even more highly protected than “personal data.” Sensitive data includes
information of a highly personal nature that reveals an individual’s race, ethnicity, political opinion,
religious or philosophical beliefs, trade union membership, mental or physical health, sex life, criminal
convictions, civil judgments or sanctions.17 Under the EU Directive, member states and data controllers
are prohibited from processing sensitive personal data, subject to some very limited exceptions.18

D.

“Data Controller”

Under the EU Directive, a data controller is a “natural or legal person, public authority, agency or
any other body which alone or jointly with others determines the purposes and means of the processing
of personal data.”19 Generally speaking, the data controller determines the purpose of data processing.20
Its role is characterized by control over the data, including the ability to decide how the data should be
processed.21 The data controller decides why data should be processed, what other parties or entities
will be involved in the processing, and what timeline the processing should follow. The data controller
may delegate decisions relating to the means of processing to a data processor.22 With respect to data
protection, the data controller must implement measures to protect personal data from accidental or
unlawful destruction or loss, alteration or unlawful disclosure or access.23

E.

“Processing”

The EU Directive applies to the “processing” of data. “Processing” is defined broadly as “any
operation or set of operations which is performed upon personal data, whether or not by automatic
means, such as collection, recording, organization, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or
combination, blocking, erasure or destruction.”24 This definition encompasses essentially every action
taken in connection with U.S.-style discovery,25 and is not limited to technical actions, such as filtering,
indexing, culling, de-duplicating, and converting data from one format to another.
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The EU Directive prohibits the processing of personal data unless certain requirements are met.
These requirements, which are contained in Articles 6, 7, and 10 of the EU Directive, are designed to
ensure that data processing is proportional (Article 6), legitimate (Article 7), and transparent (Article 10).

1.

2.

Article 6 Requirements: Under Article 6 of the EU Directive, member states must ensure
that the processing of personal data is:

(a)

Fair and Lawful – Personal data must be processed fairly and lawfully.26

(b)

Purpose-Limited – Personal data must be “collected for a specific, explicit and
legitimate purpose and not further processed in a way that is incompatible with
those purposes.”27

(c)

Relevant in Scope – The collected data must be “adequate, relevant and not
excessive in relation to the purposes for which they are collected and/or further
processed.”28

(d)

Accurate and Current – Personal data must be accurate and up-to-date, and
every reasonable step must be taken to ensure that inaccurate or incomplete
data are erased or rectified.29

(e)

Time-Limited – Personal data must be “kept in a form that permits data subjects
to be identified for no longer than is necessary for the purposes for which the
data were collected or for which they are further processed.”30

Article 7 Requirements: Under Article 7 of the EU Directive, member states may only
permit the processing of personal data if one or more of the following conditions are met:

(a)

Consent – Personal data may be processed if the data subjects “unambiguously”
provide “informed” and “voluntary” consent.31

(b)

Performance of a Contract Involving a Data Subject – Personal data may be
processed if “necessary to the performance of a contract to which the data
subject is a party or in order to take steps at the request of the data subject prior
to entering a contract.”32 This provision applies to processing that is necessary
to achieve the specific purpose of the contract.

(c)

Compliance with Legal Obligations – Personal data may be processed when
“necessary for compliance with legal obligations to which the controller is
subject.”33 (As discussed below in Section (f), EU countries generally do not
recognize U.S. discovery as a “legal obligation” that permit the processing of
personal data.34)

(d)

Protection of Data Subject’s Vital Interests – Personal data may be processed
when “necessary in order to protect the vital interests of the data subject.”35

(e)

Tasks Carried Out in the Public Interest – Personal data may be processed
“when necessary for the performance of a task carried out in the public interest or
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in the exercise of official authority vested in the controller or in a third party to
whom the data are disclosed.”36

(f)

Controller or Third Party’s Legitimate Interests – Personal data may be
processed “when necessary for the purposes of the legitimate interests pursued
by the controller or by the third party or parties to whom the data are disclosed,
except where such interests are overridden by the interests for fundamental
rights and freedoms of the data subject which require protection under Article
1(1).”37 (Similar to the situation concerning compliance with legal obligations, EU
countries generally do not recognize U.S. discovery obligations as “legitimate
interests” that would permit the processing of personal data.38)

3.

Article 10 Requirements: Article 10 of the EU Directive requires data controllers to notify
subjects that data about them is being collected and to provide them with (1) the identity
of the controller and its representative, if any; (2) the intended purpose of the processing;
and (3) any further information, such as the recipients’ identities, the need to respond to
questions relating to the processing and notification of the employees’ rights to obtain
processing progress updates, make updates to their data being processed, and require
the controller to notify third parties about those updates.39 Importantly, controllers must
notify a member state’s DPA if the data will be transferred outside the EU.40

F.

Transfer of Personal Data to Third Countries

Although the EU Directive does not actually define the term “transfer,” the European Commission
construes that term broadly to include any transmittal of personal data, whether in hardcopy form or
electronic form. To ensure that controllers do not circumvent the EU Directive’s protections by
transferring data outside of the EU, the EU Directive expressly prohibits the transfer of personal data to
non-EU countries, except in limited circumstances.41
There are three categories of exceptions to the general prohibition against transfer of personal
data outside of the EU. It is useful to think of these as country-based, corporate-based, and conditionbased.


Country-based exceptions include third country adequacy findings, by which the
European Commission determines that the transferee country provides an
adequate level of data protection. The U.S. has not been found to ensure an
adequate level of protection, but a separate arrangement between the EU and
the U.S., the EU-U.S. Privacy Shield, permits data transfers to transferees in the
U.S. who participate in the Privacy Shield program.



Corporate-based exceptions, such as binding corporate rules and standard
contractual clauses, permit the transfer of personal data for business purposes.
Binding corporate rules are generally used for intra-organization data transfers,
while standard contractual clauses are used for third party data transfers.



Condition-based exceptions allow for data transfers when certain conditions have
been met; for example, if the data subject consents to the transfer, the transfer
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protects the data subject’s vital interests, or the transfer preserves a public
interest.

1.

Country-Based Exceptions

The EU Directive permits transfers where the European Commission determines that the
transferee country “ensures an adequate level of protection.”42 To date, the European Commission has
made adequacy findings with respect to eleven non-EU countries: Switzerland (2000), Canada (2001 —
for data subject to the Canadian Personal Information Protection and Electronic Documentation Act),
Argentina (2003), the Bailiwick of Guernsey (2003), the Isle of Man (2004), the Bailiwick of Jersey (2008),
Andorra (2010), the Faroe Islands (2010), Israel (2011), Uruguay (2012) and New Zealand (2012).43 As
noted above, the European Commission does not deem the United States to ensure an adequate level of
data protection.
The European Commission used to permit transfers of personal data to U.S. transferees who
participated in the Safe Harbor Program in accordance with the Safe Harbor Privacy Principles of the
United States Department of Commerce (July 2000) (the “Safe Harbor Program”).44 Under the Safe
Harbor Program, U.S. participants were able to self-certify that they had implemented internal data
practices consistent with the EU–U.S. Safe Harbor framework.45
On October 6, 2015, the European Court of Justice decided the Schrems case, finding that the
U.S. Safe Harbor Program did not ensure an adequate level of protection for data sent to the United
States. The Schrems decision invalidated the European Commission’s decision approving the Safe
Harbor Program,46 thereby terminating the Safe Harbor Program throughout the EU.
The U.S. and the EU thereafter agreed on a new data transfer pact called the EU-U.S. Privacy
Shield, which expands upon the practices and principles of the Safe Harbor Program.47 The European
Commission approved the EU-U.S. Privacy Shield on July 8, 2016, and then adopted it less than one
week later on July 12, 2016.48 The Privacy Shield is intended to rectify the perceived inadequacies of the
now defunct Safe Harbor Program by requiring enhanced protections for personal data.
To participate in the Privacy Shield program, U.S. companies must register with the U.S.
Department of Commerce and self-certify that they meet the program’s standards.49 They must renew
their registrations every year. The U.S. Department of Commerce monitors and verifies that each
company’s privacy policies comply with the Privacy Shield principles.50 These principles are:
(1)

Notice – Under the Privacy Shield, an organization must provide notice to data subjects
that their personal data has been transferred from the EU to the U.S. Additionally,
organizations must make their privacy policies public and provide a link to the
Department of Commerce’s website.51

(2)

Choice – Data subjects must be able to opt out if their personal data will be processed or
used in a way that is incompatible with the purpose for which it was originally collected.
For sensitive data, organizations must obtain the data subject’s affirmative, express
consent to the transfer.52
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(3)

Security – Each organization involved in creating, maintaining, using or disseminating
personal data must take “reasonable and appropriate” security measures to protect the
data.53

(4)

Data Integrity and Purpose Limitation – Personal data must be used for the purpose for
which it was collected or for a purpose that is subsequently authorized by the data
subject.54

(5)

Access – The data subject must have the right to obtain, for any reason and at any time,
confirmation that his or her personal data is being used by an organization or, if
requested, the personal data itself. This principle also includes the right of the data
subject to amend any incorrect information, or delete any personal information that is
inaccurate or which was obtained in violation of the Privacy Shield principles.55

(6)

Accountability of Onward Transfer – An organization may transfer personal data to a
controller or processor only for limited and specified purposes, and only under a contract
that provides the level of protection required by the Privacy Shield principles.56

(7)

Recourse, Enforcement, and Liability – Organizations must have mechanisms in place to
ensure compliance with the Privacy Shield principles and must provide recourse for data
subjects whose data has been handled in any manner that is non-compliant with those
principles.57

In the U.S., the Department of Commerce oversees the Privacy Shield program and maintains a
“Privacy Shield List” that identifies participating organizations.58

2.

Corporate-Based Exceptions

Business entities may adopt “standard contractual clauses” or “binding corporate rules” that
permit the transfer of personal data outside the EU. These corporate-based exceptions allow the transfer
of data to other companies or to other offices outside of the EU, regardless of whether the foreign country
ensures an adequate level of data protection.

(a)

Standard Contractual Clauses

Standard contractual clauses (also referred to as “model contracts”) are typically used to transfer
data from one company to another. Article 26(4) of the EU Directive empowers the European
Commission to promulgate standard contractual clauses permitting personal data transfers to unrelated
companies in non-EU countries.59 The clauses, which are available on the European Commission’s
website, have to be adopted as they are written without any changes or modifications.60 Among other
things, the clauses permit a data subject (who is deemed to be a third party beneficiary of the contract) to
seek damages from a contracting party who breaches the clauses.

(b)

Binding Corporate Rules

Binding corporate rules (“BCRs”) are typically used to make intra-company transfers from an EU
country to third countries, including the United States. BCRs permit internal transfers within an
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organization, as well as transfers between parents, subsidiaries, and sister companies in the same
corporate group.61 To ensure that an organization’s BCRs provide an adequate level of privacy, most
DPAs typically require that the organization submit its BCRs to the DPA for approval.

3.

Condition-Based Exceptions

In addition to the country-based exceptions and corporate-based exceptions described above, the
EU Directive also permits certain condition-based exceptions, which are listed in Article 26(1). The Article
29 Data Protection Working Party62 has issued a working document indicating that these condition-based
exceptions “should be interpreted restrictively and preferably be applied to cases in which it would be
genuinely inappropriate, or even impossible, for the transfer to take place” using the corporate-based or
country-based exceptions listed above.63 Thus, a data controller should first look to use a country-based
exception or corporate-based exception before using any of the condition-based exceptions listed
below.64

II.

(a)

Consent – Personal data transfers may occur when the data subject
unambiguously consents to the transfer.65

(b)

Performance of Contract Involving a Data Subject – Personal data may be
transferred if “necessary to the performance of a contract between the data
subject and the controller or the implementation of pre-contractual measures
taken in response to the data subject’s request.”66

(c)

Conclusion of the Performance of Contract – Personal data may be transferred if
it “is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party.”67

(d)

Public Interest or Legal Claims – Personal data may be transferred when
“necessary or legally required on important public interest grounds, or for the
establishment, exercise or defense of legal claims.”68

(e)

Data Subject’s Vital Interests – Personal data may be transferred “in order to
protect the vital interests of the data subject” 69 (e.g., medical records that are
required to treat the victim of a car accident). 70

(f)

Transfer from Public Register – Personal data may be transferred from a
“register which according to laws or regulations is intended to provide information
to the public and which is open to consultation either by the public in general or
by any person who can demonstrate legitimate interest.”71

Applying the EU Directive to U.S. Discovery Obligations

One key issue under the EU Directive is the transfer of EU data to the United States for the
purposes of civil litigation. In February 2009, the Article 29 Working Party issued Working Document
1/2009 on pre-trial discovery for cross-border civil litigation (“WP 158”).72 WP 158 addresses crossborder discovery and offers guidance to European data controllers presented with U.S. discovery
demands.73
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In WP 158, the Article 29 Working Party considers three provisions of the EU Directive that might
justify the transfer of personal data to the United States for civil litigation purposes: (i) “consent” under
Article 7(a); (ii) “compliance with a legal obligation” under Article 7(c); and (iii) “furtherance of a legitimate
interest” under Article 7(f). The Working Party also suggests that data may be transferred to the United
States for litigation purposes via BCRs and the (now invalidated) Safe Harbor provisions.74


Article 7(a) Consent: The Working Party begins its discussion of Article 7(a) by
noting that valid consent is difficult to obtain. Consent must be “freely given,
specific and informed”75 and must be obtained not only from the custodian of the
data, but from any data subject whose personal information is contained within
the custodian’s files. 76 The Working Party then notes that relying on consent is
problematic because data subjects must be allowed to revoke their consent at
any time. In the context of U.S. litigation, this is a particular problem because the
data may have already been produced to an adverse party. 77 Given these
issues, the Working Party concludes that consent is “unlikely” to provide a good
basis for transferring data to the U.S.78



Article 7(c): Compliance with a Legal Obligation: Under the EU Directive,
personal data may be processed if it is necessary for compliance with a legal
obligation. However, the Working Party notes that this generally refers to EU
obligations, and not to foreign obligations. 79 Thus, a litigant’s obligation to
comply with the Federal Rules of Civil Procedure does not constitute a “legal
obligation” under Article 7(c).80



Article 7(f): Furtherance of a Legitimate Interest: The Working Party also
considers whether “compliance with the litigation process may be found to be
necessary for the purposes of a legitimate interest pursued by the controller or by
the third party to whom the data are disclosed under Article 7(f).”81 The problem
with relying on Article 7(f) is that it can be used only when (i) the controller’s
legitimate interests override the data subject’s fundamental rights and freedoms
and (ii) the controller ensures adequate safeguards to protect the data.82
Moreover, Article 14 of the EU Directive gives data subjects the right to object to
a potential transfer under Article 7(f). If there is a justified objection, data
processing must stop.83

The Working Party has also published separate guidelines with respect to the legitimate transfer
of personal data. The Working Party recommends that:


Data controllers comply with certain data protection requirements in making
transfers for litigation purposes.84



Litigants “involve the data protection officers from the earliest stage,” although it
is not clear from the guidelines if this refers to company-appointed data
protection officers or those at the DPAs.85
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EU data controllers involved in U.S. litigation raise issues related to EU data
protection with the relevant U.S. courts in a timely manner to educate the courts
regarding data protection requirements and request appropriate protective orders
that comply with EU data privacy laws.86



Companies use BCRs or the (now invalidated) Safe Harbor Program “[w]here a
significant amount of data is to be transferred.”87

The Working Party also notes that:


Its earlier opinion Article 26(1)(d) (transfer necessary for the defense of legal
claims or on important public interest grounds) cannot be used to justify the
transfer of all employee files to a group’s U.S. office in case legal proceedings
are one day brought in a U.S. court.88



“Compliance with a request made under the Hague Evidence Convention would
provide a formal basis for a transfer of personal data,” although not all Member
States are signatories, and those that are may have signed with an Article 23
Reservation.89



The Hague Evidence Convention is the preferred method of providing for transfer
of information for litigation purposes even though the time associated with Hague
procedures falls outside the normal time frame for U.S. pre-trial discovery.

The Working Party paper states that, even with a proper basis for the transfer of personal data,
controllers must consider the data subject’s rights and ensure the use of adequate safeguards for the
processing of the data subject’s personal data. This means compliance with Article 6’s fair processing
principles and the implementation of adequate safeguards, including all reasonable technical and
organizational precautions relating to the security of the data, by both the producing and receiving parties.
These precautions are discussed throughout WP 158 and include:


Transparency – i.e., notifying individuals in advance of the possible use of their
data for litigation and, where the personal data is actually processed for litigation
by notifying the data subject of the identity of the recipients, the potential uses of
the data, the categories of data concerned and the data subject’s rights in
connection with that processing.90



Notice – to the data subjects of their right to object to processing under Article
14, which means the data controller must also provide information concerning the
right to object on compelling legitimate grounds; the existence, purpose and
functioning of the data processing; and the data subject’s right to access, rectify
and erase personal data under Article 12.91



Culling – to separate relevant and irrelevant information in order to further reduce
the personal data that will be processed and disclosed.92
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Culling by a data controller (or by a trusted third party entity located in the EU, to
whom the culling task has been delegated) to reduce further the number of
personal records to be processed.93

Notably, the Working Party opted not to address the “control of the use, for litigation purposes, of
personal data which has already been properly transferred” to the United States. For example, litigants
may have previously transferred personal data to the United States under BCRs or the (now invalidated)
Safe Harbor.94 The Working Party did not offer any guidance on whether that data could subsequently be
used or disclosed in litigation.95
On October 5, 2012, the Working Party adopted “Opinion 08/2012 providing further input on the
data protection reform discussions” (“WP 199”), a 45-page proposal providing limited guidance from the
Working Party on how personal data should be defined and the notion of consent.96 The opinion also
analyzed and critiqued the European Commission’s legislative process with respect to data privacy
reform, pointing out the need for stricter data protection and enhanced individual rights.97
Individual EU member states may also have guidelines that govern transfers to the United States
for purposes of civil litigation. For example, France’s Commission Nationale de l’Informatique et des
Libertés (“CNIL”) published an opinion similar to WP 158 to provide guidelines for French data controllers
handling data in France for use in U.S. litigation. See Part II of this Paper for further discussion of the
individual EU member states’ data protection laws and guidelines.

III.

The EU General Data Protection Regulation

On April 14, 2016, the European Parliament adopted the EU General Data Protection Regulation
(“GDPR”).98 The GDPR entered into force on May 24, 2016, and, after a two-year grace period, will take
effect on May 25, 2018.99 Once it becomes effective, the GDPR will replace the EU Directive throughout
the EU.
The GDPR is a regulation, rather than a directive, which means that it will govern data protection
in each EU country without having to be implemented through national legislation. As a result, EU
member countries will not be able to modify or change the GDPR. Indeed, the European Commission
chose to make the GDPR a regulation, rather than a directive, in an effort to harmonize data protection
law throughout the EU. At present, businesses in the EU have to comply with 28 different data protection
laws. The Commission noted that having to notify various national data protection authorities about the
data they are processing, costs EU businesses approximately €130 million per year and makes it harder
for them to access new markets.100
The GDPR is also intended to strengthen data privacy protections and bring them up to date.
Since the passage of the EU Directive in 1995, major technological changes have affected data
processing, including advancements in social networking, online shopping, and e-banking.
In an effort towards increased consistency in data privacy regulation across the EU, the GDPR
establishes a “one-stop-shop” policy. Under the EU Directive, data processing activities that crossed
multiple borders fell within the jurisdiction of each nation’s DPA. Under the GDPR’s “one-stop-shop”
approach, a data processor that processes data in multiple EU countries may register with the DPA in the
country where the processor’s “main establishment” is located.101 That DPA becomes the processor’s
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“lead authority,” with the power to regulate that processor across all EU nations and in all subsequent
instances of cross-border data processing.102 In terms of cross-border data transfers, DPA oversight is
thus moving from a country-based jurisdiction model towards a processor-based jurisdiction model.
The GDPR will raise penalties for noncompliance to up to the greater of (i) 4% of a company’s
annual worldwide revenue or (ii) 20 million euros. The GPDR also expands the reach of the law to all
companies seeking to process data belonging to EU residents, regardless of the company’s location.103
Under the GDPR, all organizations that process data of EU subjects will be required to implement
safeguards such as:



Data Governance Policy – Organizations will be required to put in place a
comprehensive data governance policy. Records of processing activities must
be available to the supervisory authority upon request.104



Data Protection Officer – Organizations must designate a Data Protection Officer
(“DPO”) when data is processed by public authorities or when data is being
systematically processed on a large scale.105



Data Protection Impact Assessments – Organizations must conduct regular data
protection impact assessments if their data processing is likely to result in a high
risk to an individual’s rights to privacy. Article 35 describes specific instances in
which such assessments must be executed.106

There are several other GDPR provisions that will impact companies:



Right to Erasure – The GDPR includes a “right to erasure of data,” which gives a
data subject the right to have their data deleted when there is no legitimate
reason for maintaining it.107



Third Country Court Data Transfer – When a court in a third country requests the
transfer of personal data, the GDPR requires the data controller to obtain
approval from their DPA before making the transfer.108



Withdrawal of Consent – It will be easier for data subjects to withdraw their
consent to the processing of their personal data.109



Data Protection by Design – The GDPR mandates that organizations implement
data protection measures “by design and default.”110 This requires that
organizations limit processing to only the personal data to be processed for each
specific purpose.111 The measures implemented must ensure that an individual’s
data is not made accessible without that individual’s intervention.112



Data Protection Trust Seal – The GDPR introduces a European data protection
trust seal that will be used to certify data controllers who are fully compliant with
EU regulations.113
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IV.

European Data Protection Body – The Article 29 Working Party will be rebranded
under the GDPR as the European Data Protection Body (“EDPB”). The EDPB
will have expanded responsibilities, including the issuance of binding opinions,
guidelines, and recommendations. It will also advise the European Commission
on whether third countries ensure adequate levels of protection, issue guidelines
to national supervisory authorities, and specify the criteria for certification under
the GDPR.114

Other Laws Governing Cross-Border Discovery

1.

The Hague Convention

The Hague Convention on the Taking of Evidence Abroad in Civil or Commercial Matters (“Hague
Convention”) is a multilateral treaty detailing procedures for the taking and collection of evidence from
signatory countries for the purpose of civil or commercial litigation.115 The Hague Conference on Private
International Law designed the terms of the Hague Convention in order to facilitate judicial cooperation on
issues of cross-border discovery. The U.S. is a signatory to the Hague Convention, as are all the EU
countries. The non-EU EEA countries other than Liechtenstein are also signatories.116
Chapter 1 of the Hague Convention permits evidence to be transmitted to other countries via a
Letter of Request.” The court in which the action is pending issues the Letter to the “Central Authority” of
the jurisdiction where the discovery is located. The Central Authority forwards the letter to domestic
judicial authorities competent to execute them, thus bypassing regular diplomatic channels.117 Chapter 2
of the Convention provides a procedure in which the parties voluntarily agree on a set of documents. A
duly-appointed commissioner or other official obtains the documents and transfers them to the foreign
jurisdiction for use in foreign proceedings.118
Generally speaking, the collection of evidence pursuant to the Hague Convention is an onerous
process. European judicial authorities will often take six months to respond to a Letter of Request and,
even then, may not grant the request.119 Nearly three-quarters of the Hague Convention’s EU
signatories120 have reserved their rights under Article 23 of the Convention to deny a letter of request “for
the purpose of obtaining pretrial discovery of documents.” Other countries, such as the U.K. and France,
have adopted a qualified Article 23 reservation that allows them to deny a letter of request in the event of
an overly broad pretrial “fishing expedition.”121

2.

Blocking Statutes

Many EU countries take issue with the breadth and scope of U.S. style discovery and the
extraterritorial application of U.S. discovery procedures in cross-border litigation. In light of these
concerns, some countries have adopted “blocking statutes” that prohibit the transfer of documents for use
in foreign legal proceedings, other than through the Hague Convention. Foreign litigants involved in U.S.
litigation have argued that their national blocking statutes prevent them from complying with U.S. rules of
civil procedure. As discussed in the next paragraph, these arguments have been met with little success.
In Société Nationale Industrielle Aérospatiale v. U.S. District Court for the Southern District of
Iowa, the U.S. Supreme Court held that the French blocking statute could not “deprive” an American
court of the power to order a party to produce evidence.123 The Supreme Court instructed U.S. courts to
122
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balance various factors in deciding whether the Federal Rules of Civil Procedure or a foreign blocking
statute governed a request for cross-border discovery.124 These factors include: (1) the importance of
the information to the litigation; (2) the degree of specificity of the request; (3) whether the information
originated in the U.S.; (4) the availability of alternative means of securing the information; and (5) the
extent to which noncompliance with the request would undermine important interests of the U.S., or
compliance with the requests would undermine important interests of the state where the information is
located.125 In the wake of Aérospatiale, U.S. courts have required foreign litigants to produce information
located in their home countries, notwithstanding blocking statutes or data protection laws.126
Other foreign laws may also restrict the transfer of specific categories of foreign information to the
U.S. for purposes of litigation. For example, many countries have bank secrecy laws that forbid banks
from divulging certain information about account holders.127 U.S. courts have been more willing to
enforce sector-specific laws than general blocking statutes. For example, in SEC v. Stanford
International Bank Ltd,128 the court held that discovery had to proceed in accordance with Switzerland’s
bank secrecy laws because of Switzerland’s strong sovereign interest in protecting the privacy of bank
records.129

V.

U.S. Perspectives on Cross-Border Litigation

As noted above, U.S. courts generally order the production of foreign data notwithstanding data
privacy laws and blocking statutes.130 U.S. bar associations and advisory groups have increasingly
focused on the issues raised by the discovery of foreign data and many suggest that foreign interests and
law should be given more weight. For example, in February 2012, the American Bar Association (“ABA”)
adopted a resolution urging U.S. courts to respect foreign privacy laws in civil litigation.131 The
nonbinding resolution states:
RESOLVED, THAT the American Bar Association urges that, where possible in
the context of the proceedings before them, U.S. federal, state, territorial, tribal
and local courts consider and respect, as appropriate, the data protection and
privacy laws of any applicable foreign sovereign, and the interests of any person
who is subject to or benefits from such laws, with regard to data sought in
discovery in civil litigation.132
The Sedona Conference has been particularly active in this area. It has produced several papers
on international data protection issues that may be of use to practitioners facing cross-border discovery
issues. The most significant of these are “Framework for Analysis of Cross-Border Discovery Conflicts”
(2008), Overview of Discovery, Data Privacy and Disclosure Requirements, Sedona Conference Working
Group Series (2009), “International Principles on Discovery, Disclosure: Best Practices,
Recommendations and Principles for Addressing the Preservation and Discovery of Protected Data in
U.S. Litigation” (2011)133 and “Practical In-House Approaches for Cross Border Discovery and Data
Protection” (2016).134 These publications identify and suggest potential approaches to cross-border
discovery.135

VI.

Best Practices

We recommend the following best practices to help corporate entities with foreign data prepare
for and handle the challenges of U.S. litigation.
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Before Litigation Arises



Review computer usage policies to ensure that the company is not inadvertently
violating its privacy obligations.



Implement document retention policies that retain email and other electronic
documents for only as long as the business determines is necessary.



Consider whether the U.S. operations have access to European data (including
data stored in the Cloud) that they do not need. U.S. courts are more likely to
order production of data to which a U.S. entity has direct access.



Facilitate a dialogue between the European employees responsible for privacy
obligations and the U.S. legal department.



Take cultural differences into account when requesting data for litigation
purposes. Many countries have little or no pre-trial discovery and may not
understand what it entails.

Once Litigation Is Reasonably Foreseeable or Imminent



Consider whether there is a need to implement a document hold on documents
located in an EU country, and whether doing so may conflict with local laws or
guidelines.



Determine whether your adversary is seeking information that is available from a
source that does not implicate EU data protection issues.



Perform a targeted collection when possible, including the use of search terms
and culling by date.



Engage experienced local counsel familiar with the data privacy and blocking
statutes, as well as any other laws that might affect cross-border discovery.



Identify and raise EU privacy issues with your adversary or the agency
requesting the data, and work to narrow the scope of the request as much as
possible.



Identify and raise potential discovery issues with the court early on. Memorialize
agreements regarding the scope of the discovery request(s) in writing and have
the court incorporate them into a discovery order. Be prepared to educate the
judge on the real world consequences of violating EU privacy provisions.



Involve the company’s data protection officer, if there is one.



Consider using European in-house staff or vendors to assist with discoveryrelated activities in Europe, including a possible in-country review.
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Follow WP 158’s suggestion that data controllers filter data to reduce the volume
of data and to transfer only necessary data to the United States.



If permitted, use anonymized or pseudonymized versions of the data.



Seek protective orders to preserve the confidentiality of produced data. Make
sure the protective order establishes the necessary level of protection.



Consider using the Hague Convention process, especially the Chapter 2 process
if you can reach an agreement on a set of materials.



Document your decisions and procedures.
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PART II
DATA PROTECTION LAWS BY COUNTRY136
Part II describes each country’s implementation of the EU Directive. In implementing the EU
Directive, each country must maintain its protections as the “floor” below which that country’s protections
may not fall. But each country may strengthen the EU protections or add additional protections of its own.
Thus, the degree of protection, the definition of personal data, the enforcement of violations and
sanctions, and the notification requirements to data protection authorities varies from country to country.
This paper focuses on EU data protection from the perspective of a U.S. litigant who is seeking to
compel a European party to produce data located in an EU country. To assist U.S. litigants in
understanding what this entails, each country’s section discusses that country’s requirements for crossborder transfers. Where known, we have also indicated whether a country has a blocking statute that
may affect such transfers.
U.S. litigants may also seek data through the Hague Convention. However, the Hague
Convention process is onerous and slow-moving, and some EU countries have made Article 23
reservations that limit or exclude pre-trial discovery requests. As a result, U.S. litigants prefer to use the
U.S. discovery rules to compel EU parties (or their U.S. subsidiaries) to produce data located in their
home countries, rather than proceed through the Hague Convention.
Finally, we note that privacy laws are subject to frequent change. Readers are advised to confirm
that each country’s section is up-to-date. Current information regarding European data protection laws
may often be found on the following website:
Data Protection – European Commission:
http://ec.europa.eu/justice_home/fsj/privacy/index_en.htm
This site includes a copy of the EU Directive, European Court of Justice case law, links to the data
protection commissioner websites for each EU country, the Commission decision regarding Model
Contracts, the Working Party Opinions regarding transfers to third countries, information on the
implementation of the EU Directive in each of the EU countries, and links to useful websites.
Austria

1.

Relevant Law



2.

Federal Act Concerning the Protection of Personal Data (Bundesgesetz über den
Schutz personengezogener Daten (Datenschutzgesetz 2000), BGBl. I Nr.
165/99)137

Data Protection in Austria

Austria implemented the EU Directive through the Federal Act Concerning the Protection of
Personal Data (“DSG 2000”). The DSG 2000 was promulgated on August 17, 1999 and entered into
force on January 1, 2000.138
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The DSG 2000 establishes Austria’s data protection authority, the Data Protection Commission
(Datenschutzkommision) (“DPC”), and sets forth its procedures and duties. The DPC enforces the DSG
2000 and maintains Austria’s Data Protection Register. Subject to limited exceptions, a data controller
must notify the DPC before it engages in data processing, which is defined broadly to include the transfer
of data. The controller may satisfy this notification requirement by completing a form on the DPC’s
website.139

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
DPC, unless the transfer meets certain exceptions contained in the DSG 2000. The DSG 2000’s
exceptions include country-based and condition-based exceptions that are substantially similar to those
found in the EU Directive. (See Part I, Section I.E of this paper.)140 The DSG 2000’s country-based
exception does not apply to the U.S., as neither the EU nor the DPC deems the U.S. to ensure an
adequate level of protection.
The DSG 2000 contains two additional exceptions that permit a data controller to transfer data
without DPC authorization. These exceptions apply when: (i) the transfer is “authorized by regulations
that are equivalent to a statute in the Austrian legal system and are immediately applicable,”141 or (ii) the
recipient state does not have an adequate level of data protection, but the Austrian Federal Chancellor
nonetheless decrees by ordinance that “specific categories of data exchanges” with this state are
permitted.142 The Chancellor has never made such a decree.143
If none of the aforementioned exceptions is met, a data controller must obtain authorization from
the DPC before transferring data outside the EU. To obtain DPC authorization, the controller must show
that the recipient will adequately protect the data.144 The controller may show this through “contractual
guarantees,”145 the European Commission’s “standard contractual clauses” or “pledges to safeguard the
data in the third country.”146 The DPC typically takes between two and thirty-six months to decide
whether to authorize a transfer.

4.

Blocking Statute

Austria does not have a blocking statute that affects cross-border data transfers.
Belgium

1.

Relevant Law



Act of December 8, 1992, on the Protection of Privacy with regard to Processing
of Personal Data (Loi relative à la protection de la vie privée a l’égard des
traitements de données à caractère personnel, 08/12/1992)147



Act of December 11, 1998 implementing Directive 95/46/CE of October 24, 1995,
of the European Parliament and of the Council on the Protection of Individuals
with regard to the Processing of Personal Data and on the Free Movement of
Data (Loi du 11 decembre 1998 transposant la directive 95/46/CE du 24 octobre
1995 du Parlement européen et du Conseil relative à la protection des personnes
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physiques à l’égard du traitement de données à caractère personnel et à la libre
circulation de ces données)148


2.

Criminal Code of June 8, 1867, Article 458 (Code pénal, 8 juin 1867, art. 458)149

Data Protection in Belgium

Belgium’s general data protection rules pre-date the EU Directive. They are found in the Act of
December 8, 1992, on the Protection of Privacy in relation to the Processing of Personal Data (“1992
Act”). Belgium incorporated the Directive into its existing law through the
Act of December 11,
1998 implementing Directive 95/46/CE of 24 October 1995, of the European Parliament and of the
Council on the Protection of Individuals with regard to the Processing of Personal Data and on the Free
Movement of Data (the “1998 Act”).
As amended, the 1992 Act establishes Belgium’s data protection authority, the Commission on
the Protection of Private Life (Commission de la Protection de la Vie Privée) (“Commission”), and sets
forth its procedures and duties. Subject to limited exceptions, a data controller must notify the
Commission before it engages in data processing, which is defined broadly to include the transfer of
data.150

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Commission, unless the transfer meets certain exceptions contained in the 1992 Act. The 1992 Act’s
exceptions are essentially the same country-based and condition-based exceptions found in the EU
Directive. (See Part I, Section I.E. of this paper.)151 The country-based exception does not apply to the
U.S. as neither the EU nor the Commission deems the U.S. to ensure an adequate level of protection.
If none of the aforementioned exceptions is met, a data controller must obtain authorization from
the Commission before transferring data outside the EU. To obtain Commission authorization, the
controller must show that the recipient will adequately protect the data.152 The 1992 Act notes that such a
showing can be made through “appropriate contractual clauses.”153 The Commission’s website explains
that this refers to two different contractual clauses: “the European Commission’s standard contractual
clauses or contractual clauses proposed by the [controller] in question.”154 In cases where a controller
proposes its own contractual clauses, the Commission has sixty (60) days to rule on those clauses.155

4.

Blocking Statute

Article 458 of the Belgian Criminal Code prevents health care providers and other professionals
from disclosing confidential information entrusted to them, except in cases where they are called on to
render testimony or as required by law. Article 458 provides:
Physicians, surgeons, health officers, pharmacists, midwives and all other
persons whose state or profession renders them depositaries of the secrets
entrusted to them and who, other than in cases in which they are called on to
render testimony in legal proceedings or before a parliamentary committee and
those where the law obliges such secrets to be made known, shall have
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disclosed same shall be liable to a punishment comprising imprisonment of from
one week to six months and a fine of between one hundred francs and five
hundred francs.156

5.

U.S. Case Law

In In re Lernout & Hauspie Sec. Litig., KPMG asserted that Article 458 was a blocking statute that
prevented it from producing documents from Belgium. The U.S. court disagreed, noting that the statute
contains two relevant exceptions: (1) where “[the party from whom discovery is sought is] called on to
render testimony in legal proceedings,” and (2) “where the law obliges such secrets to be made
known.”157 The court held that the first exception applies to discovery requests from an opposing party,
while the second exception applies to a court order to produce documents.158 Since both exceptions
applied, the court required KPMG to produce the requested documents.
Bulgaria

1.

Relevant Law


2.

Personal Data Protection Act of January 4, 2002 (Закон за защита на
лицчните данни от 4 Януари 2002г)159

Data Protection in Bulgaria

Bulgaria’s general data protection rules are found in the Personal Data Protection Act of January
4, 2002 (“Data Protection Act”), which entered into force on January 1, 2002. On April 25, 2005, Bulgaria
and the European Union signed an Accession Treaty for Bulgaria to join the EU.160 After signing the
Treaty, Bulgaria amended its Data Protection Act to incorporate the EU Directive.161 On January 1, 2007,
Bulgaria joined the EU.
As amended, the Data Protection Act describes the conditions under which personal data may be
processed. The Data Protection Act also establishes Bulgaria’s data protection authority, the
Commission on the Protection of Personal Data (Комиция за защита на лицчните данни)
(“Commission”), and sets forth its procedures and duties.162 Subject to limited exceptions, a data
controller must notify the Commission before it engages in data processing, which is defined broadly to
include the transfer of data.163

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Commission, unless the transfer meets certain exceptions contained in the Data Protection Act. The act’s
exceptions are essentially the same country-based and condition-based exceptions found in the EU
Directive. (See Part I, Section I.E. of this paper.)164 The act’s country-based exception does not apply to
the U.S. as neither the EU nor the Commission deems the U.S. to ensure an adequate level of protection.
If none of the aforementioned exceptions is met, a data controller must obtain authorization from
the Commission before transferring data outside the EU. To obtain authorization, the data controller must
show that the recipient will adequately protect the data.165 The Data Protection Act does not address how
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such a showing may be made, and the Commission has not officially commented on whether standard
contractual clauses or model contracts may be used for this purpose.

4.

Blocking Statute

Bulgaria does not have a blocking statute that affects cross-border data transfers.166
Croatia

1.

Relevant Law


2.

Act of June 12, 2003 on Personal Data Protection, NN 103/03, 118/06, 41/08,
130/11 (Zakon o zaštiti osobnih podataka)167

Data Protection in Croatia

Croatia’s data protection rules are found in the Act on Personal Data (“Act”), which was passed
on June 12, 2003 and entered into force on July 4, 2003. The Act was subsequently amended three
times — on November 10, 2006, on April 17, 2008, and on November 24, 2011 — to align its provisions
with the EU Directive. On July 1, 2013, Croatia joined the EU.
As amended, the Act sets forth the conditions under which personal data may be processed. The
Act also establishes Croatia’s data protection authority, the Agency on Personal Data Protection
(Agencija za zašitu osobnih podataka) (“Agency”)168 and its procedures and duties. Subject to limited
exceptions, a data controller must notify the Agency before it engages in data processing, which is
defined broadly to include the transfer of data.169

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Agency, unless the transfer meets certain exceptions contained in the Act. The Act’s exceptions are
essentially the same country-based and condition-based exceptions found in the EU Directive. (See Part
I, Section I.E of this paper.) The Act’s country-based exception does not apply to the U.S. as neither the
EU nor the Agency deems the U.S. to ensure an adequate level of protection.
If none of the aforementioned exceptions is met, a data controller must obtain authorization from
the Agency before transferring data outside the EU.170 To obtain Agency authorization, the data controller
must show that the recipient will adequately protect the data. This can be done through “contractual
provisions” that are compliant with the Agency’s regulations governing personal data protection.171

4.

Blocking Statute

Croatia does not have a blocking statute that affects cross-border data transfers.172
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Cyprus

1.

Relevant Law



2.

The Processing of Personal Data (Protection of Individuals) Law 138 (I) 2001, as
amended in 2003 (Ο Περί Επεξεργασίας ∆εδομένων Προσωπικού Χαρακτήρα
(Προστασία του Ατόμου) Νόμος του 2001 (Ν. 138(I)/2001))173

Data Protection in Cyprus

Cyprus’s data protection rules are found in the Processing of Personal Data (Protection of
Individuals) Law 138 (I) 2001, as amended in 2003 (“Law 138”), which entered into force on
November 23, 2001. On May 2, 2003, Law 138 was amended to align its provisions with the EU
Directive.
Law 138 sets forth the conditions under which personal data may be processed. It also
establishes Cyprus’s data protection authority, the Commissioner for Personal Data Protection
(“Commissioner”),174 and the Commissioner’s procedures and duties. Subject to limited exceptions, a
data controller must notify the Commissioner before it engages in data processing,175 which is defined
broadly to include the transfer of data.176

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Commissioner.177 Law 138 requires the Commissioner to authorize the transfer if certain country-based
and condition-based exceptions are met. These exceptions are essentially the same country-based and
condition-based exceptions found in the EU Directive. (See Part 1, Section I.E. of this paper.)178 The
country-based exception does not apply to the U.S. as neither the EU nor the Commissioner deems the
U.S. to ensure an adequate level of protection.
The Commissioner will also authorize a transfer if the data controller can show that it and the
recipient will adequately protect the data.179 This showing will be made if the data controller uses
“appropriate contractual clauses.”180

4.

Blocking Statute

Cyprus does not have a blocking statute that affects cross-border data transfers.181

5.

U.S. Case Law

Lasala v. Marfin Popular Bank Public Co. arose out of the liquidation of AremisSoft, a company
that had been implicated in an international fraud and money laundering operation.182 The AremisSoft
trustees sued Cyprus’ largest bank, alleging that the bank had aided and abetted the fraud. The bank
resisted discovery, arguing that Cyprus’s data protection law would require it to conduct a burdensome
review of documents in Cyprus before the documents could be transferred to the United States. The
court found that the documents were at risk of being destroyed (some had already been destroyed) and
ordered the bank to preserve and transfer to its U.S. counsel all documents related to AremisSoft. The
court did not address Law 138 in its opinion.
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Czech Republic

1.

Relevant Law


2.

Act No. 101/2000 Coll., on the Protection of Personal Data (Zákon č. 101/2000
Sb., o ochraně osobních údajů a o změně některých zákonů)183

Data Protection in the Czech Republic

The Czech Republic’s data protection rules are found in Act No. 101/2000 Coll., on the Protection
of Personal Data (“Act No. 101”), which was enacted on April 4, 2000 and came into effect on June 1,
2000 and December 1, 2000.
After the Czech Republic joined the European Union on May 1, 2004, it amended several of its
domestic laws so that they complied with European Union requirements. On July 26, 2004, the Czech
Republic amended Act No. 101 to align its provisions with the EU Directive.184
As amended, Act No. 101 sets forth the conditions under which personal data may be processed.
Act No. 101 also establishes the Czech Republic’s data protection authority, the Office for Personal Data
Protection (Úřad pro ochranu osobních údajů) (“Úřad”), and its procedures and duties.185 Subject to
limited exceptions, a data controller must notify the Úřad before it engages in data processing;186 which is
defined broadly to include the transfer of data.187 A data controller may satisfy this notification
requirement by completing a form located on the Úřad’s website.188

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Úřad, unless a country-based exception applies. This exception applies to other members of the
European Union,189 to states that are party to the Convention for the Protection of Individuals with Regard
to Automatic Processing of Personal Data,190 and to countries that have been approved by the European
Commission as providing an adequate level of data protection.191 The U.S. does not fall into any of these
categories.
If a country-based exception does not apply, the data controller must obtain authorization from
the Úřad.192 The Úřad decides whether to authorize a transfer within 60 days of receiving an
application.193
To obtain authorization, the data controller must show either (i) that a condition-based exception
applies, 194 or (ii) that both it and the recipient will adequately protect the data. 195
The condition-based exceptions are the same as those found in Article 26 of the EU Directive,
except that Act No. 101 narrows one of these exceptions and adds an exception of its own. It narrows
the Directive’s exception for transfers that are necessary to protect the “vital interests” of the data subject,
specifying that the transfer must be necessary “in particular for rescuing life or providing health
services.”196 The new exception allows transfers necessary to exercise an important public interest
following from a special Act or an international treaty binding the Czech Republic.197
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Alternatively, the data controller may show that it and the recipient will adequately protect the
data. This showing will be made through a contract concluded between the controller and the recipient;
this contract can include standard contractual clauses that have been approved and published by the
Úřad, or can include its own unique content.198

4.

Blocking Statute

The Czech Republic does not have a blocking statute that affects cross-border data transfers.
Denmark

1.

Relevant Law


2.

Act on Processing of Personal Data (Act No. 429 of 31 May 2000)
(Sammenskrevet udgave af persondataloven (Lov nr. 429 af 31. maj 2000))199

Data Protection in Denmark

Denmark implemented the EU Directive through the Act on Processing of Personal Data (Act No.
429 of 31 May 2000) (“Act No. 429”), which entered into force on July 1, 2000. Act No. 429 has been
amended several times, most recently on July 1, 2007.200
Act No. 429 sets forth the conditions under which personal data may be processed. Act No. 429
also establishes Denmark’s data protection authority, the Data Protection Agency (Datatilsynet)
(“Agency”), and its procedures and duties. Subject to limited exceptions, a data controller must notify the
Agency before it engages in data processing, which is defined broadly to include the transfer of data.201

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Agency.202 The Agency will approve the transfer if certain exceptions contained in Act No. 429 are met.
These exceptions are essentially the same country-based and condition-based exceptions found in the
EU Directive. (See Part I, Section I.E of this paper.)203 The Agency will also approve the transfer if the
data controller can show that it and the recipient will adequately protect the data.204 Use of the European
Commission’s standard contractual clauses satisfies this requirement.205

4.

Blocking Statute

Denmark does not have a blocking statute that affects cross-border data transfers.
Estonia

1.

Relevant Law



Personal Data Protection Act (Isikuandmete Kaitse Seadus)206
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2.

Data Protection in Estonia

Estonia implemented the EU Directive through the Personal Data Protection Act (“Act”), which
was passed on February 15, 2007 and entered into force on January 1, 2008. The Act establishes the
conditions under which personal data may be processed. The Act also establishes Estonia’s data
protection authority, the Data Protection Inspectorate (Andmekaitse Inspektsioon) (“Inspectorate”), and its
procedures and duties.207
Subject to limited exceptions, a data controller must notify the Inspectorate before it engages in
the processing of “sensitive” personal data,208 which includes the transfer of such data.209 Sensitive
personal data consist of data revealing political, religious, or philosophical beliefs, ethnic or racial origin,
health or disability, genetic or biometric information, sex life, trade union membership, or criminal
history.210 A controller may satisfy the notification requirement by completing a form on the Inspectorate
website.211

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Inspectorate, unless one of two exceptions contained in the Act are met. The first exception is essentially
the same country-based exception found in the EU Directive. (See Part I, Section I.E of this paper.)212
This exception does not apply to the U.S. as neither the EU nor the Inspectorate deems the U.S. to
ensure an adequate level of protection. The second exception applies when (i) the recipient requires the
personal data to perform public duties set out in legislation, and (ii) the requested data does not contain
any sensitive personal data.213
If neither of the aforementioned exceptions is met, a data controller must obtain authorization
from the Inspectorate before transferring data outside the EU.214 To obtain Inspectorate authorization, the
controller must show that the recipient will adequately protect the data.215 The Act does not specify how
this is to be done; nor does it mention the use of contractual guarantees or standard contractual clauses
to allow such transfers.

4.

Blocking Statute

Estonia does not have a blocking statute that affects cross-border data transfers.
Finland

1.

Relevant Law


2.

Personal Data Act 523/1999 (Henkilötietolaki 523/1999)216

Data Protection in Finland

Finland’s data protection law is the Personal Data Act 523/1999 (“Act 523”), which was passed on
April 22, 1999 and came into force on June 1, 1999. In 2000, Finland amended the Personal Data Act to
incorporate the rules found in the EU Directive regarding cross-border data transfers.217
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As amended, Act 523 sets forth the conditions under which personal data may be processed. Act
523 also establishes Finland’s data protection authority, the Data Protection Ombudsman (Tietosuoja)
(“Ombudsman”).218 Subject to limited exceptions, a data controller must notify the Ombudsman at least
30 days219 before engaging in automated data processing, or transferring the data outside the EU.220 A
controller may satisfy this notification requirement by completing a form on the Ombudsman website.221

3.

Cross-Border Data Transfers

A data controller may not transfer data outside the EU unless one of five exceptions is met. The
first two exceptions are essentially the same country-based and condition-based exceptions found in the
EU Directive. (See Part I, Section I.E of this paper.)222 The third exception permits transfers that are
authorized by Finnish legislation. However, as of this writing, the Finnish legislature has not made any
such allowances. The fourth exception permits transfers to be made under the European Commission’s
standard contractual clauses.223 The fifth exception applies if the data controller can show that it and the
recipient will adequately protect the data. The controller can make such a showing “by means of
contractual terms or otherwise,” unless the European Commission has already ruled that the specific
method chosen to protect the data is inadequate.224

4.

Blocking Statute

Finland does not have a blocking statute that affects cross-border data transfers.
France

1.

2.

Relevant Law



Information Technology and Civil Liberties Law No. 78-17 of January 6, 1978 (Loi
Informatique et Libertés No. 78-17 du 6 Janvier 1978), amended by Law of
August 6, 2004 (Loi du 6 Août 2004)225



Digital Republic Law of October 7, 2016 (Loi No. 2016-1321 du 7 Octobre 2016
pour une République Numérique)226



Law No. 80-538 of July 16, 1980 on the Sharing of Documents and Information
(Loi No. 80-538 du 16 Juillet 1980 Relative à la Communication de Documents
ou Renseignements d’Ordre Économique, Commercial ou Technique à des
Personnes Physiques ou Morales Étrangères)227



“Sapin II” Bill (Loi “Sapin II” Relatif à la Transparence, à la Lutte Contre la
Corruption et à la Modernisation de la Vie Économique)228

Data Protection in France

France implemented the EU Directive through its Information Technology and Civil Liberties Law
No. 78-17 of January 6, 1978 (“Law 78-17”), which was amended by the Law of August 6, 2004 to comply
with the EU Directive. The Digital Republic Law of October 7, 2016 modifies Law 78-17 by imposing
additional duties on data processors, including the duty to disclose information regarding data processing

The Impact on U.S. Discovery of EU Data Protection and Discovery Blocking Statutes

Page 26

to data subjects.229 But these duties will not take effect until the passing of future decrees or the entry
into force of the GDPR.
Law 78-17 establishes France’s data protection authority (Commission Nationale de
l’Informatique et des Libertés) (“CNIL”), as well as the its procedures and duties.230 Subject to limited
exceptions, a data controller must notify CNIL before it engages in data processing, which is defined
broadly to include the transfer of data.231
CNIL actively enforces Law 78-17. It has a history of issuing cease and desist orders, and
levying fines on data controllers who resist compliance. For example, in 2007, CNIL fined the French
subsidiary of Tyco $40,000 for unlawfully transferring human resources data to Tyco’s U.S.
headquarters.232 The Digital Republic Law of October 7, 2016 expanded the CNIL’s powers.233 For
instance, CNIL can now order administrative fines up to €3 million.234 In 2016, CNIL announced an
initiative to conduct between 400 and 450 inspections to verify that data transfer protocols are being
followed.235

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from
CNIL.
Under Law 78-17, the Commission has two months to determine whether the cross-border
transfer should be authorized.237 Additionally, France’s Conseil d’État reserves the right to make case-bycase adequacy determinations when the data transfer relates to state security and criminal offenses.238
236

CNIL will approve a cross-border transfer if certain exceptions contained in Law 78-17 are met.
These exceptions include the country-based and condition-based exceptions found in the EU Directive.239
(See Part I, Section I.E of this paper.) CNIL will also approve a transfer if the data controller can show
that it and the recipient will adequately protect the data.240 This showing will be made if the data
controller uses contracts that contain the European Commission’s standard contractual clauses.241
Moreover, CNIL issued a 2009 opinion that directly addresses the transfer of French personal
data to the U.S. for discovery purposes.242 The opinion provides practical guidance to the party producing
the data in the U.S. to help it reduce its risk under French data protection law. Among other things, the
opinion advises producing parties to designate a corporate data protection officer to assist in navigating
French data protection laws, and to consult a third party to determine whether data requests are
proportional to the needs of the litigation.243 Where there is a significant amount of data at issue, the
opinion suggests the use of pseudonyms or other procedures to anonymize the data, thereby avoiding
disclosure of personal information that is not necessary for the litigation.244 The opinion also suggests
that binding corporate rules, which are typically used to make intra-company transfers for business
purposes, might be used for U.S. litigation purposes in cases of repeated and massive transfers of
relevant information.245

4.

Blocking Statute

France has enacted a blocking statute, which prohibits any person from requesting, seeking or
disclosing documents or information held on French territory or by persons located in France for use as
evidence in foreign judicial or administrative proceedings, except in connection with proceedings under
the Hague Convention.246 The Blocking Statute imposes criminal penalties — ranging from fines to
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imprisonment — on parties who transmit or process “documents or information relating to economic,
commercial, industrial, financial or technical matters” for use in foreign judicial or administrative
proceedings.247 In transferring data outside the EU, the Commission has indicated that it is not sufficient
to satisfy Law 78-17; companies must also comply with the Hague Evidence Convention and France’s
Blocking Statute.248
Additionally, on December 9, 2016, Law no. 2016-1691 was passed (“Sapin II”). Sapin II
establishes a French anti-corruption agency that is entrusted with ensuring compliance with the Blocking
Statute in connection with anti-corruption. The anti-corruption agency’s compliance role is limited to
“decisions by foreign authorities imposing on a French company an obligation to subject itself to a
compliance procedure to conform its internal corruption detection and prevention procedures.”249
Upcoming decrees and administrative circulars should specify the organization and operation of the anticorruption agency.

5.

U.S. Case Law

U.S. courts have generally found that France’s Blocking Statute does not prevent a party from
producing French documents or data pursuant to the Federal Rules of Civil Procedure. In Société
Nationale Industrielle Aérospatiale v. United States District Court for the Southern District of Iowa,250 the
plaintiffs were airplane crash victims who sued the aircraft manufacturer and seller Société Nationale
Industrielle Aérospatiale (“Aérospatiale”). At the start of discovery, the plaintiffs requested that
Aérospatiale produce documents that were located in France. Aérospatiale filed a motion for a protective
order, arguing that the U.S.-style discovery requests violated France’s Blocking Statute and circumvented
the Hague Convention. The district court denied the motion, and the case ultimately made its way to the
U.S. Supreme Court. The Supreme Court held that the French Blocking Statute and the Hague
Convention did not exclusively govern litigation procedures between a U.S. party and a French party in a
U.S. court. As the Court noted, the French Blocking Statute could not “deprive an American court of the
power to order a party subject to its jurisdiction to produce evidence even though the act of production
may violate that statute.”251 Instead, the Court held that whether the Federal Rules of Civil Procedure, or
the Hague Convention and a foreign blocking statute, apply to a request for discovery of evidence abroad
depends on a case-specific inquiry involving five comity factors: (1) the importance of the documents or
information requested to the litigation; (2) the degree of specificity of the request; (3) whether the
information requested originated in the U.S.; (4) the availability of alternative means of securing the
information; and (5) the extent to which noncompliance with the request would undermine important
interests of the U.S., or compliance with the requests would undermine important interests of the state
where the information is located.252 Courts in the Second Circuit Court of Appeals have added sixth and
seventh factors: (6) the hardship of compliance on the party from whom discovery is sought, and (7) the
good faith of the party resisting discovery.253
Since Aérospatiale, U.S. federal courts have ordered French parties to comply with U.S.
discovery requirements, notwithstanding France’s Blocking Statute.254 These courts have found the fact
that France has only once enforced its Blocking Statute with criminal prosecutions relevant to two factors
in the comity analysis. First, a decision indicates that the rare criminal enforcement suggests that there
would be no hardship on the party from whom discovery is sought as a result of complying with an order
to produce data to the United States (factor 6).255 Second, France’s unwillingness to enforce criminally its
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Blocking Statute suggests that it does not have an important sovereign interest in compliance with its
Blocking Statute (factor 5).256
The Blocking Statute has rarely been enforced in France. The French Supreme Court’s 2007
Christopher X case represented the first (and only) successful prosecution for a Blocking Statute
violation.257 The French Court upheld the sanctions levied against a French lawyer who sought to obtain
evidence for U.S. litigation, without adhering to Hague Convention procedures. In direct contradiction
with the Aérospatiale decision, the French Supreme Court concluded that the Hague Convention was the
exclusive means of securing information in France to be used in U.S. litigation.258 Meanwhile, U.S. courts
have continued to compel the production of documents from France and French territories, despite the
Christopher X case.259
Germany

1.

Relevant Law



2.

Act on the Protection of Personal Data from Misuse during Data Processing
(Gesetz zum Schutz vor Miβbrauch personenbezogener Daten bei der
Datenverarbeitung (Bundesdatenschutzgesetz) vom 14. Januar 2003 (BGBI. I S.
66), das zuletzt durch Artikel 1 des Gesetzes vom 14. August 2009 (BGBI. I S.
2814) geändert worden ist)260

Data Protection in Germany

Germany implemented the EU Directive through the Act on the Protection of Personal Data from
Misuse during Data Processing (“BDSG”), which was promulgated on January 14, 2003. The BDSG has
been amended several times, most recently on August 14, 2009. Among other changes, the 2009
amendments set forth rules regarding the transmission of data to commercial agencies, introduced a legal
definition for the term “employees,” and increased fines for violations of the act.
The BDSG is one of the strictest data protection laws in the EU. A violation of the BDSG
constitutes an “administrative offense” in Germany and can result in a fine of up to €300,000 and possibly
more if the economic benefit of the violation exceeds the amount of the statutory fine.261 If a violation is
found to have been willfully committed in exchange for a payment or in order to harm another person, it is
considered a criminal offense, punishable by up to two years in prison.262
The BDSG also establishes Germany’s national data protection authority, the Federal
Commissioner for Data Protection and Information Freedom (Bundesbeauftragte für den Datenschutz und
die Informationsfreiheit) (“Commissioner”).263 Subject to limited exceptions, a data controller must notify
the Commissioner before it engages in data processing,264 which is defined broadly to include the transfer
of data.265
In addition to the BDSG, data processors must also comply with local law. Each of Germany’s
sixteen Bundesländer (federated states) has adopted its own data protection laws and established its own
data protection commissioner.266 The Bundesland-specific laws set forth administrative and procedural
requirements that must be followed within a given federal state. Each Bundesland’s data protection
commissioner oversees and enforces state-specific data protection laws.267
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3.

Cross-Border Data Transfers

The BDSG contains two sets of requirements that apply to cross-border data transfers. There are
general requirements that apply to any data transfer and specific requirements that apply to transfers of
data to third countries. Both sets of requirements weigh the interests of the transferring parties against
the privacy interests of the data subject.
General Transfer Requirements:
There are two sets of general transfer requirements: the first concerns the identity of the recipient
(“Identity-Based General Transfer Requirements”); the second concerns the purpose of the transfer
(“Purpose-Based General Transfer Requirements”).



Identity-Based General Transfer Requirements

If the data recipient is a “public body,” the transfer may be done if it is necessary to allow the
transferring party or data recipient to perform their duties.268 If the data recipient is a “private body” — a
natural or legal person that does not perform sovereign duties269 — the transfer may be done only if other
conditions are met (for example, the data subject has consented or the transfer is in the interest of the
data subject).270
If the data recipient is a “private body,” the transfer may be done only if (i) the transfer is
necessary for the performance of duties by the transferring party, or (ii) the data recipient “credibly proves
a justified interest in knowledge of the data to be transferred,” and the data subject “does not have a
legitimate interest in excluding their transfer.”271 When the transfer is sought to be made under the latter
provision, the party transferring the data must inform the data subject of the transfer.272



Purpose-Based General Transfer Requirements

If the transfer is for a commercial purpose, it may be done if it is “necessary to safeguard justified
interests of the [data] controller and there is no reason to assume that the data subject has an overriding
legitimate interest in his data being excluded from processing or use.”273 As discussed below, at least
one U.S. court has found that the transfer of data to the U.S. for discovery in litigation is a commercial
purpose.274
If the transfer is for a non-commercial purpose, it may be done for the same reason as if for a
commercial purpose, or also “if it is necessary to protect the legitimate interests of a third party … and
there is no reason to believe that the data subject has a legitimate interest in excluding transfer or use.”275
Cross-Border Transfer Requirements:
As noted above, a controller who seeks to transfer data outside the EU must notify the
Commissioner of its intent to make the transfer.276
The Commissioner or a state data protection agency must authorize any cross-border transfer,
unless the transfer is to a country that provides an adequate level of data protection,277 or the transfer
meets certain exceptions contained in the BDSG. These exceptions include the condition-based
exceptions found in the EU Directive. (See Part I, Section I.E of this paper.)278
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If a condition-based exception is not met, the data controller must obtain authorization from the
Commissioner or its state data protection agency before transferring data outside the EU. To obtain such
authorization, the controller must show that the recipient will adequately protect the data.279 The
controller may show this through contractual clauses or binding corporate regulations.280
On September 12, 2016, the data protection authority for the German federal state of North
Rhine-Westphalia stated that American companies certified under the EU-U.S. Privacy Shield provide
adequate data protection.281 However, it has been the only data protection authority to do so. Neither the
Commission nor any of the other data protection authorities has addressed this issue.282

4.

Blocking Statute

Germany does not have a blocking statute that affects cross-border data transfers.

5.

U.S. Case Law

In Salerno v. Leica,283 Walter Salerno sued his former employer Leica Inc. for age discrimination.
When Mr. Salerno moved to compel Leica to produce personnel and severance documents relating to its
European national employees, Leica’s European counsel objected that there would be “serious legal
ramifications for any entity that disclosed personal information in contravention of European Union and
German data protection laws.”284 Mr. Salerno did not challenge this assertion. The court therefore
accepted it as true and refused to compel the production of the requested documents.285
In In re Vitamins Antitrust Litigation,286 (“Vitamins”) a class of consumers claimed that German
vitamin manufacturers conspired to fix the prices of their vitamins. To substantiate their claims, the
consumers sought data that were located in Germany. The German government submitted an amicus
curiae brief urging the court to defer to Germany’s privacy laws. The data protection authority for NorthRhine Westphalia submitted an advisory opinion in which it concluded that the BDSG prohibited the
German defendant from transferring the requested data to the U.S.287
The Vitamins court analyzed the interests of the U.S. consumers and the German data subjects.
The court found that the requested data would allow the consumers to identify key conspirators and
therefore substantiate their claims.288 However, the court also found that the manufacturers’ employees,
whose personal data was being sought, had “a presumptively legitimate interest under German law in the
nondisclosure of their personal information to residents of countries with non-equivalent personal data
protection standards.”289 The court did not resolve this conflict. Instead, it noted that the proposed
protective order would not provide sufficient protection to these privacy interests and directed the parties
to propose an amended protective order.
Two other U.S. courts have compelled the production of data from Germany where the data was
necessary “for the defense of legal claims,” and the data subject had given consent. See Accessdata
Corp. v. ALSTE,290 and BrightEdge Technologies, Inc. v. Searchmetrics, GmbH. 291
In In re: Xarelto (Rivaroxaban) Products Liability Litigation,292 plaintiffs sued Bayer, the
manufacturer of the prescription blood thinner Xarelto, claiming that Bayer rushed the drug to market
before it was adequately tested. Plaintiffs requested the production of custodial and personnel files for
Bayer’s employees in Germany; Bayer claimed that the BDSG prohibited it from producing the files.293
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The court agreed with Bayer that the BDSG prohibited the production of the files, but after applying the
Aérospatiale factors, it concluded that “the balance of the factors leans towards the production of
personnel file materials containing evidence relevant to the argument that Xarelto was rushed to the
market.”294 The court therefore ordered their production.
Greece

1.

Relevant Law



2.

Law 2472/1997 on the Protection of Individuals with Regard to the Processing of
Personal Data (Νόμος 2472/1997 Προστασία του ατόμου από την επεξεργασία
δεδομένων προσωπικού χαρακτήρα)295

Data Protection in Greece

Greece implemented the EU Directive through Law 2472/1997 on the Protection of Individuals
with Regard to the Processing of Personal Data (“Law 2472”), which entered into force on November 10,
1997.296 Law 2472 establishes Greece’s data protection authority, the Hellenic Data Protection Authority
(“HDPA”), and sets forth its procedures and duties.297 Subject to limited exceptions, a data controller
must notify the HDPA before it engages in data processing,298 which is defined broadly to include the
transfer of data.299

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
HDPA, unless the transfer meets certain exceptions contained in Law 2472. Law 2472 includes the same
country-based exception found in the EU Directive. (See Part I, Section I.E of this paper.)300 The
country-based exception does not apply to the U.S. as the European Commission has not determined
that the U.S. provides an adequate level of data protection. Law 2472 also permits a data controller to
transfer data without obtaining HDPA authorization in cases where the data controller and recipient use a
standard contractual clause that has been approved by the European Commission.301
If neither of the aforementioned exceptions is met, the data controller must obtain authorization
from the HDPA before transferring data outside the EU. The HDPA will authorize the transfer if it
determines that the recipient country guarantees an adequate level of data protection, even if the
European Commission has not made such a determination.302 The HDPA will also authorize the transfer
if certain conditions are met; these conditions are substantially similar to the condition-based exceptions
found in the EU Directive. (See Part I, Section I.E. of this paper.)303 Finally, the HDPA will also authorize
the transfer if the data controller proves that the recipient will adequately safeguard the data.304

4.

Blocking Statute

Greece does not have a blocking statute that affects cross-border data transfers.
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Hungary

1.

Relevant Law



2.

Act No. CXII of 2011 on the Right of Informational Self-Determination and on
Freedom of Information (2011. évi CXII. Törvény az Információs Önrendelkezési
Jogról és az Információszabadságról)305

Data Protection in Hungary

Hungary implemented the EU Directive through Act No. CXII of 2011 on the Right of Informational
Self-Determination and on Freedom of Information (“Act No. CXII”), which entered into force on January
1, 2012.306
Act No. CXII establishes Hungary’s data protection authority (Nemzeti Adatvédelmi és
Információszabadság Hatóság) (“NAIH”).307 The NAIH maintains Hungary’s data protection register.
Subject to limited exceptions, a data controller must notify the NAIH before it engages in data
processing,308 which is defined broadly to include the transfer of data.309

3.

Cross-Border Data Transfers

A data controller may not transfer data outside the EU,310 unless the transfer meets certain
exceptions contained in Act No. CXII. These exceptions consist of essentially the same country-based
and condition-based exceptions found in the EU Directive. (See Part I, Section I.E of this paper.)311
Under Act No. CXII’s country-based exception, the EU must determine that the third country provides an
adequate level of data protection or the third country must be party to an international agreement with
Hungary that provides adequate data protection.312 The U.S. does not fulfill either of these criteria. In
July 2015, Act No. CXII was amended to recognize binding corporate rules as a method to transfer data
internationally among subsidiaries of a single corporation.313

4.

Blocking Statute

Hungary does not have a blocking statute that affects cross-border data transfers.
Iceland

1.

Relevant Law


2.

Act on the Protection of Privacy as regards the Processing of Personal Data, No.
77/2000 (Lög nr. 77/2000 um persónuvernd og meðferð persónuupplýsinga)314

Data Protection in Iceland

As an EEA country, Iceland implemented the EU Directive through the Act on the Protection of
Privacy as regards the Processing of Personal Data, No. 77/2000 (“Act No. 77/2000”), which was enacted
on May 10, 2000 and entered into force on January 1, 2001.315 The rules pertaining to cross-border data
transfers were added in an amendment to the Act that entered into force on June 15, 2001.316
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Act No. 77/2000 establishes Iceland’s data protection authority, the Data Protection Authority
(“DPA”), and sets forth its procedures and duties. Subject to limited exceptions, a data controller must
notify the DPA before it engages in data processing,317 which is broadly defined to include the transfer of
data.318

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
DPA to make the transfer, unless certain exceptions contained in the Act No. 77/2000 are met. These
exceptions consist of the same country-based and condition-based exceptions found in the EU Directive.
(See Part I, Section I.E of this paper.)319 The country-based exception does not apply to the U.S., as
neither the EU nor the DPA deems the U.S. to provide an adequate level of data protection.
If none of the aforementioned exceptions is met, a data controller must obtain authorization from
the DPA before transferring data outside the EU. To obtain DPA authorization, the controller must show
that the recipient will adequately protect the data.320 The controller may show this through, among other
things, use of the European Commission’s standard contractual clauses.321

4.

Blocking Statute

Iceland does not have a blocking statute that affects cross-border data transfers.
Ireland

1.

2.

Relevant Law



Data Protection Act 1998 (25/1998)322



Data Protection (Amendment) Act 2003 (6/2003)323

Data Protection in Ireland

The main Irish law governing data protection is the Data Protection Act 1998 (25/1998) (“1998
Act”). The 1998 Act was amended by the Data Protection (Amendment) Act 2003 (6/2003), to align Irish
law with the EU Directive.
The 1998 Act establishes Ireland’s data protection authority, the Data Protection Commissioner
(“Commissioner”), and sets forth its procedures and duties.324 Subject to limited exceptions, anyone who
engages in data processing, which is defined broadly to include transferring data,325 is a data controller
who must register with the Commissioner.326 To register, a data controller must provide information to the
Commissioner regarding the nature and duration of the intended data processing. The data controller
may do this through the Commissioner’s website.327

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Commissioner, unless the transfer meets certain exceptions contained in the 1998 Act. The Act’s
exceptions consist of the same country-based and condition-based exceptions found in the EU Directive.
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(See Part I, Section I.E of this paper.)328 The country-based exception does not apply to the U.S., as
neither the EU nor the Commissioner deems the U.S. to ensure an adequate level of data protection.
If none of the aforementioned exceptions is met, a data controller must obtain authorization from
the Commissioner before transferring data outside the EU. To obtain such authorization, the controller
must show that the recipient will adequately protect the data.329 The controller may show this through a
“contract embodying the contractual clauses referred to in the [Directive].”330 A data controller may also
use its own contract, but the contract must be approved by the Commissioner.331 The Commissioner has
stated that it will not approve contracts that deviate materially from the EU-approved model contracts.332

4.

Blocking Statute

Ireland does not have a blocking statute that affects cross-border data transfers.

5.

EU Case Law

The case that resulted in the invalidation of the EU-U.S. Safe Harbor Program had its roots in
Ireland. In 2013, plaintiff Max Schrems filed a complaint with the Commissioner against Facebook Ireland
Ltd., seeking to prevent Facebook from transferring his data from Ireland to the U.S. The Commissioner
rejected Schrems’s complaint as “frivolous and vexatious.” Schrems appealed to the Irish High Court,
which referred the case to the European Court of Justice. In September 2015, the European Court of
Justice found that the U.S. did not provide an adequate level of protection and invalidated the EU-U.S.
Safe Harbor Program. Since then, the EU and U.S. have developed the EU-U.S. Privacy Shield. (See
Part I, Section I.E of this paper.)
Italy

1.

Relevant Law



2.

Personal Data Protection Code, Legislative Decree No. 196 of 30 June 2003
(Codice in Materia di Protezione dei dati Personali, decreto legislativo 30 giugno
2003, n. 196)333

Data Protection in Italy

Italy implemented the EU Directive through the Personal Data Protection Code, Legislative
Decree No. 196 of June 30, 2003 (“Code”), which was promulgated on June 30, 2003 and entered into
force on January 1, 2004.334
The Code establishes Italy’s data protection authority, the Italian Data Protection Authority
(Garante per la Protezione dei Dati Personali) (“Authority”), and sets forth its procedures and duties.335
Subject to limited exceptions, a data controller must notify the Authority before it engages in data
processing,336 which is defined broadly to include the transfer of data.

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Authority, unless the transfer meets certain exceptions contained in the Code. These exceptions consist
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of essentially the same country-based and condition-based exceptions found in the EU Directive. 337 (See
Part I, Section I.E of this paper.) The Code’s country-based exception does not apply to the U.S., as
neither the EU nor the Authority deems the U.S. to ensure an adequate level of data protection.338
The Code had contained a condition-based exception that was not found in the EU Directive.
Under this exception, the Code permitted transfers to unapproved third countries “if the processing
concern[ed] data relating to legal persons, bodies or associations.”339 However, this exception was
repealed on December 6, 2011.340
If none of the Code’s exceptions is met, a data controller must prove to the Authority that the
recipient will adequately protect the data, and obtain the Authority’s approval for the transfer.341 The data
controller can make this showing by using contracts that contain the European Commission’s standard
contractual clauses.342 Notably, the Authority has explicitly stated that data may be transferred to the
U.S. pursuant to standard contractual clauses.343

4.

Blocking Statute

Italy does not have a blocking statute that affects cross-border data transfers.
Latvia

1.

Relevant Law


2.

Personal Data Protection Act (Fizisko Personu Datu Aizsardzības Likums)344

Data Protection in Latvia

Latvia implemented the EU Directive through the Personal Data Protection Act (“Act”), which was
enacted on March 23, 2000 and entered into force on April 20, 2000.
The Act establishes Latvia’s data protection authority, the State Data Inspectorate (Datu Valsts
Inspekcija) (“Inspectorate”), and sets forth its procedures and duties.345 In addition to enforcing the Act,
the Inspectorate maintains Latvia’s Data Protection Register. Subject to limited exceptions, a data
controller must notify the Inspectorate before it engages in data processing,346 which is defined broadly to
include the transfer of data.347 Controllers may satisfy this notification requirement by completing a form
on the Inspectorate website.348

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Inspectorate, unless the transfer meets certain exceptions set forth in the Act. These exceptions consist
of essentially the same country-based and condition-based exceptions found in the EU Directive.349 (See
Part I, Section I.E of this paper.) The Act’s country-based exception does not apply to the U.S., as
neither the EU nor the Inspectorate deems the U.S. to ensure an adequate level of data protection.
If none of the aforementioned exceptions is met, a data controller must obtain authorization from
the Inspectorate before transferring data outside the EU. To obtain authorization, the controller must
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show that the recipient will adequately protect the data.350 The controller may show this by using
contractual clauses approved by the Latvian Cabinet351 or the European Commission.352

4.

Blocking Statute

Latvia does not have a blocking statute that affects cross-border data transfers.
Liechtenstein

1.

2.

Relevant Law



Data Protection Law of March 14, 2002 (Datenschutzgesetz vom 14 März
2002)353



Data Protection Ordinance of July 9, 2002 (Datenschutzverordnung vom 9 Juli
2002)354

Data Protection in Liechtenstein

As an EEA country, Liechtenstein implemented the EU Directive through the Data Protection Law
of March 14, 2002 (“Law”). The Law establishes general principles of data protection and institutional
structures to support it, while the Data Protection Ordinance of
July 9, 2002 (“Ordinance”) provides
specific regulations for data processing and data registration.
The Law establishes Liechtenstein’s Data Protection Office (Datenschutzstelle) (“Authority”),
which is headed by Liechtenstein’s Data Protection Commissioner. Liechtenstein’s legislature appoints
the Commissioner for an eight-year term.355 In addition to issuing its own enforcement regulations, the
Authority also maintains a register of all data files requiring registration.356

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must notify and obtain authorization
from the Office of Justice, a department within Liechtenstein’s Ministry for Home Affairs, Justice and
Economic Affairs. The data exporter submits its application to the Office of Justice, which forwards the
application onto the Authority for consideration.357 The Authority has thirty days to recommend to the
Office of Justice whether to authorize the cross-border transfer.
The Authority will approve the transfer if it meets certain exceptions contained in the Law. These
exceptions include the same country-based and condition-based exceptions found in the EU Directive.358
(See Part I, Section I.E of this paper.) The Authority will also approve a transfer if the data controller can
show that it and the recipient will adequately protect the data and provide “sufficient guarantees
concerning the protection of privacy, the basic rights and fundamental freedoms, and the exercising of the
rights connected with them.”359 This showing will be made if the data controller uses contracts that
contain the European Commission’s standard contractual clauses.360 The data controller may also use
other contractual clauses, but in those instances, the Authority must find that the clauses provide
adequate protection and forward its recommendation to the Office of Justice for approval.361
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4.

Blocking Statute

Liechtenstein does not have a blocking statute that affects cross-border data transfers.
Lithuania

1.

Relevant Law


2.

Law on the Legal Protection of Personal Data (Istatymas Teisinės Apsaugos
Asmens Duomenis)362

Data Protection in Lithuania

Lithuania implemented the EU Directive through its Law on the Legal Protection of Personal Data
(“Law”), which took effect in 1996 and has been amended repeatedly. The Law provides both data
protection guarantees and data protection regulations relating to processing and registration.
The Law sets forth the conditions under which personal data may be processed. It also
establishes Lithuania’s data protection authority, the State Data Protection Inspectorate (Valstybinė
Duomenų Apsaugos Inspekcija) (“Inspectorate”). The Inspectorate maintains a national registry of data
controllers and handles all data processing notifications. Subject to limited exceptions, a data controller
must notify the Inspectorate before it engages in data processing, which is defined broadly to include the
transfer of data.363

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Inspectorate to make the transfer, unless the transfer meets certain exceptions contained in the Law.364
These exceptions include the same country-based and condition-based exceptions found in the EU
Directive. 365 (See Part I, Section I.E of this paper.) The Inspectorate contains an additional exception
that applies when “the transfer is necessary for the prevention or investigation of criminal offences.”366
If none of the exceptions is met, the data controller must obtain authorization from the
Inspectorate to make the transfer. The data controller must show that it and the recipient will adequately
protect the data, thanks to “safeguards for the protection of an individual’s right to privacy as well for
protection and exercise of the other rights of the data subject” in the data transfer and on the receiving
end.367 This showing will be made if the data controller uses contracts that contain the European
Commission’s standard contractual clauses (i.e., safeguards “stipulated in the contract”).368

4.

Blocking Statute

Lithuania does not have a blocking statute that affects cross-border data transfers.
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Luxembourg

1.

Relevant Law



2.

Amended Act of August 2, 2002 on the Protection of Persons with regard to the
Processing of Personal Data (Loi Modifiée du 2 Août 2002 Relative à la
Protection des Personnes à l'Égard du Traitement des Données à Caractère
Personnel)369

Data Protection in Luxembourg

Luxembourg implemented the EU Directive through the Amended Act of August 2, 2002 on the
Protection of Persons with regard to the Processing of Personal Data (“2002 Act”).
The 2002 Act sets forth the conditions under which personal data may be processed. It also
establishes Luxembourg’s data protection authority, the National Data Protection Commission
(Commission Nationale pour la Protection des Données) (“Commission”).370 Subject to limited
exceptions, a data controller must notify the Commission before it engages in data processing, which is
defined broadly to include the transfer of data.371

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must notify and obtain authorization
from the Commission, unless certain exceptions contained in the 2002 Act are met.372 The 2002 Act’s
exceptions are substantially similar to the country-based and condition-based exceptions found in the EU
Directive.373 (See Part I, Section I.E of this paper.)
If these exceptions are not met, the data controller must obtain authorization from the
Commission to make the transfer. The Commission will approve the transfer if the data controller can
show that it and the recipient will adequately protect the data.374 This showing will be made if the data
controller uses contracts that contain the European Commission’s standard contractual clauses.375
Transferring data to a non-EU country in violation of the provisions set forth in the 2002 Act is
punishable by up to one year in prison and/or by a fine of €125,000.376

4.

Blocking Statute

Luxembourg does not have a blocking statute that affects cross-border data transfers.
Malta

1.

Relevant Law



Chapter 440 Data Protection Act (Kapitolu 440 att dwar il-Protezzjoni u lPrivatezza tad-Data)377



Subsidiary Legislation to Chapter 440 Data Protection Act:
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2.

o

Notification and Fees (Data Protection Act) Regulations, Subsidiary
Legislation 440.02378

o

Third Country (Data Protection Act) Regulations, Subsidiary Legislation
440.03379

o

Transfer of Personal Data to Third Countries Order, Subsidiary
Legislation 440.07380

Data Protection in Malta

Malta implemented the EU Directive through the Chapter 440 Data Protection Act (“Chapter
440”). Chapter 440 entered into force in 2001 and has been amended repeatedly.381 Malta has also
issued nine subsidiary laws that provide specific regulations regarding data processing, such as
processing of minors’ data or data processing in the police sector.382 There is also subsidiary legislation
that permits tax information to be transferred to certain non-EU countries.383
Chapter 440 sets forth the conditions under which personal data may be processed. It also
establishes Malta’s data protection authority, the Commissioner for Information and Data Protection (ilKummissarju ghall-Informazzjoni u l-Protezzjoni tad-Data) (“Commissioner”).384 Subject to limited
exceptions, a data controller must notify the Commission before it engages in data processing, which is
defined broadly to include the transfer of data.385

3.

Cross-Border Data Transfers

A data controller who plans to transfer data (that is not tax information) outside the EU must
obtain authorization from the Commissioner, unless the transfer meets certain exceptions contained in
Chapter 440.386 The Chapter 440 exceptions consist of country-based and condition-based exceptions
that are substantially similar to those found in the EU Directive.387 (See Part I, Section I.E of this paper.)
If none of these exceptions is met, the data controller must obtain authorization from the
Commissioner. The Commissioner will authorize a transfer if the data controller can show that it and the
recipient will adequately protect the data.388 This showing will be made if the data controller uses
contracts that contain the standard contractual clauses (or “appropriate contractual provisions”) approved
by the European Commission.389
Transferring data to a non-EU country in violation of Chapter 440 is punishable by administrative
fines up to €23,300 per transfer and €2,300 per day as long as the violation persists.390
Chapter 440 grants Malta’s Prime Minister the right to issue subsidiary legislation that allows for
cross-border transfers to specific non-EU countries, notwithstanding Chapter 440’s provisions, so long as
the purpose of the subsidiary legislation is limited and necessary to Malta’s international obligations.391
The tax information sharing legislation cited above is an example of the Prime Minister’s exercise of this
authority.392

4.

Blocking Statute

Malta does not have a blocking statute that affects cross-border data transfers.
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The Netherlands

1.

Relevant Law

 Law Protecting Personal Data (Wet Bescherming Persoonsgegevens)393
 Decree on Exemption from the Personal Data Protection Act (Vrijstellingsbesluit
WBP)394

2.

Data Protection in the Netherlands

In 2000, the Netherlands implemented the EU Directive through its Law Protecting Personal Data
(“Law”). The following year, the Netherlands passed subsidiary legislation regarding the Law, the Decree
on Exemption from the Personal Data Protection Act (“Decree”). The Decree provides additional detail on
personal data categories.
The Law sets forth the conditions under which personal data may be processed. It also
establishes the Netherlands’ data protection authority, the Personal Data Authority (Authoriteit
Persoonsgegevens) (“Authority”).395 Subject to limited exceptions, a data controller must notify the
Authority before it engages in data processing, which is defined broadly to include the transfer of data.396

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Authority,397 unless the transfer meets certain exceptions contained in the Law.398 The Law’s exceptions
include country-based and condition-based exceptions that are substantially similar to those found in the
EU Directive.399 (See Part I, Section I.E of this paper.)
If none of the exceptions is met, the data controller must obtain authorization from the Authority.
To obtain authorization, the data controller may show that it and the recipient will adequately protect the
data.400 This showing will be made if the data controller uses contracts that contain the European
Commission’s standard contractual clauses (or “model contracts”).401
Additionally, the Dutch Minister of Justice reserves the right to issue permits for data transfers to
non-EU countries on a case-by-case basis.402

4.

Blocking Statute

The Netherlands does not have a blocking statute that affects cross-border transfers.

5.

U.S. Case Law

In Columbia Pictures Inc. v. Bunnell,403 a U.S. district court examined the Dutch data protection
law.404 The plaintiffs, Columbia Pictures Industries and several other movie studios, alleged that the
defendants, Justin Bunnell and others operated a website that engaged in massive online piracy of the
studio’s films. The studios moved for an order requiring Mr. Bunnell to preserve and produce server log
data and users’ IP addresses stored in the Netherlands. Mr. Bunnell objected on the grounds that Dutch
data protection law prohibited him from doing so.405 The magistrate judge ruling on the motion disagreed,
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finding that Mr. Bunnell failed to establish that the Dutch law would actually prohibit the retention and
production of the data in question. Upholding the magistrate judge’s order, the district court noted that,
under Aérospatiale, the Dutch law did not deprive the court of its power to order Mr. Bunnell to preserve
or produce the evidence.406
Norway

1.

2.

Relevant Law



Act of April 14, 2000 No. 31 Relating to the Processing of Personal Data (Lov om
Behandling av Personopplysninger LOV-2000-04-14-31)407



Personal Data Regulations of December 15, 2000 (Forskrift om Behandling av
Personopplysninger FOR-2000-12-15-1265)408

Data Protection in Norway

As an EEA country, Norway adopted the EU Directive pursuant to the EEA Agreement. Norway
implemented the EU Directive through its Act of April 14, 2000 No. 31 Relating to the Processing of
Personal Data (“Act”).
The Act sets forth the conditions under which personal data may be processed. It also
establishes the Norwegian Data Protection Authority (Datatilsynet) (“Authority”).409 Subject to limited
exceptions, a data controller must notify the Authority before it engages in data processing, which is
defined broadly to include the transfer of data.410 In addition, Norway’s Personal Data Regulations of
December 15, 2000 provide more detailed provisions for the processing of data, including the Authority’s
operational procedures and the obligations of a data controller.411

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Authority, 412 unless the transfer meets certain exceptions contained in the Act. These exceptions include
country-based and condition-based exceptions that are substantially similar to those found in the EU
Directive.413 (See Part I, Section I.E of this paper.) The Act also contains an additional exception under
which a data controller may transfer data to the U.S. or to another unapproved third country without
Authority authorization. This exception applies when “there is an obligation to transfer the data pursuant
to an international agreement or as a result of membership of an international organization.”414
If none of the exceptions is met, the data controller must obtain authorization from the Authority.
To obtain approval, the data controller must show that it and the recipient will adequately protect the
data.415 Under such circumstances, the Authority has the right to stipulate specific conditions for the
transfer.416
Additionally, the Act provides that Norway’s King may prescribe regulations for cross-border data
transfers, including limiting or preventing transfers, notwithstanding the applicability of exceptions under
the Act.417
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4.

Blocking Statute

Norway does not have a blocking statute that affects cross-border data transfers.
Poland

1.

Relevant Law

 Act of August 29, 1997 on the Protection of Personal Data (Ustawa z Dnia 29 Sierpnia
1997 r. o Ochronie Danych Osobowych)418

2.

Data Protection in Poland

Poland implemented the EU Directive through its Act of August 29, 1997 on the Protection of
Personal Data (“Act”). The Act has been amended repeatedly since 2004, when Poland joined the EU, to
fully comply with the EU Directive.419 Poland has also issued subsidiary regulations regarding
administrative data processing procedures.420
The Act sets forth the conditions under which personal data may be processed. It also
establishes Poland’s data protection inspector, the Inspector General for Personal Data Protection
(Generalny Inspektor Ochrony Danych Osobowych) (“IG”).421 Subject to limited exceptions, a data
controller must notify the IG before it engages in data processing, which is defined broadly to include the
transfer of data.422

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
IG,423 unless the transfer meets certain exceptions contained in the Act. The Act’s exceptions include
country-based and condition-based exceptions that are substantially similar to those found in the EU
Directive.424 (See Part I, Section I.E of this paper.) The Act contains two additional exceptions under
which a data controller may transfer data to the U.S. or to another unapproved third country without first
obtaining IG authorization. These exceptions apply when the transfer of personal data is required by (i)
“an obligation imposed on the data controller by legal provisions, or (ii) “the provisions of any ratified
international agreement.”425
If none of the exceptions is met, the data controller must obtain authorization from the IG. To
obtain IG authorization, the data controller must show that it and the recipient will adequately protect the
data.426 This showing can be made if the data controller uses contracts that contain the European
Commission’s standard contractual clauses.427

4.

Blocking Statute

Poland does not have a blocking statute that affects cross-border data transfers.
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Portugal

1.

2.

Relevant Law



Law 67/98 on the Protection of Personal Data (Lei 67/98 da Proteção de Dados
Pessoais)428



Law 43/2004 on the Organization and Functions of the CNPD (Lei 43/2004 da
Organização e Funcionamento da CNPD)429

Data Protection in Portugal

Portugal implemented the EU Directive through Law 67/98 on the Protection of Personal Data
(“Law 67/98”).
Law 67/98 sets forth the conditions under which personal data may be processed. It also
establishes Portugal’s data protection authority, the National Data Protection Commission (Comissão
Nacional de Protecção de Dados) (“Commission”).430 Subject to limited exceptions, a data controller
must notify the Commission before it engages in data processing, which is defined broadly to include the
transfer of data.431
Law 43/2004 on the Organization and Functions of the CNPD (“Law 43/2004”) sets forth the
Commission’s internal protocols, such as staffing and budget requirements.432

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Commission,433 unless the transfer meets certain exceptions contained in Law 67/98. Law 67/98’s
exceptions include country-based and condition-based exceptions that are substantially similar to those
found in the EU Directive.434 (See Part I, Section I.E of this paper.) Law 67/98 also contains two
additional exceptions that permit a data controller to transfer data to the U.S. or to another unapproved
third country without first obtaining Commission authorization. Where the data is “necessary for the
protection of State security, defense, public safety and the prevention, investigation and prosecution of
criminal offences,” Law 67/98 allows the data to be transferred pursuant to (i) “special legal provisions,” or
(ii) “international conventions and agreements to which Portugal is party.”435
If none of these exceptions is met, the data controller must obtain authorization from the
Commission. To obtain authorization, the data controller must show that it and the recipient will
adequately protect the data.436 This showing will be made if the data controller uses contracts that
contain the European Commission’s standard contractual clauses or “appropriate contractual clauses”.437

4.

Blocking Statute

Portugal does not have a blocking statute that affects cross-border transfers.
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Romania

1.

2.

Relevant Law



Law No. 677/2001 on the Protection of Individuals with Regard to the Processing
of Personal Data and the Free Movement of such Data (Lege Nr. 677/2001
Pentru Protectia Persoanelor cu Privire la Prelucrarea Datelor cu Caracter
Personal si Libera Circulatie a Acestor Date)438



Law No. 102/2005 Regarding the Setting up, Organisation and Functioning of the
National Supervisory Authority for Personal Data Processing (Lege Nr. 102/2005
Privind Înfiintarea, Organizerea si Functionarea Autoritatii Nationale de
Supraveghere a Prelucrarii Datelor cu Caracter Personal Parlamentul României
Adopa Prezenta Lege)439

Data Protection in Romania

Romania implemented the EU Directive through its Law No. 677/2001 on the Protection of
Individuals with Regard to the Processing of Personal Data and the Free Movement of such Data (“Law
No. 677/2001”).
Law No. 677/2001 sets forth the conditions under which personal data may be processed.
Pursuant to a 2006 amendment, Law No. 677/2001 also establishes Romania’s data protection authority,
the National Supervisory Authority for Personal Data Processing (Autoritatea Nationala de Supraveghere
a Prelucrarii Datelor cu Caracter Personal) (“Authority”).440 Subject to limited exceptions, a data controller
must notify the Authority before it engages in data processing, which is defined broadly to include the
transfer of data.441
Additionally, Law No. 102/2005 Regarding the Setting up, Organisation and Functioning of the
National Supervisory Authority for Personal Data Processing (“Law No.102/2005”) prescribes the
Authority’s internal protocols, such as staffing requirements and institutional structure.442

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Authority,443 unless the transfer meets certain exceptions contained in Law No. 677/2001. Law No.
677/2001’s exceptions include country-based and condition-based exceptions that are substantially
similar to those found in the EU Directive.444 (See Part I, Section I.E of this paper.) Law No. 677/2001
also contains two additional exceptions under which a data controller may transfer data to the U.S. or to
another unapproved third country without first obtaining Authority authorization. These exceptions apply
when the data transfer is required by (i) a “special law,” or (ii) “an international agreement ratified by
Romania.”445 These two exceptions are particularly relevant to data transfers “for the purpose of
prevention, investigation, or repressing a criminal offense.”446
If none of the exceptions is met, the data controller must obtain authorization from the Authority.
To obtain authorization, the data controller must show that it and the recipient will adequately protect the
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data.447 This showing will be made if the data controller uses contracts that contain the European
Commission’s standard contractual clauses.448

4.

Blocking Statute

Romania does not have a blocking statute that affects cross-border transfers.
Slovakia

1.

Relevant Law



2.

Act No. 122/2013 Coll. on Protection of Personal Data and on Changing and
Amending of Other Acts (Zákon c. 122/2013 Z. z. Ochrane Osobnych Údajov a o
Zmene a Doplnení Niektorych Zákonov)449

Data Protection in Slovakia

Slovakia implemented the EU Directive through its Act No. 122/2013 Coll. on Protection of
Personal Data and on Changing and Amending of Other Acts (“Act 122/2013”), which was further
amended in 2014.450 Act 122/2013 fully replaced the Slovak Republic’s first data protection act, Act No.
428/2002.451
Act 122/2013 sets forth the conditions under which personal data may be processed. It also
establishes the Slovak Republic’s data protection authority, the Office for Personal Data Protection (Úrad
na Ochranu Osobnych Údajov) (“Office”).452 Subject to limited exceptions, a data controller must notify
the Office before it engages in data processing, which is broadly defined to include the transfer of data.453

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
Office,454 unless the transfer meets certain exceptions contained in Act 122/2013.455 Act 122/2013’s
exceptions include country-based and condition-based exceptions that are substantially similar to those
found in the EU Directive.456 (See Part I, Section I.E of this paper.)
Additionally, a data controller does not need Office authorization if the data controller uses the
European Commission’s standard contractual clauses.457
Act 122/2013 specifically addresses data transfers to the U.S. under the now-invalidated EU-U.S.
Safe Harbor. The act permitted transfers to U.S. participants in the Safe Harbor program without having
to obtain Office authorization, as long as the data transfer contract contains specific provisions.458 Now
that the Safe Harbor has been invalidated, it remains to be seen whether Act 122/2013 will be amended
to account for the new EU-U.S. Privacy Shield.

4.

Blocking Statute

The Slovak Republic does not have a blocking statute that affects cross-border data transfers.
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Slovenia

1.

2.

Relevant Law



Personal Data Protection Act (Zakon o Varstvu Osebnih Podatkov)459



Information Commissioner Act (Zakon o Informacijskem Pooblaščencu)460

Data Protection in Slovenia

Slovenia implemented the EU Directive through its Personal Data Protection Act (“Act”), which
entered into force in 2005.
The Information Commissioner Act (“ICA”) also entered into force in 2005. The ICA establishes
Slovenia’s data protection authority, the Information Officer (Informacijski Pooblaščenec) (“IO”).461 The
ICA also regulates the IO’s internal protocols, such as administrative procedures, staffing and budget
requirements.462
The Act sets forth conditions under which personal data may be processed. Subject to limited
exceptions, a data controller must notify the IO before it engages in data processing, which is defined
broadly to include the transfer of data.463

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
IO,464 unless the transfer meets certain exceptions contained in the Act. These exceptions include
country-based and condition-based exceptions that are substantially similar to those found in the EU
Directive.465 (See Part I, Section I.E of this paper.) The Act contains an additional exception under which
a data controller may transfer data to the U.S. or to another unapproved third country without first
obtaining IO authorization. This exception applies when a data transfer is “so provided by another statute
or binding international treaty.”466
If none of the exceptions is met, the data controller must obtain authorization from the IO. To
obtain IO authorization, the data controller must show that it and the recipient will adequately protect the
data.467 This showing will be made if the data controller uses contracts that contain the European
Commission’s standard contractual clauses.468

4.

Blocking Statute

Slovenia does not have a blocking statute that affects cross-border data transfers.
Spain

1.

Relevant Law



Organic Law 15/1999 of December 13 on the Protection of Personal Data (Ley
Orgánica 15/99 de 13 de Diciembre 1999 de Protección de Datos de Carácter
Personal)469
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2.

Royal Decree 1720/2007 (Real Decreto 1720/2007)470

Data Protection in Spain

Spain implemented the EU Directive through its Organic Law 15/1999 of December 13 on the
Protection of Personal Data (“Organic Law”), which became effective on January 14, 2000. The Organic
Law was supplemented by the Royal Decree 1720/2007 (“Royal Decree”), which operationalizes the
Organic Law’s provisions.471
The Organic Law sets forth the conditions under which personal data may be processed. It also
establishes Spain’s data protection authority, the Spanish Data Protection Agency (Agencia Española de
Protección de Datos) (“SDPA”),472 whose procedures and duties are set forth in the Real Decreto.473 The
SDPA is known for aggressively enforcing the Organic Law. It also disseminates and enforces its own
data protection regulations, and maintains Spain’s General Data Protection Registry.474
Subject to limited exceptions, a data controller must notify the SDPA before it engages in data
processing, which is defined broadly to include the transfer of data.475

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
SDPA, unless the transfer meets certain exceptions contained in the Organic Law. The Organic Law’s
exceptions include country-based and condition-based exceptions that are substantially similar to those
found in the EU Directive.477 (See Part I, Section I.E of this paper.) The Organic Law also contains four
additional exceptions under which a data controller may transfer data to the U.S. or to another
unapproved third country without first obtaining SDPA authorization. These exceptions apply if (i) the
transfer is required by treaty or agreements to which Spain is a party; (ii) the transfer serves to offer or
request judicial aid; (iii) the transfer is necessary to health or medical services; or (iv) the transfer is
related to a monetary transfer.478
476

If none of the exceptions is met, the data controller must obtain authorization from the SDPA. To
obtain SDPA authorization, the data controller must show that it and the recipient will adequately protect
the data.479 This entails (i) registering the data files with the SDPA’s General Data Protection Registry, (ii)
identifying the data to be transferred and the purpose of the transfer, and (iii) supplying the SDPA with
proof that the transfer complies with the data protection guarantees contained in the Organic Law.480
To make the showing to the SDPA in point (iii), a data controller may submit evidence that it is
using the European Commission’s standard contractual clauses.481 The SDPA often requires minor
changes in the standard contractual clauses to conform to Spanish data protection law. Moreover, even
when the standard contractual clauses are used, the SDPA may deny or suspend the data transfer for a
number of other reasons.482
In the case of long-standing data transfer agreements (such as between corporate affiliates), the
SDPA will consider the corporation’s internal standards and rules when determining whether to authorize
a data transfer.483
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Once the SDPA has received the required information, the agency has three months to decide
whether to authorize the cross-border data transfer.484

4.

Blocking Statute

Spain does not have a blocking statute affecting data processing or transfers.

5.

U.S. Case Law

In Reino de España v. American Bureau of Shipping, Spain sued ABS, an American company
that had certified the oil tanker Prestige in compliance with applicable laws and regulations, after the
tanker sank near Spain’s coastline and polluted Spanish maritime waters with oil. In response to ABS’s
request for records regarding Spain’s handling of the oil spill, Spain argued that the U.S. discovery rules
should not apply to emails and other files held in Spain. A New York federal court rejected this contention
and held that Spain’s failure to preserve and produce relevant documents was sanctionable. The court
noted that “[t]his litigation is in the Southern District instead of a court in Spain. Discovery is governed by
the Federal Rules of Civil Procedure, not Spanish privacy laws and government privileges.”485
Sweden

1.

2.

Relevant Law



Personal Data Act 1998:204 (Personuppgiftslagen 1998:204)486



Personal Data Ordinance 1198:1191 (Personuppgiftsförordningen 1198:1191)487



Data Inspection Board Regulations DIFS 2001:1 (Datainspektionens
Författningssamling Föreskrifter DIFS 2001:1)488

Data Protection in Sweden

In 1998, Sweden implemented the EU Directive through the Personal Data Act 1998:204 (“PDA
204”). PDA 204 repealed and replaced Sweden’s first data protection act.489
The Personal Data Ordinance 1198:1191 (“Ordinance”) also entered into force in 1998. The
Ordinance establishes Sweden’s data protection authority, the Data Inspection Board (Datainspektionen)
(“DIB”).490
Both PDA 204 and the Ordinance have been repeatedly amended by subsidiary regulation. In
2001, for example, Sweden passed a subsidiary regulation (DIFS 2001:1) that amended sections of both
PDA 204 and the Ordinance by stipulating additional procedures for data processing, including more
robust notification requirements.491
PDA 204 sets forth conditions under which personal data may be processed. Subject to limited
exceptions, a data controller must notify the DIB before it engages in data processing, which is defined
broadly to include the transfer of data.492
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3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
DIB,493 unless the transfer meets certain exceptions contained in PDA 204. PDA 204’s exceptions
include country-based and condition-based exceptions that are substantially similar to those found in the
EU Directive.494 (See Part I, Section I.E of this paper.) PDA 204 also contains an additional exception
under which data may be transferred without first obtaining DIB authorization. The exception applies
when the recipient is located “in a state that has acceded to the Council of Europe Convention for the
Protection of Individuals with regard to Automatic Processing of Personal Data.”495
If none of the exceptions is met, the data controller must obtain authorization from the DIB. To
obtain DIB authorization, the data controller must show that it and the recipient will adequately protect the
data.496 This showing will be made if the data controller uses contracts that contain standard contractual
clauses approved by the European Commission.497 The Swedish government also reserves the right to
make case-by-case adequacy determinations for a specific third country or a specific data recipient.498

4.

Blocking Statute

Sweden does not have a blocking statute that affects cross-border transfers.
Switzerland

1.

2.

Relevant Law



Federal Act 235.1 on Data Protection (Bundesgesetz 235.1 über den
Datenschutz/Loi Fédérale 235.1 sur la Protection des Données/Legge Federale
235.1 sulla Protezione dei Dati)499



Ordinance 235.11 to the Federal Data Protection Act (Verordnung 235.11 zum
Bundesgesetz über den Datenschutz)500

Data Protection in Switzerland

Switzerland is not an EU or an EEA country. As a result, Switzerland has not implemented the
EU Directive. However, Switzerland’s Federal Act 235.1 on Data Protection (“Act 235.1”), which entered
into force in 1993, contains data processing provisions that are substantially similar to those in the EU
Directive. Act 235.1 covers data processing by both private persons and federal bodies.
Alongside Act 235.1’s enactment, Ordinance 235.11 to the Federal Data Protection Act (the
“Ordinance”) also entered into force. The Ordinance provides further regulations regarding the data
processing covered in Act 235.1, such as specific administrative procedures to be followed by a data
controller.
Act 235.1 establishes Switzerland’s data protection authority, the Federal Data Protection and
Information Commissioner (Eidgenössischer Datenschutz- und Öffentlichkeitbeauftragter)
(“Commissioner”).501 The Ordinance sets forth additional administrative procedures that the
Commissioner requires of a data controller.502
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Subject to limited exceptions, a data controller must notify the Commissioner before it engages in
data processing, which is defined broadly to include the transfer of data, by registering the data
processing with the Commissioner.503

3.

Cross-Border Data Transfers

In addition to notifying the Commissioner, a data controller who plans to transfer data outside of
Switzerland must obtain authorization from the Commissioner.504
The Commissioner will authorize data transfers to countries on the Commissioner’s country list.505
The list includes: (i) countries that have ratified or acceded to Convention ETS 108506 and (ii) other
countries that the Commissioner deems to provide an adequate level of data protection.507 In the latter
case, the Commissioner bases its determination on the recipient country’s adherence to the principles of
Convention ETS 108, its compliance with the principles of Act 235.1, and the legal practice in the
recipient’s country.508
Transfers to the U.S. were previously allowed under the U.S.-Swiss Safe Harbor Agreement.509
Additionally, the Commissioner had placed the U.S. on Switzerland’s list of approved countries, as the
Commissioner found that the Safe Harbor agreement brought the U.S. into compliance with Act 235.1.510
However, after the U.S.-EU Safe Harbor was invalidated, the Commissioner determined that the U.S.Swiss Safe Harbor Agreement was inadequate and should also be invalidated.511
On January 11, 2017, the U.S. and Switzerland finalized the U.S.-Swiss Privacy Shield
agreement.512 The Privacy Shield “applies the same conditions as the European Union,” according to a
statement by the Swiss Federal Council.513 Companies began certifying their compliance with the
program on April 12, 2017.514
The Commissioner will approve the transfer of data to non-listed countries if certain exceptions
contained in Act 235.1 are met.515 Act 235.1’s condition-based exceptions are similar to those found in
the EU Directive. (See Part I, Section I.E of this paper.) Data can be transferred outside the EU if:


“the data subject has consented in the specific case;”516



“the processing is directly connected with the conclusion or the performance of a
contract and the personal data is that of a contractual party;”517



“disclosure is essential in the specific case in order either to safeguard an
overriding public interest or for the establishment, exercise or enforcement of
legal claims before the courts;”518



“disclosure is essential in the specific case in order to protect the life or physical
integrity of the data subject;” or519



“the data subject has made the data generally accessible and has not expressly
prohibited its processing.”520

The Commissioner will also approve the transfer of data to non-listed countries if the data
controller and the recipient will adequately protect the data.521 This showing will be made if the data
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controller uses contracts that contain standard contractual clauses522 approved by (i) the European
Commission, (ii) the Council of Europe, or (iii) the Commissioner.523

4.

Blocking Statute

Switzerland does not have a blocking statute that affects all cross-border transfers.
However, Article 271 of Switzerland’s Criminal Code acts as a blocking statute with respect to
extraterritorial discovery. Article 271 prohibits the taking of evidence in Switzerland, without the
authorization of a Swiss court. A violation of Article 271 can result in fines and/or imprisonment.
However, Article 271 has largely gone unenforced, in favor of increased cooperation between Swiss
authorities and foreign courts.524

5.

U.S. Case Law

In Motorola Credit Corp. v. Uzan, a U.S. District Court analyzed another Swiss statute that can
function as a blocking statute: Article 47 of Switzerland’s Banking Act.525 In Motorola, the court noted that
Article 47 was a “seriously enforced national interest” and “an element of that nation’s national identity,”
found that the Aérospatiale factors favored Swiss interests,526 and quashed the subpoenas seeking
documents in Switzerland.527
United Kingdom

1.

Relevant Law

 Data Protection Act 1998528
 Protection of Trading Interests Act 1980529
2.

Data Protection in the United Kingdom

The United Kingdom (“U.K.”) implemented the EU Directive through its Data Protection Act 1998
(“DPA”). The DPA sets forth the conditions under which personal data may be processed. U.K. courts
have interpreted the DPA’s definition of “personal data” to include data that “affect[s] the [data subject’s]
privacy, whether in his personal or family life, business or professional capacity.”530
The DPA also establishes the U.K.’s data protection authority, the Information Commissioner’s
Office (“ICO”),531 as well as the ICO’s procedures and duties.532 Subject to limited exceptions, a data
controller must notify the ICO before it engages in data processing, which is defined broadly to include
the transfer of data.533

3.

Cross-Border Data Transfers

A data controller who plans to transfer data outside the EU must obtain authorization from the
ICO,534 unless the transfer meets certain exceptions contained in the DPA. The DPA exceptions include
country-based and condition-based exceptions that are substantially similar to those found in the EU
Directive.535 (See Part I, Section I.E. of this paper.)
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If none of the exceptions is met, the data controller must obtain authorization from the ICO. To
obtain ICO authorization, the data controller must show that it and the recipient will adequately protect the
data.536 This showing can be made if the data controller uses contracts that contain the European
Commission’s standard contractual clauses.537

4.

Blocking Statute

The United Kingdom does not have a blocking statute per se. However, the United Kingdom’s
Protection of Trading Interests Act 1980 can have the effect of a blocking statute in some circumstances.
The Protection of Trading Interests Act allows a Secretary of State (i.e., a government department head)
to block discovery if it conflicts with the U.K.’s trading interests or infringes upon U.K. sovereignty or
security.538

5.

Brexit

In a referendum held on June 23, 2016, citizens of the U.K. voted in favor of the U.K. withdrawing
from the EU. On January 24, 2017, the U.K. Supreme Court held that an Act of Parliament is required for
the country formally to leave the EU. On March 16, 2017, Parliament passed such an Act,539 and on
March 29, the U.K. Prime Minister formally invoked the process for leaving the EU. While the U.K. is
expected to withdraw from the EU, the U.K. is not expected to change its requirements for transferring
data from the U.K. to the U.S. The U.K. will need to maintain those requirements to demonstrate to the
EU that it ensures an adequate level of data protection, even though it is no longer an EU member.540

1.

The European Union (“EU”) is a political and economic union of 28 member states, located in
Europe. The EU has established a single market within its borders and allows for the free
movement of goods, persons, services and capital, based on a system of standardized directives
and regulations to which all EU member states are bound. The principles set out in this paper
also apply to the European Economic Area (“EEA”), an economic zone established and governed
by the EEA Agreement, which is open to member states of the European Union and of the
European Free Trade Association (“EFTA”). Established in 1994, the EEA allows for the free
movement of goods, persons, services and capital within the European Single Market. Notably,
EEA member states that are not EU member states (i.e., Iceland, Norway and Liechtenstein)
automatically adopt most EU legislation – including EU legislation on data privacy – pursuant to
the EEA Agreement. See generally EUR. UNION, http://europa.eu/european-union/index_en and
infra note 136.

2.

The European Court of Justice invalidated the Safe Harbor Program in 2015. The European
Court of Justice (“ECJ”) is the highest court in the European Union. Established in 1952 and
based in Luxembourg, it is tasked with interpreting and deciding issues of EU law as well as
determining the proper application of EU law at the member state level. Most often, cases are
referred to the ECJ by national courts or by European institutions (like the European Commission
or the Parliament). See Ct. Just. Eur. Union (CJEU), EUR. UNION, https://europa.eu/europeanunion/about-eu/institutions-bodies/court-justice_en. See Part I, Section I.F. of this paper.

3.

See, e.g., Europe’s Working Party on the Protection of Individuals with regard to Processing of
Personal Data (“Working Party”). The Working Party on the Protection of Individuals with regard
to Processing of Personal Data is authorized by Article 29 of the EU Directive to oversee
implementation of the EU Directive in the EU, to address data protection issues and to issue
recommendations, non-binding opinions and working documents to provide guidance in
formulating appropriate and consistent data protection practices. It is comprised of, among
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others, representatives of the data protection authorities that oversee compliance with privacy
legislation in the EU countries. Council Directive No. 95/46, art. 29, O.J. 1995 (L 281) 48 (EC).
4.

Id.

5.

European Convention on Human Rights Mar. 9, 1953, ETS 005, art. 8,
http://www.echr.coe.int/Documents/Convention_ENG.pdf.

6.

Council Directive No. 95/46, art. 32, O.J. 1995 (L 281) 49 (EC). The Directive is applicable to
EEA Member States that are not EU Member States by virtue of the Directive’s inclusion in the
EEA Agreement. See http://www.efta.int/legal-texts/eea.

7.

Council Directive No. 95/46, art. 1, O.J. 1995 (L 281) 38 (EC).

8.

Id. at art. 28, O.J. 1995 (L 281)47. DPAs can order blocking, erasure or destruction of data,
impose a ban, admonish a controller, engage in legal proceedings or notify judicial authorities
where there have been violations. They may also hear claims lodged by any person who feels
his or her rights have been violated.

9.

If an EU member state fails to comply with the EU legislation (including the EU Directive), the
European Commission can bring an infringement procedure against that state, by which the
Commission formally alerts the member state of its lack of compliance. If no response is issued
or no appropriate action is taken by the member state, the Commission can bring the state before
the ECJ for a binding ruling on the issue. See, e.g., Case C-518/07, Comm’n v. Germany 2010 ;
Case C-614/10, Comm’n v. Austria, 2012 EUR-Lex LEXIS 2466 (Oct. 16, 2012),; and Case C288/12, Comm’n v. Hungary, 2014EUR-Lex LEXIS 1569 (Jun. 8, 2014).

10.

Council Directive No. 95/46, art. 24, O.J. 1995 (L 281) 45 (EC).

11.

Id. at art. 23(1), O.J.1995 (L 281)45 (EC).

12.

Id.

13.

Id.

14.

Council Directive No. 95/46, art. 2(a), 1995 O.J. (L 281) 38 (EC).

15.

See generally, Article 29 Working Party, European Union Data Protection Authorities, Opinion
4/2007 on the concept of Personal Data, 012480/07/EN WP 136, (June 20, 2007),
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp136_en.pdf (expounding a more
detailed definition of personal data).

16.

Id. at 4 (citing supra note 14).

17.

Council Directive No. 95/46, art. 8(1),(5), 1995 O.J. (L 281) 31, 40–41 (EC).

18.

Sensitive personal data may be processed where (i) the data subject has given explicit consent,
(ii) the controller cannot meet its employment law obligations without doing so, (iii) it is necessary
to the vital interests of a data subject (or another person), and the data subject is physically or
legally incapable of giving consent, (iv) it is carried out by a non-profit organization whose aim is
to advance an agenda related to one of the categories of sensitive data, (v) the data subject
makes the data public, (vi) it is needed to establish or defend a legal claim, or (vii) it is required by
a health professional in the course of managing treatment or health care services. supra note 17,
at art. 8(2)–(3), 1991 O.J. (L 281) 40-41 (EC).

19.

Council Directive No. 95/46, art. 2(d), 8(1)-(3), 1995 O.J. (L 281) 38, 40 (EC) (defining who is a
controller, describing the prohibition against the processing of sensitive data and delineating the
limited exceptions to the prohibition against the processing of sensitive data); see also Article 29
Working Party, Opinion 1/2010 on the concepts of “controller” and “processor”, 00264/10/EN WP
169 (Feb. 16, 2010),
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wp169_en.pdf.
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20.

Article 29 Working Party, Opinion 1/2010 on the concepts of “controller” and “processor”,
00264/10/EN WP 169 (Feb. 16, 2010),
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wp169_en.pdf.

21.

Id.

22.

Id.

23.

Barbara Crutchfield George, et al., U.S. Multinational Employers: Navigating Through the “Safe
Harbor” Principles to Comply with the EU Data Privacy Directive, 38 AM. BUS. L.J. 735, 753 n. 81
(2001).

24.

Council Directive No. 95/46, art. 2(b) 1995 O.J. (L 281) 38 (EC).

25.

See Article 29 Working Party, European Union Data Protection Authorities, Working Document
1/2009 on pre-trial discovery for cross-border civil litigation, 00339/09/EN WP 158 at 8 (Feb. 11,
2009), http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2009/wp158_en.pdf.

26.

Council Directive No. 95/46, art. 6(a), 1995 O.J. (L 281)40 (EC).

27.

Id. at art. 6(b), 1995 O.J. (L 281)40 (EC).

28.

Id. at art. 6(c), 1995 O.J. (L 281)40 (EC).

29.

Id. at art. 6(d), 1995 O.J. (L 281)40 (EC).

30.

Id. at art. 6(e), 1995 O.J. (L 281)40 (EC).

31.

Id. at art. 7(a), 1995 O.J. (L 281)40 (EC).

32.

Id. at art. 7(b), 1995 O.J. (L 281)40 (EC).

33.

Id. at art. 7(c), 1995 O.J. (L 281)40 (EC).

34.

Article 29 Working Party, European Union Data Protection Authorities, Working Document
1/2009 on pre-trial discovery for cross-border civil litigation, 00339/09/EN WP 158 at 8-9 (Feb. 11,
2009), http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2009/wp158_en.pdf.

35.

Council Directive No. 95/46, art. 7(d), 1995 O.J. (L 281) 40 (EC).

36.

Id. at art. 7(e), 1995 O.J. (L 281) 40 (EC).

37.

Id. at art. 7(f), 1995 O.J. (L 281) 40 (EC).

38.

Article 29 Working Party, European Union Data Protection Authorities, Working Document
1/2009 on pre-trial discovery for cross-border civil litigation, 00339/09/EN WP 158 at 9 (Feb. 11,
2009), http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2009/wp158_en.pdf.

39.

Council Directive No. 95/46, art. 10, 11, 1995 O.J. (L 281) 41 (EC); Article 29 Working Party,
European Union Data Protection Authorities, Opinion 8/2001 on the processing of personal data
in the employment context, 5062/01/EN WP 48, at 3 (Sept. 13, 2001),
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2001/wp48en.pdf.

40.

Council Directive No. 95/46, art. 19(e), 1995 O.J. (L 281) 40 (EC).

41.

Data Protection Unit of the Directorate-General for Justice, Freedom and Security, Frequently
Asked Questions Relating to Transfers of Personal Data From The EU/EEA to Third Countries, at
18 http://ec.europa.eu/justice/
policies/privacy/docs/international_transfers_faq/international_transfers_faq.pdf.

42.

Council Directive No. 95/46, art. 25, 1995 O.J. (L 281) 45 (EC).
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43.

European Commission, Commission decisions on the adequacy of the protection of personal data
in third countries, http://ec.europa.eu/justice/data-protection/internationaltransfers/adequacy/index_en.htm.

44.

Welcome to the U.S.-EU Safe Harbor, EXPORT .GOV, http://2016.export.gov/safeharbor/eu/.

45.

For a list of American companies that were certified as Safe Harbor participants, see Safe Harbor
List, EXPORT .GOV http://safeharbor.export.gov/list.aspx.

46.

Case C‑362/14, Schrems v. Data Protection Comm’r., http://curia.europa.eu/juris/celex.jsf?celex=
62014CJ0362&lang1=en&type=TXT&ancre=(Oct. 6, 2015).

47.

See International Trade Administration, Privacy Shield Framework, PRIVACY SHIELD FRAMEWORK,
https://www.privacyshield.gov/Program-Overview.

48.

European Commission Press Release IP/16/2461, European Commission launches EU-U.S.
Privacy Shield: stronger protection for transatlantic data flows (Jul. 12, 2016),
http://europa.eu/rapid/press-release_IP-16-2461_en.htm.

49.

International Trade Administration, How to Join a Privacy Shield (Part 1), PRIVACY SHIELD
FRAMEWORK https://www.privacyshield.gov/article?id=How-to-Join-Privacy-Shield-part-1.

50.

International Trade Administration, Requirements of Participation, PRIVACY SHIELD FRAMEWORK
https://www.privacyshield.gov/article?id=Requirements-of-Participation.

51.

Commission Implementing Decision (EC) No. 4176/2016 of 16 December 2016, at 6,
http://ec.europa.eu/justice/data-protection/files/privacy-shield-adequacy-decision_en.pdf.

52.

Id.

53.

Id.

54.

Id. at 7.

55.

Id.

56.

Id.

57.

Id. at 8.

58.

Organizations that persistently fail to adhere to the Privacy Shield principles will be removed from
the list and required to return or delete any personal data received under the Privacy Shield.
Organizations that opt out of the Privacy Shield or allow their certifications to lapse are also
required to return or delete any personal information received under the Privacy Shield, unless
the organization can ensure compliance with the principles or comparable protection mechanisms
through other means confirmed to provide the requisite level of protection. Id. ¶ 24 at 7.

59.

European Commission, Model Contracts for the Transfers of Personal Data to Third Countries,
http://ec.europa.eu/justice/data-protection/international-transfers/transfer/index_en.htm.

60.

Id.

61.

See Brandon Cook, Why Cross-Border Litigation is a Compliance Concern, SARBANES-OXLEY
COMPLIANCE JOURNAL, May 21, 2009, http://www.s-ox.com/dsp_getNewsDetails.cfm?CID=2599.

62.

The Article 29 Working Party was set up under Article 29 of Directive 95/46/EC. It is an
independent European advisory body on data protection and privacy. Its tasks are described in
Article 30 of Directive 95/46/EC and Article 14 of Directive 97/66/EC.

63.

Data Protection Unit of the Directorate-General for Justice, supra note 42 at 49.

64.

Data Protection Unit of the Directorate-General for Justice, supra note 42 at 9.

The Impact on U.S. Discovery of EU Data Protection and Discovery Blocking Statutes

Page 56

65.

Council Directive No. 95/46, art. 26(1)(a), 1995 O.J. (L 281) 46 (EC).

66.

Council Directive No. 95/46, art. 26(1)(b), 1995 O.J. (L 281) 46 (EC).

67.

Id. at art. 26(1)(c), 1995 O.J. (L 281) 46 (EC).

68.

Id. at art. 26(1)(d), 1995 O.J. (L 281) 46 (EC).

69.

Id. at art. 26(1)(e), 1995 O.J. (L 281) 46 (EC).

70.

European Commission, Collecting & Processing Personal Data: What Is Legal?,
http://ec.europa.eu/justice/data-protection/data-collection/legal/index_en.htm.

71.

Council Directive No. 95/46, art. 26(1)(f), 1995 O.J. (L 281) 46 (EC)

72.

Article 29 Working Party, supra note 39 at 8.

73.

Article 29 Working Party, supra note 39 at 1-7.

74.

Article 29 Working Party, supra note 39at 1-7.

75.

Council Directive No. 95/46, art. 2(h), 1995 O.J. (L 281) 39 (EC).
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Article 29 Working Party, supra note 39 at 8.
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Id.
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Id.at 9.

80.

See, e.g., Fed. R. Civ. P. 34, 45(e).
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Id. at 9.
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Id.at 10.

83.

Id.at 12.
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Id. at 7.
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Id.
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Id. at 13.
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Id. at 7.
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100.
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archiv=0&p1=1157. The Úřad’s website is available here: https://www.uoou.cz/en/.

189.

Id. at art. 27(1).

190.

Id. at art. 27(2). These countries are: Albania, Bosnia and Herzegovina, Montenegro, Georgia,
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323.

Data Protection (Amendment) Act(Number 6 of 2003) (Ir.),
http://www.irishstatutebook.ie/eli/2003/act/6/enacted/en/html.

324.

Supra note 317 at § 9.

325.

See id. § 1(1) (defining “processing” as “transmitting” data).

326.

Id. at §§ 16-18.

327.

Data Protection Commissioner, Registering with the Data Protection Commissioner,
https://www.dataprotection.ie/register/default.asp.

328.

Supra note 317 § 11.

329.

Id at § 11(4)(a)(ix).

330.

Id. at § 11(6).

331.

Id. at § 4(a)(ix) (noting that the transfer can be “made on terms of a kind approved by the
Commissioner as ensuring such safeguards”).
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332.

“Model Contracts,” Data Protection Commissioner, https://www.dataprotection.ie/docs/ModelContracts/38.htm.

333.

Personal Data Protection Code (No. 196 of 2003) (Ir.),
http://194.242.234.211/documents/10160/2012405/Personal+Data+Protection+Code++Legislat.+Decree+no.196+of+30+June+2003.pdf.

334.

Id.

335.

Id. at § 153.

336.

Id. at §§ 37-38.

337.

Id. at §§ 42-44.

338.

See “General Authorisations Issued for Cross-Border Data Flows to Third Countries,” Garante per
la Protezione dei Dati Personali, available at http://www.garanteprivacy.it/home_en/italianlegislation#4 (providing list of approved third countries); “Data Transfers to the USA: the ’Safe
Harbor‘ Authorisation is Invalid,” Garante per la Protezione dei Dati Personali (Nov. 6, 2015),
http://194.242.234.211/web/guest/home/docweb/-/docweb-display/docweb/4472540 (providing
that the U.S. is no longer an approved recipient country).

339.

Personal Data Protection Code, § 43(1)(h).

340.

Id. at § 43(1)(h) n. 23 (citing Decree No. 201 dated 6 December 2011 § 40(2)e).

341.

Id. at § 45.

342.

See “Authorisation for the Transfer of Personal Data to Third Countries in Compliance with
Standard Contractual Clauses – 10 October 2001 [1669728],” Garante per la Protezione dei Dati
Personali, http://www.garanteprivacy.it/web/guest/home/docweb/-/docwebdisplay/docweb/1669728; “Authorisation for the Transfer of Personal Data to Data Processors
Established in Third Countries in Compliance with Standard Contractual Clauses,” Garante per la
Protezione dei Dati Personali, http://www.garanteprivacy.it/web/guest/home/docweb/-/docwebdisplay/docweb/1669750.

343.

“Data Transfers to the USA: the ‘Safe Harbor’ Authorisation is Invalid” (Nov. 6, 2015), Garante
per la Protezione dei Dati Personali, http://194.242.234.211/web/guest/home/docweb/-/docwebdisplay/docweb/4472540.

344.

Fizisko Personu Datu Aizsardzības Likums [Personal Data Protection Law] (Lat.),
https://www.ics.uci.edu/~kobsa/privacy/Latvia%20Data%20Protection%20Law.htm.

345.

Id. at § 30.

346.

Id. at § 21.

347.

Id. at § 2(4) (defining processing as “any operations carried out regarding personal data, including
… transfer”).

348.

See Notification of Personal Data Processing and Registration of Data Protection Officers, DVI,
http://www.dvi.gov.lv/en/wp-content/uploads/personal-dataprotection/Notification_of_Personal_Data_Processing_and_Registration_of_Data_Protection.pdf.

349.

Id. at § 28.

350.

Id. at § 28(4).

351.

Id.

352.

Id. at § 28(4)(1).
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353.

Datenschutzgesetz [Data Protection Act] No. 55 (Liech.), http://www.llv.li/files/dss/pdf-llv-dss-dpafl-v20150101-en.pdf.

354.

Datenschutzverordnung [Data Protection Ordinance] No. 102 (Liech.),
http://www.llv.li/files/dss/pdf-llv-dss-dpo-fl-v20150801-en.pdf (English version).

355.

Datenschutzgesetz, art. 28.

356.

Datenschutzverordnung, arts. 3-4. The criteria for registration are set forth in Datenschutzgesetz,
art. 15.

357.

Datenschutzverordnung, art. 6.

358.

Id. at art. 8.

359.

Datenschutzgesetz, art. 8(2)(a).

360.

Id.

361.

Id.

362.

Istatymas Teisinės Apsaugos Asmens Duomenis [Law on Legal Protection of Personal Data] No.
IX-1296 (Lith.), http://www.ada.lt/images/cms/File/pers.data.prot.law.pdf (English version).

363.

Id. at art. 25.

364.

Id. at art. 28(1).

365.

Id. at art. 28(4).

366.

Id. at art. 28(4)(6).

367.

Id. at art 28(3).

368.

Id.

369.

Loi Modifiée du 2 Août 2002 Relative à la Protection des Personnes à l'Égard du Traitement des
Données à Caractère Personnel [Amended Act of 2 August 2002 on the Protection of Persons
with regard to the Processing of Personal Data] (Lux.),
http://www.cnpd.public.lu/en/legislation/droit-lux/doc_loi02082002mod_en.pdf (English version).

370.

Id. at art. 34.

371.

Id. at arts. 12-14.

372.

Id. at art. 18.

373.

Id. at arts. 12(2)(b), 19(1).

374.

Id. at art. 19(3).

375.

Id.

376.

Id. at art. 19(4).

377.

Kapitolu 440 att dwar il-Protezzjoni u l-Privatezza tad-Data [Data Protection Act] Ch. 440 (Malta),
http://www.justiceservices.gov.mt/DownloadDocument.aspx?app=lom&itemid=8906&l=1 (English
version).

378.

Kapitolu 440 att dwar il-Protezzjoni u l-Privatezza tad-Data [Data Protection Act] Ch. 440.02
(Malta), http://idpc.gov.mt/en/Legislation/SL%20440.02.pdf.

379.

Kapitolu 440 att dwar il-Protezzjoni u l-Privatezza tad-Data [Data Protection Act] Ch. 440.03
(Malta), http://idpc.gov.mt/en/Legislation/SL%20440.03.pdf.
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380.

Kapitolu 440 att dwar il-Protezzjoni u l-Privatezza tad-Data [Data Protection Act] Ch. 440.07
(Malta), http://idpc.gov.mt/en/Legislation/SL%20440.07.pdf.

381.

Chapter 440 was amended in 2002, 2003, 2006, 2007, 2008, and 2012.

382.

See, e.g., supra note 372 at 04.

383.

Chapter 440, supra note 380.

384.

Chapter 440, supra note 377 at art. 36.

385.

Id. at art. 29.

386.

Id. at arts. 27-28.

387.

Id. at art. 28(2).

388.

Id. at arts. 27(1)-(2), 28(3).

389.

Id. at art. 28(3).

390.

Chapter 440, supra note 379 at art 6.

391.

Chapter 440, supra note 377 at art. 28(1).

392.

Chapter 440, supra note 380.

393.

Wet van 6 juli 2000, Stb. 2014, 540, http://wetten.overheid.nl/BWBR0011468/2015-01-01 (Dutch
version).

394.

Besluit van 7 mei 2001, Stb. 2014,
520,http://wetten.overheid.nl/BWBR0012461/geldigheidsdatum_05-11-2015 (Dutch version).

395.

Supra note 388 at chap. 9 § 1.

396.

Id. at chap. 4 § 1.

397.

Id. at art. 76(2).

398.

Id. at art. 77(1)(a)-(f).

399.

Id.

400.

Id. at art. 77(1)(g).

401.

Id.

402.

Id. at art. 77(2).

403.

Columbia Pictures Inc. v. Bunnell, 2007 WL 2080419 at *59-60 (C.D. Cal. May 29, 2007).

404.

The Bunnell court’s decision was upheld, and review was denied. Columbia Pictures Inc. v.
Bunnell, 245 F.R.D. 443, 452-53 (C.D. Cal. 2007).

405.

Id. at *48.

406.

Columbia Pictures Inc. v. Bunnell, 245 F.R.D. 443, 452 (C.D. Cal. 2007).

407.

Lov om Behandling av Personopplysninger [Personal Data Act] LOV-2000-04-14-31 (Nor.),
https://www.datatilsynet.no/English/Regulations/Personal-Data-Act-/.

408.

Forskirft om Behandling av Personopplysninger [Personal Data Regulations] FOR-2000-12-151265 (Nor.), https://www.datatilsynet.no/English/Regulations/Personal-Data-Regulations/.

409.

Supra note 402 at art. 42.

410.

Id. at chap. VI.
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411.

See, e.g., supra note 403 at § 6-3.

412.

Supra note 402 at chap. V.

413

Id. at chap. V § 30(a), (c)-(f).

414.

Id. at chap. V § 30(b).

415.

Id. at chap. V § 30.

416.

Id.

417.

Id.

418.

Ustawa z Dnia 29 Sierpnia 1997 r. o Ochronie Danych Osobowych [Act of 29 August 1997 on
the Protection of Personal Data] 1182 (Pol.), http://www.giodo.gov.pl/144/id_art/171/j/en/ (English
version).

419.

See, e.g., Ustawy Wprowadzajace Zmiany W Ustawie O Ochrone Danych Osobowych,
http://www.giodo.gov.pl/144/id_art/1700/j/pl/ (Polish).

420.

See, e.g, “Archives,” GIODO, http://www.giodo.gov.pl/410/j/en/.

421.

Supra note 413 at art. 8.

422.

Id. at chap. 6.

423.

Id. at arts. 47-48.

424.

Id. at art. 47(3).

425.

Id. at art. 47(2).

426.

Id. at art. 48.

427.

Id. at art 48(2)(1); see also “Communique on transfer of personal data to a third country,” GIODO,
http://www.giodo.gov.pl/470/id_art/820/j/en/ (English version).

428.

Lei 67/98 da Proteção de Dados Pessoais [Act on the Protection of Personal Data] Act 67/98
(Port.), https://www.cnpd.pt/english/bin/legislation/Law6798EN.HTM (English version).

429.

Lei 43/2004 da Organização e Funcionamento da CNPD [Law 43/2004 on the Organization and
Functions of the CNPD] Law 43/2004 (Port.), https://www.cnpd.pt/bin/cnpd/Lei_43_2004.pdf
(Portuguese version).

430.

Supra note 423 at chap. IV.

431.

Id. at art. 27.

432.

See generally supra note 424.

433.

Supra note 423 at art. 28.

434.

Id. at art. 20(1).

435.

Id. at art. 20(6).

436.

Id. at art. 20(2).

437.

Id. at art. 20(2)-(5).

438.

Lege Nr. 677/2001 Pentru Protectia Persoanelor cu Privire la Prelucrarea Datelor cu Caracter
Personal si Libera Circulatie a Acestor Date [On the Protection of Individuals with Regard to the
Processing of Personal Data and the Free Movement of such Data] Law No. 677/2001 (Rom.),
http://www.dataprotection.ro/index.jsp?page=legislatie_primara&lang=en (English version).
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439.

Lege Nr. 102/2005 Privind Înfiintarea, Organizerea si Functionarea Autoritatii Nationale de
Supraveghere a Prelucrarii Datelor cu Caracter Personal Parlamentul României Adopa Prezenta
Lege [Regarding the Setting up, Organisation and Functioning of the National Supervisory
Authority for Personal Data Processing] Law No. 201/2005 (Rom.)
http://www.dataprotection.ro/servlet/ViewDocument?id=172 (English version).

440.

Supra note 433 at art. 21.

441.

Id. at art. 22.

442.

See generally supra note 434.

443.

Supra note 433 at art. 29(4).

444.

Id. at art. 30.

445.

Id. at art. 29(5).

446.

Id.

447.

Id. at art. 29(4).

448.

Id.

449.

Zákon c. 122/2013 Z. z. Ochrane Osobnych Údajov a o Zmene a Doplnení Niektorych Zákonov
[On Protection of Personal Data and on Changing and Amending of Other Acts] Act No. 122/2013
(Slovk.), http://www.dataprotection.gov.sk/uoou/sites/default/files/kcfinder/files/Act_122-2013_842014_en.pdf (English version).

450.

See Act 122/2013 c. 84/2014.

451.

See Act 122/2013 c. 122/2013.

452.

Id.

453.

Id. at §§ 33-35.

454.

Id. at §§ 37(c), 38-39. Authorization refers to “special registration,” whereby the Office authorizes
a data transfer to be registered after a data controller submits a special registration request. Only
after a data transfer is registered can the data transfer occur.

455.

Id. at §§ 31(9), 31(3).

456.

Id. at § 31(3).

457.

Id. The standard contractual clauses must exactly replicate those covered in Article 31(2). If they
do not, then Office authorization is required. Id. at § 31(6).

458.

The specific contractual provisions for a transfer under the Safe Harbor regime include: “a)
identification data of the contracting parties, b) purpose of personal data transfer, c) expected
processing operations in the third country, d) a list of personal data that are being transferred, e)
group of data subjects, and f) storage period of personal data.” Id.

459.

Zakon o Varstvu Osebnih Podatkov [Personal Data Protection Act] (Slovn.) https://www.iprs.si/en/legislation/zakon-o-varstvu-osebnih-podatkov/ (English version).

460.

Zakon o Informacijskem Pooblaščencu [Information COmissioner Act] (Slovn.) https://www.iprs.si/en/legislation/zakon-o-informacijskem-pooblascencu/ (English version).

461.

Id. at art. 1.

462.

See generally Zakon o Informacijskem Pooblaščencu.

463.

Zakon o Varstvu Osebnih Podatkov, art. 26-27.
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464.

Id. at art. 64.

465

Id. at art. 70(1)(2)-(6).

466.

Id. at art. 70(1)(1).

467.

Id. at art. 70(1)(7), 70(2).

468.

Id. at art. 70(1)(7).

469.

Organic Law on the Protection of Personal Data (B.O.E. 1999, 15) (Spain),
http://dzlp.mk/sites/default/files/Dokumenti/EU%20zakoni%20zzlp/SPAIN.pdf (English version).

470.

Regal Decree 1720/2007 (B.O.E. 2007, 1720) (Spain),
http://www.uaipit.com/files/documentos/1366621951_Royal_Decree_approving_the_regulations_
relating_to_Constitucional_Act_on_Personal_Data_Protection.pdf (English version).

471.

For example, while the Organic Law presents a tiered classification of data security (low, medium,
and high), the Real Decreto provides particularized regulations for the processing and storage of
the different data classes and procedures for distinguishing these classes based on data
sensitivity. Id., chap. III. Spanish case law has also addressed the tiered data classification
system. See Pérez González v. Alcaliber S.A.,
http://hj.tribunalconstitucional.es/es/Resolucion/Show/23616 (Spanish version).

472.

Ley Orgánica 15/99, art. 35.

473.

See generally Real Decreto 1720/2007.

474.

Id. at chap. II.

475.

Ley Orgánica 15/99, art. 26.

476.

Id. at art. 33.

477.

Id. at art. 34.

478.

Id. at art. 34(a)-(d).

479.

Id. at art. 33(2).

480.

Real Decreto 1720/2007 at art. 137.

481.

Id. at art. 70.

482.

Id. at art. 70(3). The SPDA grounds for denial or suspension of authorization include reasonable
belief that a) the importer’s host country interferes with the data protection guarantees made by
the parties to the transfer; b) the importer has previously violated these guarantees; c) the
importer is currently violating these guarantees; d) the mechanisms for compliance are
ineffective; and e) the data transfer will be detrimental to data subjects’ interests.

483.

Id. at art. 70(4).

484.

Id. at art. 140(1).

485.

Reino de España v. Am. Bur. of Shipping, 2006 U.S. Dist. LEXIS 81415 at *1 (S.D.N.Y. 2006)

486.

Personuppgiftslagen [Personal Data Act] 1998:204 (Swed.),
http://www.wipo.int/edocs/lexdocs/laws/en/se/se097en.pdf (English version).

487.

Personuppgiftsförordningen [Personal Data Ordinance] 1198:1191 (Swed.),
http://www.wipo.int/edocs/lexdocs/laws/en/se/se098en.pdf (English version).
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488.

Datainspektionens Författningssamling Föreskrifter [Data Inspection Board Statue Book] DIFS
2001:1 (Swed.), http://www.datainspektionen.se/Documents/datainspektionen-foreskrifter-2001-1english.pdf (English version).

489.

See PERSONAL DATA PROTECTION: INFORMATION ON THE PERSONAL DATA ACT, DATAINSPEKTIONEN,
http://www.regeringen.se/contentassets/87382a7887764e9995db186244b557e4/personal-dataprotection (English version).

490.

Personuppgiftsförordningen 1198:1191 at § 2.

491.

See generally Datainspektionens Författningssamling Föreskrifter DIFS 2001:1.

492.

Personuppgiftslagen 1998:204 at § 36.

493.

Id. at § 33.

494.

Id. at § 34.

495.

Id. The Council of Europe Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data ETS No. 108 (“Convention ETS 108”) is a 1981 Council of Europe
treaty. All members of the Council of Europe have ratified Convention ETS 108, and Mauritius,
Senegal and Uruguay, non–Council of Europe states, have acceded to it. See also
https://www.coe.int/en/web/conventions/full-list//conventions/treaty/108/signatures?p_auth=fBXuyQhM.

496.

Id. at § 35.

497

Id.

498.

Id.

499.

Bundesgesetz 235.1 über den Datenschutz [FADP] Jan. 1, 2014, SR 235.1 (Switz.),
https://www.admin.ch/opc/en/classified-compilation/19920153/index.html (English version).

500.

Verordnung 235.11 zum Bundesgesetz über den Datenschutz Oct. 16, 2012, SR 235.11 (Switz.),
https://www.admin.ch/opc/en/classified-compilation/19930159/ (English version).

501.

Bundesgesetz 235.1, § 5.

502.

See generally Verordnung 235.11.

503.

Id. at chap. V.

504.

Bundesgesetz 235.1 at art. 6(1).

505.

Verordnung 235.11 at art. 7; see also “List of Countries,” EDOB,
https://www.edoeb.admin.ch/datenschutz/00626/00753/index.html?lang=en.

506.

See supra note 495.

507.

“Transborder Data Transfers Briefly Explained,” EDOB, p. 3.,
https://www.edoeb.admin.ch/datenschutz/00626/00753/index.html?lang=en.

508.

Id.

509.

See “Bilateral Data Protection Framework Rules Signed Between Switzerland and the USA,”
EDOB,
https://www.edoeb.admin.ch/dokumentation/00526/00529/00539/00542/index.html?lang=en.

510.

“Transborder Data Transfers Briefly Explained,” EDOB, p. 3.

511.

“Safe Harbor Agreement and Privacy Shield,” EDOB,
https://www.edoeb.admin.ch/datenschutz/00626/00753/01405/01406/index.html?lang=en.
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512.

Allison Grande, US, Swiss Reach Own “Privacy Shield” Data Transfer Deal, LAW360 (Jan. 11,
2017, 10:31 PM), EU https://www.law360.com/privacy/articles/880068/us-swiss-reach-ownprivacy-shield-data-transfer-deal?nl_pk=25b8c437-1606-443b-9fc34c74443da5a1&utm_source=newsletter&utm_medium=email&utm_campaign=privacy.

513.

Id.

514.

Id.

515.

Bundesgesetz 235.1 at art. 6(2).

516.

Id. at art. 6(2)(b).

517.

Id. at art. 6(2)(c).

518.

Id. at art. 6(2)(d).

519.

Id. at art. 6(2)(e).

520.

Id. at art. 6(2)(f).

521.

Id. at art. 6(2)(a).

522.

Id.; see also Verordnung 235.11 at art. 6(3).

523.

“Transborder Data Transfers Briefly Explained,” EDOB, p. 4.; see also Verordnung 235.11, art.
6(3).

524.

See generally EIDGENÖSSISCHES JUSTIZ- UND POLIZEIDEPARTEMENT INTERNATIONAL JUDICIAL
ASSISTANCE IN CIVIL MATTERS (3d Ed. 2003),
http://www.rhf.admin.ch/dam/data/rhf/zivilrecht/wegleitungen/wegleitung-zivilsachen-e.pdf
(English version).

525.

Motorola Credit Corp. v. Uzan, No. 02-CV-666 (JSR), 2014 WL 360203 (S.D.N.Y. Dec. 22, 2014).

526.

Id. at *6.

527.

Id.; see also Minpeco, S.A. v. Conticommodity Servs., Inc., 116 F.R.D. 517 (S.D.N.Y. 1987).

528.

Data Protection Act 1998 (Eng.), http://www.legislation.gov.uk/ukpga/1998/29/contents.

529.

Protection of Trading Interests Act 1980 (Eng.), http://www.legislation.gov.uk/ukpga/1980/11.

530.

Durant v. Fin. Servs. Auth., [2003] EWCA 1746 (Civ).

531.

Data Protection Act 1998, § 6 (Eng.).

532.

Id. at pt. VI.

533.

Id. at pt. III.

534.

Id. at sched. IV § 9.

535.

Id. at sched. IV §§ 1-7.

536.

Id. at sched. IV § 8.

537.

INFORMATION COMMISSIONER’S OFFICE Model Contract Clauses: International Transfers of
Personal Data,
https://ico.org.uk/media/1571/model_contract_clauses_international_transfers_of_personal_data.
pdf.

538.

Protection of Trading Interests Act 1980 (Eng.).

539.

http://www.legislation.gov.uk/ukpga/2017/9/introduction/enacted.
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540.

Directive art. 25(1). However, this would not be the case if the U.K. remained part of the EEA.
This was implicitly acknowledged by the U.K. Information Commissioner’s Office. See, e.g.
Referendum Result Response, ICO, https://ico.org.uk/about-the-ico/news-and-events/news-andblogs/2016/07/referendum-result-response/ (“With so many businesses and services operating
across borders, international consistency around data protection laws and rights is crucial both to
businesses and organisations and to consumers and citizens. …[R]eform of the UK law remains
necessary.”).
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