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HostingandProcessing
YourData

Global Infrastructure-EU/UKFocus

White BearDigital use cloudhosting solutions provided and supported byAmazonWeb Services (AWS)
andmanage them for our clients. AWSprovides businesses, non-profits, and governmental
organisationswith a flexible, highly scalable, and a low-costway to deliver their websites andweb
applications.

AmazonAWS is one of theworldʼs largest and longest-established cloud computing platforms, and is
usedby companies of all sizes, fromstartups to household names. AWS is a playing field leveller,
enabling any size business to leverage high-end technologies and infrastructure. AmazonAWShas
beendelivering global infrastructure at a large scale since 2006.

AmazonAWS infrastructure is hosted across the globe, although atWhite Bear all of the datawe
process andour hosting is located in the EUor UK.

For any business that collects data, website traffic can fluctuate a lot. Fromquiet times in themiddle of
the night, to campaigndriven, socialmedia sharing traffic spikes,White Bear provide a very flexible
computing infrastructure that can growand shrink tomeet your needs.
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Security,
Resilience, and
Compliance

AWSoffers our clients peace ofmindwhen it comes to security and compliance for the storage and
processing of their data.
ISO9001, ISO27001, ISO27017, ISO27018, PCI DSS Level 1, HIPAA, andG-Cloud are among the
well-recognised certifications that AmazonAWSholds.

• TheAWS infrastructure puts strong safeguards in place to help protect customer privacy. Data
centres are physically secured, and any user access to data is controlled andminimised.

•White Bear retain complete control andownership over the region inwhich your data is physically
located,making it easy tomeet regional compliance anddata residency requirements. All data
processedbyWhite Bear is stored in highly secure EUorUKbasedAWSdata centres.

•Multiple geographic regions andAvailability Zones allowus to remain resilient in the face ofmost
failuremodes, including natural disasters or system failures.

• Ability to configure built-in firewall rules from totally public to completely private or somewhere in
between to control access to instances.

• AWSdelivers highly scalablemanaged services for database, caching, data-warehousing,
transcoding, storage, backup, infrastructuremanagement& applicationmanagement.

• Thedataweprocess for clients atWhite Bear is stored in secure databases, withmultiple
synchronised copies acrossmultiple EUdata centre locations.
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Firewall
andBackup

Thebiggest contributing factor towebsite hacks today comes from insecure code.With enough
time, andnew techniques, attackers findways to exploit weaknesses in code.

AWebApplication Firewall alongside other protections helps stop these vulnerabilities frombeing
exploited. Prevention andprotection is the key.

White Bear provide as standard both aNetwork Firewall and aWebApplication Firewall by
Pressidium that protect yourwebsite anddata. Data is encrypted in transit and transmitted to our
secureAmazonAWS servers to be processed.

All websites anddata are backedupdaily, to a secure remote location. It's themost reliableway to
make sure everything stays safe in case disaster strikes.
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• Automated off-site backups

• Infrastructure scales on demand

• Fault tolerant and high-availability

• Website Application Firewall (WAF)

• DistributedDenial of Service mitigation

• Malware monitoring and removal

• Expert Support

• Backups of website and processed data

Weofferourclients peace ofmindand professionalsupport

Defence in Depth: A layered approach to proactive and reactive website security

Protection: Both Network-Based and Website Application Firewalls

Detection: Continuous website security monitoring to quickly identifypotential threats



GDPRand theDataProtectionAct

The Information Commissionerʼs Office (ICO) is the UKʼs independent authority set up
to uphold information rights in the public interest, promoting openness by public bodies
and data privacy for individuals. As a data processor for your information, White Bear hold
the necessary experience and certification to process personal data effectively and support
our clients and individuals who are data controllers.

GDPR and the Data Protection Act 2018 require every organisation that processes personal
information to register with the Information Commissionerʼs Office (ICO), unless they are
exempt. Failure to do so is a criminal offence. White Bear is registered with the ICO, our
Registration Number is ZA722494

P6



What activities are regulated
byGDPRand theData
ProtectionAct ?

TheData ProtectionAct 2018 regulates the “processing” of personal data

Processing, in relation to informationor data,meansobtaining, recordingor holding the
informationor data or carryingout anyoperationor set of operationson the informationor
data, including –

(a) organisation, adaptationor alterationof the informationor data,
(b) retrieval, consultationor useof the informationor data,
(c) disclosure of the informationor data by transmission, disseminationor

otherwisemaking available, or
(d) alignment, combination, blocking, erasure or destructionof the information

or data.

TheGDPR sets out sevenkeyprinciples:

• Lawfulness, fairness and transparency
• Purpose limitation
• Dataminimisation
• Accuracy
• Storage limitation
• Integrity and confidentiality (security)
• Accountability

Theseprinciples lie at theheart of our approach toprocessingpersonal data.
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ProcessingPersonalData
TheGDPR applies to the processing of personal data that is:

• wholly or partly by automatedmeans; or
• the processing other than by automatedmeans of personal datawhich forms part of, or is
intended to formpart of, a filing system.

Personal data only includes information relating to natural personswho:

• can be identified or who are identifiable, directly from the information in question; or
•who can be indirectly identified from that information in combinationwith other information.

Personal datamay also include special categories of personal data or criminal conviction and offences data.
These are considered to bemore sensitive and youmay only process them inmore limited circumstances.

Pseudonymised data can help reduce privacy risks bymaking itmore difficult to identify individuals, but it is
still personal data.

If personal data can be truly anonymised then the anonymised data is not subject to theGDPR. It is
important to understandwhat personal data is in order to understand if the data has been anonymised.

Information about a deceased person does not constitute personal data and therefore is not subject to the
GDPR.

Information about companies or public authorities is not personal data.
However, information about individuals acting as sole traders, employees, partners and company directors
where they are individually identifiable and the information relates to themas an individualmay constitute
personal data
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The lawful bases for processing are set out in Article 6 of the GDPR. At least one of thesemust apply
whenever we process personal data:

(a) Consent: the individual has given clear consent for you to process their personal data for a specific
purpose.

(b) Contract: the processing is necessary for a contract you havewith the individual, or because they have
asked you to take specific steps before entering into a contract.

(c) Legal obligation: the processing is necessary for you to complywith the law (not including contractual
obligations).

(d) Vital interests: the processing is necessary to protect someoneʼs life.

(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official
functions, and the task or function has a clear basis in law.

(f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of
a third party, unless there is a good reason to protect the individual̓ s personal datawhich overrides those
legitimate interests.

Whatare the lawfulbases
fordataprocessing ?



CyberEssentials

In addition to the compliance protections at Amazon AWS and Pressidium, White Bear
is also Cyber Essentials certified, our certificate number is 0706583859955686.

Cyber Essentials is a UK government scheme supported by the NCSC (National Cyber
Security Centre) that sets out five security controls to protect organisations against
around 80% of common cyber attacks.

From 1 October 2014, UK Government has required all suppliers bidding for
contracts involving the handling of certain sensitive and personal information to be
certified against the Cyber Essentials scheme.

The Cyber Essentials scheme is a cyber security standard, which organisations can be
assessed and certified against. It identifies the security controls that an organisation
must have in place within their IT systems in order to have confidence that they are
addressing cyber security effectively and mitigating the risk from Internet-based
threats.

The scheme focuses on the following five essential mitigation strategies:

• Boundary Firewalls and Internet Gateways
• Secure Configuration
• Access Control
• Malware Protection
• Patch Management
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10KeyPointsforGDPR
ComplianceforWhiteBear
Digitalandyou
1. Lawful, fair and transparent processing

The organisations that process personal data are asked to process the personal data in a lawful, fair and
transparent manner.

• Lawful means all processing should be based on a legitimate purpose.
• Fair means organisations take responsibility and do not process data for any purpose other than
the legitimate purposes.

• Transparent means that organisations must inform data subjects about the processing activities on
their personal data.

2.Limitation of purpose, data and storage

Organisations are expected to limit data processing, collect only that data which is necessary, and not keep
personal data once the processing purpose is completed. This would effectively bring the following
requirements:

• Forbid processing of personal data outside the legitimate purpose for which the personal data was
collected

• Mandate that no personal data, other than what is necessary, be requested
• Ask that personal data should be deleted once the legitimate purpose for which it was collected is
fulfilled

3.Data subject rights

The data subjects have been assigned the right to ask the organisation what information it has about them,
and what the organisation does with this information. In addition, a data subject has the right to ask for
correction, object to processing, lodge a complaint, or ask for the deletion or transfer of their personal data.

4.Consent

As and when the organisation has the intent to process personal data beyond the legitimate purpose for
which that data was collected, a clear and explicit consent must be asked from the data subject. Once
collected, this consent must be documented, and the data subject is allowed to withdraw their consent at
any moment.

Also, for the processing of childrenʼs data, GDPR requires explicit consent of the parents (or guardian) if the
childʼs age is under 16.

5.Personal data breaches

The organisation must maintain a Personal Data Breach Register and, based on severity, the regulator and
data subject should be informed within 72 hours of identifying the breach.
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6.PrivacyByDesign

Organisations should incorporate mechanisms to protect personal data in the design of new systems
and processes; that is, privacy and protection aspects should be ensured by default.

7.Data Protection Impact Assessment

To estimate the impact of changes or new actions, a Data Protection Impact Assessment should be
conducted when initiating a new project, change, or product. The Data Protection Impact Assessment is
a procedure that needs to be carried out when a significant change is introduced in the processing of
personal data. This change could be a new process, or a change to an existing process that alters the
way personal data is being processed.

8.DataTransfers

The controller of personal data has the accountability to ensure that personal data is protected and
GDPR requirements respected, even if processing is being done by a third party. This means controllers
have the obligation to ensure the protection and privacy of personal data when that data is being
transferred outside the company, to a third party and / or other entity within the same company. When
dealing with our clientsʼ data, White Bear Digital is a Data Processor, the client organisation remains the
Data Controller.

9.Data ProtectionOfficer

When there is significant processing of personal data in an organisation, the organisation should
assign a Data Protection Officer. When assigned, the Data Protection Officer would have the
responsibility of advising the company about compliance with EU GDPR requirements. White Bear
Digital has chosen to voluntarily appoint a DPO, in excess of the requirements for our business, to help
us to maintain data protection mechanisms ad compliance.

10.AwarenessandTraining

Organisations must create awareness among employees about key GDPR requirements, and conduct
regular training to ensure that employees remain aware of their responsibilities with regard to the
protection of personal data and identification of personal data breaches as soon as possible. All of our
staff are trained on data protection and privacy in excess of the GDPR requirements.
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Togetherwe̓remaking
adifference
White Bear works in partnershipwith many leading health institutions,housing
organisations, and local authorities.Thereʼs so much you can achieve using smarter
digital intelligence.

We supportour clients to make peopleʼs livesbetter and improve awareness of how our
health andcare systemscan be enhanced.

Weʼre making a difference, and so are you.

Call: 01902239077
Email: hello@wearewhitebear.com
Visit: https://wearewhitebear.com/


