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Zorva Consulting Limited 
tel: +44 (0)203 286 7044 

email: nick.swain@zorva.info 

Topic: GivePanel and Facebook fundraising data – lawful basis for processing and 
compliance with PECR 

Context:  

GivePanel has been asked some specific questions and this document seeks to address 
them, being: 

1) As there is nothing in the donor journey that informs the data subject that their 
personal data will be shared by the charity with a processor (GivePanel in this 
instance), how can compliance with data protection regulations be demonstrated? 

2) How might the charity consider demonstrating compliance with data protection 
regulations (particularly PECR) in regard to communications with fundraisers and 
donors? 

 

Introduction: 

Facebook allows the creation of fundraisers for charitable organisations, and donors can 
then donate with the money going to the charitable organisation. In the briefing note we 
treat these separately as they have different data protection implications. 

Facebook has a range of sets of terms including: 

https://www.facebook.com/about/privacy/update - Data Policy 
https://www.facebook.com/payments_terms/ - Community terms 
https://www.facebook.com/payments_terms/privacy/ - Payments terms 
https://www.facebook.com/payments_terms/EU_privacy - EU addendum 
https://www.facebook.com/payments_terms/eu_regulated_payments - EU addendum for 
regulated payments 

https://www.facebook.com/legal/personal_fundraisers - for personal fundraisers (not Non-
profit fundraisers that directly benefit a charitable organisation) 

 

Working assumptions: 

• GDPR and PECR applies 

• Fundraiser mentioned here is for a non-profit organisation and not a personal 
fundraiser 

 

Definitions: 

Service message – a message that relates to the current donation, event, etc but 
contains no ‘significant’ (see later) marketing; a ‘pure’ thank you message could be a 
service message. 

Non-profit – used by Facebook but here interchangeable with charity. 
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Non-marketing purposes: 

As data controller, the charity may also use the personal data that it shares with 
GivePanel (the processor) for other purposes such as inbound supporter care, reporting, 
analytics including aggregated totals, tracking, and communication (e.g. for thanking 
purposes). The charity should list any of these purposes in its own privacy notice. 

 

References: See footnotes for individual references 

 

Dated: 6th September 2019 

 

Response to 
question 1 

Question 1 – As there is nothing in the donor journey that informs the data subject 
that their personal data will be shared by the charity with a processor (GivePanel in 
this instance), how can compliance with data protection regulations be 
demonstrated? 

 

In the normal business of a charity, it may choose to share personal data with a number 
of processors, and the data subjects right to be informed must be upheld.   

The list of processors used, and the purpose or processing are typically itemised in the 
charity’s privacy notice, together with information on how a data subject may exercise 
their rights. 

GDPR states that this information must be provided at the time that personal data is 
given, if given directly by the data subject; where the personal data has not been 
obtained directly from the data subject (as in this case), the right to be informed must be 
fulfilled within one month or before the information is used, which is the shorter period. 
This can be satisfied by the donor reviewing the charity’s privacy notice on their website. 

At the point of the donation, the donor is subject to Facebooks’ terms and these state that 
the donors name and donation amount will be shared with the charity.1  

 

 

 

Therefore, a donor might reasonably expect that their personal data will be shared with 
the charity, and hence the charity’s privacy notice will be the place to look for the list of 
processors, purposes, and other information to demonstrate compliance with the right to 
be informed. 

 

                                                
1 https://www.facebook.com/help/1409509059114623 
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Response to 
question 2 

Question 2 - How might the charity consider demonstrating compliance with data 
protection regulations (particularly PECR) in regard to communications with 
fundraisers and donors? 

 

Background: 

 

PECR (Privacy and Electronic Communications Regulations, 2003)2 

• Covers “Marketing by electronic means, including marketing calls, texts, emails 
and faxes.“ It is recognised that this includes direct messages via social media. 

• You must not send such marketing to individuals without specific consent.  

• There is a limited exception, often called the ‘soft opt-in’, but it specifically does 
not apply to non-commercial promotions (e.g. charity fundraising or political 
campaigning). 

• Covers all advertising or promotional material, including that promoting the aims 
or ideals of not-for-profit organisations – for example, it covers a charity or political 
party campaigning for support or funds. 

• Applies to marketing directed to particular individuals. In practice, all relevant 
electronic messages are directed to someone, so they fall within this definition. 

• Notes that genuine market research does not count as direct marketing. However, 
if a survey includes any promotional material or collects details to use in future 
marketing campaigns, the survey is for direct marketing purposes and the rules 
apply. 

• Notes that routine customer service messages (here called service messages) do 
not count as direct marketing – in other words, correspondence with customers to 
provide information they need about a current contract or past purchase (e.g. 
information about service interruptions, delivery arrangements, product safety, 
changes to terms and conditions, or tariffs). General branding, logos or straplines 
in these messages do not count as marketing. However, if the message includes 
any significant promotional material aimed at getting customers to buy extra 
products or services or to renew contracts that are coming to an end, that 
message includes marketing material and the rules apply. The interpretation of 
the word ‘significant’ is significant! 

 

 

GDPR (as enacted in Data Protection Act, 2018)3 

• Consent needs to be an unambiguous indication by clear affirmative action i.e. 
clear, opt-in and not a precondition of other things. 

 

 

 

 

 

                                                
2 https://ico.org.uk/for-organisations/guide-to-pecr/what-are-pecr/  
3 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/lawful-basis-for-processing/consent/  
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Marketing to Facebook donors 

Facebook states that “When you donate to a charitable organization, your name and the 
amount of your donation will be shared with the charity. You'll also have the option to 
share your email with the charity to receive updates.”4 The current Facebook wording for 
this option is “Tick this box to sign up for email from [charity name]. You’ll receive 
updates and more information about how to support them.” Whilst the wording could be 
better, and ideally it could be tailored for each charity, it does seem to clearly say that the 
purpose is marketing. 

 

• For donors who sign up – you have their consent (to email) as they have provided 
their email address for this purpose. You should consider: 

• Providing a link to your privacy notice without delay; GDPR says within 
one month or before the information is used, which is the shorter period as 
the information has not been directly obtained from the data subject. 

• Ensuring that every communication provides an option for the data subject 
to withdraw consent. 

• For donors who don’t sign up – whilst you have their name and the amount, you 
don’t have consent for marketing and so can only use their information to ensure 
the aggregate fundraisers totals are accurate. You might wish to consider using a 
lawful basis of legitimate interests, although it could be good practice to 
anonymising the data by removing the names, whilst keeping the record for the 
donation amount. 

 

Marketing to Facebook fundraisers (Non-profit fundraisers)  

Unlike other giving platforms such as JustGiving5, Facebook’s terms and data policy 
make no mention of fundraisers consenting to receive marketing from the charities they 
fundraise for.  

Also, unlike the option given to donors mentioned above, fundraisers are not invited to 
sign up for email from the charity. Following a dialogue with Facebook Payments Support 
Specialists, it is confirmed that this is the case, but that Facebook may consider it as a 
future request. 

Therefore, there is no current mechanism for fundraisers to give their consent for 
marketing. 

However, recognising that  

• the risk of a complaint to the regulator is very low provided the purpose of 
marketing is clear and data subjects rights are respected 

• the fundraiser has made a conscious decision to support the charity and so is 
likely to welcome further contact 

a risk-based decision could be considered in inviting the fundraiser to sign up for further 
contact. It is up to every organisation to take a view on this for themselves, and factors 
might include: 

• Differentiating between service messages e.g. to offer event advice, and the 
option to sign up for marketing. 

                                                
4 https://www.facebook.com/help/1409509059114623 
5 <https://justgiving-charity-support.zendesk.com/hc/en-us/articles/360001295313-What-is-the-new-consent-wording-on-JustGiving-UK-only-

> 
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• Reflecting on whether the proportion of marketing content of a message is 
‘significant’ 

• Providing a link to your privacy notice without delay; GDPR says this should be 
immediate i.e. at the point of providing personal data, as the information has been 
directly obtained from the data subject. 

• Ensuring that every communication provides for the data subject to withdraw 
consent. 

• Conducting a Data Protection Interest Assessment (“DPIA”) as a record that you 
have weighed up the risks. 

• Discussing this at Board level and adding an entry into your risk register. 

 

 

Further 
information: 

Please check the references in case Facebook or ICO terms or guidance have changed 
since this briefing note was published. 

This does not constitute legal advice, and is written to help inform the charity’s own 
decisions. 

 


