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Create a New File Library (Category): 
A File Library is an access restricted folder on your website which stores files, like PDFs, Word and Excel 

documents. The main library is available by typing “/file-library” after your website address (i.e. 

www.example.com/file-library). This page is made up of individual file libraries, which act as categories. 

You can create as many of these as you like. 

 

 



 Enter a Name. The URL will generate automatically. 

 Choose your Display as option (reference screenshot): 

o List of files only – recommended if you have a single group of uncategorized files (no 

subfolders). 

o Nested, Files and Directories – recommended if you have one or more subfolders in which 

to categorize your files. This will display all associated folders and their respective files once 

clicked on. 

 Save File Library. 

 Choose the ‘back’ button to return to the library list. 

 

 You can click on the blue URL to open the individual library in a new browser tab to see what the 

user would see.  

 



Create Main Folder  

 

Regardless of the display option that you’ve selected in the previous section, you need to create at least 

one new folder - this will be assigned to the designated file library you’ve just created and will allow you 

to configure its viewing permissions. 

 

 



Folder Settings/Permissions 
Next, we will configure our settings and Public Permissions tab. This will determine which users will, or 

will not have access to the contents of this folder and its sub folders.  

 

 What file libraries is this part of? – Click into the field and select the library you’ve just created. 

This will associate the folder and its respective content with that library. Repeat for additional 

libraries, if needed. 

 Who Can View/Download section - Choose “Custom Permissions”. 

Background: Roles 

A role is a collective set of permissions. These are applied to user accounts to determine what they have access 

to. The permissions carry over to any user associated with that role. There is no need to setup permissions on a 

user-by-user basis. 

 

Choose whether you want to ALLOW access to less than, or more than half of the roles. This will 

determine the next steps we take. If access will be allowed to exactly half, just use the Less Than option. 

Less Than (most common) 

 Change the "allowed" drop-down to "denied". 

 Hit the “Allow access to the following roles" switch. 

 Click into the field and select a role which WILL be allowed access. Repeat for additional roles, if 

necessary. 

 Do you need to override any individual user’s access?  

o Yes/Unsure - Jump to the User Permissions section below. 

o No – Click the Update button to save, then jump to the Upload Media section. 



 

 

More Than 

 Leave the "allowed" drop-down as is. 

 Hit the “Deny access to the following roles" switch. 

 Click into the field and select a role which WILL NOT be allowed access. Repeat for additional roles, if 

necessary. 

 Do you need to override any individual user’s access?  

o Yes/Unsure - Jump to the User Permissions section below. 

o NO - Click the Update button to save, then jump to the Upload Media section. 



 

 

 

 

 

 

 



User Permissions 
Are there individual users who are an exception to the access settings they inherited from their role? (i.e. 

“jsmith” is included in the “Manager” role, so they cannot view “Board Member” role files – “jsmith” is the 

only “Manager” who should get access to these.) The role permission can be overridden. 

 User Permissions will override the role permissions. If you wish to override a user's access, follow the 

instructions below and reference the chart. 

o Determine the user’s status and verify the intended override is correct. 

o Hit the applicable “specific users” switch. 

o Click into the field and select the user to associate. Repeat for additional users, if necessary. 

o Click the Update button. 

 

Continued Below… 

User's Status: Override to: Select:  "Specific users..." 

User within Allowed Access Role Deny Always denied access 

User within Denied Access Role Allow Always get access 

Allowed Access via Default Setting Deny Always denied access 

Denied Access via Default Setting Allow Always get access 



 

 

Please Note: ONLY the “specific users” switch opposite to that of the “user’s status” needs to be activated. 

(Allow<-->Deny, Deny<-->Allow). The image above is for reference of the switch locations. 

 

 

 



Upload Media 
 Click into the folder you wish to upload to. 

 Choose the Upload button. You may drag & drop from your computer or click Add Files to browse 

and select. 

 Select Begin Upload. 

 Once all files have been completed, click Close. 

 

 

 

 



Subfolders 
 Click into the main folder you’ve just created. 

 

 Are the permissions for this folder the same as the main folder? 

o Yes – Click into the new folder and begin uploading media. The main folder’s permissions are 

inherited automatically. 

o No – Follow the instructions from the Folder Settings/Permissions section and if necessary, the 

User Permissions section. 

 

 

 

 

 

 

 

 

 

 

 



Linking to Your Library 

 Choose your link source: 

o Text/Image – Highlight, then select the ‘link’ icon from the toolbar. 

o Menu Item – In the menu item editor, click Choose for the URL field. 

 In the popup, choose Browse Server. 

 Type “file” into the search field and hit enter. 

o “File Libraries” is your main list. 

 Hit Select next to the appropriate library. 

 OK. 

 

 

 


