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No of Zero Day Vulnerabilities Protected through CRS    : 12 

No of Zero Day Vulnerabilities Protected through Custom Rules   : 0*  
No of Zero Day Vulnerabilities for which protection cannot be determined : 0** 

* To enable custom rules please contact support@indusface.com 

** Since attack vectors are not known, Indusface cannot determine if these vulnerabilities are protected 

 

Vulnerability Trend 

 

  

Note: Our Sig-Dev team constantly monitors the security landscape and leading security websites to identify any new vulnerabilities 

identified/published and monitors/updates rules to ensure around the clock protection for customer sites. 

80%   Of Zero-Day Vulnerabilities were 

protected by CRS in last 3 months  12%  Of Zero-Day Vulnerabilities were 

protected by custom rule in last 3 months 

Summary 

Total 12 Zero-Day Vulnerabilities were 
discovered in 4 Categories last week. 

• Cross Site Scripting – 2 
• SQL Injection – 7 
• PHP Injection – 1 
• Local File Inclusion – 2 

 

 

 

 

 

Sig Dev Labs 

Weekly Report ( Aug 7th – Aug 13th ) 

From the “Top Five Vulnerability Categories” 

we can infer that a good number of Cross 

Site Scripting vulnerabilities are detected. 

Multiple SQL Injection vulnerabilities were 

discovered in all the three months. 
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Details: 

SNO TYPE CVE ID Affected 
Component/Versio

n 

Description Action 

1.  Cross Site 
Scripting 

TBA DALIM SOFTWARE 
ES Core 5.0 build 
7184.1 
 

The application allows users to perform certain 
actions via HTTP requests without performing 
any validity checks to verify the requests. This 
can be exploited to perform certain actions with 
administrative privileges if a logged-in user visits 
a malicious web site. XSS issues were also 
discovered. The issue is triggered when an 
unauthorized input passed via multiple POST 
and GET parameters are not properly sanitized 
before being returned to the user. This can be 
exploited to execute arbitrary HTML and script 
code in a user's browser session in context of an 
affected site. 

Protected by 
Default rules. 

TBA Piwigo Plugin User 
Tag 0.9.0 
 

Persistent XSS through tagid parameter can 
successfully exploited in Piwigo Plugin User Tag 
0.9.0 

Protected by 
Default rules. 

2.  SQL 
Injection 

TBA 
 

WordPress Plugin 
Easy Modal 2.0.17 
 

Users that do not have full administrative 
privileges could abuse the database access the 
vulnerability provides to either escalate their 
privileges or obtain and modify database 
contents they were not supposed to be able to. 

Protected by 
Default rules. 

CVE-2015-
9098 
 
 

Red-Gate SQL 
Monitor < 3.10 / 4.2 
 

In Redgate SQL Monitor before 3.10 and 4.x 
before 4.2, a remote attacker can gain 
unauthenticated access to the Base Monitor, 
resulting in the ability to execute arbitrary SQL 
commands on any monitored Microsoft SQL 
Server machines. If the Base Monitor is 
connecting to these machines using an account 
with SQL admin privileges, then code execution 
on the operating system can result in full system 
compromise (if Microsoft SQL Server is running 
with local administrator privileges). 

Protected by 
Default rules. 

TBA EDUMOD Pro 1.3 
 

EDUMOD Pro 1.3 is vulnerable Boolean-based 
blind to SQL Injection on query parameter. By 
exploiting same parameter may prone to expose 
database chunk. 

Protected by 
Default rules. 

TBA GIF Collection 2.0 
 

GIF Collection 2.0 is vulnerable error-based blind to 
SQL Injection on id parameter. By exploiting same 
parameter may prone to expose database chunk. 

Protected by 
Default rules. 
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TBA ImageBay 1.0 
 

ImageBay 1.0 is vulnerable error-based blind to SQL 
Injection on id parameter. By exploiting same 
parameter may prone to expose database chunk. 

Protected by 
Default rules. 

TBA De-Tutor 1.0 
 

De-Tutor 1.0 is vulnerable error-based blind to SQL 
Injection on id parameter. By exploiting same 
parameter may prone to expose database chunk. 

Protected by 
Default rules. 

TBA De-Journal 1.0  
 

De-Journal 1.0 is vulnerable error-based blind to SQL 
Injection on id parameter. By exploiting same 
parameter may prone to expose database chunk. 

Protected by 
Default rules. 

3.  PHP 
Injection 

CVE-2017-
11154 
 

Synology Photo 
Station 6.7.3-3432 / 
6.3-2967 
 

Unrestricted file upload vulnerability in 
PixlrEditorHandler.php in Synology Photo 
Station before 6.7.3-3432 and 6.3-2967 allows 
remote attackers to create arbitrary PHP scripts 
via the type parameter. 

Protected by 
Default rules. 

4.  Local File 
Inclusion 

CVE-2017-
11152 
 

Synology Photo 
Station 6.7.3-3432 / 
6.3-2967 
 

Directory traversal vulnerability in 
PixlrEditorHandler.php in Synology Photo 
Station before 6.7.3-3432 and 6.3-2967 allows 
remote attackers to write arbitrary files via the 
path parameter. 

Protected by  
Default rules. 

TBA DALIM SOFTWARE 
ES Core 5.0 build 
7184.1 
 

Input passed through several parameters is not 
properly verified before being used to read files. 
This can be exploited by an unauthenticated  
attacker to read arbitrary files from local 
resources with directory traversal attacks. 

Protected by  
Default rules. 


