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Special notice

Before using this information and the product it supports, read the information in Notices

(on page 82).
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Chapter 1. Overview

The BigFix REST API

The REST APl is the primary programming interface to the BigFix Server. It allows you

to perform the majority of the tasks available in the BigFix Console by using a set of
standardized and operating system independent methods. This APl is also key if you want
to automate activities, implement your custom BigFix user interface, or integrate with other
applications.

Overview
REpresentational State Transfer is a client-server architecture. BigFix provides you with:

« The REST API server part, available on the BigFix server, that manipulates the objects
stored in the BigFix database.
« A lightweight command-line tool named IEM Command-Line Interface (CLI), that you

can use as a REST client to initiate requests towards the REST API server.

You can choose to use your preferred REST Client, in place of the IEM CLI, to issue methods
and interact with the BigFix REST server through HTML calls.



Chapter 2. Prerequisites

The following conditions must be satisfied to use the BigFix REST API:

1. The WebReports service must be running. If you installed multiple Web Reports servers,
local or remote, the Web Reports server that is selected for using the REST APl is the
first entry that appears in the table dbo.AGGREGATEDBY contained in the database
BFEnterprise.

2. The user logging into the REST API must be defined as a BigFix Console operator with
the Can use REST API and the Custom Content permissions set to YES in its definition
or in one of the assigned roles.

3. If you plan to use the REST API over HTTPS, you must apply the configuration
described in Customizing HTTPS on REST API.

4. The IEM CLI does not support the BigFix FIPS-compliant cryptography library. If you
plan to use that library in your REST API HTTP environment, use a different REST API
Client.

5. Ensure that the font set in the command prompt properties of your workstation is set
to a value different from Raster Fonts, otherwise you might get this warning message

"Warning: Current console font may not display locale characters correctly”.


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Config/c_restapi_https_registry_set.html

Chapter 3. User Authentication

The login from the REST API Client to the BigFix REST API server uses basic access

authentication.

The credentials are the credentials of a valid BigFix Console operator.

By default, the session times out after 5 minutes of idle time. You can modify this timeout

from the BigFix Console as follows:

1. Select the BigFix server in the Computers list and click Edit Settings.

2. Set the desired value in minutes in the
_BESDataServer_APIlAuthenticationTimeoutMinutes setting.

3. Restart the BigFix Server to activate the change.

The default HTTP Authentication Realm is:

« BigFix Server for BigFix Server V9.2.6 and later
« Endpoint Manager Server for BigFix Server with version earlier than 9.2.6.

As a best practice try not to depend on a hard-coded definition of HTTP Authentication

Realm.

You can use the header field SessionToken supplied by the server as an authentication

token by returning it in the same header until it expires on the server.


http://en.wikipedia.org/wiki/Basic_access_authentication
http://en.wikipedia.org/wiki/Basic_access_authentication

Chapter 4. Hints about BigFix REST API
requests

The BigFix REST API allows you to:

- Operate on a category, that is a set of objects of the same type defined on a specific
site.
« Operate on an item belonging to a category.

« Perform specific activities, for example administrative tasks, upload, login and import.

This is accomplished by means of REST API requests issued from the REST API Client user

interface against the REST API Server component.

The way you run these REST API requests depends on the HTTP client that you want to use

(for example cURL, python, or IEM Command-Line Interface).

Generally speaking, a REST API request includes:

« An HTTP Method among those supported by the resource represented by the URL.

« An XML input file if you are running PUT and POST methods. The input file contains
the description, in XML format, of the object to create or to update. The XML structures
to use are documented in schema files. This is a sample XML input file used to create a
new action:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<BES xm ns: xsi ="http://wwmv. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchenalLocat i on="BES. xsd" >
<Sour cedFi x| et Acti on>
<Sour ceFi x| et >
<Si t ename>Test Si t e</ Si t enane>
<Fi x| et | D>83</ Fi x| et | D>
<Act i on>Acti onl</ Acti on
</ Sour ceFi x| et >

<Tar get >
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<Conput er | D>13863357</ Conput er | D>
</ Tar get >
<Par anet er Nane="_BESC i ent EMsg_Det ai | ">1000</ Par anet er >
</ Sour cedFi x| et Acti on>

</ BES>

« An URL that identifies the resource that you want to manage using the method.
Depending on the type of resource that you want to work with, you use structures
similar to the following:

- /api/category|/site type | /site type/site name] if you want to manipulate a
category of resources of the same type. For example this URL represents the
category of all computers defined in the master actionsite: / api / conput er s

- /api/category[/site type | /site type/site name]/object id if you want to manipulate
an object with a specific ID belonging to that category. For example, this URL
identifies the computer with ID 13863357 defined in the master actionsite: / api /
comput er s/ 13863357

- /api/categoryl/site type | /site type/site name]/object id/context specific if you
want to manipulate a property of an object with a specific ID belonging to that
category. For example, this URL identifies the status of the action with ID 44:/ api /

action/ 44/ st at us

In REST API Resource you see, for each resource, the structure to use for each
supported HTTP Method.

The notation /site type or /site type/site name is used to specify the type and the URL-
encoded name of the site where that resource resides. It can be:
> Omitted if the resource does not relate to a site but is specific to your environment.
This applies, for example, to operators, roles, computers, and so on.
> Set to master if you logged in as a non-master operator and the category is defined
on the master actionsite.
> Set to /operator/operator_name if the category is defined in the operator site of a
specific non-master operator (NMO).
> Set to /external/site name if the category is defined on an external site. For
example, / api / t asks/ ext er nal / BES Support identifies the category of tasks

available on the BES Support site.
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> Set to /custom/site name if the category is defined on a custom site of your BigFix
environment.

Notes:

1. GET requests are idempotent because they do not change any underlying resource
data. You can do measurements and tracking on retrieved data, but the resource data
identified by the URI does not change.

2. The time fields returned in the REST API response are expressed in the GMT time zone.
If another time zone is required, the REST API client must convert the time zone.

3. At the following link you find useful information to make REST calls in different

languages.


http://blog.mashape.com/30-ways-to-make-rest-calls-in-node-js-php-python/

Chapter 5. Quick Tutorial

Follow the instructions provided on this page to get started with using the BigFix REST
API. In the scenario that you are going to run you'll see how to query resources, run session

relevance queries, create an action, and track the action progress.

The scenario requires that you have:

« o Access to the BigFix Server's REST API.
o Administration rights for at least one computer.

o Firefox browser with the client poster plugin.

Log in and request help
Open your browser and access the BigFix server REST API's at the URL:

htt ps://<bigfix_server>:52311/ api/ hel p

where <bi gf i x_ser ver > is the BigFix server hostname or IP address. When prompted, enter
your credentials and click Enter. The list of available REST API resources is displayed. Drill

down for more details about the action resource by entering the URL:
htt ps://<bigfix_server>: 52311/ api / hel p/ acti on

The help shows you the ways you can interact with that resource, in terms of methods that

you can invoke and the syntax to use:

CET:

[api/action/{id}

[api/action/{id}/status
POST:

[api/action/{id}/stop
DELETE

[ api /action/{id}


https://addons.mozilla.org/en-US/firefox/addon/poster/
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Query a resource
One of the simplest resouces to query is a computer. From your browser, access this URL to

see the list of computers that you administer:
htt ps://<bigfix_server>:52311/ api / conput ers

This list shows, for each computer, the last time that the computer reported information and

its ID, for example:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >
<Conput er Resour ce="api/ conput er/2785212" >
<Last Report Ti me>Fri, 07 Nov 2015 15:18: 14 +0000</ Last Report Ti me>
<| D>2785212</ | D>
</ Conput er >

</ BESAPI >

The XML structure used to list the administered computers is defined in the BESAPI.xsd file,

as you can see in the /api/computers reference.

Query a resource using GET
You can get the same result by invoking a query in Session Relevance Language throught
the REST API. This is the form to use:

https://<bigfix_server>:52311/ api / query?rel evance={rel evance statenent}

If you do not have a REST API Client available in your environment, install a browser plugin

such as Poster for Firefox or RestClient for Firefox. Assuming that you installed the Poster

plugin, enter the following URL in Poster and click GET.

https://<bigfix_server>:52311/ api / query?rel evance=(ids of it, |ast report
time of it)

of bes conputers


https://addons.mozilla.org/en-US/firefox/addon/poster/
https://addons.mozilla.org/it/firefox/addon/restclient/
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The result that you get is similar to the following:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
XSi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >
<Query Resource="(ids of it, last report tine of it) of bes conputers">
<Resul t >
<Tupl e>
<Answer type="integer">2785212</ Answer >
<Answer type="time">Fri, 07 Nov 2014 15:18:14 +0000</
Answer >

</ Tupl e>

<Eval uat i on>
<Ti me>0. 114ns</ Ti me>
<Plurality>Plural </Plurality>
</ Eval uati on>
</ Query>
</ BESAPI >

Create a resource using POST

Now you see how you can create and trigger an action using a POST method. This exercise
uses the action definition specified in Fixlet ID 168, which is available on the BES Support
site. Fixlet ID 168 adjusts the CPU usage on the BigFix client. Revert the CPU usage to your
normal setting after completing this exercise. Enter the following URL in Poster, making sure
that you substitute your computer ID in the XML content, and click POST.

URL:
https://<bi gfi x_server>: 52311/ api/actions

Content to send:
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<?xm version="1.0" encodi ng="UTF-8"?>
<BES xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BES. xsd" >
<Sour cedFi x| et Acti on>
<Sour ceFi x| et >
<Si t enane>BES Support </ Si t enane>
<l-- CPU Usage --> <FixletlD>168</FixletlD>
<!--Medium 5% --> <Action>Action3</Action>
</ Sour ceFi x| et >
<Tar get >
<l-- set conputer id--> <Conput er | D>{i d} </ Conput er | D>
</ Tar get >
</ Sour cedFi x| et Acti on>

</ BES>

In return you get the ID of the action that was created and triggered, action ID 42 in this

example:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmalLocat i on="BESAPI . xsd" >
<Action Resource="http://{server}:52311/ api/action/ 42"
Last Modi fied="Fri, 21 Nov 2014 16:49: 04 +0000">
<Nanme>BES Client Setting: CPU Usage</ Nanme>
<| D>42</| D>
</ Acti on>

</ BESAPI >

Take note of this ID to run the next steps in this topic.

Monitor a resource using GET

You can now track the progress of the action.
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Enter the following URL in Poster, making sure that you substitute your action ID in the XML
content, and click GET.

URL:
https://server: 52311/ api/action/{id}/status
Content to send:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xml ns: xsi ="http://ww. w3. org/ 2001/ XM_Schemna- i nst ance"
xsi : noNanmespaceSchenmalLocat i on="BESAPI . xsd" >
<ActionResults Resource="http://{server}:52311/ api/action/ 42/ status">
<Acti onl D>42</ Act i onl D>
<St at us>Qpen</ St at us>
<Dat el ssued>Fri, 21 Nov 2014 16:49: 04 +0000</ Dat el ssued>
</ Acti onResul t s>

</ BESAPI >

As an alternative, you can get the same result by using a Session Relevance query as

follows:

https://{server}:52311/api/query?rel evance=(id of it, state of it, tine
i ssued of it)

of bes action whose (id of it = {id})
In return, you get the ID of the action, its state, and the time it was issued, as follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >
<Query Resource="(id of it, state of it, tinme issued of it) of bes
action whose (id of it = 42)">
<Resul t >
<Tupl e>
<Answer type="integer">42</Answer >

<Answer type="string">0pen</ Answer >
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<Answer type="tinme">Fri, 21 Nov 2014 16:49: 04 +0000</
Answer >
</ Tupl e>
</ Resul t >
<Eval uat i on>
<Ti me>0. 127ns</ Ti me>
<Pl urality>Si ngul ar</Plurality>
</ Eval uati on>
</ Query>
</ BESAPI >



Chapter 6. REST API Resources

Begin learning about the available REST API resources and how to use them.

Action
GET /api/actions
Returns a list of actions.
POST /api/actions
Creates a new action.
GET /api/action/{action id}
Fetches the BES XML representation of the specified action.
DELETE /api/action/{action id}
Stops and deletes the specified action.
GET /api/action/{action id}/status
Gets the status of an action against it's targets.
POST /api/action/{action id}/stop
Stops the specified action.
Filtering Response Fields

You can use the ?fi el ds= parameter to limit the fields returned for a given resource when
using the API resources / api / acti ons and/ api / acti on/ {acti on id}/status. The value
following the 2fi el ds= parameter is the filter. Because the XML is case sensitive, ensure

that you specify the correct case to avoid errors.

Use these characters to define the filter:

«, to separate elements, children, and attribute pairs
* (...) to denote children within a field

- &as pairing marker for attributes
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* <. .. >to denote attributes
« = to mark LHS and RHS of attributes

Note: These are reserved characters. By default, they are not allowed in the name of the
filter.

These are some example of filtering results using ?fi el ds=:

[api/action/<action id>/status?fiel ds=Status, Conput er
[ api/action/<action id>/status?fields=Conputer(Status, State, StartTi ne)
[api/action/<action id>/status?

fi el ds=Conput er <l D=11111>, Conput er (St at us, Start Ti ne)

Admin

GET /api/admin/fields

Returns the list of admin fields.
POST /api/admin/fields

Sets one or more admin fields.
GET /api/admin/field/{field}

Fetches specific admin field value.
PUT /api/admin/field/{field}

Sets a specific admin field.
POST /api/admin/field/{field}

Sets a specific admin field.
DELETE /api/admin/field/{field}

Deletes the specific admin field.
GET /api/admin/masthead

Exports the current masthead.

POST /api/admin/masthead
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Updates the masthead in the database.
GET /api/admin/masthead/parameters
Returns the list of the masthead configuration parameters and values.
GET /api/admin/icon
Exports the current client icon.
PUT /api/admin/icon
Updates/sets client icon.
POST /api/admin/icon
Updates/sets client icon.
DELETE /api/admin/icon
Deletes current client icon.
POST /api/admin/propagate/operator/{operator}
Propagates the specified operator site.
POST /api/admin/propagate/actionsite
Propagates the master action site.
POST /api/admin/propagate/operators
Propagates all operator sites.
POST /api/admin/propagate/resetepoch
Resets the database epoch forcing Console's to refresh their cache.
GET /api/admin/options
Displays the current admin options for the server.
POST /api/admin/options
Updates the admin options from the provided BESAPI XML.
GET /api/admin/reports

Returns the client report settings.
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GET /api/admin/reports/cert
Returns the server certificate.
GET /api/admin/reports/key

Returns the server certificate.

Analysis

Note: For information about how to specify a site, see Hints about BigFix REST API

requests.
GET analyses/{site type}/{site name}
Fetches a list of analyses in the specified site.
POST analyses/{site type}/{site name}
Create an analysis in the specified site.
GET analysis/{site type}/{site name}/{analysis id}
Get the XML for a specific analysis.
PUT analysis/{site type}/{site name}/{analysis id}
Update an analysis.
POST analysis/{site type}/{site name}
Create an analysis with the supplied XML in the specified site.
DELETE analysis/{site type}/{site name}/{analysis id}
Delete and deactivate an analysis.
GET analysis/{site type}/{site name}/{analysis id}/activations
List of analysis activations.
POST analysis/{site type}/{site name}/{analysis id}/activations
Create a new activation for the current operator.
DELETE analysis/{site type}/{site name}/{analysis id}/activations

Deletes all activations for the specified analysis.
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GET analysis/{site type}/{site name}/{analysis id}/activation/{activation id}
Gets analysis activation details.
DELETE analysis/{site type}/{site name}/{analysis id}/activation/{activation id}

Deactivates a specific analysis activation.

Baseline
Available starting from BigFix version 9.5.5.

Note: For information about how to specify a site, see Hints about BigFix REST API

requests.
GET /api/baselines/{site type}/{site name}
Lists all baselines in a site.
POST /api/baselines/{site type}/{site name}
Creates a baseline.
GET /api/baseline/{site type}/{site name}/{id}
Shows the baseline with the specified {id}.
PUT /api/baseline/{site type}/{site name}/{id}
Modifies the baseline with the specified {id}.
DELETE /api/baseline/{site type}/{site name}/{id}
Deletes the baseline with the specified {id}.
GET /api/baseline/{site type}/{site name}/{id}/computers
Lists all relevant computers of the baseline with the specified {id}.
GET /api/baseline/{site type}/{site name}/{id}/sync
Shows a synchronized version of the baseline with the specified {id}.
Baseline Component Synchronization Status

A baseline component is created from a Fixlet or a task and one of its actions. The Fixlet

or task and the selected action are recorded as the component's source. If the source is
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modified, the component is not automatically updated. For example, if a source Fixlet is
modified, or a source action is deleted, the corresponding component is not automatically

updated. This is why components become out-of-sync.

You can determine if a component is out-of-sync by examining its element in the baseline
XML. Each component's element has a SyncSt at us attribute that indicates the component's

synchronization status. The possible values of this attribute are defined below:

* SyncSt at us="synchr oni zed" - The component is synchronized.

* SyncStatus="source fixlet differs" - The componentis not synchronized because
it differs from the source.

*SyncStatus="source fixlet differs (source action has been deleted)" -
The component is not synchronized because the source's action used to create the
component no longer exists.

* SyncSt at us="sour ce unavai |l abl e" - The component is not synchronized because the

source no longer exists.

Manipulating Baseline Components

Baseline components, or component groups, can be manipulated in several ways using the
REST API. Because a baseline's components are specified in the baseline's XML, you can

manipulate the components by manipulating the XML.

Run these steps to manipulate a baseline's components:

1. Get the baseline XML using GET / api / basel i ne/ {site type}/{site name}/{id}
request.

2. Manipulate the XML.

3. Update the baseline using PUT / api / basel i ne/ {site type}/{site nane}/{id}
request.

Following the steps listed above you can:

« Create components, or component groups, by creating their elements in the baseline
XML.
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» Reorder components, or components groups, by reordering their elements in the
baseline XML.

« Delete components, or components groups, by deleting their elements in the baseline
XML.

« Selectively synchronize components: See the section below for how to do this.

Selectively Synchronizing Baseline Components

It is possible for you to synchronize all of a baseline's components using the two step
process described for the request GET / api / basel i ne/ {site type}/{site name}/{id}/

sync.

However, it is also possible to selectively synchronize only some components. You can do
this by modifying their elements to have the same format as when creating a component
from source. This format is described in the Creating Baseline Components Directly From

Source section for the request POST / api / basel i ne/ {site type}/{site nane}.

Specifically, to get this format, you will need to manipulate the XML by manipulating
each BaselineComponent XML element that corresponds to a component that you want

synchronize. The manipulation is described as follows:

* Delete the Name XML attribute.
« Delete all the children XML elements, making sure that no ActionScript, Relevance,

SuccessCriteria, or Delay child elements exist.

Example

Let's say that you want to synchronize only the first component of the below baseline:

<?xm version="1.0" encodi ng="UTF-8"?>
<BES xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BES. xsd" >
<Basel i ne>
<Ti tl e>Cust om Basel ine</Titl e>
<Description />

<Rel evance>t r ue</ Rel evance>
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<Basel i neConmponent Col | ecti on>
<Basel i neConponent G oup>
<Basel i neConponent Name="Cust onti x| et 1"
I ncl udel nRel evance="true" SourceSiteURL=
"http://{root-server}: 52311/ cgi - bi n/ bf gat her . exe/
actionsite" Sourcel D="40"
Act i onNane="Actionl" SyncStatus="source fixlet differs">
<ActionScript M METype="application/x-Fi x| et -W ndows-
Shel | ">/ /
Unsynchroni zed action script</ActionScript>
<SuccessCriteria
Opt i on="Cust onRel evance" >"unsynchroni zed custom rel evance" </
SuccessCriteria>
<Rel evance>"unsynchroni zed rel evance" </ Rel evance>
</ Basel i neConponent >
<Basel i neConponent Name="Cust onFi x| et 2"
I ncl udel nRel evance="true" SourceSiteURL=
"http://{root-server}: 52311/ cgi - bi n/ bf gat her . exe/
actionsite" Sourcel D="41"
Act i onNanme="Actionl" SyncStatus="source fixlet differs">
<ActionScript M MeEType="application/x-Fi x| et - W ndows-
Shel | ">/ /
Unsynchroni zed action script</ActionScript>
<SuccessCriteria Option="Origi nal Rel evance" />
<Rel evance>t r ue</ Rel evance>
</ Basel i neConponent >
</ Basel i neConponent G oup>
</ Basel i neConponent Col | ecti on>
</ Basel i ne>

</ BES>
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You would accomplish the synchronization by first manipulating the above XML to produce
the below XML, and then updating the baseline by performing the PUT request using the
below XML:

<?xm version="1.0" encodi ng="UTF-8"?>
<BES xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
XSi : noNanmespaceSchenmalLocat i on="BES. xsd" >
<Basel i ne>
<Ti tl e>Cust om Basel ine</Titl e>
<Description />
<Rel evance>t r ue</ Rel evance>
<Basel i neConponent Col | ecti on>
<Basel i neConmponent G oup>
<Basel i neConponent | ncl udel nRel evance="true"
SourceSiteURL="http://{root-server}:
52311/ cgi - bi n/ bf gat her. exe/ acti onsite"
Sour cel D="40" Acti onName="Acti onl" SyncStatus="source
fixlet differs" />
<Basel i neConponent Name="Cust onti x| et 2"
I ncl udel nRel evance="tr ue"
SourceSiteURL="http://{root-server}: 52311
/ cgi - bi n/ bf gat her. exe/ acti onsite" Sourcel D="41"
Act i onNanme="Acti onl"
SyncSt at us="source fixlet differs">
<ActionScript M METype="application/x-Fi x| et -W ndows-
Shel | ">/ /

Unsynchroni zed action script</ActionScript>
<SuccessCriteria Option="Origi nal Rel evance" />
<Rel evance>t r ue</ Rel evance>

</ Basel i neConponent >
</ Basel i neConponent G oup>
</ Basel i neConponent Col | ecti on>

</ Basel i ne>
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</ BES>

After the baseline is synchronized, showing it using GET request should return the below

XML, which has the first component synchronized:

<?xm version="1.0" encodi ng="UTF-8"?>
<BES xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BES. xsd" >
<Basel i ne>
<Tit|l e>Cust om Basel i ne</Titl e>
<Description />
<Rel evance>t r ue</ Rel evance>
<Basel i neConmponent Col | ecti on>
<Basel i neConponent G oup>
<Basel i neConponent Name="Cust onti x| et 1"
I ncl udel nRel evance="true" SourceSiteURL=
"http://{root-server}: 52311/ cgi - bi n/ bf gat her . exe/
actionsite" Sourcel D="40" ActionNane="Actionl"
SyncSt at us="synchr oni zed" >
<ActionScript M MeEType="application/x-Fi x| et -W ndows-
Shel | ">// Synchroni zed action script</ActionScript>
<SuccessCriteria Option="CustonRel evance">"synchroni zed
custom rel evance" </ SuccessCriteria>
<Rel evance>"synchroni zed rel evance" </ Rel evance>
</ Basel i neConponent >
<Basel i neConponent Name="Cust onti x| et 2"
I ncl udel nRel evance="true" SourceSiteURL="http://{root-server}:52311/
cgi - bi n/ bf gat her. exe/ acti onsite" Sourcel D="41" Acti onNanme="Acti onl"
SyncSt at us="source fixlet differs">
<ActionScript M METype="applicati on/x-Fi xl et - Wndows-
Shel | ">// Unsynchroni zed
action script</ActionScript>

<SuccessCriteria Option="Origi nal Rel evance" />
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<Rel evance>t r ue</ Rel evance>
</ Basel i neConponent >
</ Basel i neConponent G oup>
</ Basel i neConponent Col | ecti on>
</ Basel i ne>

</ BES>

BigFix Query
POST /api/clientquery
Submits a new BigFix Query request.
GET /api/clientquery/{id}
Retrieves the submitted query that was assigned the identifier *{id}*.
GET /api/clientqueryresults/{id}?par1=value1&par2=value2&..
Retrieves the result of a BigFix Query, optionally with paging options.

Note:

1. If you are using the REST API, be aware that only the operator issuing the query can see
its results.

2. BigFix now supports queries with inspector context when you set the
Used i ent Cont ext element to true in the REST API requests.

Targeting by group criteria

If you target your query by group, ensure to specify the SiteName. This is an example for a

group named manual created by a master operator:

<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
XSi : noNanmespaceSchenalLocati on=
" BESAPI . xsd" >
<d i ent Query>

<Appl i cabilityRel evance>true</ Appli cabilityRel evance>
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<Quer yText >names of processes</ QueryText >
<Tar get >
<Conput er G oup>
<Name>manual </ Name>
<Si t eNanme>Act i onSi t e</ Si t eName>
</ Conput er G oup>
</ Tar get >
</dient Query>
</ BESAPI >

By default, the highest number of targets for each group is 100.

You can change this value by editing the _Enterprise Server_BigFix

Query_MaxTargetsForGroups computer setting.

This is how the _Enterprise Server_BigFix Query_MaxTargetsForGroups settings works:

« If the number of targets in a group exceeds the value of _Enterprise Server_BigFix
Query_MaxTargetsForGroups, the BigFix Query request is sent to all the clients and
each client determines whether or not it is a member of the targeted group.

« If the number of targets does not exceed the value of _Enterprise Server_BigFix
Query_MaxTargetsForGroups, the BigFix server determines which clients are members
of the targeted group and the BigFix Query request is sent only to those clients.

« If the list of specified groups contains at least one automatic computer group or one
client-evaluated static computer group, this settings is ignored and the BigFix Query
request is sent to all the clients. Each client determines whether or not it is a member

of the targeted group.

Computer
GET api/computers
Fetches a list of computers.
GET api/computer/{computer id}

Gets a computer's core properties.
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DELETE api/computer/{computer id}
Marks a computer as deleted in the database.
GET api/computer/{computer id}/settings
Gets a computer's settings.
POST api/computer/{computer id}/settings
Updates or creates the value of a setting.
DELETE api/computer/{computer id}/settings
Deletes all activations for the specified analysis.
POST api/computers/settings
Updates or creates settings for multiple computers.
GET api/computer/{computer id}/setting/{setting name}
Gets the setting value.
PUT api/computer/{computer id}/setting/{setting name}
Updates the setting value.
POST api/computer/{computer id}/setting/{setting name}
Updates or creates the setting value.
DELETE api/computer/{computer id}/setting/{setting name}
Delete computer setting.
GET api/computer/{computer id}/fixlets
Gets the list of relevant Fixlets.
GET api/computer/{computer id}/tasks
Gets the list of relevant tasks.
GET api/computer/{computer id}/fixletsandtasks
Gets the list of all the relevant fixlets and tasks.

GET api/computer/{computer id}/analyses
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Gets the list of relevant analyses and their ID.
GET api/computer/{computer id}/baselines
Gets the list of relevant baselines and their ID.
GET api/computer/{computer id}/mailbox
Gets contents of the computer's mailbox.
Filtering Response Fields

You can use the ?fi el ds= parameter to limit the fields returned for a given resource when
using the API resources / api / conput er s and / api / conput er/ { conput er i d}. The value
following the 2f i el ds= parameter is the filter. Because the XML is case sensitive, ensure

that you specify the correct case to avoid errors.

Use these characters to define the filter:

«, to separate elements, children, and attribute pairs
« . within the parenthesis to denote multiple children
- &as pairing marker for attributes

* <...>to denote attributes

« =to mark LHS and RHS of attributes

Note: These are reserved characters. By default, they are not allowed in the name of the
filter.

These are some example of filtering results using ?fi el ds=:

[ api / conput er/ 12347?f i el ds=Pr opert y<Nane=Conput er ¥20Nane, OS, Last ¥20Repor t
9%20Ti me>

[ api / conmput er/ 12347

fi el ds=Property<Anal ysi s&Nanme=Anal ysi s1&Conput er %20Nane, &CS, Anal ysi s2&Last
%20Repor t ¥20Ti ne>
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Computer Group

Note: For information about how to specify a site, see Hints about BigFix REST API

requests.

GET computergroups/{site type}/{site name}
Fetches the list of computer groups in the specified site.
POST computergroups/{site type}/{site name}

Creates a computer group in the specified site as described in the posted XML
document.

GET computergroup/{site type}/{site name}/{id}
Fetches the BES XSD representation of the specified computer group.
PUT computergroup/{site type}/{site name}/{id}
Updates the specified computer group.
POST computergroup/{site type}/{site name}
Create a computer group in the specified site.
DELETE computergroup/{site type}/{site name}/{id}
Deletes the indicated computer group.
GET computergroup/{site type}/{site name}/{id}/computers

Fetches a list of computer relevant to this computer group. This essentially

gives you the computers that are members of this group.

Dashboard Variables

GET dashboardvariables

Fetch list of dashboard IDs that have stored information.
GET dashboardvariables/{dashboard ID}

Lists variables for the specified dashboard.

POST dashboardvariables/{dashboard ID}
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Creates new dashboard variable.

DELETE dashboardvariables/{dashboard ID}
Deletes all stored variables for a dashboard.

GET dashboardvariable/{dashboard ID}/{variable name}
Fetches value of a specific dashboard variable.

PUT dashboardvariable/{dashboard ID}/{variable name}
Updates a specific dashboard variable.

POST dashboardvariable/{dashboard ID}/{variable name}
Updates a specific dashboard variable.

DELETE dashboardvariable/{dashboard ID}/{variable name}

Deletes the specified dashboard variable.

Fixlet

Note: For information about how to specify a site, see Hints about BigFix REST API

requests.
GET fixlets/{site type}/{site name}
Fetches a list of Fixlets of a particular site.
POST fixlets/{site type}/{site name}
Creates a fixlet in the specified site.
GET fixlet/{site type}/{site name}/{fixlet id}
Returns the details of the specified Fixlet.
PUT fixlet/{site type}/{site name}/{fixlet id}
Updates a Fixlet.
POST fixlet/{site type}/{site name}
Creates a Fixlet in the specified site.

DELETE fixlet/{site type}/{site name}/{fixlet id}
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Deletes a Fixlet.
GET fixlet/{site type}/{site name}/{fixlet id}/computers

Lists the computers that are relevant for this Fixlet.

Help
GET help
Returns a list of top-level available resources.
GET help/{resource}

Returns a list of all available commands for the specified resource for each
supported HTTP method.

Import

Note: For information about how to specify a site, see Hints about BigFix REST API

requests.
POST import/{site type}/{site name}

Import all provided objects in XML document.

LDAP Directory
GET Idapdirectories
Fetches all LDAP Directories.
POST Idapdirectories
Creates LDAP Directory.
GET Idapdirectory/{id}
Fetches detailed information for a directory.
PUT Idapdirectory/{id}

Updates LDAP directory.
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POST Idapdirectory/{id}
Updates LDAP directory.
DELETE Idapdirectory/{id}

Deletes LDAP Directory.

Login
GET login/

Performs login.

Mailbox
Manage computer mailboxes and the files they contain.
GET mailbox/{computer id}
Fetches a list of files in a given computer's mailbox.
POST mailbox/{computer id}
Creates a new mailbox file.
GET mailbox/{computer id}/{file id}
Fetches the details of the specified file in the specified computer's mailbox.
PUT mailbox/{computer id}/{file id}
Updates the specified mailbox file.
POST mailbox/{computer id}/{file id}
Updates the specified new mailbox file.
DELETE mailbox/{computer id}/{file id}
Deletes the specified files from the specified computer's mailbox.
POST mailbox/

Creates a new mailbox file.
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Operator
The following information applies also to LDAP operators.
GET operators
Fetches all operators.
POST operators
Creates an operator.

Note: The following REST APIs use operator name. If the deployment option,
"enableRESTAPIOperatorID" is enabled, all the REST APIs that use the operator
name are disabled and replaced with the equivalent REST APIs that use the
operator id, which means enabling any REST API that uses operator ID renders

all the REST APIs that use operator name unusable.
GET operator/{operator name}
Fetches detailed information about an operator.

Note: The operator name to use for retrieving operator information (especially
when the name contains special characters) must be the same as that
returned by the get/operators API. The field Post Act i onBehavi or Pri vi | ege in

the XML response is always referred at the "Explicit Permissions" value.
PUT operator/{operator name}
Updates an operator.
POST operator/{operator name}
Updates an operator.
DELETE operator/{operator name}
Deletes an operator.
GET operator/{operator name}/roles

Shows a list of roles the operator is a member of.
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Note: The following APIs use operator ID. Before using any of these APIs,

you must enable the deployment option, "enableRESTAPIOperatorID". The
enableRESTAPIOperatorID option disables all the REST APIs that use the
operator name and replaces them with the equivalent REST APIs that use the
operator id, which means enabling any REST APIs that use operator ID renders

the REST APIs that use operator name unusable.
GET operator/{operator ID}
Fetches detailed information about a specific operator.
PUT operator/{operator ID}
Updates an operator.
POST operator/{operator ID}
Updates an operator.
DELETE operator/{operator ID}
Deletes an operator.
Filtering Response Fields

You can use the ?fi el ds= parameter to limit the fields returned for a given resource when
using the API resources / api / oper at or s and / api / oper at or / { oper at or nane}. The value
following the 2fi el ds= parameter is the filter. Because the XML is case sensitive, ensure

that you specify the correct case to avoid errors.

Use these characters to define the filter:

«, to separate elements, children, and attribute pairs
* (...) to denote children within a field

- &as pairing marker for attributes

* <...>to denote attributes

« =to mark LHS and RHS of attributes

Note: These are reserved characters. By default, they are not allowed in the name of the
filter.
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These are some example of filtering results using ?fi el ds=:

[ api / oper at or s?

fi el ds=Name, Mast er Oper at or, I nt erf aceLogi ns(WebUl ), I nt erfacelLogi ns( Appl i cati ons)
[ api / oper at or/ nol?

fi el ds=Last Logi nTi me, CanSubni t Queri es, | nt er f aceLogi ns( APl , Consol e)

[ api / oper at or/ nnol?

fi el ds=ShowQ her Acti ons, St opQt her Act i ons, CanCr eat eAct i ons, Logi nPer nm ssi on, Nane

Property

GET properties*

Fetches a list of all properties.
POST properties

Creates a new property.
GET property/{id}

Fetches detailed information about a specific property.
PUT property/{id}

Updates the specified property.
POST property

Updates the specified property.
DELETE property/{id}

Deletes the specified property.

Query
POST /api/query
Evaluate a relevance expression and get the result.

GET /api/query
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Evaluate a relevance expression and get the result.

Replication
GET /api/replication/servers
Fetches a list of all replication servers and their links.
POST /api/replication/servers
Posts settings for a single or all servers at once.
GET replication/server/{id}
Fetches the XML for a specific replication server and it's link.
PUT replication/server/{id}

Updates the replication server **ReplicationintervalSeconds** and associated

links if supplied.
POST replication/server/{id}

Updates the replication server **ReplicationintervalSeconds** and associated

links if supplied.

GET replication/server/{source id}/link/{destination id}
Fetches the XML for a specific replication server link.

PUT replication/server/{source id}/link/{destination id}
Updates replication link weight.

POST replication/server/{source id}/link/{destination id}
Update replication link weight.

DELETE replication/server/{source id}/link/{destination id}

Deletes the specified link.

Role

GET /api/roles
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Fetches a list of all Roles.
POST /api/roles

Creates a new role.
GET role/{role id}

Fetches the XML for the specified role.
PUT role/{role id}

Updates arole.
POST role/{role id}

Replace existing role with supplied XML.
DELETE role/{role id}

Deletes a role.

In a BigFix Distributed Server Architecture (DSA) environment, where multiple servers are
installed, you can perform actions related to roles only on primary servers. When on a
secondary server, you cannot create, modify, or delete roles. Any attempt to perform these

actions is prevented and you get the following error message:

"This operation requires a role change that can be performed only on the main server.'

Site
Note: For information about how to specify a site, see Hints about BigFix REST API

requests.
GET sites
Fetches a list of sites and their types.
POST sites
Creates a custom site.
GET site/{site type}/{site name}

Fetches a specific site.
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PUT site/{site type}/{site name}

Updates the specified site.
DELETE site/{site type}/{site name}

Deletes the specified site and its content.
GET site/{site type}/{site name}/permissions

Fetches the list of operators/roles/LDAP groups and their permissions on the

specified site.

PUT site/{site type}/{site name}/permissions
Sets the permissions for a site.

DELETE site/{site type}/{site name}/permission
Removes the permissions for a site.

GET site/{site type}/{site name}/permission/{operator/role}/{name/id}
Returns specific site permission for operator or role.

PUT site/{site type}/{site name}/permission/{operator/role}/{name/id}
Updates site permission for specified user or role.

POST site/{site type}/{site name}/permission/{operator/role}/{name/id}
Sets site permission for specified user or role.

DELETE site/{site type}/{site name}/permission/{operator/role}/{name/id}
Removes permission from site.

GET site/{site type}/{site name}/content
Fetches a list all content within a site.

GET site/{site type}/{site name}/files
Fetches a list all site files.

POST /api/site/{site}/files

Adds files to a site.
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GET site/{site type}/{site name}/file/{file id}
Gets a site file.

PUT site/{site type}/{site name}/file/{file id}
Updates a site file.

POST site/{site type}/{site name}/file/{file id}
Updates a site file.

DELETE site/{site type}/{site name}/file/{file id}
Deletes the specified file.

POST site/{site type}/{site name}/file/{file name}

Creates a site file with the specified name.

Task

Note: For information about how to specify a site, see Hints about BigFix REST API

requests.

GET /api/tasks/{site type}/{site name}
Fetches a list of tasks of a particular site.

POST /api/tasks/{site type}/{site name}
Creates a task in the specified site.

GET /api/task/{site type}/{site name}/{task id}
Returns the details of the specified task.

PUT /api/task/{site type}/{site name}/{task id}
Updates a task.

POST /api/task/{site type}/{site name}
Creates a task in the specified site.

DELETE /api/task/{site type}/{site name}/{task id}

Deletes a task.
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GET /api/task/{site type}/{site name}/{fixlet id}/computers

Retrieves the list of computers that are relevant for this task.

Upload
POST upload
Uploads one or more files.
GET uploads
Returns a list of all FileUpload elements.
GET upload/{filelocation}
Returns a FileUpload at {filelocation}. {filelocation} is a hash/name form.
GET upload/{filelocation}/references
Returns a list of FileUploadReference for a FileUpload at {filelocation}.
POST upload/{filelocation}/references

Creates a FileUploadReference for a FileUpload at {filelocation}. This also

returns a FileUploadReference.
GET upload/{filelocation}/reference/{id}

Returns a FileUploadReference with {id} for a FileUpload at {filelocation}.
DELETE

Deletes a FileUploadReference with {id} for a FileUpload at {filelocation}.

Web Reports
GET /api/webreports
Fetches a list of Web Reports servers.
GET /api/webreports/details

Fetches details of the Web Reports servers in terms of ID, priority and server
URL.
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PUT /api/webreports/{id}
Updates the priority of a Web Reports server based on its unique ID.

The preferred Web Reports server is the one with the highest value set for Priority.



Chapter 7. Schema files BES.xsd and
BESAPI.xsd

During the installation of the BigFix server component, the BESAPI.xsd and BES.xsd schema
files are stored in the installation path. They contain the information needed to correctly
represent the BigFix object instances in XML format. To learn how to download an XSD file,

click its name.

These files are automatically updated, during the product upgrade, whenever fields are
added or modified.

To ensure consistency, use the version of the schema files available on your BigFix server

under the path:

» On Windows systems: C:\ Program Fi | es (x86)\Bi gFi x Enterprise\Bi gFi x server
\ Ref erence

» On RedHat Linux Enterprise version 5.0 or later: / opt / BESSer ver / r ef er ence

The schema files are also available via HTTP/HTTPS from the BigFix Root Server to
facilitate automated XML validation:

https://<bigfix_server>: <port>/xm schena/ BES. xsd
htt ps://<bi gfi x_server >: <port >/ xm schenma/ BESAPI . xsd

(where port is 52311 by default).

BESAPI.xsd schema file

The BESAPI.xsd schema file is available for download (under the "Utilities" section) at BigFix
Enterprise Suite Download Center on the corresponding release pages. For releases older

than 9.5.13, use the file available (under the "Utilities" section) at the Patch 13 release page.

Important: To ensure consistency, use the version of the schema files available on your

BigFix server under the path:


http://support.bigfix.com/bes/release/
http://support.bigfix.com/bes/release/
http://support.bigfix.com/bes/release/9.5/patch13
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« On Windows systems: C:\ Program Fi | es (x86)\Bi gFi x Enterprise\BigFix server
\ Ref erence

« On RedHat Linux Enterprise version 5.0 or later: / opt / BESSer ver/ r ef er ence

The file is also available via HTTP/HTTPS from the BigFix Root Server:

htt ps://<bi gfi x_server >: <port >/ xm schema/ BESAPI . xsd

BES.xsd schema file

The BES.xsd schema file is available for download (under the "Utilities" section) at BigFix

Enterprise Suite Download Center on the corresponding release pages. For releases older

than 9.5.13, use the file available (under the "Utilities" section) at the Patch 13 release page.

Important: To ensure consistency, use the version of the schema files available on your
BigFix server under the path:

« On Windows systems: C:\ Program Fi | es (x86)\Bi gFi x Enterprise\BigFix server
\ Ref erence

« On RedHat Linux Enterprise version 5.0 or later: / opt / BESSer ver/ r ef er ence

The file is also available via HTTP/HTTPS from the BigFix Root Server:

https://<bigfix_server>: <port>/xm schena/ BES. xsd


http://support.bigfix.com/bes/release/
http://support.bigfix.com/bes/release/
http://support.bigfix.com/bes/release/9.5/patch13

Chapter 8. Examples using cURL and python

Learn how to implement common use cases with the REST API.

The examples have been implemented for the following tools:

« cURL
* python

For these tools to establish a secure connection to the server, you must install a custom
HTTPS certificate. Alternatively, you can provide a disable HTTPS connection option to the
tool you are using. This is described below for every tool.

For the following examples to work successfully:

- user name must be your user name.

* passwor d must be your password.

* server must be the hos tname of your root server.

* port must be the port of your root server. By default this is 52311.

cURL Usage
Security

Use the - - cacert option to specify the custom HTTPS certificate. To disable SSL

verification, use the - - i nsecur e option.

python Usage

Examples have been written using the python Request Package, which can be installed with

pip using the following command:

$ pip install requests

Security

Requests verifies SSL certificates for HTTPS requests. This is enabled by default, and it will

throw an SSL error if it is unable to verify the certificate. You can pass veri fy the pathto a

CA certificate or a custom one. To ignore verifying SSL, set veri fy to False.


http://curl.haxx.se/
https://www.python.org/
http://requests.readthedocs.io/en/master/
https://pip.pypa.io/
https://requests.readthedocs.io/en/latest/user/advanced/#ssl-cert-verification
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>>> requests.get (' https://bigfix.server:52311/api/help', verify=Fal se)
<Response [ 200] >

Create Action
Create and execute an action contained in acti on. xm .

cURL

curl -X PCOST --data-binary @ction.xm --user {usernane}:{password}

https://{server}:{port}/api/actions
python

i mport requests
with open('action.xm', 'rb'") as xm:
r = requests.post('https://{server}:{port}/api/actions',
aut h=("' {user nane}"',
"{password}'), data=xm)

print(r.text)

Input

action.xml

<?xm version="1.0" encodi ng="utf-8""?>
<BES xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xmni ns: xsd=
"http://ww.w3. org/ 2001/ XM_Schema" Ski pUl ="true">
<Si ngl eActi on>
<Title>test action</Title>
<Rel evance>t r ue</ Rel evance>
<ActionScript>setting "test action"="{now as string}" on "{now}"
for client</ActionScript>
<SuccessCriteria />
<Settings />
<SettingsLocks />
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<Tar get >
<Al | Conput er s>t rue</ Al | Conput er s>
</ Tar get >
</ Si ngl eActi on>

</ BES>

Create Analysis
Create a new analysis for a site.

cURL

curl -X PCOST --data-binary @nalysis.xm --user {usernane}:

{password} https://{server}:{port}/api/anal yses/{site}

python

i nport requests
with open('analysis.xm', 'rb') as xm:
r = requests.post('https://{server}:{port}/api/analyses/{site}",
aut h=("' {user nane}'
"{password}'), data=xm)

print(r.text)

Input

analysis.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<BES xm ns: xsi ="http://ww. wW3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BES. xsd" >
<Anal ysi s>
<Titl e>Custom Anal ytics I</Title>
<Descri pti on><! [ CDATA[ ny descri ption]]></Description>
<Rel evance>t r ue</ Rel evance>

<Sour ce>| nt er nal </ Sour ce>
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<Sour ceRel easeDat e>2016- 05- 25</ Sour ceRel easeDat e>
<M MEFi el d>
<Name>x-fi x| et-nodi fi cati on-ti ne</ Name>
<Val ue>Wed, 25 May 2016 20:59:59 +0000</ Val ue>
</ M MVEFi el d>
<Domai n>BESC</ Domai n>
<Property Name="New Property" |D="1">operating systenx/Property>
</ Anal ysi s>
</ BES>

Output

<?xm version="1.0" encodi ng="UTF-8"?>
<BES xm ns: xsi ="http://ww. wW3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BES. xsd" >
<Anal ysi s Resource="https://{server}:{port}/api/analysis/{site}/1"
Last Modi fi ed="Wed, 25 May
2016 20: 59: 59 +0000" >

<Nanme>Cust om Anal ysi s | </ Nanme>

<| D>1</| D>
</ Anal ysi s>
</ BES>

Create Dashboard Variable

Creates a new dashboard variable with the contents of dashvar . xn . Adds the variable to
the specified dashboard ID if the ID already exists, otherwise creates a dashboard ID with

the specified dashboard variable.

« dashboar d | Dis the ID of the dashboard to which this variable belongs.

e vari abl e nane is the name of the variable to be created.

cURL
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curl -X PCOST --data-binary @ashvar.xm --user {usernane}:{password}

https://{server}:{port}/api/dashboardvari abl es/ { dashboard | D}
python

i mport requests
with open('site.xm', '"rb') as xm:

r = requests.post('https://{server}:{port}/api/dashboardvari abl es/
{dashboard | D}',

aut h=(' {usernane}', '{password}'), data=xm)

print(r.text)

Input

dashvar.xml

<BESAPI xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
XSi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >
<Dashboar dDat a Resource="https://| ocal host: 52311/ api /
dashboar dvari abl e/
ShowNonRel evant Cont ent / Show' >
<Dashboar d>ShowNonRel evant Cont ent </ Dashboar d>
<Name>Show</ Nanme>
<l sPrivate>fal se</|sPrivate>
<User>__op_1</User>
<Val ue>t r ue</ Val ue>
</ Dashboar dDat a>
</ BESAPI >

Create File in a Site

This command will genereate a POST request to create one or more files specified by - F
"file=@{fil e_pathname} in the specified site. For information about how to specify a site,
see Hints about BigFix REST API requests. Depending on the permission to access the site,

this command can be run by master operators and non master operators.
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cURL

To add a file to a custom site as master operator, run the following command:

curl -k --user master:{password} -X POST -F "file=@tnp/file.ny"
"https://{server}:{port}/api/site/customtest/file/file.ny"

To add a file to the master action site as master operator, run the following command:

curl -k --user master:{password} -X POST -F "file=@tnp/file.ny"
"https://{server}:{port}/api/site/master/file/file.nmy?force=true"
Where the option f or ce=t r ue allows to override the file it if already exists in the site.

To add a file to the operator site as non master operator, run the following command:

curl -k --user nno:{password} -X POST -F "file=@tnp/file.ny"
"https://{server}:{port}/api/site/operator/nno/file/file.m?isCient=true"
Where the optioni sd i ent =t r ue allows to make the file available for download by Clients.

The options force and i sC i ent apply when running post and put requests against files,
both as master and as non master operator. For these two options values different from

false are managed as true.

Use the syntax ?key1l=val uel; key2=val ue2 to specify multiple options, for example:

curl -k --user master:{password} -X POST -F "file=@tnp/file.ny" "https://
{server}:

{port}/api/site/customtest/file/file.my?force=true;isdientFile=true"

Note: Be aware that no validity check on input options and parameters is automatically

performed.

Create Fixlet

This command will genereate a POST request to create a fixlet specified by new. xn in the

sitesite type/site nane.
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*site nane is the the name of the site under which the fixlet will be created.

*site type is the type of the site.

site type andsite name can be inpsected via GET / api/sites

cURL

curl -X POST --data-binary @ew. xm --user {usernane}:{password} https://
{server}:

{port}/api/fixlets/{site type}/{site nane}
python

i mport requests
with open('new. xm', "rb') as xm:

r = requests.post('https://{server}:{port}/api/fixlets/{site type}/
{site nane}"',

aut h=(' {usernane}', '{password}'), data=xm)

print(r.text)
Input

<?xm version="1.0" encodi ng="UTF-8"?>
<BES xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNamespaceSchenalLocat i on="BES. xsd" >
<Fi x| et >

<Title>New Fixlet</Titl e>
<Description> This is the exanple new fixlet to be created </

Descri pti on>
<Rel evance>exi sts folder "C: \Prograns Fil es"</Rel evance>
<Cat egor y></ Cat egor y>
<Sour ce>| nt er nal </ Sour ce>
<Sour cel D></ Sour cel D>
<Sour ceRel easeDat e>2016- 05- 21</ Sour ceRel easeDat e>

</ Fi x| et >
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</ BES>

Create Operator

Creates a new operator with the contents of oper at or . xni . This operation requires master

operator privileges.

cURL

curl -X POST --data-binary @perator.xm --user {usernane}:{password}

https://{server}:{port}/api/operators
python

i mport requests
with open('operator.xm', 'rb') as xm:
r = requests.post('https://{server}:{port}/api/operators’,
aut h=(' {usernane}', '{password}'), data=xm)

print(r.text)

Input

operator.xml

<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNamespaceSchenmalLocat i on="BESAPI . xsd" >
<Qperator Resource="https://| ocal host: 52311/ api / oper at or/ sanpl e-
oper at or " >
<Nanme>sanpl e- oper at or </ Nane>
<Passwor d>sanpl e- passwor d</ Passwor d>
<Mast er Oper at or >f al se</ Mast er Oper at or >
<Cust onCont ent >t r ue</ Cust ontCont ent >
<ShowQt her Act i ons>t r ue</ ShowQ her Act i ons>
<CanCr eat eAct i ons>t r ue</ CanCr eat eAct i ons>
<Post Act i onBehavi or Pri vi | ege>Al | owRest art AndShut down</

Post Acti onBehavi or Pri vi | ege>
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<ActionScri pt ConmandsPri vi | ege>Al | owRest ar t AndShut down</
Act i onScri pt ConmandsPri vi | ege>

<CanLock>t r ue</ CanLock>
<CanSendMul ti pl eRef r esh>t rue</ CanSendMul ti pl eRef r esh>
<Logi nPer ni ssi on>Unrestri ct ed</ Logi nPer ni ssi on>
<UnmanagedAsset Pri vi | ege>ShowAl | </ UnmanagedAsset Pri vi | ege>
<I nterfacelLogi ns>

<Consol e>t r ue</ Consol e>

<WebUl >t r ue</ \ebUI >

<API >t r ue</ API >
</InterfacelLogi ns>
<Conput er Assi gnnent s Mat ch=" Any" ></ Conput er Assi gnnent s>

</ Oper at or >

</ BESAPI >

Create Role
This command will POST the filer ol e. xm to the server to create a new role.

python

i mport requests
with open('role.xm"', "rb'") as xm:
r = requests.post('https://{server}:{port}/api/roles',
aut h=(' {usernane}', '{password}'), data=xm)

print(r.text)

Input

role.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >

<Rol e Resource="https://|ocal host: 52311/ api/role/id">
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<Name>nane</ Name>
<I D>i d</ | D>
<Mast er Oper at or >0</ Mast er Oper at or >
<Cust omCont ent >1</ Cust onCont ent >
<ShowQt her Act i ons>1</ Showt her Act i ons>
<CanCr eat eAct i ons>1</ CanCr eat eAct i ons>
<Post Act i onBehavi or Pri vi | ege>Al | owRest art AndShut down</
Post Act i onBehavi or Pri vi | ege>
<Act i onScri pt CommandsPri vi | ege>Al | owRest ar t AndShut down</
Acti onScri pt ConmandsPri vi | ege>
<CanSendMul ti pl eRef resh>1</ CanSendMul ti pl eRef r esh>
<CanLock>1</ CanLock>
<UnmanagedAsset Pri vi | ege>ShowNone</ UnmanagedAsset Pri vi | ege>
<I nterfacelLogi ns>
<Consol e>t r ue</ Consol e>
<WebUl >t r ue</ WWebUI >
<API >t r ue</ APl >
</InterfacelLogi ns>
</ Rol e>

</ BESAPI| >

Create Site

Creates the specified site on the server with the contents of si t e. xm . In this example,
we create a custom site with a Relevance conditional that returns true if the name of the

operating system contains "Win".

cURL

curl -X POST --data-binary @ite.xm --user {usernane}:{password}

https://{server}:{port}/api/sites/

python

i nport requests
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with open('site.xm', '"rb') as xm:

xmdata = ''.join(xm .readlines())

r = requests.post('https://{server}:{port}/api/sites',
aut h=(' {user nane}",

"{password}'), data=xnl data)

print(r.text)

Input

site.xml

<BES xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchenalLocat i on="BES. xsd" >
<Cust onfi t e>
<Nanme>Test </ Nanme>
<Gt her URL>htt p: // bi gfi x. test: 52311/ cgi - bi n/ bf gat her . exe/
Cust onfSi t e_Test </ Gat her URL>
<Description>This is an exanple Custom Site</Description>
<Domai n>BESC</ Domai n>
<G obal ReadPer nmi ssi on>f al se</ @ obal ReadPer ni ssi on>
<Subscri ption>
<Mbde>Cust onx/ Mode>
<Cust omGr oup Joi nByl ntersecti on="fal se">
<Sear chConponent Rel evance
Conpari son="I1sTrue" >
<Rel evance>name of operating system
contains "W n"</Rel evance>
</ Sear chConponent Rel evance>
</ Cust onGr oup>
</ Subscri pti on>
</ Cust onfi t e>
</ BES>
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Get Analyses
Get a site's available analyses.

cURL

curl --user {usernane}:{password} https://{server}:{port}/api/anal yses/

{site}

python

i nport requests
r = requests.get (' https://{server}:{port}/api/anal yses/{site}",
aut h=(' {usernane}', '{password}'))

print(r.text)

Output

<?xm version="1. 0" encodi ng="UTF-8"?>
<BES xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchemalLocat i on="BES. xsd" >
<Anal ysi s Resource="https://{server}:{port}/api/analysis/{site}/1"
Last Mbdi fi ed="Wed, 25 May 2016 20:59:59 +0000">
<Nanme>Cust om Anal ysi s | </ Nanme>
<| D>1</| D>
</ Anal ysi s>
<Anal ysis Resource="https://{server}:{port}/api/analysis/{site}/2"
Last Modi fi ed="Wed, 25 May 2016 21: 00: 00 +0000" >
<Nanme>Cust om Anal ysi s || </ Nane>
<I D>2</| D>
</ Anal ysi s>
</ BES>

Get Computer

Gets the properties of a specific computer registered in the console.
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cURL

curl -X CET --user {usernane}:{password} https://{server}:{port}/api/

comput er/ {i d}

python

i nport requests
r = requests.get (' https://{server}:{port}/api/conputer/{id}",
aut h=(' {usernane}', '{password}'))

print(r.text)

Output

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchemalLocat i on="BESAPI . xsd" >
<Conput er Resource="https://local host: 52311/ api/conmputer/{id}">
<Property Nane="Client Settings"> BESCient EMsg Fil e=/var/opt/
BESCl i ent / bescl i ent debug. | og</ Property>
<Property Nanme="Cient Settings"> BESC ient EMsg Detail =0</ Property>
<Property Name="Client Settings">__Rel ayServer1l=</Property>
<Property Nanme="Client Settings"> RelayServer2=</Property>
<Property Nanme="Client Settings"> Relay_ Control_Server1l=</Property>
<Property Nanme="Client Settings"> Relay Control_ Server2=</Property>
<Property Nane="Client Settings">_ LockState=fal se</Property>
<Property Nane="d i ent
Settings">_ BESC i ent _Upl oadManager BufferDirectory=/var/opt/BESC ient/
__BESDat a/ ___d obal / Upl oad</ Property>
<Property Nane="C i ent
Settings"> BESC i ent Resource_StartupNor mal Speed=0</ Property>
<Property Nane="Client Settings"> BESRel ay HTTPServer _Server Root Pat h=/
var/ opt / BESSer ver/

www oot bes</ Property>
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<Property Nane="d i ent
Settings">_BESRel ay_HTTPSer ver _Port Nunber =52311</ Pr operty>
<Property Nane="Client Settings"> BESRel ay HTTPServer LogFil ePath=/var/
| og/ BESRel ay. | og</ Property>
<Property Name="C i ent
Setti ngs">_BESGat her _Downl oad_Checkl nt er net Fl ag=1</ Pr operty>
<Property Nane="Cient Settings"> BESGat her Conm UseUr | Moni ker =0</
Property>
<Property Nane="Client Settings"> Enterprise
Server _Cient Regi st er UDPMessagePort =52311</ Property>
<Property Name="Client Settings"> BESRel ay Upl oadManager Par ent URL=</
Property>
<Property Name="Client Settings"> BESServer_ Dat abase DSN=BFENT</
Property>
<Property Nane="C i ent
Settings" > BESServer Dat abase Dat abaseAddr ess=| ocal host </ Pr operty>
<Property Nane="Client Settings"> BESServer_ Database_ User=db2i nst 1</
Property>
<Property Nane="C i ent
Settings" > BESServer Dat abase Passwor d={ obf } Ym nzZm 4</ Pr operty>
<Property Name="Client Settings"> BESServer Dat abase Port=50000</
Property>
<Property Nanme="C i ent
Settings">_BESC i ent _Depl oynent Encodi ng_I| ANAName=w ndows- 1252</ Pr operty>
<Property Nanme="Client Settings"> BESRel ay Log_ Verbose=0</Property>
<Property Nane="C i ent
Settings"> WebReports HTTPServer Host Name=bi gfi x. t est </ Property>
<Property Nane="Client Settings"> WebReports HTTPServer Port Nunber =80</
Property>
<Property Nane="C i ent
Settings"> WebReports HTTPServer Server Root Pat h=/var/ opt/
BESWbReport sServer/
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www oot </ Property>

<Property

Nane="dC i ent

Settings"> WebReports HTTPServer SSLCertifi cateFil ePat h=</Property>

<Property
Property>
<Property

Nanme="Cl i ent Settings"> WebReports_ HITPServer UseSSLFlI ag=0</

Nane="dC i ent

Settings"> BESC i ent Depl oynment Encodi ng_| ANANane=wi hdows- 1252</ Pr operty>

<Property
<Property

Nanme=" Conput er Nane" >bi gfi x. t est </ Property>
Name="0S">Li nux Red Hat Enterprise Server 7.0

(3.10.0-123. el 7. x86_64) </ Property>

<Property
<Property
Property>
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property

Nane=" CPU"'>2600 MHz Core i 7-3720QVWK/ Property>
Nane="Last Report Ti ne">Wed, 25 May 2016 22:28: 02 +0000</

Nane="Locked" >No</ Pr operty>

Name="BES Rel ay Sel ecti on Met hod">Manual </ Property>
Nane=" Rel ay" >BES Root Server</Property>

Nanme="Di stance to BES Rel ay">0</ Property>

Name="BES Rel ay Service Installed">BES Root Server</Property>
Nane="Rel ay Name of Cient">bigfix.test</Property>

Nane="DNS Nane" >bi gfi x. t est </ Property>

Nanme="Active Directory Path">& t; none&gt; </ Property>

Name="|P Address">10. 0. 2. 15</ Pr operty>

Nane="1Pv6 Address">fe80:0:0: 0: a00: 27ff: f el5: a420</ Property>

Name=" Subscri bed Sites">http://sync. bi gfix.con cgi -bin/

bf gat her / bessupport </ Property>

<Property
<Property
<Property
<Property
<Property
<Property
<Property

Nanme="BES Root Server">bi gfix.test (0)</Property>
Nane="Li cense Type">Non- W ndows Server </ Property>
Nanme="Agent Type">Nati ve</ Property>

Nane="Devi ce Type">Server </ Property>

Nane="Agent Version">9.2.7.53</Property>
Nane="1D">{i d} </ Property>

Name=" Conmput er Type" >Physi cal </ Property>
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<Property Nane="User Nane">&l t; none&gt; </ Property>
<Property Nane="RAM >1856 MB</ Property>
<Property Nane="Free Space on System Drive">33228 MB</ Property>
<Property Name="Total Size of System Drive">38373 MB</Property>
<Property Nane="BI OS'>&l t; n/ a&gt; </ Property>
<Property Nane="Subnet Address">10.0. 2.0</Property>
</ Conput er >
</ BESAPI >

Get Computers
Retrieves the list of computers registered in the console.

cURL

curl -X CET --user {usernane}: {password} https://{server}:{port}/api/

conput ers
python

i mport requests
r = requests.get (' https://{server}:{port}/api/conmputers',
aut h=(' {usernane}', '{password}'))

print(r.text)
Output

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >
<Conput er Resource="https://{server}:{port}/api/conputer/11112538">
<Last Report Ti me>Wed, 25 May 2016 22: 28: 03 +0000</ Last Report Ti me>
<| D>11112538</ | D>
</ Conput er >
<Conput er Resource="https://{server}:{port}/api/conputer/11112539" >
<Last Report Ti me>Wed, 25 May 2016 22: 28: 03 +0000</ Last Report Ti me>
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<| D>11112539</ | D>
</ Conput er >
<Conput er Resource="https://{server}:{port}/api/conputer/11112540" >
<Last Report Ti me>Wed, 25 May 2016 22: 28: 03 +0000</ Last Report Ti me>
<I D>11112540</ | D>
</ Conput er >
</ BESAPI >

Get Sites
Gets the current list of sites on the server.

cURL
curl -X CET --user {usernane}:{password} https://{server}:{port}/api/sites
python

i mport requests

r = requests.get (' https://{server}:{port}/api/sites', auth=('{usernane}',
"{password}"'))

print(r.text)

Update Analysis
Update a previously created analysis.

cURL

curl -X PUT --data-binary @nal ysis. xm
--user {usernane}:{password} https://{server}:{port}/api/analysis/{site}/

{anal ysi s id}
python

i mport requests

with open('analysis.xm', 'rb') as xm:
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r = requests.put (' https://{server}:{port}/api/analysis/{site}/{analysis
id}',
aut h=(' {usernane}', '{password}'), data=xm)

print(r.text)

Input

analysis.xml

<?xm version="1.0" encodi ng="UTF-8""?>
<BES xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
XSi : noNanmespaceSchemalLocat i on="BES. xsd" >
<Anal ysi s>
<Title>Better Custom Analytics I</Title>
<Descri pti on><! [ CDATA[ ny new descri ption]]></Description>
<Rel evance>t r ue</ Rel evance>
<Sour ce>| nt er nal </ Sour ce>
<Sour ceRel easeDat e>2016- 05- 25</ Sour ceRel easeDat e>
<M MEFi el d>
<Nane>x-fi x| et - nodi fi cati on-ti ne</ Name>
<Val ue>Wed, 25 May 2016 20:59:59 +0000</ Val ue>
</ M MVEFi el d>
<Domai n>BESC</ Donmai n>
<Property Name="Newer Property" |D="1">now</Property>
</ Anal ysi s>
</ BES>

Output

{anal ysi s id}

Update Fixlet

This command will generate a PUT request to update the fixlet found with the id of fi xI et

idundersite type/site name, replacing it with an updated fixlet specified in updat e. xm .
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*site type is the type of the site containing the fixlet to be updated.

*site nane is the the name of the site containing the fixlet to be updated.

site type andsite name can be inspected via GET /api/sites.

cURL

curl -X PUT --data-binary @pdate.xm --user {usernane}:{password} https://
{server}:

{port}/api/fixlet/{site type}/{site nane}/{fixlet id}
python

i mport requests
with open('update.xm ', 'rb') as xm:
r = requests.put (' https://{server}:{port}/api/fixlet/{site type}/{site
nanme}/{fixlet id}",
aut h=(' {usernane}', '{password}'), data=xm)

print(r.text)
Input

<?xm version="1.0" encodi ng="UTF-8"?>
<BES xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNamespaceSchenalLocat i on="BES. xsd" >
<Fi x| et >
<Title>Updated Fixlet</Title>
<Description><![ CDATA[ & t;enter a description of the problem and
the corrective action hereé&gt;
]1></Descri ption>
<Rel evance>exi sts fol der "C:\"</Rel evance>
<Cat egor y></ Cat egor y>
<Sour ce>| nt er nal </ Sour ce>
<Sour cel D></ Sour cel D>
<Sour ceRel easeDat e>2016- 05- 24</ Sour ceRel easeDat e>
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<Sour ceSeverity></Sour ceSeverity>
<CVENames></ CVENanmes>
<SANSI D></ SANSI D>
<Domai n>BESC</ Domai n>
<Def aul t Action | D="Actionl">
<Descri pti on>
<PreLi nk>Cl i ck </PreLink>
<Li nk>her e</ Li nk>
<Post Li nk> to depl oy this action.</PostLink>
</ Descri ption>
<ActionScript M MeEType="application/x-Fi x| et - W ndows- Shel | ">//
Updat ed Action here
</ ActionScri pt >
</ Def aul t Acti on>
</ Fi x| et >

</ BES>

Update Role

This command will POST the file rol e. xm (can be a partial XML) to the server to update an

existing role.
python

i nport requests
with open('role.xm"', '"rb') as xm:
r = requests.put (' https://{server}:{port}/api/role/{role id}",
aut h=("' {user nane}"',
"{password}'), data=xm)
print(r.text)

Input

role.xml
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<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >
<Rol e Resource="https://|ocal host: 52311/ api/rolel/id">
<Nanme>nanme</ Name>
<I D>i d</| D>
<Mast er Oper at or >0</ Mast er Oper at or >
<Cust onCont ent >1</ Cust onCont ent >
<ShowQt her Act i ons>1</ Showt her Act i ons>
<CanCr eat eAct i ons>1</ CanCr eat eAct i ons>
<Post Act i onBehavi or Pri vi | ege>Al | owRest ar t AndShut down</
Post Act i onBehavi or Pri vi | ege>
<Acti onScri pt ConmandsPri vi | ege>Al | owRest ar t AndShut down</
Act i onScri pt ConmandsPri vi | ege>
<CanSendMul ti pl eRef resh>1</ CanSendMul ti pl eRef r esh>
<CanLock>1</ CanLock>
<UnmanagedAsset Pri vi | ege>ShowNone</ UnnmanagedAsset Pri vi | ege>
<I nterfacelLogi ns>
<Consol e>t r ue</ Consol e>
<WebUl >t r ue</ \ebUI >
<API >t r ue</ APl >
</InterfacelLogi ns>
</ Rol e>

</ BESAPI >

Update Site
Updates an existing site on the server with the contents of site. xni .

A list of sites to be updated can be inspected by via GET /api/sites.

*site type is type of the site (Master Action, External, Custom, Operator).

*site nane is the name of the site to be updated.
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cURL

curl -X PUT --data-binary @ite.xm --user {usernane}:{password}

https://{server}:{port}/api/sitel/{site type}/{site nane}

python

i nport requests
with open('site.xm"', "rb'") as xm:
r = requests.put (' https://{server}:{port}/api/sitel/{site type}/{site
name}', aut h=('{usernane}',
"{password}'), data=xm)

print(r.text)

Input

site.xml

<?xm version="1.0" encodi ng="utf-8""?>
<BES xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BES. xsd" >
<Cust onfi t e>
<Nane>Test Si t e</ Nanme>
<Gat her URL>htt p: // bi gfi x. test: 52311/ cqi - bi n/ bf gat her. exe/
CustontSite Test Site</ Gat her URL>
<Descri pti on></ Descri ption>
<Domai n>BESC</ Donai n>
<d obal ReadPer ni ssi on>t r ue</ G obal ReadPer m ssi on>
<Subscri pti on>
<Mbde>None</ Mode>
</ Subscri pti on>
</ Cust onfi t e>
</ BES>
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Upload Files

Upload one or more files to the server.
cURL

Single File

curl -X POST -F file=@ile.xm --user {usernane}:{password} https://
{server}:{port}/api/upl oad

Multiple Files

curl -X PCST -F file=@ilel.xm -F file=@ile2.xm --user {usernane}:
{password} https://{server}:
{port}/api/upl oad

python

Single File

i nport requests
with open('file.xm"', "rb") as xm:
r = requests.post('https://{server}:{port}/api/upload,
aut h=(' {usernane}', '{password}'),
file=xm)

print(r.text)
Multiple Files

i mport requests
filelist = [('file', open('filel.xm"', "rb")), ('file, open('file2.xm",
'rb'))]

r = requests.post('https://{server}:{port}/api/upload , auth=('{usernane}',

"{password}"'),
files=filelist)

print(r.text)



Chapter 9. IEM Command-Line Interface

This command-line interface (CLI) is a lightweight wrapper for user authentication, session
management, HTTP request and response generation, and parsing. A request initiated by
the IEM CLI is sent to the REST API for processing.

Note: The IEM CLI does not support the BigFix FIPS-compliant cryptography library. If you
must use this capability in your REST API HTTP environment, use a different FIPS-capable
REST Client application.

Executable Files and Directories

The IEM CLlI installed with the BigFix server installer as:

» %PROGRAM FILES%\BigFix Enterprise\BES Server\IEM CLI\iem.exe on Windows
systems

« /opt/BESServer/bin/iem on Linux Red Hat Enterprise V.5.0 (or later) systems

To run the IEM CLI executable on a system different from the BigFix server, copy the IEM
CLI executable and the libBEScrypto_1_0_0_4 library into the same directory on the target

machine.
IEM CLI Data Directory

The IEM CLI uses a local directory, named .iem for local caching. This directory contains:

« A configuration file.
« A directory tree of cached server certificates.

« The BigFix CLI session credentials.

By default the .iem directory is created in the user profile directory:

* %LOCALAPPDATA%\BIigFix on Windows systems



BigFix Version 10.0.1 REST API | 9 - [EM Command-Line Interface | 66

« lusr/{user} on Linux systems. This means that, by default, a single OS user can use only

a single BigFix account.

If you want to allow a single OS user to connect using different BigFix accounts, set the

IEM_DATADIR environment variable to save the session credentials in a different location.

If a console is installed on the local Windows machine, any server certificate that was
trusted by the console is implicitly trusted by the CLI as well.

User Authentication and Session Management
To start the command line interface, first log in to the server with the following command

from a command prompt:

iemLOA N --server <bigfix_server> --user <operator_nane> --password
<oper at or _passwor d>

[--mast head <path_to_nast head>]

If the server uses a self-signed certificate for HTTPS interactions, at the first login you are
prompted to accept or decline the certificate. If you choose to trust it, the certificate is
cached in the local data directory and used to validate all future interactions with the server.
You can use the -masthead argument to prevent displaying the certificate trust prompt. In
this case, the masthead file is copied into the local cache directory and used for all future

interactions with the server.

Upon a successful login, the server provides the IEM CLI utility with a session token that
lasts, by default, 5 minutes. After 5 minutes of inactivity, the session token expires and you
must log in again to the IEM CLI. You can customize the duration of the session token by
configuring the _BESDataServer_APIlAuthenticationTimeoutMinutes setting on the server

and then restarting the server.
Updating the root server certificate

If the root server certificate has changed, for example because the server signing certificate

was rotated, as described in Generating a new encryption key, the authentication might fail

with the following error message:


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Config/c_generating_a_new_encryption_ke.html
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The server's SSL certificate is not trusted.

In this case, to update the certificate, delete the IEM CLI data directory folder and then
authenticate again.

The IEM CLI data directory folder is:

*/root/.iemon Linux systems
* % OCALAPPDATA% Bi gFi x on Windows systems

Warning: If the certificate was not rotated, this error might indicate that a man-in-the-middle

attack is trying to compromise your password.

Running Requests from the IEM CLI
This is the basic syntax for constructing requests using the IEM CLI:

i em <METHOD> <RESOURCE> [-q] [--param <val ue>]

where:
METHOD

Is one of the HTTP methods supported by that specific REST API resource.

Depending on the method, the form of the request can be any of the following:

i em <GET| DELETE> <RESOURCE> [-q] [--outFile FILE] [--param
val ue]
i em <POST| PUT> [inputFile] <RESOURCE> [-q] [--outFile FILE] [--
par am val ue]
iemlogin [-q] [--server=SERVER : PORT]] [--
wi ndowsAut henti cati on]
[ - - mast head=PATH_TO _TRUSTED MASTHEAD]
iemlogin [-q] [--server=SERVER[: PORT]] [--user=USER] [--
passwor d=PASS]
[ - - mast head=PATH_TO_TRUSTED MASTHEAD]



BigFix Version 10.0.1 REST API | 9 - [EM Command-Line Interface | 68

where inputFile and the file referenced by --outFile are XML files containing
resources descriptions as described in the schema files. POST and PUT
requests require a body in their HTTP Requests. You can specify the body

either as an input file on the command line, such as:
i em POST inputfile.xm operator/bigfix
or, you can enter it manually when prompted, for example:

i em POST query

I nput: rel evance=now

Because the IEM CLI does not do any pre-parsing or sanity checking on the
requests issued, you must ensure that the input uses the format specified in

the RESTAPI resource description.
RESOURCE

Is one of the REST API Resources.

Means quiet mode. Set it to disable the input prompts.
--param

Is used to specify optional parameters that might be requested by the specific
RESOURCE and METHOD. For example, if you want to use the RESTAPI

resource /api/query, which requires the parameter relevance=, you can write:

i em GET query --relevance "names of bes conmputers”

IEM CLI Samples

Here you find usage samples showing how to run requests on REST API resources from the
IEM CLI.

Actions
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To submit the Fixlet ID 42 in the Master Action Site, on the computer

my_computer.my_domain.com, create an XML file as follows:

<BES xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
XSi : noNanmespaceSchemalLocat i on="BES. xsd" >
<Sour cedFi x| et Acti on>
<Sour ceFi x| et >
<Si t enane>Act i onSi t e</ Si t enanme>
<Fi x| et | D>42</ Fi x| et | D>
<Act i on>Acti onl</ Acti on>
</ Sour ceFi x| et >
<Tar get >
<Conput er Nanme>my_conput er . my_donmai n. conx/ Conput er Nanme>
</ Tar get >
</ Sour cedFi x| et Acti on>

</ BES>

Use the following command to post the action of submitting the Fixlet on a specific

computer:

./liem post /BigFix/take_action_site.xm actions

Advanced Options

To get the list of advanced options, run the following command:
.liem post /BigFix/take action_site.xn actions
The command returns the list of fields in XML format as follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >
<Adm nFi el d Resource="https://ny_conputer. my_donmai n. com 52311/
api/adm n/fiel d/
usePre70d i ent Conpati bl eM ME" >
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<Nane>usePr e70d i ent Conpati bl eM Me</ Nane>
<Val ue>f al se</ Val ue>

</ Admi nFi el d>

To set the admin key disableNmoSiteManagementDialog, create an XML file

(besadmin.xml) as follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNamespaceSchenmalLocat i on="BESAPI . xsd" >
<Adni nFi el d Resource="https:/ my_conputer.ny_donmai n. com 52311/
api / adm n/
fi el d/ di sabl eNnDSi t eManagenent Di al og" >
<Nanme>di sabl eNmpSi t eManagenent Di al og</ Nanme>
<Val ue>1</ Val ue>
</ Adm nFi el d>
</ BESAPI >

Use the following command to set the appropriate attribute:
./liem post /BigFix/besadm n. xm adnin/fields

Export Masthead

Use the following command to export the masthead to standard output:
./iemget adm n/ nast head

Use the following command to retrieve masthead parameters:
./liem get adm n/ mast head/ paraneters

The command returns the list of parameters in XML format as follows:

<BESAPI xm ns: xsi="http://ww. w3. org/ 2001
[/ XMLSchena- i nst ance" xsi: noNanespaceSchenalLocati on="BESAPI . xsd" >
<Mast headPar anet ers Resource="https://

my_conput er. ny_domai n. com 52311
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[ api / adm n/ mast head/ par anet er s" >
<Por t Nunber >52311</ Por t Nunber >
<Gat her | nt er val >Day</ Gat her | nt er val >
<Control | er>nobody</ Control | er >
<lInitial LockState>on</Initial LockState>
<Requi r eFl PSConpl i ant Cr ypt o>f al se</
Requi r eFI PSConpl i ant Cr ypt 0>
</ Mast headPar anet er s>

</ BESAPI >

Fixlet

To get the list of Fixlets in the custom site myfixes, use the following command:
.liemget fixlets/custom nyfixes
The command returns the list of Fixlets in XML format as follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >
<Fi x|l et Resource="https://my_conputer.ny_domai n. com 52311/ api /fi x| et/
cust om nmyfi xes/ 34?"
Last Modi fi ed="Mon, 10 Dec 2012 14:33: 36 +0000">
<Name>nyfi xes Custom Fi x| et </ Nane>
<| D>34</| D>
</ Fi x|l et>
<Fi x|l et Resource="https://my_conputer.ny_domai n. com 52311/ api /fi xl et/
cust om nyfi xes/ 40?"
Last Modi fi ed="Mon, 10 Dec 2012 16: 05: 30 +0000" >
<Nanme>MyFi x| et </ Name>
<| D>40</| D>
</ Fixl et>

</ BESAPI >



BigFix Version 10.0.1 REST API | 9 - [EM Command-Line Interface | 72

LDAP

To get the list of defined LDAPSs, use the following command:
./liemget |dapdirectories
The command returns the list of LDAP in XML format as follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >
<LDAPDi rect ory Resource=" https://my_conputer.ny_domai n. com 52311/
| dapdi rectory/ 34" >
<| D>34</| D>
<Nanme>AD</ Name>
<I sActiveDirectory>true</IsActiveDirectory>
<l sd obal Cat al og>t rue</1sd obal Cat al og>
<UseSSL>f al se</ UseSSL>
<BaseDN>DC=t em DC=t est , DC=conx/ BaseDN>
<Ul DAt tri but e>user Pri nci pal Name</ Ul DAt tri but e>
<User Fi | t er >( obj ect Cat egory=user) </ UserFil t er >
<G oupFi | t er ><! [ CDATA[ ( & obj ect Cat egor y=gr oup)
(groupType: 1. 2. 840. 113556. 1. 4. 803: =2147483648))]] >
</ GroupFilter>
<User >Bi gFi x\ Admi ni str at or </ User >
<Servers>
<Server>
<Host >10. 43. 5. 20</ Host >
<Por t >3268</ Por t >
<Priority>0</Priority>
</ Server >
</ Server s>

</ LDAPDiI r ect or y>
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To create a new LDAP, use the same XML syntax as ./iem get Idapdirectories and add the

following row after the User row in the XML file:
<Passwor d>MyLDAP- Passwor d</ Passwor d>

Then create the new LDAP with the following command:
./liem post MyLDAP.xm | dapdirectories

To get the configuration data of a specific LDAP having its ID (in the current example ID=34)

run the following command:
.liemget |dapdirectory/34
The command returns the LDAP configuration in XML format as follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchemalLocat i on="BESAPI . xsd" >
<LDAPDi rectory Resource="https://ny_conputer. ny_ domai n.com 52311/
| dapdi rectory/ 34" >
<| D>34</| D>
<Nanme>AD</ Name>
<l sActiveDirectory>true</IsActiveDirectory>
<l sd obal Cat al og>t rue</1sd obal Cat al og>
<UseSSL>f al se</ UseSSL>
<BaseDN>DC=t em DC=t est , DC=conx/ BaseDN>
<Ul DAt tri but e>user Pri nci pal Name</ Ul DAt tri but e>
<User Fi | t er >( obj ect Cat egory=user) </ UserFi |l t er >
<G oupFi | t er ><! [ CDATA[ ( & obj ect Cat egor y=gr oup)
(groupType: 1. 2. 840. 113556. 1. 4. 803: =2147483648))]] >
</ GroupFilter>
<User >Bi gFi x\ Admi ni str at or </ User >
<Server s>
<Server>

<Host >10. 43. 5. 20</ Host >
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<Por t >3268</ Por t >
<Priority>0</Priority>
</ Server >
</ Server s>

</ LDAPDiI r ect ory>

To remove a specific LDAP having its ID (in the current example ID=34) run the following
command:

.liemdel ete | dapdirectory/ 34
To convert a local operator into an LDAP operator, run the following command:
BESAdm n. exe /convert ToLDAPOperators [/ mappi ngFil e: <fil e>]

where <f i | e> is the mapping file containing the match between Windows local operators
and LDAP operators. Each line of the file must contain the name of the user to convert,
followed by a tab and the name of the user in LDAP or Active Directory. The LDAP

name must have the same format used to log into the console, such as domain\user,
user@domain, or user. If the file is not available, BESAdmin converts all local users

assuming their name in LDAP or Active Directory is the same as their local user name.
Login

To log in, run the command:

.liemlogin --server=Server Name: Server Port --user=master --

passwor d=Mypassword
To perform an https login:

.liemlogin --server=https://my_conputer.ny_domain.com 52311 --user=nast er

- - passwor d=Mypassword

Operators

To display a list of operators (local and LDAP), run the following command:

.liemget operators
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To get roles associated to an operator, run the following command:
./iem get operator/QperatorName/rol es

To add an operator, use the XML syntax example from ./iem get operators, remove the row .

For a local operator, add the row, and then run the following command:
./liem post MyOperator.xnm operators

To modify an operator, use the XML syntax example from ./iem get operators, and then run
the following command:

./liempost /tnp/ Operator.xm operator/M/OperatorNanme
To remove an operator (local and LDAP), run the following command:
./liem del et e operator/ Qperat or Nane

DSA Replication

You can change the replication interval and the master server of your replication servers by

using the command line.
Replication interval changes

To change the replication interval, complete the following steps:

1. Start the command line:
On Windows systemes:

iemlogin --server=servernane: serverport --user=usernane --

passwor d=password
On Linux systems:

./iemlogin --server=servernane: serverport --user=usernane --
passwor d=password

2. Retrieve the replication server settings by running the following command:

On Windows systems:
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iemget replication/server/0 > c:\tenp\replicationServerO0. xni

On Linux systems:

.liemget replication/server/0 > /appo/replicationServer0.xm

3. Edit the following keyword of the replicationServer0.xml file:

<Repl i cati onl nt erval Seconds>300</ Repl i cati onl nt er val Seconds>

to change the value in seconds of the replication interval. Using longer replication
intervals means that the servers replicate data less often, but have more data to

transfer each time.

This is an example of the replicationServer0.xml file:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocat i on="BESAPI . xsd" >
<Replicati onServer Resource="http://
my_conput er. ny_domai n. com 52311/ api /replication/server/0">
<Server | D>0</ Server | D>
<URL>http://ny_conputer.nmy_domai n. com 52311</ URL>
<DNS>mny_conput er . ny_donai n. conm</ DNS>
<Repl i cati onl nt er val Seconds>300</ Repl i cati onl nt er val Seconds>
<Repl i cationLi nk Resource="http://
my_conput er. ny_domai n. com 52311/ api /replication/server/0/Ilink/3">
<Sour ceSer ver | D>0</ Sour ceSer ver | D>
<Desti nati onServer | D>3</ Desti nati onServer| D>
<Wei ght >1</ Wi ght >
<l sConnect ed>0</ | sConnect ed>
<Last Replication>Fri, 01 Mar 2013 11:17:12 +0000
</ Last Repl i cati on>
<Last Err or >19NoMat chi ngReci pi ent - Fri, 01 Mar 2013
11:17: 12 +0000

</ Last Error>
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</ Repl i cati onLi nk>
<Repl i cationLi nk Resource="http://
my_conput er. ny_domai n. com 52311/ api /replication/server/3/1ink/0">
<Sour ceSer ver | D>3</ Sour ceSer ver | D>
<Desti nati onServer| D>0</ Dest i nati onServer | D>
<Wéi ght >1</ Wi ght >
<l sConnect ed>1</ | sConnect ed>
<LastReplication>Fri, 01 Mar 2013 11:17:18 +0000
</ Last Repl i cati on>
</ Repl i cati onLi nk>
</ Repli cati onServer >

</ BESAPI >
4. Upload the modified file by running the following command:

On Windows systems:
i em post c:\tenp\replicationServer0.xm replication/server/0
On Linux systems:

./liem post /appo/replicationServer0.xm replication/server/0

Master Server Switch

By default, server 0 (zero) is the master server. To switch the master to another server, set

the deployment option masterDatabaseServerID to the other server ID as follows:
1. Start the command line:
On Windows systemes:

iem|ogin --server=servernane: serverport --user=usernane --

passwor d=password

On Linux systems:
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./iemlogin --server=servernane: serverport --user=usernane --

passwor d=password
2. Retrieve the settings to switch the master server:

On Windows systemes:

iemget adnmin/fields > c:\tenp\sw tchnmaster.xmn

On Linux systems:

.liemget admin/fields > /appo/sw tchmaster.xmn
In the switchmaster.xml file, add or edit the following keyword and its value:

<Nanme>mast er Dat abaseSer ver | D<Nane>

<Val ue>0</ Val ue>
to switch the master server to another master server:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" xsi:
noNanespaceSchenmalLocat i on="BESAPI . xsd" >
<Admi nFi el d Resource="http://my_conputer. my_domai n. com 52311/
api / adm n/ fi el d/ mast er Dat abaseSer ver | D' >
<Name>mast er Dat abaseSer ver | D</ Name>
<Val ue>3</ Val ue>
</ Adni nFi el d>
</ BESAPI >

3. Upload the modified file by running the following command:

On Windows systems:
i em post c:\tenp\switchmaster.xm adm n/fields
On Linux systems:

./liem post /appo/swi tchmaster.xm adm n/fields
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After the value has successfully replicated to the new server, it become the master
server. If a server has a failure while it is the master, another server must be made the

master server by direct manipulation of the ADMINFIELDS table in the database.

Role

To get the role configuration, run the following command:

.liemget roles

The command returns the role configuration in XML format.

To create a new role, run the following command:
./liem post Exanple.xm roles

Where Example.xml contains role configuration data in XML format.

Site

To add a file to a custom site as master operator, run the following command:
.liempost /tnp/file.nmy /api/site/custonmtest/file/file.ny

To add a file to the master action site as master operator, run the following command:

iempost /tnp/file.nmy /api/site/master/file/file.ny --force=yes

Where the option - - f or ce=yes allows to override the file it if already exists in the site. To

add a file to the operator site as nhon master operator, run the following command:

iempost /tnp/file.nmy /api/site/operator/nmo/file/file.mnmy

Where the option - -i sd i ent =yes allows to make the file available for download by Clients.

The options - -force and - -i sC i ent apply when running post and put requests against

files, both as master and as non master operator.
System Options

To display MinimumRefreshSeconds (seconds), and DefaultFixletVisibility (Visible, Hidden)

run the following command:
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./iemget adm n/options
The command returns the list of options in XML format as follows:

<?xm version="1.0" encodi ng="UTF-8""?>
<BESAPI xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
XSi : noNanmespaceSchemalLocat i on=" BESAPI . xsd" >
<SystemOpti ons Resource="https://ny_conputer. my_domai n.com 52311/
api / adm n/ opti ons" >
<M ni nunRef r eshSeconds>15</ M ni nunRef r eshSeconds>
<Def aul t Fi xI et Vi si bility>Visible</DefaultFixletVisibility>
</ Syst en{pt i ons>
</ BESAPI >

To set the system option MinimumRefreshSeconds, create an XML file (SystemOptions.xml)

as follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<BESAPI xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchemalLocat i on="BESAPI . xsd" >
<SystemOpti ons Resource="https://ny_conputer. nmy_ domai n.com 52311/
api / adm n/ opti ons" >
<M ni nunRef r eshSeconds>20</ M ni nunRef r eshSeconds>
<Def aul t Fi x| et Vi si bi | i t y>Hi dden</ Def aul t Fi x| et Vi si bi l'i ty>

</ Syst entpt i ons>
</ BESAPI >

Use the following command to set the appropriate attribute:

./iem post /BigFix/Systemptions.xn adnin/options



Chapter 10. Support

For more information about this product, see the following resources:

« BigFix Support Portal

» BigFix Developer

* BigFix playlist on YouTube

« BigFix Tech Advisors channel on YouTube

* BigFix Forum



https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com
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USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the

HCL Intellectual Property Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied
warranties in certain transactions, therefore, this statement may not apply to you.



This information could include technical inaccuracies or typographical errors. Changes
are periodically made to the information herein; these changes will be incorporated in new
editions of the publication. HCL may make improvements and/or changes in the product(s)

and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-HCL websites are provided for convenience only
and do not in any manner serve as an endorsement of those websites. The materials at
those websites are not part of the materials for this HCL product and use of those websites

is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes

appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs and
other programs (including this one) and (ii) the mutual use of the information which has
been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in
some cases, payment of a fee.

The licensed program described in this document and all licensed material available for
it are provided by HCL under terms of the HCL Customer Agreement, HCL International

Program License Agreement or any equivalent agreement between us.

The performance data discussed herein is presented as derived under specific operating
conditions. Actual results may vary.

Information concerning non-HCL products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. HCL has not

tested those products and cannot confirm the accuracy of performance, compatibility or



any other claims related to non-HCL products. Questions on the capabilities of non-HCL

products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal

without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All of these names are fictitious and any similarity to

actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to HCL, for the purposes

of developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions.
HCL, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS IS," without warranty of any kind. HCL

shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a
copyright notice as follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.

Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or

registered trademarks of HCL Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks
or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.



Java and all Java-based trademarks and logos are trademarks or registered trademarks of
Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft

Corporation in the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or
both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and
conditions.

Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that
all proprietary notices are preserved. You may not distribute, display or make derivative work

of these publications, or any portion thereof, without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise
provided that all proprietary notices are preserved. You may not make derivative works of
these publications, or reproduce, distribute or display these publications or any portion

thereof outside your enterprise, without the express consent of HCL.



Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are
granted, either express or implied, to the publications or any information, data, software or

other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its
discretion, the use of the publications is detrimental to its interest or, as determined by HCL,

the above instructions are not being properly followed.

You may not download, export or re-export this information except in full compliance with

all applicable laws and regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE
PUBLICATIONS ARE PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF
MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE.
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