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POLICY OVERVIEW 
This Information Security Policy (“Policy”) outlines the shared responsibilities of employees, vendors, 

contractors, agents, and affiliates of The Washington Post ("TWP" or “Company”) for safeguarding 

information that they learn or have access to in their jobs and for safeguarding the systems that process 

that information. 

SCOPE OF THE POLICY 
The requirements of this Policy and related directives apply to employees, vendors, contractors, agents 

and affiliates of TWP (“Users”) who access TWP Information Systems. 

RESPONSIBILITIES 

Policy Owner Chief Information Officer 

Responsible Party Director, Information Security  

POLICY 

GENERAL 
TWP is critically dependent on information and information technology.  If important information, such 

as private customer information or unpublished newsgathering information, were disclosed 

inappropriately, TWP could suffer serious losses, including harm to its reputation.  Systems that process 

specific types of information, including financial information (e.g., cardholder data) and personally 

identifiable information, must be secured.  For these and other business reasons, TWP has adopted this 

Policy. 

 

There should be no expectation of privacy in the use of any TWP Information Systems.  Computer 

networks, e-mail systems, voice mail systems and server logs (including backups), are the property of 

the Company and are monitored regularly to support routine and non-routine activities such as 

operations, maintenance, auditing, security and investigations.  Users should keep in mind that the 

company may be required to turn over this information to law enforcement authorities and private 

litigants.  By using TWP Information Systems, you hereby consent to this Policy, including but not limited 

to the Company’s monitoring of your use. 



Policy ID:  12.05.01 
 

 

Employees who violate this Policy may be subject to disciplinary action, up to and including termination, 

and to denial of access to TWP information and Information Systems. Similarly, any violations of this 

Policy by vendors, contractors, agents or affiliates of TWP may lead to termination of contracts, 

revocation of systems access privileges, and other remedies. 

OUTLINE OF RESPONSIBILITIES 

To implement effective security measures for our Information Systems, responsibility is divided among 
four categories of people:  Information System Owners, Information System Custodians, Information 
System Users and the Information Security Group, a unit within the Information Technology (“IT”) 
Department.  All Users have some level of responsibility under this policy. 

Owner Responsibilities 

Information System Owners (“Owner(s)”) are division heads or department Vice Presidents within a 
division, or their delegates, who oversee and are responsible for Information Systems used within a 
division or department. Owners determine who is granted access to systems and data and how the 
system and the information it processes will be used, including defining business rules that System 
Custodians follow to enable appropriate security measures such as system backup and recovery. 

Custodian Responsibilities 

Information System Custodians (“Custodian(s)”) are IT Department staff members and business 
department IT staff members, including system administrators and development operations teams. 
Custodians are responsible for safeguarding information and systems, including implementing 
access control measures and making backups.  Custodians implement, operate and maintain 
security measures defined by Owners and the Information Security Group and are responsible for 
reporting information security issues or concerns to the Owner and the Information Security Group. 

User Responsibilities 

Information System Users (“User(s)”) are all employees, vendors, contractors, agents and other 
affiliates of TWP who have access to TWP’s Information Systems (whether or not they actually use 
the access).  Users are responsible for understanding and complying with this Policy. Users are 
responsible for following the directives of Owners, Custodians and the Information Security Group 
regarding the use of systems and information. A User who has questions about his or her 
responsibility, about the appropriate handling of a specific type of information or about any system 
security issue should ask the Custodian or Owner of the system.  Anyone who knows of or suspects 
a compromise of security or a violation of this policy must report it as outlined below. 

Information Security Group Responsibilities 

The Information Security Group is part of the IT Department and is responsible for establishing and 
maintaining information security policies, standards, guidelines and procedures and controls.  The 
Information Security Group reviews the designations and actions of System Owners, provides advice 
on information security issues, and reports unresolved issues to the CIO and business owners.  The 
Information Security Group, in cooperation with the Risk Management office, is responsible for 
checking systems to ensure compliance with this policy and other relevant directives, and defining 
high-risk travel areas that might require enhanced security controls. 
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Protection of Confidential Information and Sensitive Information 

The purpose of this section is to outline the specific requirements to protect the Company’s Confidential 
Information, as defined the Company’s Confidential Information Policy, Personally Identifiable 
Information and Sensitive Information, and how to protect the information.    

  “Personally Identifiable Information” (“PII”) means any information which can be used to 
distinguish or trace an individual's identity. 

 “Sensitive Information” means any Confidential Information that (1) if disclosed, could 
result in harm to an individual, or (2) is regulated data requiring specific security controls 

and reporting requirements.   

Unauthorized Disclosure of Confidential Information 

The  Company’s Confidential Information Policy is  particularly important when the information is 

contained on computer systems because of the ease by which such information can be accessed or 

transferred.  The Policy’s prohibition against disclosing Confidential Information is applicable whether 

the information is on paper or stored electronically. If Confidential Information is lost, disclosed to 

unauthorized parties or suspected of being lost or improperly disclosed, the Owner of the system that 

handles that information must be notified immediately. The Owner must then notify the Information 

Security Group. 

What are Types of Sensitive Information? 

Sensitive Information consists of (1) unpublished newsgathering information, including source 

information, (2) TWP proprietary information, (3) Sensitive PII, and (4) Credit Card Information.   

Sensitive PII: 

“Sensitive PII” is defined as PII which, when disclosed, could result in harm to the individual whose name 

or identity is linked to the information. Further, in determining what PII is sensitive, the context in which 

the PII is used must be considered.  For instance, the name of an individual would be sensitive when 

grouped with place and date of birth and/or mother’s maiden name, but each of these elements would 

not be independently sensitive. 

The following types of PII are considered sensitive when they are associated with an individual:   

 Place of birth 

 Date of birth 

 Mother’s maiden name 

 Biometric information 

 Medical information, except brief references to absences from work 

 Personal financial information 

 Credit card or purchase card account numbers 

 Passport numbers 

 Potentially sensitive employment information, e.g., personnel ratings, disciplinary actions, and 
result of background investigations 

 Criminal history 

 Any information that may stigmatize or adversely affect an individual. 

Government-issued identification numbers (e.g., Social Security numbers, driver’s license numbers, 

passport numbers, and alien registration numbers), including truncated versions that include only the 

last four digits, and User IDs combined with Passwords are Sensitive Information regardless of whether 

they are associated with an individual.  

The following types of PII are not considered Sensitive Information: 
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 Work, home and cell phone numbers 

 Work and home addresses 

 Work and personal e-mail addresses 

 Resumes that do not contain information listed above (e.g., place of birth, data of birth, and Social 
Security Number) 

 General background information about individuals found in resumes and biographies 

 Position descriptions and performance plans without ratings 

Credit Card Information: 

Although your day-to-day responsibilities may not involve working with credit card information, all Users 

should be aware of the sensitivity of cardholder data (“CHD”) and sensitive authentication data (“SAD”) 

and ensure its protection.  “Credit Card Information” is defined as CHD and SAD, which in turn, are 

defined as follows: 

CHD includes: 

 Primary Account Number (PAN) 

 Cardholder Name 

 Expiration Date 

 Service Code 

SAD includes: 

 Full track data (magnetic-stripe data or equivalent on a chip) 

 CAV2/CVC2/CVV2/CID 

 PINs/PIN blocks 

Enhanced Controls 

Confidential Information: 

 May only be provided to a non-User if there is a business requirement to share the information, and 
the sharing User verified that no Sensitive Information is contained within the Confidential 

Information. 

 May be transmitted electronically without any enhanced protection. 

Sensitive Information: 

 No User shall send Sensitive Information to a non-User without express authorization from the 
information’s Owner.   

 Any Sensitive Information stored on a TWP Information System must be stored in encrypted form.   

 Any Sensitive Information being transmitted to an approved non-User shall be encrypted in transit 
[or uploaded to Company’s secure file share]. 

 Users shall not send unencrypted Sensitive Information by messaging technology (e.g., e-mail, 

instant messaging, chat, etc.). 

 Credit Card Information (PAN and SAD) shall not be stored on any network shares.  

SYSTEM SECURITY AND INFORMATION HANDLING 

To ensure that access to Company systems and information is limited to those with a legitimate 
business need, the Company has adopted (A) access controls, (B) physical security restrictions, (C) 
restrictions on network connections, (D) data retention, retrieval and secure disposal requirements, (E) 
cloud computing, (F) data loss prevention, and (G) e-mail best practices.  The Information Security 
Group is responsible for establishing and maintaining information security policies, standards, 
guidelines and procedures and controls that implement the below. 
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In addition, some systems or information may be designated by the Owner as requiring heightened 
security, such as encryption or other methods beyond those defined in this policy. Custodians and Users 
are responsible for following such directives of the Owner regarding system security and information 
handling. 

Access Controls 

System Access Request Process 

The System Access Request process requires the Owner to approve requests for system access based on 

job duties and other business activities. When a person’s need for system access changes (for example, 

due to a change in job duties, leave of absence or employment termination), that person’s supervisor 

must submit a request to update access using the System Access Request application.  Access privileges 

will be reviewed by Owners and Custodians on a regular basis.  No one must access or attempt to access 

an Information System unless the Owner has granted access rights. 

User IDs and Passwords 

Unless the Owner determines otherwise, each person who accesses multi-user Information Systems will 
be given a unique user ID and will select an unique password. All Users who logs onto a system must use 
his or her unique user ID and password.  Use of another person’s user ID is prohibited. Each User must 
keep his or her user ID and password confidential, is responsible for safeguarding that information, and 
is responsible for any use that others may make of it. 

In some circumstances, an Owner may authorize the use of a Group ID, which allows two or more 
people to use the same ID to access a system.  Users who are given a Group ID must treat it as 
confidential and must not provide it to unauthorized individuals. 

Rules for Creating Passwords 

The Information Security Group shall prescribe specific standards and guidelines that are consistent with 
best practices for password complexity, mandatory password expiration periods, and account lockouts 

for failed authentication attempts.  These standards and guidelines shall be reviewed no less than once a 

year. 

Users must choose passwords that are difficult for others to guess. 

 Passwords must not contain all or part of the user’s user ID. 

 Passwords must be at least eight characters in length. 

 Passwords must contain characters from three of the following four categories: 
o English upper-case characters A … Z 
o English lower-case characters a … z 
o Base 10 digits 0 ... 9 
o Non-alphanumeric For example: !, $, #, % 

 Passwords must not be related to one’s job or personal life. For example, a car license 
plate number, a spouse’s or child’s name or fragments of an address must not be used. 

 Passwords must not be a word found in the dictionary standing alone. 

 Proper names, places, technical terms and slang must not be used as passwords. 

 Passwords should not be the same across multiple Company’s Information Systems and 
with personal accounts. 

 

Password Changes 

 Passwords must be changed at least every 90 days. 
 At least 5 days must pass between password changes. 
 Users must not construct passwords that are identical or substantially similar to passwords 

they have previously used, up to 8 passwords remembered. 
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Account Lockout Settings 

1. Account lockout duration is 30 minutes 

2. Account lockout threshold is 5 invalid logon attempts 

Password Storage and Non-disclosure 

Passwords must not be written in readily decipherable form and left where unauthorized persons may 

discover them, including in batch files, automatic logon scripts, software macros, terminal function keys 

and computers without access controls. 

Passwords must never be revealed to others, and IT staff must not ask users to reveal passwords. The 

only time a password should be known by another is when a temporary password is issued or reset to 
provide temporary system access.  Temporary passwords must be changed the first time the user 

accesses the system. If a user believes his or her user ID and password is being used by someone else, 

the user must immediately notify the system administrator, who must then notify the Information 

Security Group. 

Physical Security 

Local area network servers must be placed in locked cabinets, closets or computer rooms. Computer and 

network equipment may not be removed from Company premises without proper authorization. Pagers, 

personal digital devices and cellular phones may be removed from Company premises without prior 

authorization.  Laptop computers may be removed without prior authorization, except for those 

designated as being non-removable.  Steps should be taken to ensure laptops are secured at all times, to 
include if feasible, using laptop locks.   

In case of a loss of any system (corporate or personal) that contains Company information, Help Desk 

and Information Security team should be notified immediately. 

Computers Attached to Company Internal Networks 

No one is permitted to attach any unauthorized laptop, desktop PC or other device to an internal 
network (either cabled or wireless) without obtaining approval from IT Client Support and the 
Information Security Group. All Users connected to the TWP network shall lock the screen of any 
Information System that is not being actively used, thus preventing a third party from accessing the 
system. 

Data Retention, Retrieval & Secure Disposal 
Company records, either physical or digital, are subject to retention requirements based on business, 

legal and regulatory requirements. Such records should be stored securely and all the digital data should 

be encrypted at rest. 

 

Users shall avoid using removable storage media (e.g., USB memory devices, SD cards, “thumb drives”, 

etc.).  If Users cannot avoid using such a device for authorized use at work, they must mitigate the risks 

of using such devices, including but not limited to encrypting the devices when not being used, securely 

wiping (or “cleaning”) data from devices before and after their intended use, and never using a device 

before scanning it for viruses.  Prior to the disposal of removable storage media, Users shall ensure they 

are securely wiped, which means a user cannot read or re-constitute the information that was stored on 

the device or document prior to disposal. 

 

Cloud Computing 
Cloud computing services have been established for the company whereby TWP employees can use 

cloud services without jeopardizing company data and computing resources.   
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Cloud computing pertains to all external cloud services, e.g. cloud-based email, document storage, 

Software-as-a-Service (SaaS), Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), etc.  If you 

are not sure whether a service is cloud-based or not, please contact the IT department. 

 
The use of personal cloud services accounts or entering into cloud service contracts for the storage, 

manipulation or exchange of company-related communications or company-owned data is strictly 

prohibited.   

 

Data Loss Prevention  
Data Loss Prevention (“DLP”) technology features are employed at TWP to identify and monitor 

categories of Sensitive Information.  The DLP policies are in adherence to internal Human Resources or 

security controls, and external regulatory policies such as Health Insurance Portability and 

Accountability Act (“HIPAA”) and Payment Card Industry Data Security Standard (“PCI-DSS”).  Removal 

of any Sensitive Information without prior approval is strictly prohibited.  

 

E-Mail  
 

E-mail Best Practices 

TWP Users must keep the following guidelines in mind when conducting business through email: 

 TWP email accounts shall be used for TWP business purposes, and not be used for personal 
business.  However, incidental personal use is permitted if it: (i) doesn’t preempt or interfere with 

any Company business or with employee productivity; and (ii) consumes only a trivial amount of 

Company resources. 

 Take steps to verify the authenticity of the sender prior to providing any information in response to 
an email appearing to have been originated from a legitimate source.   

 Exercise caution against opening an attachment or clicking a link from an untrusted source or 
unidentified sender. 

 Do not send or ask to receive Sensitive Information; Request for Exceptions should be directed to 
the Information Security Group. 

If sensitive PII must be electronically transmitted, then it should not be sent unless it is protected by 

secure methodologies such as encryption, Public Key Infrastructure (PKI), secure sockets layer (SSL).  

Examples of electronic transmission of PII, include, but are not limited to: 

 E-mail, text, and instant messages 

 Document(s) attached to an e-mail message 

 File Transfer Protocol (FTP) 

 

 When communicating through e-mail, identify yourself clearly.  When appropriate, state that 
although you have a washpost.com address, your views are your own and do not represent TWP or 

its editorial opinion. 

 When composing, choose your words carefully.  E-mail messages can be copied, forwarded, saved, 
and archived.   

 Be aware that mass mailings  may engender a flood of responses that could overload our system. 

 If you receive executable files as mail attachments, do not run them until you have checked them 
for viruses. 

a. Endpoint protection should be running (e.g., Symantec). 

b. Contact the IT Help Desk if you are unsure. 
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 Newsroom users must comply with the Newsroom’s policy regarding use of material gathered from 
the Internet and on-line services in news stories. 

Spam and Spear Phishing 

Spam or junk mail is unsolicited email that tries to sell you a product or service.  Spammers (i.e., the 

people sending the spam) send their messages to hundreds, thousands or even millions of email 

addresses at once with the hopes that at least a few people will respond.  Users should remain vigilant 

and not “click on” spam messaged.   
 

Phishing email is a specific type of spam that tries to trick you into giving your personal information, 

such as Login ID, Password or Credit card number.  Rather than try to get you to buy something, phishing 

messages usually have a threatening tone in an attempt to fool you into thinking something bad will 

happen if you do not respond.   

Things to look for that indicate an email may be a phishing attack are: 

• Sender is unknown to you  
• Obvious grammar, spelling or language errors.  

• You were not expecting an attachment from this sender  

• Actual link address is not consistent with what message says it is (you can see the actual 

address by hovering your cursor over the link without clicking it).  

• Message tries to evoke an urgent or emotional response from you and urges you to click a 

link, open an attachment, or enter personal information, such as passwords or banking 
account information. 

 

If you receive phishing emails, utilize the available tools to report it to the Information Security Group.  If 

you suspect you have fallen prey to a phishing campaign and have provided Confidential Information 

(e.g., an username and/or password or Sensitive PII), immediately contact the IT Help Desk and/or the 

Information Security Group. 

 

Spear Phishing Awareness Program  

The Spear Phishing Awareness program managed by the Information Security Group entails the periodic 

distribution of simulated spear-phishing emails that imitate real attacks. The emails are designed to give 

a realistic experience in a safe and controlled environment and will allow you to become familiar and 

more resilient to tactics used in real spear-phishing attacks.  While there is currently no penalty to falling 

for one of the simulations, you will be provided with immediate feedback and training. 

VIRUS / MALWARE PROTECTION 

Users must not disable or bypass the current version of approved virus-scanning software that is 
provided on computers.  If Users suspect infection by a computer virus / malware, they must 
immediately stop using the affected computer and call the IT Help Desk. Users must not attempt to 
eradicate viruses / malware themselves.  The infected computer must be immediately isolated from any 
networks.  Until the virus has been successfully eradicated, any storage media used with the infected 
computer must not be used with any other computer. 
 

SOFTWARE 

 Software Usage 
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The use of software installed on the Company’s Information Systems shall be governed by the 
licensing terms and conditions.  Users shall not install, use, copy, or distribute software programs or 
installation files, unless permitted explicitly by the licensing terms and conditions. Users shall abide 
by the software licensing terms and conditions, whether shareware, freeware, trial, evaluation, 
open-source, or licensed software.  Such software shall be obtained through the legitimate means 
and sources and shall be scanned for computer malware prior to the installation.  Non-licensed or 
non-freeware copies of copyrighted software shall not be used beyond the legal limits.   

 Software Sources 

Users must not download software, including games, to Company computers or networks without 
specific approval from IT Client Support.  The Company may delete unapproved software from 
Company computers.  For purposes of this section, macros in spreadsheets and word processing 
documents are not considered software. 

 Unauthorized Software Copying 

Users must not copy software provided by the Company to any storage media, transfer such 
software to another computer, or provide such software to third parties without approval by 
department heads or directors and notification to the IT Client Support. 
 

 Software and Information Backup Responsibility 

Custodians are responsible for making periodic backups of server-based data and applications.  
Desktop or laptop computer users must regularly back up business information on those computers, 
or store it on network drives that are regularly backed up by the IT Department. 
 

 Software Change Control Process 
Information Systems must employ a documented change control process that must be used for all 
changes to production system software, hardware and communications links. 
 

 Security Sign-Off Required 

The Information Security Group must be notified before new or substantially changed computer 
applications and systems are used for production processing. 

 

SECURITY VIOLATIONS 

Users must not compromise or attempt to compromise systems security measures unless authorized in 
writing by the Information Security Group. Incidents involving unapproved system hacking, guessing of 
passwords, file decryption, bootleg software copying or similar unauthorized attempts to compromise 
security may be unlawful, and will be considered violations of Company policy.  Unless specifically 
authorized by the Information Security Group, no one is permitted to acquire, possess or use hardware 
or software tools that evaluate or compromise Company Information System security. 
 
The Company reserves the right to revoke system privileges of any user at any time. Conduct that 
interferes with normal and proper operation of Company Information Systems, that adversely affects 
the use of these Information Systems, that is harmful or offensive to others, or that otherwise violates 
any Company or division policy, is not permitted. 
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ENSURING COMPLIANCE 

Right to Search and Monitor 

Information Systems, including computers and networks, communication systems, other information 
processing or storage devices, and information contained on, generated on or handled by them, 
including messages, email, voicemail, hard drives, printer spool files, FAX machine output, log files and 
backup copies, are the property of the Company, and employees should have no expectation of privacy 
in them. 
 
The Information Security Group will monitor all Information Systems to ensure that no system is storing 
Sensitive Information in its local hard drive or in memory, ensuring minimal losses in the event those 
devices become compromised. 
 
The Company may monitor, inspect or search all systems or information at any time without presence or 
knowledge of the user. The Company retains the right, in its sole discretion, to remove material from its 
Information Systems.  Information Systems must generate logs that capture events and that provide 
sufficient data to assess the effectiveness of and compliance with information security measures. 

 

Mandatory Reporting of System Security Concerns 

All suspected system intrusions, malware infections and other conditions that might jeopardize 
Company information or systems must be immediately reported to the Information Security Group. 

 

Mandatory Reporting of Violations of this Policy 

Any employee having information about a violation or suspected violation of this Information Security 
Policy must promptly report the violation to his/her manager, and to the Information Security Group.  If 
the violation involves any of the individuals above, the employee should report to one of the individuals 
identified below:  Chief Financial Officer, General Counsel or Legal Department or to the division head.  
If the violation involves the employee’s manager, the employee should report the violation to one of the 
other individuals identified above.  As an alternative to reporting a violation or suspected violation to 
one of these individuals, an employee may call the Confidential Helpline (1-855-699-5033 or 
TWPandCompanies.ethicspoint.com).  Calls to the Confidential Helpline may be made anonymously. 

 

Security Awareness Training 

Employees who access Company Information Systems must complete a security awareness course 
provided by the Company. 

POLICY EXCEPTIONS AND ADMINISTRATION 

Exceptions to this policy must be communicated to the TWP Business Unit's "Policy Owner" and 
"Responsible Party" as appropriate. The Business Unit must: 

 Document the underlying circumstances, nature of exception and proposed treatment; 

 Communicate the exceptions to the TWP “Policy Owner" and "Responsible Party"; and 

 Document and maintain all approvals. 
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This policy is maintained and updated by the Information Security Department.  Requests for revisions 
must document the legitimate business need for the change and are subject to approval. 

Definitions 

“Information System(s)” means all information systems owned or operated by TWP, including, 
networks, hardware, software, cloud storage services, applications, mobile devices, supporting 
utilities, and other electronic or paper information.  

References 

Refer to the following policies on GuidePost for additional guidance on this policy: 
o Code of Business Conduct 
o Confidential Helpline 


