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Why do we need to update our contracts? 

The GDPR requires mandatory provisions to be included in contracts with customers, 

partners and vendors. It also requires contractual parties to clarify their respective roles 

and responsibilities when handling personal data. 

What is a Data Protection Addendum (DPA)? 

The GDPR is specific about the duties of the Controller and the Processor. Article 28(3) 

of the GDPR stipulates there must be a contract in writing between the Controller and 

the Processor, which clearly sets out the subject matter of the processing and its 

duration, as well as the nature and purposes of processing, types of personal data, any 

special categories of data, and obligations and rights of both parties. 

Why do we need a DPA? 

Failure to have a suitable DPA in place is a breach of the law under GDPR. Controllers 

should audit existing contracts with Processors to assess compliance risk. For future 

contracts, a good practice would be to implement due diligence and procurement 

requirements. 

Is my organization a data Controller or data Processor? 

Our customers will typically act as the data Controller for any personal data made 

available to Community Brands in connection with services provided. The data 

Controller determines the purposes and means of processing personal data, while the 

data Processor processes data on behalf of the data Controller. Community Brands, as 

the data Processor, will process personal data on behalf of our customers in connection 

with providing the services to our customers. 
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International Data Transfers 

The GDPR provides several mechanisms to facilitate transfers of personal data outside 

of the EU. These mechanisms are aimed at confirming an adequate level of protection 

or ensuring the implementation of appropriate safeguards when personal data is 

transferred to a third country. 

Appropriate safeguards can be provided by model contract clauses. An adequate level 

of protection can be confirmed by adequacy decisions, such as the ones that support 

the EU-U.S. Privacy Shields. 

Community Brands contractually commits under our current data processing 

agreements to maintain a mechanism that facilitates transfers of personal data outside 

of the EU as required by the Data Protection Directive. We will offer a corresponding 

commitment starting on May 25, 2018, when the GDPR goes into effect. 

What is the new Data Breach notification obligation? 

Data Controllers are required to notify a breach of personal data to the Lead 

Supervisory Authority within 72 hours of awareness, unless the breach is not likely to 

create risks for individuals whose data has been breached. In addition, the personal 

data breach must be communicated to the affected individuals without undue delay, 

where the breach is likely to create a large risk. Data Processors must communicate 

any breach to the data Controller without undue delay, and must assist the data 

Controller in complying with its notification obligations. 

What is the definition of “personal data” under GDPR? 

The EU concept of “personal data” is broader than the U.S. concept of personally 

identifiable information or “PII.” Under EU law, personal data means any information 

relating to an identified or identifiable natural person (“data subject”).  An identifiable 

natural person is one who can be identified, directly or indirectly, by reference to an 

identifier, such as a name, an identification number, location data, an online identifier or 
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to one or more factors specific to the physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person. Under the EU framework, data does not 

have to be confidential or sensitive to qualify as personal data. 

What is valid consent under the GDPR? 

To comply with the GDPR requirements, consent (or agreement by the person whose 

data is being used) must meet strict requirements. Consent must be: 

 Clear, affirmative and unambiguous. The individual must provide consent by 

way of a clear and affirmative action, such as ticking a box when registering for a 

service or tapping an “I Agree” button when using a mobile application. 

 Informed. The individual must be aware of who is collecting the data and the 

purposes of the processing. 

 Clear and plain language. Consent needs to be separate and not be hidden 

within the terms of a privacy notice or terms of use. 

 Specific. Consent should be specific to the processing activity. Where there are 

multiple processing activities, consent may have to be given for each purpose. 

 Freely given. Individuals must have a genuine free choice and must be able to 

refuse or withdraw consent at any time without detriment. 

 

What kind of requests might we receive from individuals under the GDPR? 

Under the GDPR, individuals have enhanced rights about how their personal data is 

handled. Specifically, individuals have the right to: 

 Access the personal data held about them 

 Object to certain types of processing, such as receiving marketing 

communications 

 Request correction and deletion of their personal data 

 Request the transfer of their personal data in a machine-readable format to 

another company (data portability) 

Individuals are entitled to make these requests free of charge and the data Controller 

must respond to the requests within one month (subject to various considerations).  
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What are the transparency requirements under the GDPR? 

Individuals must receive detailed information relating to the processing of their personal 

data. This is the responsibility of the data Controller. Companies usually inform 

individuals about how their personal data is processed via a privacy notice. The GDPR 

increases the amount of information that needs to be provided. It also requires providing 

information in a concise (e.g., a layered privacy notice), easily accessible (e.g., via a 

prominent link on a website) form using clear and plain language. 

What does Accountability mean under the GDPR?  

Accountability means companies need to comply with the GDPR requirements and be 

able to demonstrate compliance. There are many ways to demonstrate compliance, 

including: 

 Adopting data protection policies 

 Maintaining records of processing 

 Appointing a data protection officer 

 Conducting a data protection impact assessment for high risk activities 

 Consulting with supervisory authorities, if needed 

 

 

 

 

Disclaimer: This information may help you understand compliance with certain legal 

matters, but it is not legal advice, and you should not rely upon this information as legal 

advice. We recommend you consult with an attorney in order to obtain legal advice, 

which will apply to your specific circumstances. 


