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Scammers Hijacking Third-Party Verified Twitter Account

Bottom Line Upfront: Scammers are now posing as influencers on Twitter by hijacking third-party
verified accounts (with a blue check mark) and soliciting donations and quick profit schemes. Once the
account is hijacked, scammers will change the Twitter handle and profile picture to mimic influencer
profile.

Source: CCN.com, Cryptocurrency Scammer Hijack Verified Twitter Accounts to Trick Users, 25 February
2018.

Link: https://www.ccn.com/cryptocurrency-scammers-hijack-verified-twitter-accounts-trick-users/
(accessed 25 February 2018)

Blow the Whistle on Pump and Dump Schemers

Bottom Line Upfront: U.S. Commodities Futures Trading Commision advises against purchasing
cryptocurrencies based social media tips or sudden prices in spike. Advises thorough research in
buying decision to separate hype from the facts. Schemes involving cryptocurrencies can be reported
through the website whistleblower.gov. The mission of the Commodity Futures Trading Commission is
to foster open, transparent, competitive, and financially sound markets.

Source: CFTC.gov, Customer Advisory: Beware Virtual Currency Pump-and-Dup Schemes, 15 February
2018.

Link: http://www.cftc.gov/idc/groups/public/@customerprotection/documents/file/customeradviso-
ry_pumpdump0218.pdf (accessed 25 February 2018)

Co-Founder of BitFunder Arrested by U.S. Federal Authorities

Bottom Line Upfront: SEC alleges Co-Founder committed perjury and obstruction of justice for mis-
leading SEC investigators. SEC alleges Montrell defrauded users by “misusing their bitcoins”and “not
disclosing a cyberattack resulting in the theft of 6,000 bitcoins." The SEC also charges that BitFunder
operated as an unregistered securities exchange.

Source: TheHill.com, Fed Charge Former Bitcoin Exchange Fraud, 21 February 2018.

Link: http://thehill.com/policy/technology/374932-doj-sec-charge-alleged-bitcoin-scam-with-lying-
fraud?platform=hootsuite (accessed 25 February 2018)

Cryptocurrency Scams

Bottom Line Upfront: Article identifies five common types of cryptocurrency scams that are very
prevalent in the cryptocurrency market (types include shady exchanges, pyramid and ponzi schemes,
pump and dumps, ICO (overvaluaion), and Coin doesn't exist (referring to imposter or impersonator
scams).

Source: Makeuseof.com, 5 Common Cryptocurrency Scams and How to Avoid Them, 11 October 2017
Link: https://www.makeuseof.com/tag/common-cryptocurrency-scams/, (Accessed 24 February 2018)
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Use of this content, the CoinRecon Group website, and related sites and applications is provided under the CoinRecon
Groups Terms & Conditions of Use.

Unauthorized Disclosure Prohibited

The information provided in this publication is private, privileged, and confidential information, licensed for your
sole individual use as a subscriber. CoinRecon Group reserves all rights to the content of this publication and related
materials. Forwarding, copying, disseminating, or distributing this report in whole or in part, including substantial
quotation of any portion the publication or any release of specific investment recommendations, is strictly prohibited.

Participation in such activity is grounds for immediate termination of all subscriptions of registered subscribers
deemed to be involved at CoinRecon Group'’s s sole discretion, may violate the copyright laws of the United States, and
may subject the violator to legal prosecution. CoinRecon Group reserves the right to monitor the use of this publica-
tion without disclosure by any electronic means it deems necessary and may change those means without notice at any
time. If you have received this publication and are not the intended subscriber, please contact info@coinrecongroup.
com.

Disclaimers

The CoinRecon Group Fraud Watch Newsletter is published by CoinRecon Group. Information contained in such
publications is obtained from sources believed to be reliable, but its accuracy cannot be guaranteed. The information
contained in such publications is not intended to constitute individual investment advice and is not designed to meet
your personal financial situation. The opinions expressed in such publications are those of the publisher and are sub-
ject to change without notice. The information in such publications may become outdated and there is no obligation to
update any such information.

CoinRecon Group and other entities in which he has an interest, employees, officers, family, and associates may from
time to time have positions in the securities or commodities covered in these publications or web site. Corporate
policies are in effect that attempt to avoid potential conflicts of interest and resolve conflicts of interest that do arise in
a timely fashion.

Coin Recon Group reserves the right to cancel any subscription at any time, and if it does so it will promptly refund to
the subscriber the amount of the subscription payment previously received relating to the remaining subscription peri-
od. Cancellation of a subscription may result from any unauthorized use or reproduction or rebroadcast of any Coin-
Recon Group publication or website, any infringement or misappropriation of CoinRecon Group proprietary rights, or
any other reason determined in the sole discretion of CoinRecon Group.

Affiliate Notice

CoinRecon Group has affiliate agreements in place that may include fee sharing. If you have a website or newsletter
and would like to be considered for inclusion in the CoinRecon affiliate program, please email us at social@coinre-
congroup.com Likewise, from time to time Coin Recon may engage in affiliate programs offered by other companies,
though corporate policy firmly dictates that such agreements will have no influence on any product or service rec-
ommendations, nor alter the pricing that would otherwise be available in absence of such an agreement. As always,
it is important that you do your own due diligence before transacting any business with any firm, for any product or
service.
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