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For assistance, contact Fortinet Customer Service and Support 24 hours a day at +1 408-542-7780, or by using one of the local contact
numbers, or through the Support portal at https://support.fortinet.com/

Fortinet Customer Service and Support provide end users and channel partners with the following:
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e Software Updates
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Overview

About Fortinet Virtual Controllers

The Virtual Controllers are a software version of the Fortinet Appliance Controllers that are installed on an existing
hardware platform provided that the platform implements a supported virtual hosting software solution.

The Virtual Controllers are built on the same System Director operating system that powers the Fortinet WLAN
Controller for the enterprise delivering superior reliability, scalability and predictability for WLAN deployments. They
run on the widely deployed VMware vSphere, RHEL Kernel-based Virtual Machine (KVM), and Windows based
Hyper-V virtualization platforms installed on industry-standard hardware.

When a virtual controller is purchased, the controller image can be downloaded from the Customer Support Portal and,
once properly installed, can be configured just as a standard physical machine.

Advantages of Fortinet Virtual Controllers

These are some of the advantages of the Fortinet Virtual Controllers.

Flexibility in hardware selection based on your requirements.

Reduced cost, space requirements, and other overheads since multiple appliances can be replaced withsingle
hardware running multiple instances of the controllers, FWLM Management; which is a web based
application suite which manages controllers and access points mapped to the network to provide real-time
data that enables centralized and remote monitoring of the network, andFortinet Connect; which is a
complete provisioning, management, and reporting system that provides temporary network access for
guests, visitors, contractors, consultants, or customers..

Independent and mutually exclusive instances allow administrators to use multiple virtual controllers to manage
different locations or scale the deployment using the same hardware.

Enable features provided by the virtualization software, including High Availability, failover protection,and ease
of migration.

VMWare vMotion Storage and Snapshots are supported. Hyper-V specific features (Snapshot, Failover (HA),
Replication, Hot swapping) are not supported.

Centralized control and visibility at every level of the virtualinfrastructure.

Copyright © 2017 Fortinet Networks, Inc. All rights reserved.
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Supported Hardware Configuration
The Fortinet Virtual Controller Models are available as the MC-VE series and the FWC-VM series.
MC-VE Series Virtual Controllers

This table lists the controller models available for the MC-VE Series Virtual Controllers and their
corresponding requirements.

Models MC1550-VE MC3200-VE MC4200-VE (1G) MC4200-VE
(10G)

Scale | AP 50 200 500 500
Clients 1250 2500 6250 6250

vCPU 1 3 4 2

Memory 2GB 2GB 4GB AGB

VNIC 1-2 1-2 1-4 1-2

Disk Space 2GB 2GB 2GB 2GB

FWC-VM Series Virtual Controllers

This table lists the controller models available for the new FWC-VM Series Virtual Controllers and their

corresponding requirements.
Models FWC-VM-50 FWC-VM200 [FWC-VM500 FWC-VM-1000 FWC-VM-
3000
Scale | AP 50 200 500 1000 3000
Clients 1250 2500 6250 10000 30000
vCPU 4 4 8 24 48
Memory 4GB 8GB 16GB 32GB 64GB
vNIC 1-4 1-4 1-4 1-4 1-8
Disk Space 16GB 16GB 16GB (Fixed) 16GB (Fixed) 16GB
(Fixed) (Fixed) (Fixed)

Fortinet Virtual Controller Deployment Modes
The MC-VE series and the FWC-VM series Virtual Controllers can be deployed in different modes.

The following list summarizes the recommended 3rd party software requirements for installing and configuring Fortinet
Virtual Controllers.

e VMware ESXi Host (vSphere ESXi 5.5, 6.0, and 6.5, vSphere client)
e KVM: Ubuntu 16.04.2 LTS
e Hyper-V: Windows 2016
Web based configuration interface has been tested with the following browsers:

e Internet Explorer versions 10 and 11 on Windows

Copyright © 2017 Fortinet Networks, Inc. All rights reserved.
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e Firefox on Windows
e Safari on MAC OS
MC-VE Series Virtual Controllers

The MC-VE Series Virtual Controllers are tested on Dell PowerEdge R610 CPUs — Intel Xeon CPU ES620 @ 2.40 Ghz. Or
any equivalent h/w that has support for virtualization.

This table lists the deployment modes available in the MC-VE Series Virtual Controllers
VMWare ESXiLinux KVM Windows Hyper-V

MC-VE Series
v X X

FWC-VM Series Virtual Controllers

The FWC-VM Series Virtual Controllers are tested on Dell PowerEdge R730 CPUs— Intel(R) Xeon(R) CPU E5-2697 v4 @
2.30GHz. Any equivalent h/w that has support for Virtualization should work.

This table lists the deployment modes available in the FWC-VM Series Virtual Controllers
VMWare ESXiLinux KVM Windows Hyper-V

FWC-VM Series ‘/ ‘/ ‘/

Virtual Controller Requirements

The following points are general advisories regarding Virtual Controllers.

e The number of Virtual Ports configured for the controller will vary depending on the controller’s model; besure
to configure the appropriate number of ports for the model being installed.

e If you are operating more than one Fortinet Virtual Controller on a single host machine, ensure that the
Virtual Interface for each Virtual Controller is configured in its own port group on the Virtual Switch. This will
prevent network loops.

e Virtual Controller Ports can be configured for active-active mode or active/redundant mode.

. Note: See the Fortinet WLC 8.3.2 Release Notes for limitations on the active/redundant mode.

Common Terminology

The following are some of the Networking VMware elements that will be used to configure the Fortinet Virtual
Controller to operate in VMware environment:
vSwitch

This is a virtual switch, similar to a physical switch, performs functions including the Layer 2 forwarding engine, VLAN
tagging, stripping, and filtering, security, checksum, and segmentation. The vSwitch links VMs to each other locally as
well as to physical networks. A controller VE should connect to a vSwitch through virtual machine port groups.

Port Groups

Port groups are not VLANs. They are configuration templates for the vNIC ports on the vSwitch. Administrators can set
specific QoS, security policies, and VLANs by port group. This is where you should enable promiscuous mode (and not on
the vSwitch).

Promiscuous Mode (VMWare ESXi only)
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Fortinet Virtual Controllers are typically deployed as an in-line device on the data path and all the packets pass
through the controller. Because of this, it needs to operate in Promiscuous mode. vSphere’s vSwitch and port group
properties have the option to enable promiscuous mode. Again, it is highly recommended to enable this on the port
group.

Copyright © 2017 Fortinet Networks, Inc. All rights reserved.
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Deploying Fortinet Virtual Controllers with VMWare ESXi

Pre-requisites
For deployment and management of the Virtual Controller, you will need to download any of these VMware suites to
the workstation:
e Single ESXi server management — Use VMware vSphere Client.

o Multiple ESXi servers requires vCenter — Advance features are also tied with vCenter which needs separate
licenses (vMotion, and so on).

Fortinet Virtual Controllers can be deployed in these 2 modes in a VMWare setup.

@ Note: Fortinet recommends that you deploy the Fortinet Virtual Controllers in the dedicated mode. This mode of
deployment achieves the maximum throughput for each Controller model, especially when using the APs in Tunnel mode
where all the traffic will be tunneled by the APs to the controller and then to the Network.

e Dedicated Deployment: Dedicated NIC, vSwitch and vPortGroup

e (MC-VE Series Only) Shared Deployment: Sharing NIC with existing vSwitch
Start the VMware vSphere Client, and log in to the ESXi server. Go to Configuration and click Networking.

As you can see, there are existing 2 VM running on the host, using the same vSwitch0 and same Virtual Machine port
Group. The vSwitch is also used by the vKernel Port that is responsible for the ESXi management.

172311147 - sSphere Clent T O

File Edit View Inventory Administration Plug-ins Help

@ '_L)i ’E} Home b g Inventory DEﬁ Inventory
+

& @

B [@ [17231.11.47

[ Cent0S6.5 e — e — S—— S
(@ Windows2008R2-Education [Getﬁng Started | Summary [ Virtual Machines | Resource Allocation | Performance [ R Cil k. Local Users & Groups | Events | Permissions

localhost.meru-bering VMware ESXi, 5.1.0, 1065491

Metwarking
Storage Adapters
Metwaork Adapters
Advanced Settings

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration

System Resource Allocation
Agent VM Settings

Advanced Settings

VMkeme! Port

[ Management Network
vmk0 : 172.31.11.47
fe80::225:90ff:fe64:67c4
Virtua] Machine Port Group

b1 VM Network

Power Management g 1
|2 | 2 virtual machine(s)
Software Windows2008R2-Education (3~
Licensed Features Cent056.5 -

Hardware View: |vSphere Standard Switch
Health Status Networking
Processors
Memary Sfandard Switch: vSwitch0 Remove... Properties...
Storage TS

Qm vmnic2 1000 Full 3

Downloading the Virtual Controller Package File
You can download the virtual controller packages from the Fortinet Customer Support website. To access the
support website you need a Fortinet Customer Support account.
The file name is, forti-x.x-xbuild-0-x86_64.ova, where x.x-x is the release version number. For example, 8.3.2.
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Configuring Dedicated Deployment

In this deployment, we will be using an added NIC card with 2 Gig Ethernet ports as shown in the Network Adapters
wizard.

File Edit View Inventory Administration Plug-ins Help

[+] |@ Home b gB] Inventory b [Bfl Inventory

+
i)
B [ (172311147 localhost.meru-bering VMware ESXi , 1065491
s Cent0S6.5 = . . g .
[ QTN PR IWRNORY | Getting Started | Summary | Virtual Machines | Resource Allocation | Performance [IRETFNERERY, Local Users & Groups | Ev
e Network Adapters
- Device | Speed | Configured | Switch | MAC Address | Observed IP ranges | Wake on LAN Supported |
Health Status
i " Tntel Corporation 825000 10-GIgabit SFL/5TP+ Network Connection
o @ vmnicl 1000 Full 1000 Full None 00:25:90:65:78:bb  0.0.0.1-255.255.255.254 No
Remary vmnic) 1000 Full 1000 Full None 00:25:30:65:78:ba_0.0.0.1-255.255.255.254 No
Storage “on 82576 Gigabr onnection - —
Intel Corporation 82576 Gigabit Network Connection
Metworking B vmnic3 Dowin Negotiste None None No
Storage Adapters EA vmnic2 1000 Full  Negotiate vSwitchd 172.31.0.1-172.31.0.254 Yes
+ MNetwork Adapters

Advanced Settings
Power Management

Software

Licensed Features
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These 2 Gig Interface are connected to a Switch that support Link Aggregation (LAG). It is assumed in this procedure
that the LAG is created on the switch and has the appropriate VLAN configuration. Refer to the VLAN deployment guide
for the Fortinet Controllers.

1. Create a new Virtual Switch: Go to Networking and click Add Networking...

lpcalhost localdomain ViMware ESXI, 5.5.0, 4345813 | Evaluation (B days remaining )

Getting Stated . Summary . Virtual Machines | Resturoe Alocalion . Performance [ISTEREETNN | ocnl Uiers & Geoups . Events| Pemissions

Hardware | Wiew: (vSphere Standand Switch
Heakh Status Networking Refresh  Add Networking.,.  Propertses.
Processons =
Memaey Standard Switch: vSitchd R Properues.
Storage Virtisal Maching Poet Groun -

+ Networkng © VM Network Q_m « B vmnkn 100 Full &
s =119 virtual machane(s) | VLAN I0: ANl (a095) [ s

2. Select Virtual Machine and click Next.

1 Add Metwork Wizard ;

Connection Type
Metworking hardware can be partitioned to accommodate each service that requires connectivity,

Connmection Type

Network Access — Connection Types
Comection Settings o e e
Surmary

Add a labeled network tc handle virtual machine network traffic.

 VMkernel

The vMkernel TCP/TP stack handles traffic for the following ESXi services: vSphere vMotion, iSCSI, NFS,
and nost management.

Create a vSwitch and assign the dedicated physical NIC. Click Next and provide and label for the vSwitch,

for example, FWC-VM-50.
SR e Gt T T

Eile Edit View Inventory Administration Plug-ins Help
‘é} Home b gf] Inventory D Inventory
+
& &
B [ (172311147 localhost.meru-bering VMware ESXi, 5.1.0, 1065491

i Cent0S6.5 -
5 Windows2008R2-Education NG It i MUy ALS

S fi Virtual Machines - Network Access
S Virtual machines reach networks through uplink adapters attached to vSphere standard switches.
Processors
Memory ——————
Storage Connection Type Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new
MNetwork Access wSphere standard switch using the undaimed network adapters listed below.

» MNetworking Connection Settings =
Storage Adapters Summary ¢ Create a vSphere standard switch Speed etworks
Network Adapters Intel Corporation 82576 Gigabit Network Connection
Advanced Settings @ vmonic3 Down None
Power Managsment Intel Corporation 82599EB 10-Gigabit SFI/SFP+ Network Connection

v EB vmnico 1000 Full 0.0.0.1-255.255.255.254 E
Vi B vmnict 1000Ful  0.0.0.1-255.255,255.254

Licensed Features  Use vSwitch0 Speed Netwarks
Time Configuration Intel Corporation 82576 Gigabit Network Connection
DNS and Routing B vmnic2 1000Ful  172.31.0.1-172.31.1.254 -
Authentication Services Pre
wirtual Machine Startup/Shutdor Physical Pegters
virtual Machine Swapfile Locatio Q. B vmnico
Security Profile B vnict
Host Cache Configuration
System Resource Allocation
Agent VM Settings
Aobeinmmnd Enbiimnn

3. For VLAN ID, select None (0) or All (4095), if you are using Trunk port on the switch, Click Next and then Finish
to complete the vSwitch creation.
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Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections comman to two or more hosts,

Connection Type —Port Group Properties
MNetwork Access
Connection Settings Metwork Label: IMCS?.DU vSwiitch|
Summar -
¥ YLAN ID {Optional): [Mane ) ~|
Preview:
Virtual Machine Port Group Physicz| Adapters
MC3200 vSwiitch o BB vmnico

B vmnicl

4. The end result of adding the vSwitch will result in vSwitch 1 and a virtual machine port group named MC3200

vSwitch.
+
)
= E |172.31.11.47| localhost.meru-bering VMware ESXi, 5.1.0, 1065491
3 Cent0S6.5 ! . ;
@ T e ) Pl M Wl | Getfing Started ' Summary ' Virtual Machines ' Resource Allocation ' Performance - ReGliBEibll, Local Users & Groups ' Event:
Hardware View: |vSphere Standard Switch

Health Status Networking
Processors
Scmay Standard Switch: vSwitchd Remove... Properties...
Storage VMkeme! Port Physical Adaprers

» Netweorking 2 Management Network @ 96— B vmnic2 1000 Full |2
Storage Adapters wvmk0 : 172.31.11.47
Metwork Adapters fedn::225:90ff:fef4:67c4
Advanced Settings Virtual Machine Port Group
Power Management 1 VM Network 9.

= |2 virtual machine(s)
Software Windows2008R2-Education
Licensed Features Cent036.5
Time Configuration
DS and Routin i )
2 Standard Switch: vSwitch1 Remove... Properties.

Authentication Services i 4 G5
= i Virtuzl Machine Port Group Physical Adzpters
Vet Machine St Sl fiiRdow, £3 MC3200 vSwiitch (2} BB vmnicd 1000 Full | 3
Vit Mechine, Swepile Tacatin VLAN ID: All (4095) BB vmnict 1000 Full | 3
Security Profile

Host Cache Configuration
System Resource Allocation
Agent WM Settings
Advanced Settings

5. Click on vSwitch1 Properties, select MC3200 vSwitch port group and click Edit.
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Ports |Network Adapters |

Configuration | Summary I il sils fes
% uSwitch 190 Ports Metwork Label: MC3200 vSwiitch
€ MC3200vSwitch  Virtual Machine .. | I VLAN ID: All (4035)
—Effective Polices
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: - =
Peak Bandwidth: =
Burst Size: =
Failover and Load Balancing
Load Balancing: Port ID
Metwork Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Active Adapters: vmnicO, vmnicl
Standby Adapters: None L
Add... Edit. .. Remove Unused Adapters: None =

Close I Help |

6. Under the Security tab, select the Promiscuous Mode and select Accept from the drop menu and click OK to
apply the changes.

General Security | Traffic Shaping I MIC Teaming I

—Puolicy Exceptions

I Promiscuous Mode; vV e Acc.:pt I

MAC Address Changes: [ I,a..:.:ept
Forged Transmits: [ I.ﬁ.-:l:ept ;I

@Note: The vSwitch main configuration is set to reject the Promiscuous mode, but the virtual machine port
group overwrites the vSwitch configuration and operates in a Promiscuous Mode for the MC3200 vSwitch port
group.
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@ oot s T

Ports |Network Adapters I

] —wSphere Standard Switch Properties

Configuration | Symmary

3T vswitch 120 Ports | Mumber of Ports: 120

— Advanced Properties
MTL: 1500

—Default Policies

Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits; Accept

i) vSwitchl Properties

Forts |h|etwork Adapters I

— Port Group Properties

Configuration | Summary | H
_E. A P Metwork Label: MC3200 vSwiitch
| € Mc3200vSwiitch  Virtual Machine ... | VLAM 1D All (4095)

Promiscuous Mode: Accept
MAC Address Changes: Accept

Forged Transmits: Accept

Each vNIC has to be a part of a different Vswitch connected to different physical ports. Now that the structure is ready,
start installing the OVA template into the VMware host.

Installing the Virtual Controller
1. Go to File and click Deploy OVF Template... in order to start the installation.

2. Browse to the location of the OVA template that you downloaded from Fortinet Support page and click Next.
(%) Deploy OVF Template |MJ

Source
Select the source location.

Source

OVF Template Details
Name and Location
Resource Pool

Storage

Disk Format Deploy from a file or URL

Ready to Complete Inttp://10.33.0.55/8.3-2bui/29/x85_64/x86_64/FWCVIR/fort-8.3-2buld-29-X86_64.0va ~] Browse.
i Enter a URL to download and install the OVF package from the Internet, or specify a location accessible from your

computer, such as a local hard drive, a network share, or a CD/DVD drive.
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3. Click Next and enter a Name for the Virtual Controller, for example, MC3200VE-North Campus.
(5) Deploy OVF Template l=lE ] R

Name and Location
Specify a name and location for the deployed template

Source Name:

OVF Template Detais FWC-VM-50

Name and Location F i i i

Resource Pool The name can contain up to 80 characters and it must be unique within the inventory folder.
Storage

Disk Format

Network Mapping

Ready to Complete

4. Configure the following:
e Resource Pool

e Storage

@ Deploy OVF Template L= | @_ A

Storage
Where do you want to store the virtual machine fies?

Source Select a destination storaae for the virtual machine fies:
OVF Template Detais z - -
iame and Locition Name | Drive Ty..,  Capacity | Provisio...| Free | Type | Thin Provision., Access

Resource Pool i@ datastorel ... Non-S5D 8.72TB 5.55TB 4.21 TB VMFS5  Supported Single ho|

Storage i
Disk Format @ NFs Unkno... 48.11GB 6.77GB  41.33G NFS Supported Single ho...

Network Mapping
Ready to Complete

e Disk Format, use the default for the disk format, Thick Provisioning Lazy Zereod.

(& Deploy OVF Template =B X

Disk Format
In which format do you want to store the virtual disks?

Source :

bt Datastore: i

OVF Template Details datastorel (1)
Name and Location Avaiable space (GB): ﬁ
Resource Pool BRcE (iGH): 43114
Storage

Disk Format

Network Mapping

e §
Ready to Complete * Thick Provision Lazy Zeroed

" Thick Provision Eager Zeroed
© Thin Provision

e Network Mapping.

5. Click Finish in the Ready to Complete wizard.
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(&) Deploy OVF Template =|B] 33X
Ready to Complete
Are these the options you want to use?
Source
OVF Template Detais When you ciick Finish, the deployment task wil be started.
Name and Location oy
Resource Pool BepioyTentsetings:
Storage OVF file: http://10.33.0.55/8.3-2build/34/x86_64/x86_64/FWCVIR/forti-8.3-2buid-34-x86_64.0va
Disk Format Download size: 636.4 MB
Network Mapping .
Ready to Complete Size on disk: 16.0 GB
M Name; FWC-VM-50
Host/Cluster: localhost.
d Datastore: datastorel (1)
" Disk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "VM Network" to "VM Network"

The upload and installation of the Virtual Controller will start, the time varies according to the network bandwidth
between the vSphere Client and the ESXi Host. You should get a Completed Successfully message at the end.

' (4 100% Deploying FWC-\ =

Deploying FWC-VM-50

Deploying disk 1 of 1
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@ FWC-VM-50 - Virtual Machine Properties

Hardware | Options | Resources |

™ Show All Devices Add... | Remove |
Hardware | Summary |
®E Memory 4096 MB |
|| @ CPUs 4
£ video card Video card
= WMCI device Restricted
= Hard disk 1 Virtual Disk
& Floppy drive 1 floppy0
EB Network adapter 1 VM Netwark

:RTINET Virtual Wireless Controller Deployment Guide

—Memory Configuration

101168

rl

512 GB

255 GB H

1258 GB

54 GB H

3268

16 GB H

8 GBH

458

2B

1GB

512 MB

25 MB

128 MB

54 MB

32 MB

1= MB

g M

4 MB

Virtual Machine Version: 8

Memory Size:

Maximum recommended for
this

guest O5: 1011 GB.
Maximum recommended for
best performance: 393120
MB.

Default recommended for this
guest 05: 2 GB.

Minimum recommended for
this
guest OS: 512 MB.

Help |

OK Cancel
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Configuring Virtual Controller Settings

After creating the virtual controller, configure the virtual machine settings and add the needed network adapters.

1. Select the Virtual Controller created above (MC3200VE-North Campus) and click Edit virtual machine
settings in the Getting Started tab.

2. Click on Add and select Ethernet Adapter.

Virtual Machine Version: 7

"l Hardware IOpﬁcns | Resources i
r Memory Configuration
Show All Devices
255 G Memory Size: l 25: l GB VI
Hardware | summary I
W Memory 2043 MB Lzecia Maximum recommended for thi
=
o > @ non e L
[ vid d vid d
ideo carc ideo car N—
= VMCIdevice Restricted What sort of device do you wish to add to your virtual machine?
e SCSI controller 0 LSI Logic Parallel
& Hard disk1 Virtual Disk
Device Type Choose the type of device you wish to add.
MNetwork connection
Ready to Complete - — Information
fee
g Paraliel Port This device can be added to this Virtual Machine.
== Floppy Drive
(25 co/ovD Drive
@) USE Controller
USE Device (unavailable)
& PCI Device (unavaiable)
Rg. SCST Device (unavailable)
Help I Help < Back | Next > I Cancel ||

Click Next, choose VMXNET 3 and choose the Network Connection (port group) created above (MC3200 vSwitch)
and then click Next and Finish. (Other drivers supported are E1000, VMXNET and VMXNET 2. The latest VMXNET
3 is needed to support the 10GB connection for the Virtual Controller.

3. Use 1 or more Ethernet adapters as recommended in section Supported Hardware Configuration. Adding more
than 1 will cause duplicate packets, see the FortiWLC Release Notes for limitations.
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@ s DI T,

MNetwork Type
What type of network do you want to add?

Device Type —Adapter Type
Network connection Type: YMENET 3 ;I

Ready to Complete
Adapter choice can affect both networking performance and migration compatibility.
Consultthe VMware KnowledgeBase for moreinformation on choosing amang the
network adapters supportedfor various guest operating systems and hosts.

—Metwork Connection
Metwork label:

MC 3200 vSwiitch -
Port: M/fA

—Device Status

¥ Connectat power on

Help | < Back | Mext = I Cancel

Configuring Shared Deployment

@ Note: This deployment mode applies only to the MC-VE Series Virtual Controllers.

In this deployment, an existing NIC card is used where the Ethernet port is used by other VM already running on the
Hypervisor.

Since the Virtual Controller requires Promiscuous Mode in order to operate, a new Virtual Machine port group is
created in the vSwitch where the Virtual Controller is added.

In this example, an MC1550VE is added to vSwitchO where a CentOS VM and a Windows 2008 Server are sharing the
same Ethernet port.

Follow these steps to complete the installation
1. Login to the ESXi and go to Networking. Locate the vSwitchO and click on Properties.

Copyright © 2017 Fortinet Networks, Inc. All rights reserved.



F

Standard Switch: vSwitcho
WMkemea! Port
1 Management Network Q.

Remove... Properties...

Physicz| Adaptars

BB vmnic2 1000 Full G2

vmk0 : 172.31.11.47
fe80::225:90ff:fe64:67c4
Virtuz| Machine Port Group
1 WM Network e
B |2 virtual machine(s)
Windows2008R2-Education (34

Cent0S6.5 e

Standard Switch: vSwitch1
Viroual Machine Port Group

51 /MC3200 vSwiitch

Bl |1 virtual machine(s) | VLAN ID: All (40

MC3200VE-North Campus

Ports | Network Adapters I

Configuration | Summary |
§F vswitch 120 Ports |
g ManagementNet... vMotion and IP ...
@ VM Network Virtual Machine ...

The vSwitch has the Promiscuous Mode set to Reject.

2. Click on Add, select Virtual Machine and click Next.

Connection Type
Metwaorking hardware can be partitioned to accommodate each service that requires connectivity,
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—w5phere Standard Switch Properties

_—_—

Average Bandwidth:

Number of Ports: 120
— Advanced Properties
MTU: 1500
—Default Polides
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping

Connechtion Type

Connection Settings
Summary

3. Add a Network label to the Virtual Machine Port Group (MC1550VE-South Campus), click Next and then

Finish.

— Connection Types

% virtual Machine

" vMkernel

and host management.

Add a labeled network to handle wirtual machine network traffic,

The YMkernel TCP/IP stadk handles traffic for the following ESXi services: vSphere vMotion, iSCSI, MFS,
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Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts,

Connection Type —Port Group Properties
Connection Settings
Summary Metwork Label: IMClESUUE-Soum Campus|
VLAM ID (Optional): INone [(1)] ;I
Preview:
Virtual Machine Port Group — — Physical Adapters
MC1550VE-South Campus @) BB vmnic2
dkzrnel Por
Management Netwark & -

vmk0 : 172.31.11.47
fed0::225:90ff:fe64:67c4

Virtual Machine Port Group

VM Network @

Select the newly created port group and Edit the settings. Under the Security tab, change the Promiscuous
Mode to Accept and click OK.

ost.meru-bering VMware ESXi, 5.1.0, 1065491

etting Started ' Summary ' Virtual Machines F(esourn: T

{ardware View: i| Ports | Network Adapters I
Health Status Nehesrk Canfiguration | Summary |
Processors ﬂ vawitch 120 Ports
Memory Standard 5| g Management Met... vMotion and IP'...
Storage VMkeng §!_ VM Network Wirtual Machine ...
+  Metworking i1 Mana ¥  MC1550VE-South.. Virtual Machine |
Storage Adapters vmk0

i 3
) MC1550VE-South Campus Pr_ [

General Security | Traffic Shaping I MIC Teaming I

L& |

Palicy Exceptions

Promisctious Mode: v N - |

b
MAC Address Changes: I~ IA-:-:ept ﬂ
Forged Transmits: [ IAccept LI

Now that the infrastructure is ready, you can install the OVA as described in the previous section.

Add the Network Adapter and map the Virtual Controller Ethernet to the Virtual Machine Port Group that was
created (MC1550VE-South Campus).
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Hardware |D|:|h'ons | Resources |

" Show All Devices Add. .. | Remove |
|| | Hardware | Summary |

R Memory 2048 MB

A crus 2

Video card Video card

&= WYMCIdevice Restricted

& Hard disk1 Wirtual Disk

EB® Network adapter1 MC1550VE-South Cam... |

@ Serial port 1 telnet:f{172.31.11.47:9...

Virtual Machine Version: 7

—Device Status
Connected

¥ Connectat power on

— Adapter Type

Current adapter: VMXMET 3

—MAC Address

e

' Automatic " Manual

— DirectPath IjO

Status:

Inactive @

—Metwork Connection
Network label:

MC 1550VE-South Campus
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Starting the Virtual Controller

Select the Controller and go to the Console Tab and Start the VM by clicking on the Power On button or (Ctrl+b). The
Virtual Controller will start and you will see the entire startup message that you will typically found in a Hardware
Controller.

The first boot might take few minutes longer to boot up if no DHCP server is available as the controller will try to get an
IP address from the DHCP server. Please refer to the Controller SD documentation to complete the controller
installation.
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Deploying Fortinet Virtual Controllers with Linux KVM

Pre-requisites
For deployment and management of the Virtual Controller on Linux KVM, install the following 3" party softwares.
e Install Ubuntu v16.04 LTS server.
e Install KVM on the Ubuntu LTS server.
e Create an open Vswitch with KVM.
e Install Virtual Machine Manage (virt-manager) to create and manage guest virtual machines.

@ Note: To accomplish the pre-requisites refer to the respective 3™ party documentation.

Downloading the Virtual Controller Package File

You can download the virtual controller packages from the Fortinet Customer Support website. To access the
support website you need a Fortinet Customer Support account.

The file name is, forti-x.x-xbuild-0-x86_64.img.KVM.zip, where x.x-x is the release version number. For example, 8.3.2.

Configuring the Virtual Controller
1. Copy the package file, forti-x.x-xbuild-0-x86_64.img.KVM.zip to the KVM host.
2. Open the virt-manager and select Import Existing Disk Image.

3. Browse to the location of the downloaded package file and specify the OS type as Linux and Version as Ubuntu
16.04.

4, Click Forward.
wa New VM@kvm X

m Create a new virtual machine

Provide the existing storage path:

| ages/Fortinet_WLAN/Vforti-8.3-2build-29-x86_64.img | | Browse...

Choose an operating system type and version

0OS type: | Linux -

Version: | Ubuntu 16.04 - |

Cancel Back Forward

5. Specify the memory and CPU setting as per the deployed virtual controller model.
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m Create a new virtual machine

Choose Memory and CPU settings
Mermory (RAM): [ 16384 — + | miB
Up to 386868 MIB available on the host
cPUs: | g — +|

Up to 72 available

Cancel Back Forward

6. Click Forward.

7. Specify the hostname, select the network adapter from the Network Selection drop down, and specify the
Portgroup.
we New VM@kvm P

m Create a new virtual machine

Mame: | Fortinet-Controller

LSl UDUnLY Le.O4
Install: Import existing OS5 image
Memony: 8192 MIB
CPUs; 4
Storage: 20.0 GiB .. LANNTorti-8, 3-2build-25-x86_&4.img

Customnize configuration before install

F Metwork selection

virtual network "N94-TSD" - Endg-{- network -

Portgroup: | M94-TS0 -

Cancel Back Finish

8. Click Finish.
9. Inthe CPUs settings, configure the Model as Nehalem. Click Apply.
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F Fortinet-Controller on QEMU/KVM@kvm - S S

! Orerview CPUs
n e Logical host CPUs: 72

B Memory Maxirnum allocation: | 4 =¥
=i Boot Options

Wirtlo Disk 1 Configuration

MNIC :a4:61:27

-
e

Copy host CPU canfiguration

ak
Mouse Model: | Mehalem -

Keyboard - Topology

Display Spice Manually set CPU topalagy
Sound: ichs bt a ) =
Serial 1

Channel spice

Video QXL

Contraller USBE
Controllar PCI
Controller virt|O Senal
USB Redirecteor 1

USHE Redirectar 2

ARG

Add Hardware Cancal Apply

10. In the VirtlO Disk1, under Advanced options, select the Disk bus as IDE. Click Apply.
wn Fortinet-Controller on QEMU/KVM®@kvm =A== ]

e Vi iew St
=0 > iUiB- s

B overview Virtual Disk
i performance Source path: farflibfibvirtimages/Fortinet_WLANAforti-8.3-2build-29-486_64.img
Dawvice type: Virtld Disk 1
o cus Storage size: 20.00 Gi8
M Memory Raadonly: i

&) Boot Options

Shareable:

MIC 'ad:51:27 - Advanced options
¥ Disk bus: | IDE -
) Mouse

Keyboard Senal number:

Display Spice Storage format: | raw

Sound: ich& » performance options

Serial 1

Channel spice

Video QXL

Controller USB
Controller PCI
Controller VirtlO Serial
Controller IDE

USE Redirector 1

USB Redirector 2

seAI7Anrant

Add Hardware Remove Cancel Apply

11. In the NIC settings, specify the Network source, Portgroup, and Device model as virtio. Click Apply.
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wi Fortinet-Controller on QEMU/KVM@kvm

Virtual Network Interface

Metwark source:

Wirtual network 'N94-T90' : Bridge network

Portgroup: | N94-T90

v |

““'=. Boot Options Device model: [ virtio

I ier

| Virtlo Disk 1 MAC address: 52:54:00:a4:61:27

Ty NIC :ad:61:27

L.J Mouse

Bl Display Spice

ﬁ Sound: ich6
fy Serial 1
£=5 Channel spice

Il video QxL

= Controller USB
Controller PCI
Controller Wirtlo Serial

| Controller IDE

I W USE Redirector 1
Wi USB Redirector 2

Add Hardware

-

Remove

Cancel

= | ] e

Apply

The Virtual Controller deployment is complete.
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Deploying Fortinet Virtual Controllers on Hyper-V

Pre-requisites
For deployment and management of the Virtual Controller on Hyper-V, install the following 3" party softwares.
e Install Windows server 2016.
e Install the Hyper-V role.
e Create a Hyper-V Vswitch.

@ Note: To accomplish the pre-requisites refer to the respective 3™ party documentation.

Downloading the Virtual Controller Package File

You can download the virtual controller packages from the Fortinet Customer Support website. To access the
support website you need a Fortinet Customer Support account.
The file name is, forti-x.x-xbuild-0-x86_64.vhd.hv.zip, where x.x-x is the release version number. For example, 8.3.2.

Configuring the Virtual Controller

1. Download the package file to C:\Users\Public\Documents\Hyper-V\Virtual hard disks and unzip it. The file should

have a unique name and one file is used to create only one instance.
2. Open the HYPER-V manager and select New > Virtual Machine.

The Virtual Machine wizard is displayed.

3. Configure the following settings in the Virtual Machine wizard:
e Specify Name and Location
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EH Mew Virtual Machine Wizard

el Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

ify Mame and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory MName: |Fnrﬁnet-C0ntr0|Ier|

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary C:'\ProgramData\Microsoft\Windows\Hyper-Vy

A

< Previous Finish Cancel

e Specify Generation — Select Generation 1.

3 Mew Virtual Machine Wizard X

e Specify Generation

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location (® Generation 1

cify Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-v.

Assign Memory

Configure Networking (O Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

Connect Virtual Hard Disk
Installation Opti
SEE UGS & Once a virtual machine has been created, you cannot change its generation.
Summary

More about virtual machine generation support

< Previous Finish Cancel

e Assign Memory (Supported Hardware Configuration)
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B3 New Virtual Machine Wizard *
2~} Assign Memory

Before You Begin Spedfy the amount of memary to allocate to this virtual machine. You can spedfy an amount from 32
ME through 12582912 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

TPy R Startup memory: 8 192] MB

Configure Networking

Specify Name and Location

[] Use Dynamic Memory for this virtual machine.

ﬂ When you decide how much memary to assign to a virtual machine, consider how you intend to

Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.

Installation Options

Summary

< Previous Finish Cancel

Configure Networking

3 Mew Virtual Machine Wizard

2" Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
) . wirtual switch, or it can remain disconnected.
Specify Mame and Location

Spedfy Generation Connection: |NS7-T93 w

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

< Previous Finish Cancel

Connect Virtual Hard Disk — Select Use an existing virtual hard disk
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(2" Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.

() Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.

Specify Generation
Assign Memaory

Configure Networking ame Fortinet-Controller. vhdx

Connect Virtual Hard Disk

ocation: | C:YUsers\Public\Documents\Hyper-virtual Hard Disks),

Summary
Size 127 BB (Maximum: &4 TB)

(®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: |:r-V\irtual hard disks\Fortinet\forti-8. 3-2build-29-x86_64.vhd.HV.i|| Browse...

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel

4. Click Finish. The virtual machine is listed.
5. Select the newly created virtual machine and double-click. The settings are displayed.
6. Specify the Number of virtual processors in the Processor settings.

B Semugs fod Fomwt_WLAN o Wi DGRGPHAEL B - by
Fortinat WLAN “ 4 » D
| (R _Handware e n B
I 2ad mdeire
B e P it iy e b sl resraitrs Damed o W Furele B friennd o9
L o CEirl UG
W e trter o v oot 4=
. ey Easmroe coniral
ioaj NN (ot RO O TN i DM PO o mng v Ll machie.
- O Processer .
- F . o
A Vet el pres diisi Wikl machre reverer fperomtge)
N T — R T
0O rasa
| = Contoler & WO e T e v | 300/

E s FdOney Frer et 5 WU e b

B B
relDy Dvest

Erator meght 30
| Bl 0 Cormoler
| | hetwei kg

# o
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[ e

[® Mamsgrment
1] P
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B Chbpers

[ ] omce s

7. Select Enable MAC address spoofing in the Advanced Features settings to establish wireless connectivity.
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= Il TOE Controler O
B (@ Hard Drive

= Il IDE Controler 1
L4 DD Dvive

% SCSI Controler

rqm.ldm-:.\ﬂ'

e e
"? c:;M 2
| escette erve

& Manapemenl

IL] Ramet
¥ Integration Services

5 Chedgent Fie Locasen

[P Automanc Seart Action

:Mm‘kmm

& ‘Hardwarn “ | Advanced Featurss
¥ Add Hardware
= B MAC addess
icest e 5
[ T
# [ Frocessor 00 | -[ 15 |~/ 5D | | 59 [~ 84 |-| 14

MAC address spoofing slows vwival machings 1o change the souroe MAC
address in packets to one that ks not assgned to hem.

DHCP guard

DHCP guand drops DHOP server messages from unauthorized virhual machines
pretendng to be DHCP servers.

(] Enabis DHCF guard

Rouber guard

Bouter guand drops nouter. adwerisement and redirection messages from
wrtharized varbunl machnes pretendng b2 be routers.

|| Enable router adverbsement guard

Protected network
Mave this virtual machine o anather duster node if & network deconnecton
detected.

[+ Protected network

Pt marronng

Pert murronng alloves the network traffic of & virtual machine bo be monitoned by
COpyIng iIncoming and outpoing padeets and forwandng the copes to another
virtual machine configured fior monitoring.

Mlirroning mode: | Mo w

Set-VMNetworkAdapterVlan -Trunk -AllowedVlanldList "96" -VMName "Forti22" -VMNetworkAdapterName

The Virtual Controller deployment is complete.
Run the following command in secure shell on each instance to get the configured VLAN working.
This is a sample command:

"Network Adapter" -NativeVlanid 0
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License Management for Fortinet Virtual Controllers

This section assumes you have already received your entitlement for the Fortinet Virtual Controller you ordered.
Along with the entitlement that allows you to obtain the license for your instance, you would also have received
instructions on where to download the right version of the software for the model you ordered.

. Note: Obtain the license only after completing the installation of the Virtual Controller. Contact the Forticare
Support with the details entailed in the following sections to obtain the license.

FWC-VM Series Virtual Controllers

After completing installation of the Virtual Controller, login to the controller and run the setup command to generate the
system-id. Perform the following steps to obtain the license.

1. Run the setup command on the Controller to generate the system-id, configure the hostname, and configure the

static IP address of the Controller, to ensure that the IP address does not change as the system-id/license is

mapped to the IP address of the Controller.

Save the configuration. The Controller restarts.

Run the show system-id command to obtain the system-id.

Share the Virtual Controller model details and system-id with the Forticare Support team.

Configure the Virtual Controller instance with the required resources (Supported Hardware Configuration) as per

the model for which the license has been generated.

6. Install the license from the GUI (See section Importing and installing a License) OR from the CLI (Configuration
Terminal mode => vm-license scp://username@<Your file server IP Address>:<license filename>)

7. Restart the Controller to apply the changes as per the generated license.

vk wnN

. Note: A freshly installed system boots up as FWC-VM-50 with default license valid for 30 days.

e System-id is not get generated until you run the setup command on a fresh instance.

e System-id is coupled with the IP address. Hence, any change in the IP address generates a new system-id
thereby failing validation of the older license. In this case, a new license is required. Changing the IP
address via CLI followed by a reboot to activate the new IP address does not generate a new system-id.
Hence, license validation fails and the Controller is once again the FWC-VM-50 model. Therefore, use only
the setup command to change the Controller IP address.

e After the license is invalidated due to a change in the system-id and the controller is once again a FWC-VM-
50 model, ensure that you delete the invalid license for the Controller to function properly. Else, the
Controller reboots after every one hour.

Importing and Installing a License
Perform these steps to obtain the license using the GUI.
1. Navigate to Maintenance > System > VM Licensing
This image displays a freshly installed system which has a default license (trial based) valid for 30 days from the
license issued date.
2. Inthe VM Licensing wizard, click Import to add a license. By default, this page lists the license available on the
system which includes details on the Virtual Controller model.
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@ Monitor VM Licensing @
I T

Product |esue date. Start datn End date Lieensn Type Sratus License Info
-’3 Maintenance

Q

0611512017 0611512017 0719/2047 TRIAL 243D VALID On Trial License

*  File Management
»  Captive Portal

v System

License Validation

After the license is imported, validation is performed on the license parameters. If that validation succeeds and the
appropriate hardware resources for the requested controller model are allocated, then the license is installed
successfully. If either license validation or hardware resource validation fails, the system reverts to the default license.
See section Supported Hardware Configuration for further details.

Once the license is installed successfully, it replaces the default license. There are two types of licenses — Trial Based
and Perpetual (Never ending).
License Monitoring

The license validation happens after every one hour at regular intervals. With 30 days to go for expiry, alarms are
raised on the controller. The Software License Expired alarm is generated as per the configured severity. The default
severity is critical.

In a fresh installation running on a default license (FWC-VM-50) which is valid for 30 days, you get 30 additional days
within which to purchase and apply for a valid license. If a valid license is not imported, at the end of additional 30
days, the Controller will reboot and the APs will go to offline state.

To delete a perpetual license, select the license and click Remove License or run the delete vm-license CLI command.
After the license is deleted, the Controller reboots and comes up as FWC-VM-50 with the default trial based license.

. Note: Deletion of trial based license is not allowed.

MC-VE Series Virtual Controllers

After completing installation of the Virtual Controller, login to the controller and run the show system-id command.

You will need the output of this command along with the entitlement ID to generate the license key for your Virtual
controller.

The system-id parameter is computed based on the configuration gathered through the setup process in the Controller or

entered using the Ez-Setup wizard. The following fields are captured through the setup process.
e Time zone

Hostname

IP Address of Controller's primary interface

IP Mask of Controller's primary interface

Gateway Address of Controller's primary interface

Country Code

VC model

Share the Virtual Controller model details, system-id, and the license validity period (or permanent license) with the
Forticare Support team.

Any subsequent changes to the parameters above would warrant you to get a new license.
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Fortinet Virtual Controller Management

Like any conventional Hardware Controller that Fortinet offers, the Virtual Controller can be managed by directly
accessing the controller using the System Director Web Ul or FortiWLM.

Refer to System Director Configuration Guide and Command Reference guide and other System Director for configuring
and managing your Virtual Controller. The term Controller refers to Physical appliance as well as your Virtual Controller.
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Fortinet Virtual Controller Upgrade

Virtual Controllers can be upgrade the same way the Hardware controllers are upgrade. Download the appropriate
Virtual Controller image from Fortinet Customer Support website.

Upgrading the controller can be done in the following ways:
e Using the FTP, TFTP, SCP, and SFTP protocols.
e Navigate to Maintenance < File Management in the FortiwLC GUI to import the downloaded package.
The following are sample commands for upgrading the Virtual Controllers using any of these protocols.
e upgrade-image tftp://10.xx.xx.xx:forti-x.x-xbuild-x-x86_64-rpm.tar both reboot
e upgrade-image sftp://build@10.xx.xxx.xxx:/home/forti-x.x-xGAbuild-88-FWC1KD-rpm.tar both reboot
e upgrade-image scp://build@10.xx.xxx.xxx:/home /forti-x.x-xGAbuild-88-FWC1KD-rpm.tar both reboot
e upgrade-image ftp://anonymous@10.xx.xx.xx:forti-x.x-xbuild-x-x86_64-rpm.tar both reboot

After upgrade, the Virtual Controller should maintain the System-id of the system, unless there were some changes in the
fields that are used to generate the system-id. See the to the Licensing section for detailed information.

The International Virtual Controller can be installed, configured, licensed and upgraded the same way.
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Fortinet Virtual Controller High Availability

Virtual Controller are affordable and an easy way to achieve High Availability for your environment. These are some
highlights of the Virtual Controllers High Availability deployment:

e N+1 slave for controller appliances.

o The FWC-VM Series Virtual Controllers - Supports HW appliances of same model, for example,1000D-VM
can act as N+1 slave for 1000D-VM only.

o The MC-VE Series Virtual Controllers - Supports HW appliances of same model and lower, for
example,MC4200-VE can act as N+1 slave for MC4200-VE, MC3200-VE, and MC1550-VE.

e When a controller slave becomes active, the slave model operates with the same capacity as that of the
master controller it has taken over.
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This table describes the N+1 compatibility with the MC Series as the master.

Slave Master

MC1550 | MC1550- | MC3200 | MC3200- | MC4200 | MC4200- MC6000
VE VE VE

MC1550

>
>

X

MC3200

MC4200

MC6000

\><><><

MC1550-VE

MC3200-VE

X [ X [ X | X [ X

MC4200-VE

\\\XXX
\\><><><><

FWC-50D

FWC-VM-50

FWC-200D

FWC-VM-200

FWC-500D

NEIEIEIEI RNEIEIEIRNEIE
AN
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This table describes the N+1 compatibility with the FWC Series as the master.
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Troubleshooting Tips

APs not connecting to the controller & seeing duplicate responses for pings from the controller to an outside system:
Probable cause: The same vSwitch is being used for both vNICs, define separate vSwitches for each vNIC. Alternatively

you could disable one of the vNICs in the virtual machine.
You can disable the 2" vNIC, by un-checking the following fields
Connected & Connect at Power On
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— - ~
(%) meru-5.2-52-MC3200V - Virtual Machine Properties | E
Hardware ] Options ] Resources ] Virtual Machine Version: 7

™ Show All Devices Add... Remave ™ Connected
Hardware Summary I Connect at power o
Ml Memory 2048 MB
o crus 3 Adapter Type
Q Vidsiiand Vidsa card Current adapter: E1000
= WVMCI device Restricted
& Hard disk1 Wirtual Disk i e
BB Network adapter1 VM Network 3 00:0c: 25: 4b:93:28
BB MNetwork adapter2 WM MNetwork 3 o )
@ serialport 1 Wpipelcom_1

Network Connection

Network label:

VM Network 3 j

Help OK Cancel
|
L 4

Clients not able to connect to the network

If you look at the station log and see “Client moved to wired side”. This is an indication that your vSwitches are not
configured properly. Potentially vSwitch is not mapped to one physical vNIC or the physical resources is not bonded
properly or multiple hosts are sharing the same vSwitch.
How To Capture Events leading to a Crash on Virtual Controller
1. Unlike physical controllers, virtual controllers may not generate a kernel-gather file if theycrash.

2. It should generate a file Fortinet-kernel-diag similar to Physical controller unless you encounter silent reboot
which can happen to both VM and Physical controller.

The output for a virtual controller crash may well look like a fault onVMWare.

To confirm, connect a PC to the serial port of the physical host (virtual blade).

Map the serial port resource on the host to the VMware image.

Try to connect via PUTTY (same serial settings as those set for a physical host) to virtual controller.
7. You will be able to catch the reboot reason / crash log, the next time the eventoccurs.

Does Fortinet Support Mesh on Virtual Controllers?

Yes, Fortinet supports Mesh on Virtual controllers as well.

ounks W
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Notice

ALL INFORMATION PROVIDED IN THIS DEPLOYMENT GUIDE, INCLUDING COMMENTARY, OPINION, FORTINET NETWORKS DESIGN SPECIFICATIONS, AND OTHER
DOCUMENTS (TOGETHER AND SEPARATELY, “MATERIALS”) ARE BEING PROVIDED “AS IS.” FORTINET NETWORKS MAKES NO WARRANTIES, EXPRESSED, IMPLIED,
STATUTORY, OR OTHERWISE WITH RESPECT TO MATERIALS, AND EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES OF NONINFRINGEMENT,
MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE.
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