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Change Log

Change Log

Date Change Description

1/25/2019 First release.
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Introduction

Introduction

AWeb Application Firewall (WAF) is a security policy that protects hosted web applications from known and
unknown attacks and filter matching traffics. This document includes the basic configuration of WAF feature on
FortiADC.
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Configuration overview

Configuration overview
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Configurations

Configurations

Configuring a WAF Profile

We provide three predefined WAF profiles as following shown:

Please refer to table 76 from FortiADC handbook 5.1.0

If desired, you can create user-defined profiles based on the following steps.

To configure a WAF Profile
1. Go to Web Application Firewall.

2. Click theWAF Profile tab.

3. ClickCreate New to display the configuration editor.

4. Fill in the Name as “waf1”.

5. Fill in theWeb Attack Signature as “High-Level-Security”.

6. Fill in the HTTP Protocol Constraint as “High-Level-Security”.

7. Fill the SQL/XSS Injection Detection as ““High-Level-Security”.

8. ClickSave to save the configuration.

Now, we have a WAF profile named “waf1” using three basic features with predefined modes.

In addition, you can create more WAF related user-defined policies based on the following steps.
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Configurations

To configure a Web Attack Signature policy
1. Go to Web Application Firewall.

2. Click theWeb Attack Signature tab.

3. ClickCreate New to display the configuration editor.

4. Fill in the Name as “High”.

5. ClickSave to save the configuration.

6. Click the View to display the view signature page.
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Configurations

7. Choose the Signature based on the Category and Sub Category from the configuration editor page showing
above. You can use the right top window to filter the signature based on Status, Severity or With Exception. (For
the detailed information, please refer to the FortiADC Handbook > Chapter 8: Web application firewall overview.)

To configure a URL Protection policy
1. Go toWeb Application Firewall.

2. Click the URL Protection tab.

3. ClickCreate New to display the configuration editor.

4. Fill in the Name as “High”.

5. ClickSave to save the configuration.

6. ClickEdit to display the configuration editor.

7. ClickCreate New in URL Access Rule part to display the configuration editor and fill the Full URL Pattern,
Action, and Severity based on your security requirements.

8. ClickCreate New in File Extension Rule part to display the configuration editor and fill the File Extension
Pattern, Action, and Severity based on your security requirements.
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Configurations

To configure an HTTP Protocol Constraint policy
1. Go toWeb Application Firewall.

2. Click the HTTP Protocol Constraint tab.

3. ClickCreate New to display the configuration editor.

4. Fill in the Name as “High”.

5. Modify all options based on your requirements.

6. Save the configuration.
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Configurations

To configure an SQL/XSS Injection Detection policy
1. Go toWeb Application Firewall.

2. Click the SQL/XSS Injection Detection tab.

3. ClickCreate New to display the configuration editor.

4. Fill in the Name as “High”.

5. Enable SQL Injection Detection and XSS Injection Detection.

6. Modify those options under SQL Injection Detection and XSS Injection Detection based on your requirements.

7. Save the configuration.
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Configurations

To configure an exception object
1. Go toWeb Application Firewall.

2. Click the Exceptions tab.

3. ClickCreate New to display the configuration editor.

4. Fill in the Name as “waf-except”.

5. Save the configuration.

6. Click the Edit to display the configuration editor.

7. ClickCreate New to display the Exception Rule configuration editor.

8. Enable Exception Host Status.

9. Fill in the Host Pattern as ftp://mozilla.org/.

10. Fill in the URL Pattern as “/Config/waf/waf”

11. Save the configuration
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Configurations

To configure a Bot Detection policy
1. Go toWeb Application Firewall.

2. Click the Bot Detection tab.

3. ClickCreate New to display the configuration editor.

4. Fill in the Name as “High”.

5. Enable the Status.

6. Enable the Search Engine Status.

7. Enable Bad Robot Status.

8. Modify the HTTPRequest Rate, Action, or Severity based on your requirements.

9. Save the configuration.
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Configurations

To configure XML Detection
1. Go to Web Application Firewall > XML & JSON Validation and select the XML Detection tab.

2. ClickCreate New.

3. Fill in the Name as “High”.

4. Modify all the options based on your requirements. (For the details of all options, please refer to the FortiADC
Handbook > Chapter 8: Web Application Firewall > Configuring XML Detection.)

4. ClickSave.
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Configurations

To configure JSON Detection
1. Go to Web Application Firewall > XML & JSON Validation and select the JSON Detection tab.

2. ClickCreate New.

3. Fill in the Name as “High”.

4. Enable JSON Format Check.

5. Modify all the options based on your requirements.

6. ClickSave.
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Configurations

Notes:

For the XML schema and JSON schema, please import the files before referring.

To import an XML schema file
1. Go to Web Application Firewall > XML & JSON Validation and select the XML Schema tab.

2. Click Create New.

3. Enter the name of the XML schema configuration. You will use the name to select the schema file in

XML detection profiles. No spaces.

4. Click Choose File and select the XML schema file that you want to import.

5. ClickSave.
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Configurations

To import an XML schema file
1. Go to Web Application Firewall > XML & JSON Validation and select the JSON Schema tab.

2. ClickCreate New.

3. Enter the Name as “json_schema1”. You will use the name to select the schema file in

JSON detection profiles. No spaces.

4. ClickChoose File and select the JSON schema file that you want to import.

5. ClickSave.
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Configurations

Configuring a HTTP Virtual Server and referring WAF Profile
To Configure a L7 SLB Virtual Server:

1. Go to Server Load Balance > Virtual Server

2. ClickCreate New.

3. Fill the Name as “HTTP_VS1”.

4. Choose the Application as “HTTP(S)”.

5. Enter the IP address, Port and Interface based on your requirements.

6. Create a Real Server Pool and refer it in Real Server Pool.

7. ClickSave.
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Configurations

8. ClickEdit to display the configuration editor page.

9. Go to the Security page.

10. Choose the WAF Profile “waf1” we just created above in the WAF Profile.

11. ClickSave.
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Monitor

Monitor

You can use the FortiADC logs to verify that packet flow is working as expected.

Before reviewing the security logs, please enable the security log under Log & Report > Security Category >
WAF.

To check the security logs for Layer 7 HTTP virtual servers, go to Log & Report > Log Browsing > Security
Log > WAF.
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