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Introduction
FortiCache web caching is a form of object caching that accelerates web applications and web 
servers by reducing bandwidth usage, server load, and perceived latency.

About this document

This document contains the following sections:

• Introduction

• What’s New in v2.0 MR1

• FortiCache Concepts

• System Administration

• Web Caching and WAN Optimization

• FortiCache and WCCP

• User Authentication

• Logging
Fortinet Technologies Inc. Page 10 FortiCache v2.0 MR1 Administration Guide

http://www.fortinet.com/


What’s New in v2.0 MR1
This chapter lists some of the key changes and new features added to FortiCache version 2.0 
MR1.

Summary of enhancements

WAN Optimization support

FortiCache v2.0 MR1 introduces the ability to deliver high performance WAN Optimization, 
particularly suited to terminating connections from multiple FortiCache devices or between high 
throughput locations.

User authentication

FortiCache 2.0 MR1 introduces the ability to authenticate users onto the Cache via multiple 
methods including:

• Local user and Remote (RADIUS & LDAP) user authentication via captive portal

• Transparent NTLM and FSSO authentication for integration with Active Directory 

ICAP support

The Internet Content Adaptation Protocol (ICAP) is supported in this release. ICAP is a 
light-weight response/request protocol that allows the FortiCache unit to offload HTTP and 
HTTPS traffic to external servers for different kinds of processing. ICAP is often used for 
offloading UTM features such as virus scanning, DLP and web filtering but has many other 
applications.
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FortiCache Concepts
FortiCache web caching is a form of object caching that accelerates web applications and web 
servers by reducing bandwidth usage, server load, and perceived latency. Web caching 
supports caching of HTTP 1.0 and HTTP 1.1 web sites.

Web caching involves storing HTML pages, images, servlet responses and other web-based 
objects for later retrieval. These objects are stored in the web cache storage location defined by 
the config wanopt storage command. You can also go to System > Maintenance > Disk to 
view the storage locations on the FortiCache unit hard disks.

There are three significant advantages to using web caching to improve HTTP performance:

• reduced bandwidth consumption because fewer requests and responses go over the WAN 
or Internet

• reduced web server load because there are fewer requests for web servers to handle

• reduced latency because responses for cached requests are available from a local 
FortiCache unit instead of from across the WAN or Internet.

When enabled in a web caching policy, the FortiCache unit caches HTTP traffic processed by 
that policy. A web caching policy specifies the source and destination addresses and 
destination ports of the traffic to be cached. 

Web caching caches compressed and non-compressed versions of the same file separately. If 
the HTTP protocol considers the compressed and uncompressed versions of a file the same 
object, only the compressed or uncompressed file will be cached. 

You can also configure a FortiCache unit to operate as a Web Cache Communication Protocol 
(WCCP) client. WCCP provides the ability to offload web caching to one or more redundant web 
caching servers.

This chapter describes:

• Web caching topologies

• WCCP topologies

Web caching topologies

FortiCache web caching involves one or more FortiCache units installed between users and 
web servers. The FortiCache unit can operate in both Network Address Translator (NAT) and 
Transparent modes. The FortiCache unit intercepts web page requests accepted by web cache 
policies, requests web pages from the web servers, caches the web page contents, and returns 
the web page contents to the users. When the FortiCache unit intercepts subsequent requests 
for cached web pages, the FortiGate unit contacts the destination web server just to check for 
changes. 

Most commonly the topology uses a router to route HTTP traffic to be cached to one or more 
FortiCache units. Traffic that should not be cached bypasses the FortiCache units. This is a 
scalable topology that allows you to add more FortiCache units if usage increases.
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Figure 1: Web caching topology with web traffic routed to FortiCache units

You can also configure reverse proxy web-caching (Figure 2). In this configuration, users on the 
Internet browse to a web server installed behind a FortiCache unit. The FortiCache unit 
intercepts the web traffic (HTTP and HTTPS) and caches pages from the web server. Reverse 
proxy web caching on the FortiGate unit reduces the number of requests that the web server 
must handle, leaving it free to process new requests that it has not serviced before. Since all 
traffic is to be cached the FortiCache unit can be installed in Transparent mode directly between 
the web server and the Internet.
Fortinet Technologies Inc. Page 13 FortiCache v2.0 MR1 Administration Guide
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Figure 2: Reverse proxy web caching topology

The reverse proxy configuration can also include a router to route web traffic to a group of 
FortiCache units operating in Transparent Mode. This is also a scalable solution for reverse 
proxy web caching.
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Figure 3: Reverse proxy web caching topology with web traffic routed to FortiCache unit

When web objects and video are cached on the FortiCache hard disk, the FortiCache unit 
returns traffic back to client using cached object from cache storage. The clients do not 
connect directly to the server.

When web objects and video are not available in the FortiCache hard disk, the FortiCache unit 
forwards the request to original server. If the HTTP response indicates it is a cacheable object, 
the object is forwarded to cache storage and the HTTP request is served from cache storage. 
Any other HTTP request for the same object will be served from cache storage as well.

The FortiCache unit forwards HTTP responses that cannot be cached from the server back to 
the client that originated the HTTP request.

All non-HTTP traffic and HTTP traffic that is not cached by FortiCache will pass through the unit. 
HTTP traffic is not cached by the FortiCache unit if a web cache policy has not been added for 
it.
Fortinet Technologies Inc. Page 15 FortiCache v2.0 MR1 Administration Guide
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WCCP topologies

You can operate a FortiCache unit as a Web Cache Communication Protocol (WCCP) cache 
engine. As a cache engine, the FortiCache unit returns the required cached content to the client 
web browser. If the cache server does not have the required content, it accesses the content, 
caches it, and returns the content to the client web browser.

Figure 4: WCCP topology

WCCP is transparent to client web browsers. The web browsers do not have to be configured to 
use a web proxy.
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System Administration
This section introduces you to the system administration. This section contains the following 
topics:

• Working with system dashboards

• Network settings

• High Availability settings

• SNMP settings

• FortiGuard settings

• Administration settings

• Firmware maintenance

• Disk maintenance

Working with system dashboards

The dashboard provides a quick look at the FortiCache system status. It provides a way to 
access information about network activity and events, as well as configure basic system 
settings. The dashboard contains widgets that display information and provide access to 
various system functions. You can customize which widgets are available on the dashboard and 
how they operate. You can also create multiple dashboards with different widget configurations.

To access the default dashboard go to System > Dashboard > Status.
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Figure 5: FortiCache dashboard

Administrators must have read and write privileges for configuring dashboards as well as 
adding widgets to dashboards. 

This section describes:

• Managing dashboards

• System Information widget

• Unit Operation widget

• System Resources widget

• CLI Console widget

• Traffic History widget

• Storage widget

Your browser must support javascript to view the dashboard.
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Managing dashboards

Dashboards can be added, renamed, and edited, and widgets can be added to and removed 
from individual dashboards.

To add a new dashboard

1. Go to System > Dashboard > Status. 

2. Select Dashboard > Add Dashboard (located at the top of the dashboard screen).

Figure 6: Add a dashboard

3. Enter a name for the dashboard and select OK. 

4. Select the new dashboard and select Widget to begin adding widgets to the dashboard.

To add widgets to a dashboard

You can add widgets to any dashboard and customize the configuration of most widgets. You 
can add the same widget to a dashboard more than once and customize each instance of the 
widget in different ways for different functionality.

1. Go to System > Dashboard > Status.

2. Select a dashboard to add widgets to.

3. Select Widget (located at the top of the dashboard screen).

Figure 7: Add widgets

4. Select one or more widgets to add to the dashboard. The widgets are added as you select 
them.

5. Close the popup window.

6. Drag the widgets by their title bars to arrange them in the dashboard.

7. Optionally customize widgets by selecting Edit (the pencil icon). See also the following 
options.

You can also rename and delete dashboards.
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Figure 8: Widget title bar

To reset all dashboards to the factory default configuration

Use the following procedure to remove all of the dashboards that you have added and reset the 
widget configuration of the default dashboard.

1. Go to System > Dashboard > Status.

2. Select Dashboard > Reset Dashboards and select OK. 

System Information widget

The System Information widget displays general system information, such as the FortiCache 
unit serial number, firmware version, host name, and system time. You can use this widget to 
change the system time, host name, firmware, operation mode, and change the password of 
the current administrator. You can also use this widget to backup and restor the configuration 
and view current administrators.

Open/Close arrow Open or close the widget.

Widget Title The name of the widget.

History Select to show an expanded set of data. Not available for all widgets.

Enlarge Display information presented by the widget in a larger format. Not 
available for all widgets.

Detach Convert the widget into a popup window detached from the main 
browser window that you can scale a move independently of the 
dashboard.Not available for all widgets.

Edit (pencil icon) Select to change widget settings.

Refresh (refresh 
icon)

Select to refresh or update the information displayed by the widget.

Close (X icon) Remove the widget from the dashboard.
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http://www.fortinet.com/


Figure 9: System Information widget

Serial Number The serial number of the FortiCache unit. The serial number is specific to 
that unit and does not change with firmware upgrades.

Uptime The time in days, hours, and minutes since the FortiCache unit was 
started.

System Time The current date and time according to the FortiCache unit’s internal 
clock. When you select Change, you are redirected to the Time Settings 
page where you can change the unit’s system time. See “Configuring 
system time” on page 22.

HA Status The status of high availability within the cluster.

Standalone indicates the FortiCache unit is not operating in HA mode.

Active-Active indicate the FortiCache unit is operating in HA mode.

Select Configure, to change the HA configuration.

Host Name The host name of the current FortiCache unit. When you select Change, 
you are redirected to the Edit Host Name page. See “Changing the host 
name” on page 23.

Firmware Version The version of the firmware currently installed on the FortiCache unit. 
When you select Update, you are redirected to the Firmware 
Update/Downgrade page. See “Changing the firmware version” on 
page 23.

System 
Configuration

The date and time of the last configuration file backup. You can select 
Backup to back up the current configuration; when you select Backup, 
you are redirected to the Backup page. See “Backing up the 
configuration” on page 24.

If you want to restore a configuration file, select Restore to be redirected 
to the Restore page. See “Restoring your firmware configuration” on 
page 25.
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Configuring system time

Use the following options to change the FortiCache unit’s system time. Change the system time 
by selecting Change beside the system time field in the system information dashboard widget.

Figure 10:Configuring system time

Operation Mode The current operating mode of the FortiCache unit. A unit can operate in 
NAT mode or Transparent mode. Use this option to switch between NAT 
and Transparent mode. When you select Change, you are redirected to 
the Mode page.

Current 
Administrators

The number of administrators currently logged into the FortiCache unit.

Select Details to view more information about each administrator that is 
currently logged in.

Current User The name of the admin account that you have used to log into the 
FortiCache unit. If you are authenticated locally by password, not by PKI 
or remote authentication, you can select Change Password to change the 
password for this account. When you change the password, you are 
logged out and must log back in with the new password. 

System Time The current system date and time.

Refresh Update the display of the current system date and time.

Time Zone Select the FortiCache unit’s time zone.

Automatically 
adjust clock for 
daylight saving 
changes 

Select to automatically adjust the system clock when your time zone 
changes between daylight saving time and standard time. 

Set Time Select to set the system date and time to the values you set in the Hour, 
Minute, Second, Year, Month and Day fields.
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Changing the host name

The host name appears in the Host Name row, in the System Information widget, at the CLI 
prompt and is used as the SNMP system name. The default host name is the FortiCache unit’s 
serial number. Change the host name by selecting Change beside the host name field in the 
system information dashboard widget.

Figure 11:Edit the host name

Changing the firmware version

Administrators whose admin profiles permit maintenance read and write access can change the 
FortiCache unit’s firmware version. Firmware images can be installed from a number of sources 
including a local hard disk or the FortiGuard network. Firmware changes either upgrade to a 
newer version or revert to an earlier version.

You can also change the firmware image from System > Maintenance > Firmware.

Synchronize with 
NTP Server

Select to use a Network Time Protocol (NTP) server to automatically set 
the system date and time. You must specify the server and 
synchronization interval.

FortiCache units use NTP Version 4. No RFC is currently available for 
NTP version 4. The RCF for NTP Version 3 is RFC 1305. For more 
information about NTP see http://www.ntp.org.

Server Enter the IP address or domain name of an NTP server. To find an NTP 
server that you can use, see http://www.ntp.org.

Sync Interval Specify how often the unit should synchronize its time with the NTP 
server. For example, a setting of 1440 minutes causes the unit to 
synchronize its time once a day.

By installing an older firmware image, some system settings may be lost. You should always 
back up your configuration before changing the firmware image.
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Figure 12:Changing the firmware version

Backing up the configuration

Administrators can back up the FortiCache unit’s configuration file from the System Information 
widget. You can back up the firmware configuration file to a local computer, and also encrypt 
the configuration file for added security. 

You should always back up your configuration whenever you are: 

• restoring the unit back to factory defaults

• installing a patch release

• installing a new firmware image

• re-installing an earlier firmware image 

• rebooting the unit.

Upgrade From Select the firmware source from the drop down list of available sources. 

Firmware Version This appears only when Upgrade From is FortiGuard network. Select the 
firmware version from the drop-down list to choose the version you want 
to download from the FortiGuard network. 

If downgrading the firmware on the unit, select the check box beside 
Allow Firmware Downgrade. 

Upgrade File Browse to the location of the firmware image on your local hard disk. 

Allow Firmware 
Downgrade

Select to confirm the the installation of an older firmware image 
(downgrade). 

This field only displayed when attempting to downgrade firmware.

Upgrade Partition The number of the partition being updated. 

This field is available only if your FortiCache unit has more than one 
firmware partition.

Boot the New 
Firmware

By default, this is enabled. Select to disable the unit’s reboot process 
when installing a firmware image to a partition. 

This feature allows you to install a firmware image to a partition without 
the unit rebooting itself and making the firmware image the default 
firmware that is currently running. 

You need to register your unit with Customer Support to access firmware updates for your 
model. For more information, go to http://support.fortinet.com or contact Fortinet Customer 
Service & Support. 
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Figure 13:Back up the configuration

Restoring your firmware configuration

You can restore a configuration file that was backed up using the System Information widget. 
You can upload and restore a previously backed up configuration file. If the configuration file 
was encrypted, you will need the password used to encrypt the configuration file. 

Figure 14:Restore a firmware configuration

Monitoring administrators

You can view detailed information about each administrator that is logged into the FortiCache 
unit from the System Information widget. 

Local PC Select to back up the configuration file to a local management computer. 

Encrypt 
configuration file

Select to enable a password to the configuration file for added security. If 
you lose the password, the configuration file will not be accessible. 

Password Enter the password that will be used to restore the configuration file. 

Confirm Re-enter the password. 

Local PC Select to back up the configuration file to a local management computer. 

Encrypt 
configuration file

Select to enable a password to the configuration file for added security. If 
you lose the password, the configuration file will not be accessible. 

Password Enter the password that will be used to restore the configuration file. 

Confirm Re-enter the password. 
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Figure 15:Monitoring administrators

Changing the currently logged in administrator’s password

From within the System Information widget you can change your own admin account password.

Figure 16:Change current administrator password

Disconnect Select to disconnect the selected administrators. This is available only if 
your admin profile gives you System Configuration write permission. 

You cannot log off the default admin user.

Refresh Select to update the list.

Close Select to close the window.

User Name The administrator account name.

Type The type of access: http, https, jsconsole, sshv2.

From If Type is jsconsole, the value in From is N/A.

Otherwise, Type contains the administrator’s IP address.

Time The date and time the administrator logged on.

Administrator The name of the administrator account. 

Old Password Enter the password that you usually use to log in. 

New Password Enter the new password that you will be using to log in. 

Confirm Password Enter the new password again. 
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Unit Operation widget

The Unit Operation widget shows the FortiCache unit’s front panel and displays the status of the 
unit’s front panel network interfaces. If a network interface is green, that interface is connected. 
Pause the mouse pointer over the interface to view the status of the interface.

Figure 17:Interface status popup window

If you select Reboot or Shutdown, a pop-up window opens allowing you to enter the reason for 
the system event. Your reason will be added within the log message that is included in the 
event-system log.

Figure 18:Unit Operation widget

Powering off a FortiCache unit before shutting it down may corrupt its configuration. Use the 
shutdown options here or in the CLI to make sure that proper shutdown procedures are 
followed to prevent any loss of configuration.

 1 / 2 / 3 / 4 etc The network interfaces on the unit. The names and number of these 
interfaces vary by model. 

The icon below the interface name indicates its up/down status by color. 
Green indicates the interface is connected. Gray indicates there is no 
connection.

For more information about the configuration and status of an interface, 
pause the mouse over the icon for that interface. See Figure 17.

Reboot Select to shutdown and restart the unit. You will be prompted to enter a 
reason for the reboot that will be entered into the logs.

Shutdown Select to shutdown the unit. You will be prompted for confirmation, and 
also prompted to enter a reason for the shutdown that will be entered into 
the logs.
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System Resources widget

The System Resources widget displays the FortiCache unit’s percent CPU and memory usage. 
You can also view historical system usage graphs.

Figure 19:System Resources widget

Figure 20:System Resource History window

Edit Select the edit to customize the widget name. 

CPU Usage The CPU usage percent displayed graphically and in text.

Memory Usage The memory usage percent displayed graphically and in text.

History Select History to view graphs of CPU and memory usage and 
other system resources. See Figure 20.

Time Interval Select from the drop-down list, the period of time that the 
information will be displayed. 

Close Select to close the history window.
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CLI Console widget

The CLI Console widget allows you to access the FortiCache CLI from the Web-based 
Manager. This widget can also be customized, providing greater flexibility about how the CLI 
Console appears to administrators.

Figure 21:CLI console widget

The two controls located on the CLI Console widget title bar are Edit and Detach. 

• Detach moves the CLI Console widget into a pop-up window that you can resize and 
reposition. The two controls on the detached CLI Console are Customize and Attach. Attach 
moves the CLI console widget back to the dashboard’s page. 

• Edit or Customize allows you to change the appearance of the console by defining fonts and 
colors for the text and background. 

The console preferences window provides settings for modifying the CLI console widget’s 
appearance, font, and the option to include and external command input box.
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Figure 22:CLI console preferences window

Traffic History widget

The Traffic History widget shows the traffic on one selected interface over a specified time 
period, such as 30 minutes or 30 days. This feature can help you locate peaks in traffic that you 
need to address, as well as their frequency and duration. 

Preview A preview of your changes to the CLI Console’s appearance.

Text Select the current color swatch next to this label, then select a color from 
the color palette to the right to change the color of the text in the CLI 
Console.

Background Select the current color swatch next to this label, then select a color from 
the color palette to the right to change the color of the background in the 
CLI Console.

Use external 
command input 
box

Select to display a command input field below the normal console 
emulation area. When this option is enabled, you can enter commands by 
typing them into either the console emulation area or the external 
command input field.

Console buffer 
length

Enter the number of lines the console buffer keeps in memory. Valid 
numbers range from 20 to 9999.

Font Select a font from the list to change the display font of the CLI Console.

Size Select the size of the font. The default size is 10 points.

Reset Defaults Select to reset all values to their default values.
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Only one interface at a time can be monitored. By default, no interface is monitored. You can 
change the interface being monitored by selecting Edit. All traffic history data is cleared when 
you select Apply. 

If you want to expand your view of the information within the widget, select Enlarge in the title 
bar area. 

Figure 23:Traffic History widget

You can modify several default settings for this widget when you select the Edit icon in this 
widget’s title bar area. You must select OK to save the settings. 

Figure 24:Traffic History Settings window

Custom Widget 
Name

Enter a new name for the widget. This is optional. 

Select Network 
Interface

Select an interface (FortiCache unit’s interfaces) from the drop-down list. 
The interface you choose displays the traffic occurring on it. 

Enable Refresh Select to enable the information to refresh. 
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Storage widget

The Storage widget allows you to view the status of each disk currently installed on your 
FortiCache unit. The status includes how much space is used and how much free space is 
available. You can find out more detailed information about a disk’s status by going to 
System > Maintenance > Disk. The Storage page displays information regarding the disk’s 
health, RAID events, visual representation of the disk, and configuration of the management of 
the disk. The management configuration could be that three partitions have been configured, 
with one for firmware, another for logs. and the last for WAN Opt storage. For more information 
about disk management, see “Disk maintenance” on page 57. 

Figure 25:Storage widget

Network settings

The Network menu allows you to configure the unit to operate on the network. This menu 
provides features for configuring and viewing basic network settings, such as the unit’s 
interfaces, DNS options, and routing table.

Time Period 1 The time period for the first line chart. Enter a number in the first field, 
then select Hour(s), Minute(s) or Day(s) from the drop-down list beside the 
field. 

Use zero to disable the time period. 

Time Period 2 The time period for the second line chart. Enter a number in the first field, 
then select Hour(s), Minute(s) or Day(s) from the drop-down list beside the 
field. 

Use zero to disable the time period. 

Time Period 3 The time period for the third line chart. Enter a number in the first field, 
then select Hour(s), Minute(s) or Day(s) from the drop-down list beside the 
field. 

Use zero to disable the time period. 
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This section describes: 

• Interfaces

• DNS Settings

• Routing table (Transparent Mode)

Interfaces 

In System > Network > Interface, you can configure the interfaces that handle incoming and 
outgoing traffic.

Figure 26:Network interface screen

Unless stated otherwise, the term interface can refer to either a physical FortiCache interface or 
to a virtual FortiCache VLAN subinterface.

Create New Select to create a new interface.

Edit Modifies settings within the interface. When you select Edit, you are 
automatically redirected to the Edit Interface page. 

Delete Removes an interface from the list. 

To remove multiple interfaces from within the list, on the interface page, in 
each of the rows of the interfaces you want removed, select the check box 
and then select Delete. 

To remove all interfaces from the list, on the Interface page, select the 
check box in the check box column and then select Delete. 

Column Settings Select to change the columns of information that are displayed on the 
interface list. 

Name The names of the physical interfaces on your FortiCache unit. This includes 
any alias names that have been configured.

IP/Netmask The current IP address/netmask of the interface.

When IPv6 Support is enabled on the Web-based Manager, IPv6 addresses 
may be displayed in this column.

Access The administrative access configuration for the interface.

Administrative 
Status

The administrative status for the interface.

If the administrative status is a green arrow, the interface is up and can 
accept network traffic. If the administrative status is a red arrow, the 
interface is administratively down and cannot accept traffic. To change the 
administrative status of an interface, select the Edit icon to edit the 
interface and change the Administrative Status setting for the interface.
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Link Status The status of the interface physical connection. Link status can be either up 
or down. If link status is up there is an active physical connection between 
the physical interface and a network switch. If link status is down the 
interface is not connected to the network or there is a problem with the 
connection. You cannot change link status from the Web-based Manager.

Link status is only displayed for physical interfaces.

MTU The maximum number of bytes per transmission unit (MTU) for the 
interface. 

Mode Shows the addressing mode of the interface. The addressing mode can be 
manual, DHCP, or PPPoE.

Secondary IP Displays the secondary IP addresses added to the interface. 

Type The type of the interface. Valid types include:

• Physical - a physical network interface, including the modem interface

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref., and 
the Object Usage window appears displaying the various locations of the 
referenced object.
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Interface configuration and settings

Selecting Create New opens the New Interface page, which provides settings for configuring a 
new interface. Selecting an interface from the interface list opens the Edit Interface page. 

Figure 27:Create a new interface

Name Enter a name of the interface. Physical interface names cannot be 
changed.

Alias Enter an alternate name for a physical interface on the FortiCache unit. The 
alias can be a maximum of 25 characters. The alias name will not appears 
in logs. This field appears when editing an existing physical interface.

Link Status Indicates whether the interface is connected to a network (link status is Up) 
or not (link status is Down). This field appears when editing an existing 
physical interface.

Type Select the type of the interface you want to add from the drop-down list. 
The options include: VLAN, 802.3ad Aggregate, Redundant Interface, 
Loopback Interface, and Software Switch.

You cannot change the interface type except when adding a new interface.
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Physical 
Interface 
Members

This section has two different forms depending on the interface type: 

• Software switch interface - this section is a display-only field showing 
the interfaces that belong to the software switch virtual interface. 

• 802.3ad aggregate interface - this section includes available interface 
and selected interface lists to enable adding or removing interfaces from 
the interface. 

Available 
Interfaces

Select interfaces from this list to include in the grouped interface. Select the 
right arrow to add an interface to the grouped interface. 

Selected 
Interfaces

These interfaces are included in the interface. 

Select the left arrow to remove an interface from the grouped interface.

Addressing 
mode

The only addressing mode available on FortiCache units is Manual.

If IPv6 configuration is enabled you can add both a IPv4 and an IPv6 IP 
address.

IP/Netmask Enter an IPv4 address/subnet mask for the interface. FortiCache interfaces 
cannot have IP addresses on the same subnet.

IPv6 Address If IPv6 support is enabled on the Web-based Manager, enter an IPv6 
address/subnet mask for the interface. A single interface can have both an 
IPv4 and IPv6 address or just one or the other.

Enable one-arm 
sniffer

Available when editing a physical interface. Select to configure this 
interface to operate as a one-armed sniffer as part of configuring a 
FortiCache unit to operate as an IDS appliance by sniffing packets for 
attacks without actually receiving and otherwise processing the packets. 
Once the interface is enabled for sniffing you cannot use the interface for 
other traffic. You must add sniffer policies for the interface to actually sniff 
packets.

Enable explicit 
Web Proxy

Select to enable explicit web proxying on this interface. When enabled, this 
interface will be displayed on System > Network > Web Proxy under Listen 
on Interfaces and web traffic on this interface will be proxied according to 
the Web Proxy settings. 

This option is not available if Type is set to VLAN.

Override Default 
MTU Value

To change the MTU, select Override default MTU value (1 500) and enter 
the MTU size based on the addressing mode of the interface

• 68 to 1 500 bytes for static mode

• 576 to 1 500 bytes for DHCP mode

• 576 to 1 492 bytes for PPPoE mode

• larger frame sizes if supported by the FortiCache model

Only available on physical interfaces. Virtual interfaces associated with a 
physical interface inherit the physical interface MTU size.

Note: In Transparent mode, if you change the MTU of an interface, you 
must change the MTU of all interfaces to match the new MTU.

This option is not available if Type is set to VLAN or Loopback Interface.

Administrative 
Access

Select the types of administrative access permitted for IPv4 connections to 
this interface.
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DNS Settings

Several FortiCache functions use DNS, including alert email. You can specify the IP addresses 
of the DNS servers to which your unit connects. DNS server IP addresses are usually supplied 
by your ISP. To configure DNS settings select System > Network > Options.

Figure 28:Networking Options page

HTTPS Allow secure HTTPS connections to the web-based manager through this 
interface.

PING Interface responds to pings. Use this setting to verify your installation and 
for testing.

HTTP Allow HTTP connections to the web-based manager through this interface. 
HTTP connections are not secure and can be intercepted by a third party.

SSH Allow SSH connections to the CLI through this interface.

SNMP Allow a remote SNMP manager to request SNMP information by 
connecting to this interface. 

TELNET Allow Telnet connections to the CLI through this interface. Telnet 
connections are not secure and can be intercepted by a third party.

Secondary IP 
Address

Add additional IPv4 addresses to this interface. Select the Expand Arrow to 
expand or hide the section.

Comments Enter a description up to 63 characters to describe the interface.

Administrative 
Status

Select either Up (green arrow) or Down (red arrow) as the status of this 
interface. 

• Up indicates the interface is active and can accept network traffic.

• Down indicates the interface is not active and cannot accept traffic.

Primary DNS Server Enter the primary DNS server IP address.

Secondary DNS Server Enter the secondary DNS server IP address.

Local Domain Name Enter the domain name to append to addresses with no domain 
portion when performing DNS lookups.
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Routing table (Transparent Mode)

If the unit is operating in Transparent mode, you can go to System > Network > Routing Table to 
add static routes to control the flow of traffic through the unit.

Figure 29:Static Route Table

In NAT/Route mode, the static routing table is located at System > Routing > Static Route.

Create New Creates a new Transparent mode static route. When you select 
Create New, you are automatically redirected to the New Static Route 
page. 

Edit Modifies settings within the static route. When you select Edit, you are 
automatically redirected to the Edit Static Route page. 

Delete Removes a static route from the list. 

To remove multiple static routes from within the list, on the Static Route 
page, in each of the rows of the routes you want removed, select the check 
box and then select Delete. 

To remove all static routes from the list, on the Static Route page, select the 
check box in the check box column and then select Delete. 

Column Settings Select to add, remove, or change the order of information columns. By 
default, the Priority and Distance columns are not displayed.

IP/Mask The destination IP addresses and network masks of packets that the 
FortiCache unit intercepts.

Gateway The IP addresses of the next-hop routers to which intercepted packets are 
forwarded.

Device The names of the FortiCache interfaces through which intercepted packets 
are received and sent.

Destination IP 
/Mask

The destination IP address and netmask of the packets that the unit 
intercepts. 

Priority A number for the priority of the static route. 

Distance The administrative distances associated with each route. The values 
represent distances to next-hop routers. 

Comment A description of the route.
Fortinet Technologies Inc. Page 38 FortiCache v2.0 MR1 Administration Guide

http://www.fortinet.com/


Adding a static route

Selecting Create New opens the New Static Route page, which provides settings for configuring 
a new static route. Selecting a route from the route list opens the Edit Static Route page.

Figure 30:New Static Route window

Config settings

This menu provides features for configuring and viewing advanced network settings, such as 
High Availability cluster and interface settings, SNMPv1/v2.v3, and FortiGuard Web Filtering 
settings.

Destination 
IP/Netmask

Enter the IP address and netmask of the new static route. To create a default 
route, set the IP and netmask to 0.0.0.0.

Device Select the interface through which intercepted packets are received and sent. 

Gateway Enter the gateway IP address for those packets that you intend the unit to 
intercept. 

Comment Enter a description up to 63 characters to describe the new interface.

Advanced Select to show the options Priority and Distance.

Priority Enter a number for the priority of the static route. 

Distance Enter the number that represents the distances to the next-hop routers.

The administrative distance allows you to weight one route to be preferred 
over another. This is useful when one route is unreliable. For example, if route 
A has an administrative distance of 10 and route B has an administrative 
distance of 30, the preferred route is route A with the smaller administrative 
distance of 10. If you discover that route A is unreliable, you can change the 
administrative distance for route A from 10 to 40, which will make the route B 
the preferred route. 
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This section describes:

• High Availability settings

• SNMP settings

• FortiGuard settings

High Availability settings

FortiCache high availability (HA) provides a system management solution which synchronizes 
configuration changes among the clustering members. You can fine tune the performance of the 
HA cluster to change how a cluster forms and shares information among clustering members.

The HA heartbeat keeps cluster units communicating with each other. The heartbeat consists of 
hello packets that are sent at regular intervals by the heartbeat interface of all cluster units. 
These hello packets describe the state of the cluster unit and are used by other cluster units to 
keep all cluster units synchronized.

HA heartbeat packets are non-TCP packets that use Ethertype values 0x8890, 0x8891, and 
0x8890. The default time interval between HA heartbeats is 200 ms.

Your FortiCache can be configured as a Standalone unit or you can pair multiple FortiCache 
devices in an Active-Active HA cluster for load balancing and failover protection. To configure 
HA and cluster settings select System > Config > HA.

If the device is already operating in HA mode, go to System > Config >HA to display the cluster 
member list.

Figure 31:Configuring High Availability
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SNMP settings

The Simple Network Management Protocol (SNMP) allows you to monitor hardware on your 
network. You can configure the hardware, such as the FortiCache SNMP agent, to report 
system information and traps. SNMP traps alert you to events that happen, such as a log disk is 
full, or a virus was detected. 

These traps are sent to the SNMP managers. An SNMP manager (or host) is typically a 
computer running an application that can read the incoming traps and event messages from the 
agent and send out SNMP queries to the SNMP agents. A FortiManager unit can act as an 
SNMP manager to one or more FortiCache units. 

When using SNMP, you must also ensure you had added the correct MIB files to the unit, 
regardless of whether or not your SNMP manager already includes standard and private MIBs in 
a compiled database, ready to use. An MIB is a text file that describes a list of SNMP data 
objects used by the SNMP manager. The required files are Fortinet and FortiCache 
Management Information Base (MIB). The Fortinet MIB contains traps, fields, and information 
that is common to all Fortinet products. The FortiCache MIB contains traps, fields, and 
information that is specific to FortiCache units. Each Fortinet product has its own MIB – if you 
use other Fortinet products, you need to download their MIB files as well.

The Fortinet and FortiCache MIB files are available for download on the Fortinet Customer 
Support site. 

Mode Enter the mode. Select Standalone or Active-Active from the drop down 
menu.

Device Priority You can set a different device priority to each cluster member to control 
the order in which cluster units become the primary unit when the 
primary unit fails. The device with the highest device priority becomes 
the primary unit.

Cluster Settings Group Name: Use the group name to identify the cluster.

Password: Enter a password to identify the HA cluster. The maximum 
password length is 15 characters. The password must be the same for 
all cluster FortiCache units before the FortiCache units can form the HA 
cluster. 

The default is no password. When the cluster is operating, you can add 
a password, if required. Two clusters on the same network must have 
different passwords.

Heartbeat Interface: Select to enable or disable the HA heartbeat 
communication for each interface in the cluster, and set the heartbeat 
interface priority. The heartbeat interface with the highest priority 
processes all heartbeat traffic. You must select at least one heartbeat 
interface. If heartbeat communication is interrupted, the cluster stops 
processing traffic.

The heartbeat constantly communicates the HA status and 
synchronizes information to make sure that the cluster is operating 
properly. Select the heartbeat interface to enable, and set the Heartbeat 
Interface priority. If the interface functioning as the heartbeat fails, the 
heartbeat is transferred to another interface configured as an Heartbeat 
interface.
Fortinet Technologies Inc. Page 41 FortiCache v2.0 MR1 Administration Guide

http://www.fortinet.com/


The FortiCache SNMP implementation is read-only. SNMP v1, v2c, and v3 compliant SNMP 
managers have read-only access to FortiCache system information through queries, and can 
receive trap messages from the unit. 

The FortiCache SNMP v3 implementation includes support for queries, traps, authentication, 
and privacy. Authentication and encryption are configured in the CLI.

SNMP configuration settings

Before a remote SNMP manager can connect to the FortiCache agent, you must configure one 
or more FortiCache interfaces to accept SNMP connections. Interfaces are configured in 
System > Network > Interface, see “Interfaces” on page 33.

The following are SNMP configuration settings in System > Config > SNMP.

You need to use the new MIBs for FortiOS v4.0 or you may be accessing the wrong traps and 
fields. In FortiOS v4.0 MR3, only v4.0 OIDs are supported.

For security reasons it is recommended that neither “public” or “private” be used for SNMP 
community names.

When the unit is in virtual domain mode, SNMP traps can only be sent on interfaces in the 
management virtual domain. Traps cannot be sent over other interfaces.

If you want to allow SNMP access on an interface, you must go to 
System > Network > Interface, and within the interface that you want the SNMP manager to 
connect to, select SNMP in Administrative Access. Make sure to select OK to save the 
changes.
Fortinet Technologies Inc. Page 42 FortiCache v2.0 MR1 Administration Guide

http://www.fortinet.com/


Figure 32:SNMP communities

SNMP Agent Enables the FortiCache SNMP agent.

Description Enter descriptive information about the unit. The description can be up to 
35 characters long.

Location Enter the physical location of the unit. The system location description can 
be up to 35 characters long.

Contact Enter the contact information for the person responsible for this unit. The 
contact information can be up to 35 characters.

Apply Saves changes made to the description, location, and contact information.

SNMP v1/v2c section 

Lists the communities for SNMP v1/v2c. From within this section you can create, edit or 
remove SNMP communities. 

Create New Creates a new SNMP community. When you select Create New, you are 
automatically redirected to the New SNMP Community page. See “New 
SNMP Community page” on page 45. 

Edit Modifies settings within an SNMP community. When you select Edit, you 
are automatically redirected to the Edit SNMP Community page. 

Delete Removes an SNMP community from the list. 

Community 
Name

The name of the community. 

Queries Indicates whether queries protocols (v1 and v2c) are enabled or disabled. A 
green checkmark indicates queries are enabled; a gray x indicates queries 
are disabled. If one query is disabled and another one enabled, there will 
still be a green checkmark. 
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Manage SNMP Communities

Selecting Create New on the SNMP v1/v2c table opens the New SNMP Community page, 
which provides settings for configuring a new SNMP community. Selecting a community from 
the list opens the Edit SNMP Community page. 

Traps Indicates whether trap protocols (v1 and v2c) are enabled or disabled. A 
green checkmark indicates traps are enabled; a gray x indicates traps are 
disabled. If one query is disabled and another one enabled, there will still 
be a green checkmark. 

Enable Select the check box to enable or disable the community. 

SNMP v3 section 

Lists the SNMPv3 users. From within this section, you can edit, create or remove an SNMPv3 
user. 

Create New Creates a new SNMPv3 user. When you select Create New, you are 
automatically redirected the Create New SNMPv3 User page. See “Create 
New SNMP V3 User” on page 47.

Edit Modifies settings within the SNMPv3 user. When you select Edit, you are 
automatically redirected to the Edit SNMPv3 User page. 

Delete Removes an SNMPv3 user from the page. 

To remove multiple SNMPv3 users from within the list, in the SNMPv3 
section of the page, in each of the rows of users you want removed, select 
the check box and then select Delete. 

To remove all SNMPv3 users from the list, in the SNMPv3 section of the 
page, select the check box in the check box column and then select 
Delete.

User Name The name of the SNMPv3 user. 

Security Level The security level of the user. 

Notification Host The IP address or addresses of the host. 

Queries Indicates whether queries are enabled or disabled. A green checkmark 
indicates queries are enabled; a gray x indicates queries are disabled.
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Figure 33:New SNMP Community page

New SNMP Community page

Provides settings for configuring a new SNMP community for either SNMPv1 or v2c. 

Community 
Name

Enter a name to identify the SNMP community.

Hosts (section)

Provides settings for configuring the hosts of an SNMP community.
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IP Address Enter the IP address and Identify the SNMP managers that can use the 
settings in this SNMP community to monitor the unit.

You can also set the IP address to 0.0.0.0 to so that any SNMP manager can 
use this SNMP community.

Interface Optionally select the name of the interface that this SNMP manager uses to 
connect to the unit. You only have to select the interface if the SNMP manager 
is not on the same subnet as the unit. This can occur if the SNMP manager is 
on the Internet or behind a router.

Delete Removes an SNMP manager from the list within the Hosts section. 

Add Select to add a blank line to the Hosts list. You can add up to eight SNMP 
managers to a single community. 

Queries (section)

Provides settings for configuring ports for both v1 and v2c. 

Protocol The SNMP protocol. In the v1 row, this means that the settings are for SNMP 
v1. In the v2c row, this means that the settings are for SNMP v2c. 

Port Enter the port number (161 by default) that the SNMP managers in this 
community use for SNMP v1 and SNMP v2c queries to receive configuration 
information from the unit. Select the Enable check box to activate queries for 
each SNMP version.

The SNMP client software and the unit must use the same port for queries.

Enable Select to enable that SNMP protocol 

Traps (section)

Provides settings for configuring local and remote ports for both v1 and v2c. 

Protocol The SNMP protocol. In the v1 row, this means that the settings are for SNMP 
v1. In the v2c row, this means that the settings are for SNMP v2c. 

Local Enter the remote port numbers (port 162 for each by default) that the unit uses 
to send SNMP v1 or SNMP v2c traps to the SNMP managers in this 
community. Select the Enable check box to activate traps for each SNMP 
version.

The SNMP client software and the unit must use the same port for traps.

Remote Enter the remote port number (port 162 is default) that the unit uses to send 
SNMP v1 or v2c traps to the SNMP managers in this community. 

The SNMP client software and the unit must use the same port for queries.

Enable Select to activate traps for each SNMP version. 
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Adding a new SNMP V3 User

Selecting Create New on the SNMP v3 table opens the Create New SNMP V3 User page, which 
provides settings for configuring a new SNMP v3 user. Selecting a user name from the route list 
opens the Edit SNMP V3 User page.

Figure 34:Create New SNMPv3 User

SNMP Event Enable each SNMP event for which the unit should send traps to the SNMP 
managers in this community.

• CPU Overusage traps sensitivity is slightly reduced, by spreading values 
out over 8 polling cycles. This prevents sharp spikes due to CPU intensive 
short-term events such as changing a policy.

• Power Supply Failure event trap is available only on some models.

• AMC interfaces enter bypass mode event trap is available only on models 
that support AMC modules.

Enable Select to enable the SNMP event. 

Create New SNMP V3 User

Provides settings for configuring a new SNMP v3 user. 

User Name Enter the name of the user. 
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FortiGuard settings

To view and configure FortiGuard connections, go to System > Config > FortiGuard.

The FortiGuard Distributed Network page provides information and configuration settings for 
FortiGuard subscription services. For more information about FortiGuard services, see the 
FortiGuard Center web page.

Figure 35:FortiGuard settings page

Security Level Select the type of security level the user will have. 

Notification 
Host

Enter the IP address of the notification host. If you want to add more than 
one host, after entering the IP address of the first host, select the plus sign to 
add another host. 

Enable Query Select to enable or disable the query. By default, the query is enabled. 

Port Enter the port number in the field. 

Events Select the SNMP events that will be associated with that user. 

Support Contract The availability or status of your unit’s support contract. The status 
displays can be either Unreachable, Not Registered or Valid Contract.

FortiGuard 
Subscription Services

The availability or status of your FortiGuard subscription services. The 
status displays can be either Unreachable, Not Registered or Valid 
Contract.

Web Filtering Options Select the Expand Arrow to expand or hide the section. 

Enable webfilter 
cache

Enable or disable the webfilter cache.
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Administration settings

The Admin menu provides settings for configuring administrators and their profiles, as well as 
basic administrative settings such as changing the default language. 

This section describes: 

• Administrators

• Admin profiles

• Administrator settings

Administrators

Administrators are configured in System > Admin > Administrators. There is already a default 
administrator account on the unit named admin that uses the super_admin administrator profile.

You need to use the default ”admin” account, an account with the super_admin admin profile, 
or an administrator with read-write access control to add new administrator accounts and 
control their permission levels. If you log in with an administrator account that does not have the 
super_admin admin profile, the administrators list will show only the administrators for the 
current virtual domain.

The Administrators page lists the default super-admin administrator account, and all 
administrator accounts that you have created.

Figure 36:Administrators page

TTL The Time To Live value. This is the number of seconds the FortiCache 
unit will store a blocked IP or URL locally, saving time and network 
access traffic, checking the FortiGuard server. Once the TTL has 
expired, the FortiCache unit will contact an FDN server to verify a web 
address. The TTL must be between 300 and 86400 seconds.

Port Selection Select the port assignments for contacting the FortiGuard servers. 
Select the Test Availability button to verify the connection using the 
selected port.

To have a URL's 
category rating 
re-evaluated...

Select to re-evaluate a URL’s category rating on the FortiGuard Web 
Filter service.

Always end your FortiCache session by logging out, regardless of whether you are in the CLI or 
the Web-based Manager. If you do not log out, the session remains open.
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Adding a new administrator

Select Create New to open the New Administrator page. It provides settings for configuring an 
administrator account. When you are configuring an administrator account, you can enable 
authentication for an admin from an LDAP, RADIUS or local server. 

Create New Creates a new administrator account. When you select Create New, 
you are automatically redirected to the New Administrator page. 

Edit Modifies settings within an administrator’s account. When you select 
Edit, you are automatically redirected to the Edit Administrator page. 

Delete Removes an administrator account from the list on the page. 

You cannot delete the original admin account until you create another 
user with the super_admin profile, log out of the “admin” account, and 
log in with the alternate user that has the super_admin profile.

To remove multiple administrator accounts from within the list, on the 
Administrator page, in each of the rows of accounts you want 
removed, select the check box and then select Delete. 

To remove all administrator accounts from within the list, on the 
Administrator page, select the check box in the check box column and 
then select Delete. 

Change Password Changes the password for the administrator account. 

Name The login name for an administrator account. 

Trusted Hosts The IP address and netmask of trusted hosts from which the 
administrator can log in. 

Profile The admin profile for the administrator.

Type The type of authentication for this administrator, one of:

Local Authentication of an account with a local password stored on the 
FortiCache unit.

Remote Authentication of a specific account on a RADIUS, LDAP, or TACACS+ 
server.

Remote+Wildcard Authentication of any account on an LDAP, RADIUS, or TACACS+ 
server.

PKI PKI-based certificate authentication of an account.

Two-factor 
authentication

Indicates if the administrator has two-factor authentication or not. A 
green check mark indicates that the administrator has two-factor 
authentication enabled. A gray x indicates that the administrator does 
not have two-factor authentication enabled on it, or it is disabled. 
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Figure 37:New Administrator page

Administrator Enter the login name for the administrator account. 

The name of the administrator should not contain the characters <>()#"'. 
Using these characters in the administrator account name can result in a cross 
site scripting (XSS) vulnerability.

Type Select the type of administrator account:

Regular Select to create a Local administrator account. For more information, see 
“Regular (password) authentication for administrators” on page 52.

Remote Select to authenticate the administrator using a RADIUS, LDAP, or TACACS+ 
server. Server authentication for administrators must be configured first. 

PKI Select to enable certificate-based authentication for the administrator. Only 
one administrator can be logged in with PKI authentication enabled. 

User Group Select the administrator user group that includes the Remote server/PKI (peer) 
users as members of the User Group. The administrator user group cannot be 
deleted once the group is selected for authentication.

This is available only if Type is Remote or PKI.

Wildcard Select to allow all accounts on the RADIUS, LDAP, or TACACS+ server to be 
administrators.

Password Enter a password for the administrator account. For improved security, the 
password should be at least 6 characters long.

This is not available if Wildcard is selected or when Type is PKI.

Confirm 
Password

Type the password for the administrator account a second time to confirm that 
you have typed it correctly.

This is not available if Wildcard is selected or when PKI authentication is 
selected.
Fortinet Technologies Inc. Page 51 FortiCache v2.0 MR1 Administration Guide

http://www.fortinet.com/


Regular (password) authentication for administrators

You can use a password stored on the local unit to authenticate an administrator. When you 
select Regular for Type, you will see Local as the entry in the Type column when you view the list 
of administrators. 

If you forget or lose an administrator account password and cannot log in to your unit, see the 
Fortinet Knowledge Base article Recovering a lost FortiGate administrator account passwords.

See also:

• Changing the currently logged in administrator’s password

• Admin profile configuration settings

Using trusted hosts

Setting trusted hosts for all of your administrators increases the security of your network by 
further restricting administrative access. In addition to knowing the password, an administrator 
must connect only through the subnet or subnets you specify. You can even restrict an 
administrator to a single IP address if you define only one trusted host IP address with a 
netmask of 255.255.255.255.

When you set trusted hosts for all administrators, the unit does not respond to administrative 
access attempts from any other hosts. This provides the highest security. If you leave even one 
administrator unrestricted, the unit accepts administrative access attempts on any interface 
that has administrative access enabled, potentially exposing the unit to attempts to gain 
unauthorized access.

The trusted hosts you define apply to the web-based manager, Ping, SNMP, and the CLI when 
accessed through Telnet or SSH. CLI access through the console port is not affected.

The trusted host addresses all default to 0.0.0.0/0.0.0.0 for IPv4, or ::/0 for IPv6. If you set one 
of the zero addresses to a non-zero address, the other zero addresses will be ignored. The only 
way to use a wildcard entry is to leave the trusted hosts at 0.0.0.0/0.0.0.0 or ::0. However, this 
configuration is less secure.

Admin profiles

Each administrator account belongs to an admin profile. The admin profile separates 
FortiCache features into access control categories for which an administrator with read/write 
access can enable none (deny), read only, or read/write access. 

Trusted Host 
#1
Trusted Host 
#2
Trusted Host 
#3

Enter the trusted host IP address and netmask this administrator login is 
restricted to on the FortiCache unit. You can specify up to three trusted hosts. 
These addresses all default to 0.0.0.0/0 or 0.0.0.0/0.0.0.0.

For more information, see “Using trusted hosts” on page 52.

IPv6 Trusted 
Host #1
IPv6 Trusted 
Host #2
IPv6 Trusted 
Host #3

Enter the trusted host IPv6 address and netmask this administrator login is 
restricted to on the FortiCache unit. You can specify up to three trusted hosts. 
These addresses all default to ::/0.

For more information, see “Using trusted hosts” on page 52.

Admin Profile Select the admin profile for the administrator. You can also select Create New 
to create a new admin profile. For more information on admin profiles, see 
“Admin profiles” on page 52.
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Read-only access for a web-based manager page enables the administrator to view that page. 
However, the administrator needs write access to change the settings on the page.

The admin profile has a similar effect on administrator access to CLI commands. You can 
access get and show commands with Read Only access. Access to config commands 
requires Read-Write access.

When an administrator has read-only access to a feature, the administrator can access the 
web-based manager page for that feature but cannot make changes to the configuration. There 
are no Create or Apply buttons and lists display only the View icon instead of icons for Edit, 
Delete or other modification commands.

You need to use the admin account or an account with read/write access to create or edit admin 
profiles. 

Admin profile configuration settings

The Admin Profile page lists all administration profiles that you created as well as the default 
admin profiles. On this page, you can edit, delete or create a new admin profile. You can edit an 
existing admin profile, either a default admin profile or one that you created. 

The following are administrator profile configuration settings in 
System > Admin > Admin Profile, shown in Figure 38.

Figure 38:Admin Profile page

Adding an administrator profile

Select Create New to open the New Admin Profile page. It provides settings for configuring an 
administrator profile. When you are editing an existing admin profile, you are automatically 
redirected to the Edit Admin Profile page.

Create New Creates a new profile. When you select Create New, you are automatically 
redirected to the New Admin Profile page. 

Edit Modifies settings within an admin profile. When you select Edit, you are 
automatically redirected to the Edit Admin Profile page. 

Delete Removes the admin profile from the list on the page. 

You cannot delete an admin profile that has administrators assigned to it.

To remove multiple admin profiles from within the list, on the Admin Profile 
page, in each of the rows of profiles you want removed, select the check box 
and then select Delete. 

To remove all admin profiles from the list, on the Admin Profile page, select the 
check box in the check box column and then select Delete. 

Profile Name The name of the admin profile.
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Figure 39:New Admin Profile

Profile Name Enter a name for the new admin profile.

Access Control List of the items that can customize access control settings if configured.

None Deny access to all Access Control categories.

Read Only Enable Read access in all Access Control categories.

Read-Write Select to allow read/write access in all Access Control categories.

Access Control 
(categories)

Make specific access control selections as required.

• System Configuration

• Network Configuration

• Admin Users

• Router Configuration

• WAN Opt & Cache
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Administrator settings

Use admin settings, found at System > Admin > Settings, to configure general settings for web 
administration access, password policies, idle timeout settings, and display settings.

Figure 40:Administrator Settings page

Administration Settings

HTTP TCP port to be used for administrative HTTP access. The default is 80

HTTPS TCP port to be used for administrative HTTPS access. The default is 
443. 

Telnet Port TCP port to be used for administrative telnet access. The default is 23. 

SSH Port TCP port to be used for administrative SSH access. The default is 22. 

Idle Timeout Change the time after which the Web-based Manager logs out idle 
system administration settings.

Password Policy section

Minimum Length Set the minimum acceptable length for passwords. 
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Maintenance options

The Maintenance menu provides settings for firmware management, viewing and configuring 
disk management, and related features. 

This section describes: 

• Firmware maintenance

• Disk configuration

• Disk configuration

Firmware maintenance

Selecting System > Maintenance > Firmware directs the user to the Firmware 
Upgrade/Downgrade page. For information on changing the firmware, see “Changing the 
firmware version” on page 23.

Must contain Select to enable special character types, upper or lower case letters, 
or numerical digits. 

Enter information for one or all of the following. Each selected type 
must occur at least once in the password.

• Upper Case Letters — A, B, C, ... Z

• Lower Case Letters — a, b, c, ... z

• Numerical digits — 0, 1, 2, 3, 4, 5, 6, 7 8, 9

• Non-alphanumeric Letters — punctuation marks, @,#, ... %

Apply Password 
Policy to

Select where to apply the password policy:

• Admin Password — Apply to administrator passwords. If any 
password does not conform to the policy, require that administrator 
to change the password at the next login.

• IPsec Preshared Key — Apply to IPsec preshared keys.

Enable Password 
Expiration

Require administrators to change password after a specified number 
of days. 

View Settings

Language The language the Web-based Manager uses. Choose from English, 
Simplified Chinese, Japanese, Korean, Spanish, Traditional Chinese 
French or Portuguese.

You should select the language that the operating system of the 
management computer uses.

Lines per Page Number of lines per page to display in table lists. The default is 50. 
Range is from 20 - 1000.

Display Options on GUI

ICAP Select to display ICAP under the WAN Opt. & Cache menu pane.
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Figure 41:Firmware Upgrade/Downgrade page

Disk maintenance

You can view the status of each available FortiCache hard disk from 
System > Maintenance > Disk. This page allows you to view the amount of storage space that is 
currently left as well as what has been stored on and how much storage space that data is 
taking up. You can also view detailed information about that storage space for logging and 
archiving and for web caching.

The Disk menu also provides information about quota usage, for each of the above features. 
The Disk menu appears only on models with multiple disks.

The Disk page displays the detailed information about the status of each disk and how each 
disk is managing the storage of the information on the disk. You can view the storage of 
information for each feature in the Disk Management section of this page. 

The Disk Status section displays a pie chart explaining the storage space on the disk. There is a 
pie chart for each disk currently installed on that unit. 

The Disk Management section provides detailed information about how much disk space is 
used, free space that is available, and quota usage. 

Figure 42:Disk Maintenance page

Disk Status

# The order of the disk within the list. 

Name The name of the disk, such as internal. 
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Disk configuration

When possible, performance can be improved by logging to a disk that is not used for caching. 
A disk can be reserved for logging by setting the Quota storage setting to 0 MB.

Figure 43:Disk Quota settings

Figure 43 shows the Quota settings for the Logging and Arc

Total The total amount of disk space available on that disk. 

Used The total amount of space that is already used on the disk. 

Free The total amount of space that is available for storage. You can select Format 
to format the disk; however, formatting the disk will remove all data from the 
disk. 

Format Select to format the disk. If you decide to format the disk, all current data is 
lost, and the FortiCache unit reboots.

Disk Management

Feature The feature that will be storing information on the disk.

Storage 
Size

The size of the storage space on the disk. 

Allocated The amount of space that is allowed for storage of a feature. 

Used The current amount of space that has been used to store information of a 
feature. 

Quota 
Usage

The quota amount that is currently being used. This number is in percent. If 
there is no quota being used, the number is 100 percent. 

Edit Modifies the current amount of space that is being used. When you select Edit, 
a window appears to change the settings of the feature.

For optimal performance, avoid allowing the disks used for caching from reaching 100% 
capacity. This can be achieved by limiting the cache file size to 70% of the total disk capacity.
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Figure 44:Disk storage settings

Figure 44 shows an example of a system with six one terabyte disks. Disks 1 to 5 have 70% of 
their space allocated for caching, and disk 6 has no space allocated for caching and is thus 
reserved for logging.
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Web Caching and WAN Optimization
You can use web caching to cache web pages from any web server. All traffic between a client 
network and one or more web servers is then intercepted by a web cache policy. This policy 
causes the FortiCache unit to cache pages from the web servers on the FortiCache unit and 
makes the cached pages available to users on the client network. Web caching can be 
configured for standard and reverse web caching.

In a standard web caching configuration, the FortiCache unit caches pages for users on a client 
network. A router sends HTTP traffic to be cached to the FortiCache unit. 

You can also create a reverse proxy web caching configuration where the FortiCache unit is 
dedicated to providing web caching for a single web server or server farm. In this second 
configuration, the one or more FortiCache units can be installed between the server network 
and the WAN or Internet or traffic to be cached can be routed to the FortiCache units.

You can add WAN Optimization to improve traffic performance and efficiency as it crosses the 
WAN.

FortiCache WAN optimization consists of a number of techniques that you can apply to improve 
the efficiency of communication across your WAN. These techniques include protocol 
optimization, byte caching, SSL offloading, and secure tunnelling.

Protocol optimization can improve the efficiency of traffic that uses the CIFS, FTP, HTTP, or 
MAPI protocol, as well as general TCP traffic. Byte caching caches files and other data on 
FortiCache units to reduce the amount of data transmitted across the WAN. Web caching stores 
web pages on FortiCache units to reduce latency and delays between the WAN and web 
servers. SSL offloading offloads SSL decryption and encryption from web servers onto 
FortiCache SSL acceleration hardware. Secure tunnelling secures traffic as it crosses the WAN.

You can apply different combinations of these WAN optimization techniques to a single traffic 
stream depending on the traffic type. For example, you can apply byte caching and secure 
tunneling to any TCP traffic. For HTTP and HTTPS traffic, you can also apply protocol 
optimization and web caching.

This chapter describes:

• Web cache policies

• Web cache addresses

• Web cache services

• Web filters

• WAN Optimization Peer

• Internet Content Adaptation Protocol (ICAP)

• Protocol options

• Web proxies

• Exempting web sites from web caching

• Monitoring web caching performance

• Changing web cache settings
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Web cache policies

The policy list displays web cache policies in their order of matching precedence. Web cache 
policy order affects policy matching. For details about arranging policies in the policy list, see 
“How list order affects policy matching” on page 62 and “Moving a policy to a different position 
in the policy list” on page 66.

You add web cache policies that match HTTP traffic to be cached according to source and 
destination addresses, and the destination port of the traffic.

To view the policy list, go to WAN Opt. & Cache > Policy > Policy.

Figure 45:Web cache policy list

Create New Add a new policy or section title. New policies and sections are added to 
the bottom of the list. See “Adding a policy” on page 62.

Edit Edit a policy.

Delete Delete one or more policies.

To remove multiple policies from within the list, in each of the rows of the 
policies you want removed, select the check box and then select Delete. 

To remove all policies from the list, select the check box in the check box 
column and then select Delete. 

Move To Move the corresponding policy before or after another policy on the list. For 
more information, see “How list order affects policy matching” on page 62 
and “Moving a policy to a different position in the policy list” on page 66.

Insert Add a new policy above the corresponding policy (the New policy screen 
appears; see Figure 46). 

Filter Settings Select to filter the information on the page. Filters appears automatically 
after selecting Filter Settings, below the column headings. Use to configure 
filter settings. 

Note: Filter Settings configures all filter settings. Filter icons are used to 
configure filter settings within that column. 

To apply a filter setting, select Filter Settings, then select the plus sign 
beside Add new filter, and then select and enter the information required. 
Repeat to add other filter settings. 

To modify an existing filter’s settings, select Change beside the setting and 
edit the settings. 

To use a filter icon to configure filter settings within a column, select the 
filter icon in the column; Filters appears. Within Filters, configure the 
settings for that column. 

Column Settings Select to add or remove columns. This changes what information appears 
in the list.
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How list order affects policy matching

The FortiCache unit uses the first-matching technique to select the policy to apply to a 
communication session. 

When policies have been added, each time the FortiCache unit accepts a communication 
session, it then searches the policy list for a matching policy. Matching policies are determined 
by comparing the policy with the session source and destination addresses and destination 
port. The search begins at the top of the policy list and progresses in order towards the bottom. 
Each policy in the policy list is compared with the communication session until a match is 
found. When the FortiCache unit finds the first matching policy, it applies that policy and 
disregards subsequent policies. 

If no policy matches, the session is accepted.

As a general rule, you should order the policy list from most specific to most general because of 
the order in which policies are evaluated for a match, and because only the first matching 
policy is applied to a session. Subsequent possible matches are not considered or applied. 
Ordering policies from most specific to most general prevents policies that match a wide range 
of traffic from superseding and effectively masking policies that match exceptions.

Adding a policy

A new policy can be added by going to WAN Opt. & Cache > Policy > Policy and selecting 
Create New to add a new policy to the bottom of the policy list, or by selecting an existing 
policy and selecting Insert to add a new policy above the selected policy.

Section/Global 
View

Select wether to view the policies based on sections, or in a single list.

ID The policy identifier. Policies are numbered in the order they are added to 
the configuration.

Source The source address or address range that the policy matches. For more 
information, see “Web cache policy address formats” on page 67.

Destination The destination address or address range that the policy matches. For 
more information, see “Web cache policy address formats” on page 67.

Service The service affected by the policy.

Action The action to be taken by the policy, such as ACCEPT or DENY.

Status Select to enable a policy or clear to disable a policy. A disabled policy is out 
of service.
Fortinet Technologies Inc. Page 62 FortiCache v2.0 MR1 Administration Guide

http://www.fortinet.com/


Figure 46:Adding a new policy
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Source 
Interface/Zone

Select the name of the network interface on which IP packets are 
received. Interfaces are configured on the System Network page. For 
more information, see “Interfaces” on page 33.

You can also create a web proxy by selecting web-proxy in Source 
Interface/Zone. For more information, see “Web proxies” on page 101.

If you select any as the source interface, the policy matches all 
interfaces as source, and that policy list is displayed only in global view.

This occurs because the unit understands any as potentially applying to 
all policies within the policy list and, as such, automatically changes the 
page’s view to Global View only.

Fortinet does not recommend this option because it can have 
unexpected results, and should be used rarely and by a knowledgeable 
administrator. Also, when any is used as the source interface, the 
implicit security policy includes any as well.

Source Address Select the name of an address to associate with the Source 
Interface/Zone. Only packets whose header contains an IP address 
matching the selected web cache address will be subject to this policy. 
For more information, see “Web cache policy address formats” on 
page 67.

You can also create addresses by selecting Create New from this list. 
For more information, see “Web cache addresses” on page 68.

If you want to associate multiple addresses or address groups with 
Source Interface/Zone, from Source Address, select Multiple. In the 
dialog box, move the addresses or address groups from the Available 
Addresses section to the Members section, then select OK.

Destination 
Interface/Zone

Select the name of the network interface to which IP packets are 
forwarded. Interfaces are configured on the System Network page.For 
more information, see “Interfaces” on page 33.

If you select any as the source interface, the policy matches all 
interfaces as source, and that policy list is displayed only in global view.

This occurs because the unit understands any as potentially applying to 
all policies within the policy list and, as such, automatically changes the 
page’s view to Global View only.

Fortinet does not recommend this option because it can have 
unexpected results, and should be used rarely and by a knowledgeable 
administrator. 
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Destination Address The destination address or address range that the policy matches. For 
more information, see “Web cache policy address formats” on page 67. 
Multiple addresses can be added.

Select the name of an address to associate with Destination 
Interface/Zone. Only packets whose header contains an IP address 
matching the selected address will be subject to this policy. For more 
information, see “Web cache policy address formats” on page 67.

You can also create addresses by selecting Create New from this list. 
For more information, see “Web cache addresses” on page 68.

If you want to associate multiple addresses or address groups with the 
Destination Interface/Zone, from Destination Address, select Multiple. In 
the dialog box, move the addresses or address groups from the 
Available Addresses section to the Members section, then select OK.

Service Select the name of a service or service group that packets must match 
to trigger this policy.

You can select from a wide range of predefined services, or you can 
create a custom service or service group by selecting Create New from 
this list. For more information, see ““Custom services” on page 78 and 
“Services groups” on page 79.

By selecting the Multiple button beside Service, you can select multiple 
services or service groups.

If you are creating a web proxy policy, Web Proxy Service appears and 
you can choose either a web proxy service or web proxy group. See 
“Web proxy services” on page 80 and “Web proxy service groups” on 
page 82. 

Action Select how you want the policy to respond when a packet matches the 
conditions of the policy. The options available will vary widely 
depending on this selection.

• ACCEPT - Accept traffic matched by the policy. 

• DENY - Reject traffic matched by the policy.

Enable web cache Select to enable web caching for HTTP traffic accepted by the policy. 

You can use this option to apply web caching for explicit web proxy 
traffic if the Source Interface/Zone is set to the web-proxy interface.

Web caching supports caching of HTTP 1.0 and HTTP 1.1 web sites on 
the FortiCache device. Some HTTP content accepted by the security 
policy may not be cached. See RFC 2616 for information about web 
caching for HTTP 1.1.

Enable WAN 
Optimization

Select to enable WAN Optimization for traffic accepted by the policy. 
You select Off, Active, or Passive from the drop down menu. Select the 
Profile from the drop down menu that you would like to associate with 
WAN Optimization. Select a Peer from the drop down menu, if 
applicable.
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Moving a policy to a different position in the policy list

When more than one policy has been defined, the first matching policy is applied to the traffic 
session. You can arrange the policy list to influence the order in which policies are evaluated for 
matches with incoming traffic.

Moving a policy in the policy list does not change its ID, which only indicates the order in which 
the policies were created.

To move a policy in the policy list - Web-based Manager

1. Go to WAN Opt. & Cache > Policy > Policy.

2. In the policy list, note the ID of a policy that is before or after your intended destination.

3. Select the policy to move and select the Move To icon.

Enable Transparent Select to enable transparent mode. Servers receiving packets after web 
caching will usually see different source addresses. In Transparent 
mode, the original source address of the packet is kept when it is sent 
to the servers; the servers appear to receive traffic directly from the 
clients.

The server network should be configured to route traffic with client 
source IP addresses from the FortiCache unit to the server and then 
back to the FortiCache unit.

If this option is not selected, the FortiCache unit changes the source 
address of the packets received by servers to the address of the 
FortiCache unit interface that sends the packets. So the servers appear 
to receive packets from the FortiCache unit.

Routing on the server network is usually simpler in this case, because 
client addresses are not involved, but the server sees all traffic as 
coming from the FortiCache unit and not from individual clients.

UTM Select a UTM option to apply to the policy. You must enable UTM before 
you can select the available UTM options. 

Enable Web 
Filter

Select a web filtering profile from the drop-down list. Select Create New 
to create a new web filter profile. Select View to view the web filter 
profile. For more information, see “Web filters” on page 84.

Protocol Options Select a protocol item from the drop-down list. The default protocol item 
is called default. Select Create New in the drop-down list to create a 
new protocol option list item. For more information, see “Protocol 
options” on page 98.

Web Proxy 
Forwarding Server

Select a web proxy forwarding server from the drop-down list. This 
appears only when configuring a web proxy policy. For more 
information, see “Web proxies” on page 101.

Comments Enter a description up to 63 characters to describe the policy.
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Figure 47:Moving a policy

4. Select Before or After, and enter the ID of the policy that is before or after your intended 
destination. This specifies the policy’s new position in the policy list.

5. Select OK.

Web cache policy address formats

A source or destination address can contain one or more network addresses. Network 
addresses can be represented by an IP address with a netmask or an IP address range.

When representing hosts by an IP address with a netmask, the IP address can represent one or 
more hosts. For example, a source or destination address can be:

• a single computer, for example, 192.45.46.45

• a subnetwork, for example, 192.168.1.* for a class C subnet

• 0.0.0.0, matches any IP address.

The netmask corresponds to the subnet class of the address being added, and can be 
represented in either dotted decimal or CIDR format. The FortiCache unit automatically 
converts CIDR-formatted netmasks to dotted decimal format. Example formats:

• netmask for a single computer: 255.255.255.255, or /32

• netmask for a class A subnet: 255.0.0.0, or /8

• netmask for a class B subnet: 255.255.0.0, or /16

• netmask for a class C subnet: 255.255.255.0, or /24

• netmask including all IP addresses: 0.0.0.0

Valid IP address and netmask formats include:

• x.x.x.x/x.x.x.x, such as 192.168.1.0/255.255.255.0

• x.x.x.x/x, such as 192.168.1.0/24

An IP address 0.0.0.0 with netmask 255.255.255.255 is not a valid source or destination 
address.
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When representing hosts by an IP range, the range indicates hosts with continuous IP 
addresses in a subnet, such as 192.168.1.[2-10], or 192.168.1.* to indicate the 
complete range of hosts on that subnet. You can also indicate the complete range of hosts on a 
subnet by entering 192.168.1.[0-255] or 192.168.1.0-192.168.1.255. Valid IP range formats 
include:

• x.x.x.x-x.x.x.x, for example, 192.168.110.100-192.168.110.120

• x.x.x.[x-x], for example, 192.168.110.[100-120]

• x.x.x.*, for a complete subnet, for example: 192.168.110.*

• x.x.x.[0-255] for a complete subnet, such as 192.168.110.[0-255]

• x.x.x.0 -x.x.x.255 for a complete subnet, such as 192.168.110.0 - 192.168.110.255

Web cache addresses

Web cache addresses and address groups define network addresses that you use when 
configuring security policies’ source and destination addresses. The FortiCache unit compares 
the IP addresses contained in packet headers with security policy source and destination 
addresses to determine if the security policy matches the traffic. Addresses can be IPv4 
addresses and address ranges, IPv6 addresses, and fully qualified domain names (FQDNs).

Addresses

Web cache addresses in the address list are grouped by type: IP/Netmask, FQDN, or IPv6. A 
FortiCache unit’s default configurations include the all address, which represents any IPv4 IP 
address on any network. You can also add a firewall address list when configuring a security 
policy.

Figure 48:Web cache address list

You cannot use square brackets [ ] or asterisks * when adding addresses to the CLI. Instead you 
must enter the start and end addresses of the subnet range separated by a dash -. For 
example, 192.168.20.0-192.168.20.255 for a complete subnet and 
192.168.10.10-192.168.10.100 for a range of addresses.

Be cautious if employing FQDN web cache addresses. Using a fully qualified domain name in a 
security policy, while convenient, does present some security risks because policy matching 
then relies on a trusted DNS server. If the DNS server should ever be compromised, security 
policies requiring domain name resolution may no longer function properly.
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Adding an address

To add a web cache address go to WAN Opt & Cache > Address > Address and select 
Create New. You can add a static IP address, an IP address range, or a FQDN.

Figure 49:Adding an address

Create New Add a new address. See “Adding an address” on page 69.

You can also create an address when you are configuring a web cache 
policy. 

Edit Edit an address.

Delete Remove the selected address or addresses. This icon appears only if a 
policy or address group is not currently using the address.

To remove multiple addresses from within the list, in each of the rows of the 
addresses you want removed, select the check box and then select Delete. 

To remove all addresses from the list, select the check box in the check box 
column and then select Delete. 

Name The name given to the web cache address.

Address / FQDN The IP address and mask, IP address range, or fully qualified domain name.

Interface The interface or zone to which you bind the IP address.

Address Name Enter a name for the web cache address. Addresses and address groups 
must have unique names.

Type Select the type of address: Subnet/IP Range or FQDN. You can enter either 
an IP range or an IP address with subnet mask.

Subnet / IP 
Range

Enter the IP address, followed by a forward slash (/), then subnet mask, or 
enter an IP address range separated by a hyphen. See “Web cache policy 
address formats” on page 67.

Interface Select the interface or zone link to which you want to bind the IP address. 
Select Any if you want to bind the IP address with the interface/zone when 
you create a policy.
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Address groups

You can organize multiple addresses into an address group to simplify your policy list. For 
example, instead of having five identical policies for five different but related addresses, you 
might combine the five addresses into a single address group, which is used by a single policy. 
To view the address group list, go to WAN Opt. & Cache > Address > Group.

Adding an address group

To add a web cache address group go to WAN Opt. & Cache > Address > Group and select 
Create New.

Figure 50:Adding a new address group

Create New Add an address group. See “Adding an address group” on page 70.

Edit Select the edit the address group

Delete Select to remove the address group. This icon appears only if the address 
group is not currently being used by a policy.

Group Name The name of the address group

Members The addresses in the address group.
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Web cache services

Web cache services define one or more protocols and port numbers associated with each 
service. Web cache policies use service definitions to match session types. You can organize 
related services into service groups to simplify your policy list.

Predefined services

Many well-known traffic types have been predefined in web cache services. These predefined 
services are defaults, and cannot be edited or removed. However, if you require different 
services, you can create custom services. For more information, see “Custom services” on 
page 78. To view the predefined services list, go to WAN Opt. & Cache > Service > Predefined.

Figure 51:Predefined services list

Group Name Enter a name to identify the address group. Addresses, address groups, and 
virtual IPs must have unique names.

Available 
Addresses

The list of all IPv4 or IPv6 firewall addresses. Use the arrows to move selected 
addresses between the lists of available and member addresses.

You cannot add IPv4 and IPv6 addresses to the same address group. If you 
are adding an IPv4 address group only the IPv4 addresses and FQDN 
addresses appear. If you are added an IPv6 firewall address group, only the 
IPv6 addresses appear.

Members The list of addresses included in the address group. Use the arrows to move 
selected addresses between the lists of available and member addresses.
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Table 1 lists the FortiCache firewall predefined services.

Name The name of the predefined service.

Detail The protocol (TCP, UDP, IP, ICMP, etc.) and port number or numbers of the 
predefined service.

Table 1: Predefined services 

Service name Description IP Protocol Port

AFS3 Advanced File Security Encrypted File, 
version 3, of the AFS distributed file system 
protocol.

TCP 7000-7009

UDP 7000-7009

AH Authentication Header. AH provides source 
host authentication and data integrity, but not 
secrecy. This protocol is used for 
authentication by IPSec remote gateways set 
to aggressive mode.

IP 51

ANY Matches connections using any protocol over 
IP.

all all

AOL America Online Instant Message protocol. TCP 5190-5194

BGP Border Gateway Protocol. BGP is an 
interior/exterior routing protocol.

TCP 179

CVSPSERVER Concurrent Versions System Proxy 
Server.CSSPServer is very good for providing 
anonymous CVS access to a repository. 

TCP 2401

UDP 2401

DCE-RPC Distributed Computing Environment / Remote 
Procedure Calls. Applications using 
DCE-RPC can call procedures from another 
application without having to know on which 
host the other application is running.

TCP 135

UDP 135

DHCP Dynamic Host Configuration Protocol. DHCP 
allocates network addresses and delivers 
configuration parameters from DHCP servers 
to hosts.

UDP 67 - 68

DHCP6 Dynamic Host Configuration Protocol for 
IPv6.

UDP 546, 547

DNS Domain Name Service. DNS resolves domain 
names into IP addresses.

TCP 53

UDP 53

ESP Encapsulating Security Payload. ESP is used 
by manual key and AutoIKE IPSec VPN 
tunnels for communicating encrypted data. 
AutoIKE VPN tunnels use ESP after 
establishing the tunnel by IKE.

IP 50
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FINGER A network service providing information 
about users.

TCP 79

FTP File Transfer Protocol. TCP 21

FTP_GET File Transfer Protocol. FTP GET sessions 
transfer remote files from an FTP server to an 
FTP client computer.

TCP 21

FTP_PUT File Transfer Protocol. FTP PUT sessions 
transfer local files from an FTP client to an 
FTP server.

TCP 21

GOPHER Gopher organizes and displays Internet 
server contents as a hierarchically structured 
list of files.

TCP 70

GRE Generic Routing Encapsulation. GRE allows 
an arbitrary network protocol to be 
transmitted over any other arbitrary network 
protocol, by encapsulating the packets of the 
protocol within GRE packets.

IP 47

H323 H.323 multimedia protocol. H.323 is a 
standard approved by the International 
Telecommunication Union (ITU) defining how 
audiovisual conferencing data can be 
transmitted across networks. For more 
information, see the FortiGate Support for 
H.323 Technical Note.

TCP 1720, 1503

UDP 1719

HTTP Hypertext Transfer Protocol. HTTP is used to 
browse web pages on the World Wide Web.

TCP 80

HTTPS HTTP with secure socket layer (SSL). HTTPS 
is used for secure communication with web 
servers.

TCP 443

ICMP_ANY Internet Control Message Protocol. ICMP 
allows control messages and error reporting 
between a host and gateway (Internet).

ICMP Any

IKE Internet Key Exchange. IKE obtains 
authenticated keying material for use with the 
Internet Security Association and Key 
Management Protocol (ISAKMP) for IPSEC.

UDP 500, 4500

IMAP Internet Message Access Protocol. IMAP is 
used by email clients to retrieves email 
messages from email servers.

TCP 143

INFO_ADDRES
S

ICMP information request messages. ICMP 17

Table 1: Predefined services (continued)
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INFO_REQUES
T

ICMP address mask request messages. ICMP 15

IRC Internet Relay Chat. IRC allows users to join 
chat channels.

TCP 6660-6669

Internet-Locat
or-Service

Internet Locator Service. ILS includes LDAP, 
User Locator Service, and LDAP over 
TLS/SSL.

TCP 389

L2TP Layer 2 Tunneling Protocol. L2TP is a 
PPP-based tunnel protocol for remote 
access.

TCP 1701

UDP 1701

LDAP Lightweight Directory Access Protocol. LDAP 
is used to access information directories.

TCP 389

MGCP Media Gateway Control Protocol. MGCP is 
used by call agents and media gateways in 
distributed Voice over IP (VoIP) systems.

UDP 2427, 2727

MMS Multimedia Messaging Service. The MMS 
protocol is used to transmit graphics, 
animations, audio, and video between mobile 
(cellular) phones.

TCP 1755

UDP 1024-5000

MS-SQL Microsoft SQL Server is a relational database 
management system (RDBMS) produced by 
Microsoft. Its primary query languages are 
MS-SQL and T-SQL.

TCP 1433, 1434

MYSQL MySQL is a relational database management 
system (RDBMS) which runs as a server 
providing multi-user access to a number of 
databases.

TCP 3306

NFS Network File System. NFS allows network 
users to mount shared files.

TCP 111, 2049

UDP 111, 2049

NNTP Network News Transport Protocol. NNTP is 
used to post, distribute, and retrieve Usenet 
messages.

TCP 119

NTP Network Time Protocol. NTP synchronizes a 
host’s time with a time server.

TCP 123

UDP 123

NetMeeting NetMeeting allows users to teleconference 
using the Internet as the transmission 
medium.

TCP 1720

ONC-RPC Open Network Computing Remote Procedure 
Call. ONC-RPC is a widely deployed remote 
procedure call system.

TCP 111

UDP 111

Table 1: Predefined services (continued)
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OSPF Open Shortest Path First. OSPF is a common 
link state routing protocol.

IP 89

PC-Anywhere PC-Anywhere is a remote control and file 
transfer protocol.

TCP 5631

UDP 5632

PING Ping sends ICMP echo request/replies to test 
connectivity to other hosts.

ICMP 8

POP3 Post Office Protocol v3. POP retrieves email 
messages.

TCP 110

PPTP Point-to-Point Tunneling Protocol. PPTP is 
used to tunnel connections between private 
network hosts over the Internet. 

Note: Also requires IP protocol 47.

IP 47

TCP 1723

QUAKE Quake multi-player computer game traffic. UDP 26000, 27000, 
27910, 27960

RADIUS Remote Authentication Dial In User Service. 
RADIUS is a networking protocol that 
provides centralized access, authorization 
and accounting management for people or 
computers to connect and use a network 
service.

TCP 1812, 1813

RAUDIO RealAudio multimedia traffic. UDP 7070

RDP Remote Desktop Protocol is a multi-channel 
protocol that allows a user to connect to a 
networked computer.

TCP 3389

REXEC Rexec traffic allows specified commands to 
be executed on a remote host running the 
rexecd service (daemon). 

TCP 512

RIP Routing Information Protocol. RIP is a 
common distance vector routing protocol. 
This service matches RIP v1.

UDP 520

RLOGIN Remote login traffic. TCP 513

RSH Remote Shell traffic allows specified 
commands to be executed on a remote host 
running the rshd service (daemon).

TCP 514

RTSP Real Time Streaming Protocol is a protocol 
for use in streaming media systems which 
allows a client to remotely control a streaming 
media server, issuing VCR-like commands 
such as play and pause, and allowing 
time-based access to files on a server.

TCP 554, 7070, 
8554

UDP 554

Table 1: Predefined services (continued)
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SAMBA Server Message Block. SMB allows clients to 
use file and print shares from enabled hosts. 
This is primarily used for Microsoft Windows 
hosts, but may be used with operating 
systems running the Samba daemon.

TCP 139

SCCP Skinny Client Control Protocol. SCCP is a 
Cisco proprietary standard for terminal 
control for use with voice over IP (VoIP). 

TCP 2000

SIP Session Initiation Protocol. SIP allows 
audiovisual conferencing data to be 
transmitted across networks. For more 
information, see the Voice Solutions: SIP 
chapter of the FortiOS Handbook.

UDP 5060

SIP-MSNmess
enger

Session Initiation Protocol used by Microsoft 
Messenger to initiate an interactive, possibly 
multimedia session.

TCP 1863

SMTP Simple Mail Transfer Protocol. SMTP is used 
for sending email messages between email 
clients and email servers, and between email 
servers.

TCP 25

SNMP Simple Network Management Protocol. 
SNMP can be used to monitor and manage 
complex networks.

TCP 161-162

UDP 161-162

SOCKS SOCKetS. SOCKS is an Internet protocol that 
allows client-server applications to 
transparently use the services of a network 
firewall.

TCP 1080

UDP 1080

SQUID A proxy server and web cache daemon that 
has a wide variety of uses that includes 
speeding up a web server by caching 
repeated requests; caching web, DNS and 
other computer network lookups for a group 
of people sharing network resources; aiding 
security by filtering traffic. 

TCP 3128

SSH Secure Shell. SSH allows secure remote 
management and tunneling.

TCP 22

SYSLOG Syslog service for remote logging. UDP 514

TALK Talk allows conversations between two or 
more users.

UDP 517-518

TCP Matches connections using any TCP port. TCP 0-65535

TELNET Allows plain text remote management. TCP 23

Table 1: Predefined services (continued)
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TFTP Trivial File Transfer Protocol. TFTP is similar 
to FTP, but without security features such as 
authentication.

UDP 69

TIMESTAMP ICMP timestamp request messages. ICMP 13

TRACEROUTE A computer network tool used to determine 
the route taken by packets across an IP 
network.

TCP 33434

UDP 33434

UDP Matches connections using any UDP port. UDP 0-65535

UUCP Unix to Unix Copy Protocol. UUCP provides 
simple file copying.

UDP 540

VDOLIVE VDO Live streaming multimedia traffic. TCP 7000-7010

VNC Virtual Network Computing.VNC is a 
graphical desktop sharing system which uses 
the RFB protocol to remotely control another 
computer.

TCP 5900

WAIS Wide Area Information Server. WAIS is an 
Internet search protocol which may be used 
in conjunction with Gopher.

TCP 210

WINFRAME WinFrame provides communications 
between computers running Windows NT, or 
Citrix WinFrame/MetaFrame.

TCP 1494

WINS Windows Internet Name Service is 
Microsoft's implementation of NetBIOS 
Name Service (NBNS), a name server and 
service for NetBIOS computer names.

TCP 1512

UDP 1512

X-WINDOWS X Window System (also known as X11) can 
forward the graphical shell from an X Window 
server to X Window client.

TCP 6000-6063

Table 1: Predefined services (continued)
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Custom services

If you need to create a web cache policy for a service that is not in the predefined service list, 
you can add a custom service. Custom services are configured in WAN Opt. & 
Cache > Service > Custom.

Figure 52:Custom service list

Adding a custom service

To add a custom service go to WAN Opt. & Cache > Service > Custom and select Create New.

Figure 53:Adding a custom service

Create New Add a new custom service. See “Adding a custom service” on page 78.

You can also create custom services when you are configuring a web cache 
policy. 

Edit Edit the selected custom service.

Delete Remove the selected custom service. This icon appears only if a service is not 
currently being used in a web cache policy.

Service Name The name of the custom service.

Detail The protocol and port numbers for each custom service.

Name Enter a name for the custom service.

Protocol Type Select the type of protocol for the custom service.

Protocol Select the protocol from the drop-down list that you are configuring settings 
for. 
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Services groups

You can organize multiple services into a service group to simplify your policy list. For example, 
instead of having five identical policies for five different but related services, you can combine 
the five services into a single address group that is used by a single policy.

Service groups can contain both predefined and custom services. Service groups cannot 
contain other service groups.

Service groups are configured in WAN Opt. & Cache > Service > Group. 

Figure 54:Service group list

Source Port Specify the source port number range for the service by entering the low and 
high port numbers. If the service uses one port number, enter this number in 
both the Low and High fields. The default values allow the use of any source 
port.

Destination 
Port

Specify the destination port number range for the service by entering the low 
and high port numbers. If the service uses one port number, enter this 
number in both the Low and High fields.

Add If your custom service requires more than one port range, select Add to allow 
more source and destination ranges.

Delete Removes the protocol entry (TCP, UDP or SCTP) from the list.

Type Enter the ICMP type number for the ICMP protocol configuration. 

Code Enter the ICMP code number for the ICMP protocol configuration. 

Protocol 
Number 

Enter the protocol number for the IP protocol configuration. 

Create New Add a new service group. See “Adding a service group” below.

Edit Edit the selected service group.

Delete Remove the selected service group. This icon appears only if a service group 
is not currently being used in a web cache policy.

Group Name The name of the service group.

Members The services added to the service group.
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Adding a service group

To add a custom service go to WAN Opt. & Cache > Service > Group and select Create New.

Figure 55:Adding a service group

Web proxy services

The web proxy service menu allows you to configure multiple web proxy services for the web 
proxy feature. This feature is applicable only when web-proxy is selected as the source interface 
in a security policy. The web proxy service can then be select from the Service drop-down list in 
the security policy.

Web proxy services are similar to custom services; you can configure the services to define one 
or more protocols and port numbers that are associated with each web proxy service. Web 
proxy services can also be grouped; see “Web proxy service groups” on page 82.

Figure 56:Web proxy service list

Group Name Enter a name for the service group.

Available 
Services

The list of configured and predefined services available for your group, with 
custom services at the bottom. Use the arrows to move selected services 
between this list and Members.

Members The list of services in the group. Use the arrows to move selected services 
between this list and Available Services.

Create New Add a new web proxy service. See “Adding a web proxy service” on page 81.

Edit Edit the selected web proxy service.
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Adding a web proxy service

To add a web proxy service go to WAN Opt. & Cache > Service > Web Proxy Service and select 
Create New.

Figure 57:Adding a web proxy service

Delete Remove the selected web proxy service. This icon appears only if a service is 
not currently being used in a web cache policy.

Service Name The name of the web proxy service.

Detail Information about the service, such as the protocol and port range.

Name Enter a name for the web proxy service.

Protocol Select the protocol from the drop-down list that you are configuring settings 
for. The options are: ALL, CONNECT, FTP, HTTP, or SOCKS.

Source Port Specify the source port number range for the service by entering the low and 
high port numbers. If the service uses one port number, enter this number in 
both the Low and High fields. The default values allow the use of any source 
port.

Destination 
Port

Specify the destination port number range for the service by entering the low 
and high port numbers. If the service uses one port number, enter this number 
in both the Low and High fields.
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Web proxy service groups

You can organize multiple web proxy services into a web proxy service group to simplify your 
policy list. This feature is applicable only when web-proxy is selected as the source interface in 
a security policy.

Figure 58:Web proxy service group list

Adding a web proxy service group

To add a web proxy service group go to WAN Opt. & Cache > Service > Web Proxy Service 
Group and select Create New.

Figure 59:Adding a web proxy service group

Create New Add a new web proxy service group. See “Adding a web proxy service group” 
on page 82.

Edit Edit the selected web proxy service group.

Delete Remove the selected web proxy service group.

Service Name The name of the web proxy service group.

Members The members that are associated with that group. Each member is separated 
by a comma.
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Schedules

When you add security policies on a FortiCache unit, those policies are always on, policing the 
traffic through the device. Schedules control when policies are in effect.

Recurring schedules

You can create a recurring schedule that activates a policy during a specified period of time. If a 
recurring schedule has a stop time that is earlier than the start time, the schedule will take effect 
at the start time but end at the stop time on the next day. You can use this technique to create 
recurring schedules that run from one day to the next. To create a recurring schedule that runs 
for 24 hours, set the start and stop times to 00.

Figure 60:Create a new recurring schedule

One-time schedules

You can create one-time schedules which are schedules that are in effect only once for the 
period of time specified in the schedule. You can also create recurring schedules that are in 
effect repeatedly at specified times of specified days of the week.

Figure 61:Create a one-time schedule

Group Name Enter the name of the group.

Available 
Services

The web proxy services that can be members of the a group.Use the arrows to 
move selected services between this list and Members.

Members The list of web proxy services in the group. Use the arrows to move selected 
services between this list and Available Services.
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Schedule Groups

You can organize multiple schedules into a schedule group to simplify your security policy list. 
For example, instead of having five identical policies for five different but related schedules, you 
might combine the five schedules into a single schedule group that is used by a single security 
policy.

Schedule groups can contain both recurring and on-time schedules. Schedule groups cannot 
contain other schedule groups

Figure 62:Create a new schedule group

Web filters

This section describes how to configure web filters for HTTP traffic and URL filters to allow or 
block caching of specific URLs.

Web filter profiles

The web filter profile menu allows you to configure a web filter profile to apply to a policy. A 
profile is specific information that defines how the traffic within a policy is examined and what 
action may be taken based on the examination. 

Web filter profiles are configured in WAN Opt. & Cache > Web Filter > Profile.
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Figure 63:Web filter profile screen

Profile Select a profile to edit from the drop-down list.

Create New Icon Creates a new web filter profile. See Adding a web filter profile.

Delete Icon Remove the current web filter profile.

View List icon View the web filter profile list. See Figure 64 on page 87.

Name Enter a name for the web filter profile. 

Comments Enter a description for the web filter profile. This is optional. 

Add Filter Select to add a filter to the profile. See Adding web filters to a profile.

Edit Edit the selected filter.

Delete Remove the selected filter.

Type The filter type.

Filter The content that is filtered.

Action The action that the filter takes: block, monitor, or allow.

Enable Safe 
Search

When enabled, the supported search engines exclude offensive material 
from search results.

Supported search engines include: Bing, Google, and Yahoo!.

Search Engine 
Keyword Filter

Enter the keywords that you want to monitor when users enter those same 
or similar keywords during a search within the supported search engines. 
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Advanced Filter Expand this heading for advanced web filtering options.

Web Resume 
Download 
Block

Enable to prevent the resumption of a file download where it was previously 
interrupted. With this filter enabled, any attempt to restart an aborted 
download will download the file from the beginning rather than resuming 
from where it left off. This prevents the unintentional download of viruses 
hidden in fragmented files.

Note that for some types of files, such as PDF, fragment files to increase 
download speed and enabling this option can cause download 
interruptions. Enabling this option may also break certain applications that 
use the Range Header in the HTTP protocol, such as YUM, a Linux update 
manager.

Block Invalid 
URLs

Select to block web sites when their SSL certificate CN field does not 
contain a valid domain name.

HTTP POST 
Action

Select the action to take with HTTP POST traffic. HTTP POST is the 
command used by your browser when you send information, such as a 
form you have filled-out or a file you are uploading, to a web server.

The available actions include:

• Comfort: Use client comforting to slowly send data to the web server as 
the FortiCache unit scans the file. Use this option to prevent a server 
time-out when scanning or other filtering is enabled for outgoing traffic.

• The client comforting settings used are those defined in the protocol 
options profile selected in the security policy.

• Block: Block the HTTP POST command. This will limit users from 
sending information and files to web sites.

• When the post request is blocked, the unit sends the http-post-block 
replacement message to the web browser attempting to use the 
command.

Remove Java 
Applet Filter

Enable to filter java applets from web traffic. Web sites using java applets 
may not function properly with this filter enabled.

Remove 
ActiveX Filter

Enable to filter ActiveX scripts from web traffic. Web sites using ActiveX 
may not function properly with this filter enabled.

Remove 
Cookie Filter

Enable to filter cookies from web traffic. Web sites using cookies may not 
function properly with this enabled.

Provide 
Details for 
Blocked HTTP 
4xx and 5xx 
Errors

Enable to have the unit to display its own replacement message for 400 
and 500-series HTTP errors. If the server error is allowed through, malicious 
or objectionable sites can use these common error pages to circumvent 
web filtering.

Rate Images 
by URL 
(Blocked 
images will be 
replaced with 
blanks)

Enable to have the unit retrieve ratings for individual images in addition to 
web sites. Images in a blocked category are not displayed even if they are 
part of a site in an allowed category.

Blocked images are replaced on the originating web pages with blank 
place-holders. Rated image file types include GIF, JPEG, PNG, BMP, and 
TIFF.
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Figure 64:Web filter profile list

Allow 
Websites 
When a 
Rating Error 
Occurs

Enable to allow access to web pages that return a rating error from the web 
filter service.

If your unit cannot contact the FortiGuard service temporarily, this setting 
determines what access the unit allows until contact is re-established. If 
enabled, users will have full unfiltered access to all web sites. If disabled, 
users will not be allowed access to any web sites.

Strict 
Blocking

This setting currently performs no function.

Rate URLs by 
Domain and 
IP Address

Enable to have the unit request the rating of the site by URL and IP address 
separately, providing additional security against attempts to bypass the 
FortiGuard Web Filter.

FortiGuard Web Filter ratings for IP addresses are not updated as quickly 
as ratings for URLs. This can sometimes cause the unit to allow access to 
sites that should be blocked, or to block sites that should be allowed.

Block HTTP 
Redirects by 
Rating

Enable to block HTTP redirects.

Many web sites use HTTP redirects legitimately but in some cases, 
redirects may be designed specifically to circumvent web filtering, as the 
initial web page could have a different rating than the destination web page 
of the redirect.

Create New Creates a new web filter profile.

You can also create web filter profiles when you are configuring a web cache 
policy. 

Edit Modifies settings within a web filter profile. 

Delete Removes a web filter profile from the list on the profile page. 

Name The name of the web filter profile. 

Comments A description given to the web filter profile. This is an optional setting. 
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Adding a web filter profile

To add a web filter profile go to WAN Opt. & Cache > Web Filter > Profile and select the Create 
New icon, or, from the web filter profile list page select Create New. Enter the required 
information as per below.

Adding web filters to a profile

Web filters are added to a profile to block, monitor, or allow different categories of web content. 
To add a filter, select Add Filter on the web filter profile screen.

Figure 65:Add category filter

Figure 66:Add URL filter

Name Enter the name of the web filter profile.

Comments A description given to the web filter profile. This is an optional setting. 
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Figure 67:Add banned word filter

URL filters

You can allow or block access to specific URLs by adding them to the URL filter list. You add 
the URLs by using patterns containing text and regular expressions. The unit allows or blocks 
web pages matching any specified URLs or patterns and displays a replacement message 
instead.

Filter Type Select a filter type from the drop-down list.

Categories Select a category or categories from the list.

Action Select an action the unit will take.

• Allow – any attempt to access a selected category with an allow action is 
permitted.

• Monitor – monitor traffic on the selected categories.

• Block – attempts to access any selected category is denied; user is 
presented with a replacement message. 

Web URL 
Filter

Select the protocols to apply web URL filtering to from the drop-down list.

Web Content 
Filter

Select the protocols to apply web content filtering to list from the drop-down 
list. 

Threshold To apply a threshold, enter a number in the Threshold field. 

Comments Enter a description for the web filter. This is optional. 

URL blocking does not block access to other services that users can access with a web 
browser. For example, URL blocking does not block access to ftp://ftp.example.com. Instead, 
use firewall policies to deny ftp connections.
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When adding a URL to the URL filter list, follow these rules:

• Type a top-level URL or IP address to control access to all pages on a web site. For 
example, www.example.com or 192.168.144.155 controls access to all pages at this web 
site.

• Enter a top-level URL followed by the path and file name to control access to a single page 
on a web site. For example, www.example.com/news.html or 192.168.144.155/news.html 
controls access to the news page on this web site.

• To control access to all pages with a URL that ends with example.com, add example.com to 
the filter list. For example, adding example.com controls access to www.example.com, 
mail.example.com, www.finance.example.com, and so on.

• Control access to all URLs that match patterns using text and regular expressions (or 
wildcard characters). For example, example.* matches example.com, example.org, 
example.net and so on.

Figure 68:URL filter list

URLs with an action set to exempt or pass are not scanned for viruses. If users on the network 
download files through the unit from a trusted web site, add the URL of this web site to the URL 
filter list with an action to pass it so the unit does not virus scan files downloaded from this URL.

Create New Creates a new URL filter. When you select Create New, you are automatically 
redirected to the New List page. This page provides a name field and comment 
field. You must enter a name to go to the URL Filter Settings page. See 
Figure 70 on page 92.

Edit Modifies settings within a URL filter. When you select Edit, you are 
automatically redirected to the URL Filter Settings page. See Figure 70 on 
page 92.

Delete Removes the URL filter list from the list on the URL Filter page. The Delete icon 
is only available if the URL filter list is not selected in any profiles.

Name The available URL filters.

# Entries The number of URL patterns in each URL filter list.
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Figure 69:Object Usage window

Adding a URL filter

To add a URL filter, go to WAN Opt. & Cache > Web Filter > URL Filter and select Create New. 
Enter the required information as per below.

Configuring a URL filter

To configure a URL filter list, go to WAN Opt. & Cache > Web Filter > URL Filter and select the 
list to be configured. The URL filter settings page opens, which provides settings for configuring 
URLs that make up the URL filter, and also lists the URLs that you created. You are 
automatically redirected to this page from the New List page. If you are editing a URL filter, you 
are automatically redirected to this page.

Comments Optional description of each URL filter list.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref., and 
the Object Usage window appears displaying the various locations of the 
referenced object. See Figure 69 on page 91.

To view more information about how the object is being used, use one of the 
following icons that is available within the Object Usage window: 

• View the list page for these objects – automatically redirects you to the list 
page where the object is referenced at.

• Edit this object – modifies settings within that particular setting that the 
object is referenced with.

• View the details for this object – table, similar to the log viewer table, 
contains information about what settings are configured within that 
particular setting that the object is referenced with.

Name Enter the name of the URL filter list.

Comments A description given to the URL filter list. This is an optional setting. 
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Figure 70:URL filter settings page

Name If you are editing an existing URL filter setting and want to change the name, 
enter a new name in this field. You must select OK to save the change. 

Comments If you are editing an existing URL filter setting and want to change or add a 
description, enter the new text in this field. You must select OK to save these 
changes. 

Create New Adds a URL address and filter settings to the list. When you select Create 
New, you are automatically redirected to the New URL Filter page. 

Edit Modify the settings within a URL filter. 

Delete Removes an entry from the list. 

Enable Enables a filter in the list. 

Disable Disables a filter in the list. 

Move To Moves the URL to any position in the list. When you select Move To, the Move 
URL Filter window appears. See Figure 71 on page 93.

To move a URL, select the new position Before or After, which will place the 
current URL entry before or after the entry you enter in the (URL) field.

Remove All 
Entries

Removes all filter entries within the list on the URL Filter Settings page. 

Enable Indicates whether the URL is enable or disabled. A green check mark indicates 
that the URL is enabled; a gray check mark indicates that the URL is disabled. 

URL The URL address. 

Action The type of action the unit will take when there is a match. 

Type The type of URL. Can be one of Simple, Regex (regular expression), or 
Wildcard.
Fortinet Technologies Inc. Page 92 FortiCache v2.0 MR1 Administration Guide

http://www.fortinet.com/


Figure 71:Move URL window

Adding a URL to a URL filter

To add a URL to the filter list, go to the URL filter settings page and select Create New. Enter the 
information below and select OK.

Figure 72:Adding a URL to a URL filter

URL Enter the URL. Do not include http://.

For details about URL formats, see “URL formats”.

Type Select a type from the drop-down list: Simple, Regex (regular expression), or 
Wildcard.

Action Select an action the unit will take.

• Exempt – similar to Pass in that it allows trusted traffic to bypass the 
antivirus proxy operations, but it functions slightly differently; ensure you 
are aware of the network topology involving URLs that you applied the 
exemption action. Additional information about the Exempt action is found 
in the UTM chapter of the FortiOS Handbook.

• Block – attempts to access any URLs matching the URL pattern are 
denied; user is presented with a replacement message.

• Allow – any attempt to access a URL that matches a URL pattern with an 
allow action is permitted.

• Pass – traffic to, and replay traffic from sites that match a URL pattern with 
a pass action will bypass all antivirus proxy operations, including 
FortiGuard Web Filter, web content filter, web script filters, and antivirus 
scanning. Make sure you trust the content of any site you pass, otherwise 
there may be a security risk.

Enable Select to enable the URL. By default, the URL is enabled. 
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WAN Optimization Peer

The client-side and server-side FortiCache units are called WAN optimization peers because all 
of the FortiCache units in a WAN optimization network have the same peer relationship with 
each other. The client and server roles just relate to how a session is started. Any FortiCache 
unit configured for WAN optimization can be a clientside and a server-side FortiCache unit at 
the same time, depending on the direction of the traffic. Client-side FortiCache units initiate 
WAN optimization sessions and server-side FortiCache units respond to the session requests. 
Any FortiCache unit can simultaneously be a client-side FortiCache unit for some sessions and 
a server-side FortiCache unit for others.

To identify all of the WAN optimization peers that a FortiCache unit can perform WAN 
optimization with, you add host IDs and IP addresses of all of the peers to the FortiCache unit 
configuration. The peer IP address is actually the IP address of the peer unit interface that 
communicates with the FortiCache unit.

Peer

To view the WAN Optimization peer list, go to WAN Opt. & Cache > WAN Opt. Peer > Peer.

Figure 73:WAN Optimization peer list

Select Create New to configure a new WAN Optimization Peer. Enter the Peer Host ID and the IP 
Address.

Figure 74:Create a new WAN Optimization peer

Authentication Group

You need to add authentication groups to support authentication and secure tunneling between 
WAN optimization peers. 

To perform authentication, WAN optimization peers use a certificate or a pre-shared key added 
to an authentication group so they can identify each other before forming a WAN optimization 
tunnel. Both peers must have an authentication group with the same name and settings. You 
add the authentication group to a peer-to-peer or active rule on the client-side FortiCache unit. 
When the server-side FortiCache unit receives a tunnel start request from the client-side 

Type a top-level domain suffix (for example, “com” without the leading period) to block access 
to all URLs with this suffix.
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FortiCache unit that includes an authentication group, the server-side FortiCache unit finds an 
authentication group in its configuration with the same name. If both authentication groups have 
the same certificate or pre-shared key, the peers can authenticate and set up the tunnel.

Figure 75:WAN Optimization Authentication Group list

To add authentication groups, go to WAN Opt. & Cache > WAN Opt. Peer > Authentication 
Group.

Use the following steps to add any kind of authentication group. It is assumed that if you are 
using a local certificate to authenticate, it is already added to the FortiCache unit. 

1. Go to WAN Opt. & Cache > WAN Opt. Peer > Authentication Group.

2. Select Create New.

3. Add a Name for the authentication group.

You will select this name when you add the authentication group to a WAN optimization rule.

4. Select the Authentication Method.

Select Certificate if you want to use a certificate to authenticate and encrypt WAN 
optimization tunnels. You must select a local certificate that has been added to this 
FortiCache unit. Other FortiCache units that participate in WAN optimization tunnels with this 
FortiCache unit must have an authentication group with the same name and certificate.

Select Pre-shared key if you want to use a pre-shared key or password to authenticate and 
encrypt WAN optimization tunnels. You must add the Password (or pre-shared key) used by 
the authentication group. Other FortiCache units that participate in WAN optimization 
tunnels with this FortiCache unit must have an authentication group with the same name and 
password. The password must contain at least 6 printable characters and should be known 
only by network administrators. For optimum protection against currently known attacks, the 
key should consist of a minimum of 16 randomly chosen alphanumeric characters.

5. Configure Peer Acceptance for the authentication group.

Select Accept Any Peer if you do not know the peer host IDs or IP addresses of the peers 
that will use this authentication group. This setting is most often used for WAN optimization 
with FortiCache units that do not have static IP addresses, for example units that use DHCP. 

Select Accept Defined Peers if you want to authenticate with peers added to the peer list 
only.

Select Specify Peer and select one of the peers added to the peer list to authenticate with 
the selected peer only.

6. Select OK.

7. Add the authentication group to a WAN optimization rule to apply the authentication settings 
in the authentication group to the rule.
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Figure 76:Create a new Authentication group

Internet Content Adaptation Protocol (ICAP)

The Internet Content Adaptation Protocol (ICAP) is supported in this release. ICAP is a 
light-weight response/request protocol that allows the FortiCache unit to offload HTTP and 
HTTPS traffic to external servers for different kinds of processing.

You can offload HTTP responses or HTTP requests (or both) to the same or different ICAP 
servers.

Profile

The ICAP menu allows you to view and configure ICAP profiles and ICAP servers which can 
then be applied to a policy.

ICAP options are configured in WAN Opt. & Cache > ICAP [Profile / Server].

Figure 77:ICAP profile list

If you enable ICAP in a security policy, HTTP traffic intercepted by the policy is transferred to the 
ICAP servers in the ICAP profile added to the policy. The FortiCache unit is the surrogate, or 
“middle-man”, and carries the ICAP responses from the ICAP server to the ICAP client; the 
ICAP client then responds back, and the FortiCache unit determines the action that should be 
taken with these ICAP responses and requests.

ICAP does not appear by default in the Web-based Manager. You must enable it in System > 
Admin > Settings to display ICAP in the Web-based Manager.
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Figure 78:Create a new ICAP profile

Server

To view the ICAP server list, go to WAN Opt. & Cache > ICAP > Server.

Figure 79:ICAP server list

To create a new ICAP server list, go to WAN Opt. & Cache > ICAP > Server, and select Create 
New.

Name Specify a name for the ICAP profile.

Enable Request 
Processing

Select to enable Request Processing. Select a server from the drop down 
menu, specify the path, and the behavior on failure.

Enable 
Response 
Processing

Select to enable Response Processing. Select a server from the drop down 
menu, specify the path, and the be ha vi our on failure

Enable 
Streaming Media 
Bypass

Select to enable Streaming Media Bypass.
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Figure 80:Create a new ICAP server

Protocol options

The Protocol Options menu allows you to configure settings for specific protocols, which can 
then be applied to a web cache policy.

Protocol options are configured in WAN Opt. & Cache > Protocol Options > Protocol Options.

Figure 81:Protocol options settings page

Name Enter a name for the ICAP server.

IP Address Enter the ICAP server IP address.

Port Enter the port number used by the ICAP server. (1 - 65535)

Protocol Select a protocol option to edit from the drop-down list.

Create New Icon Creates a new protocol option. See Adding a web filter profile.

Edit Icon Edit the selected protocol option.
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Figure 82:Protocol list

Delete Icon Remove the current protocol option.

View List icon View the protocol list. See Figure 64 on page 87.

Name Enter a name for the protocol option. 

Comments Enter a description about the protocol option. This is optional. 

Enable Oversized File Log Select to allow logging of oversized files. 

HTTP settings Configure settings for the HTTP protocol.

Port (i.e. 80,88,0-auto) Enter the port number.

Comfort Clients Select to enable. Configure the following:

• Interval (1-900 seconds) – enter the interval time in seconds.

• Amount (1-10240 bytes) – enter the amount in bytes. 

Oversized File/Email Select to Pass or Block oversized files or emails, and configure 
the size threshold:

• Threshold – enter the threshold amount for an oversized email 
message or file in MB. 

Monitor Content 
Information for 
Dashboard

Select to view the activity of the protocol from the Dashboard 
menu. 

Enable Chunked 
Bypass

Select to enable the chunked bypass setting. 

Create New Creates a new protocol option. When you select Create New, you are 
automatically redirected to the Protocol Options Settings page; see Figure 81 
on page 98.

You can also create protocol options when you are configuring a web cache 
policy. 

Edit Modifies settings to a protocol setting. When you select Edit, you are 
automatically redirected to the Protocol Options page. 

Delete Removes a protocol setting from the list on the Protocol Options page.

Name The name of the protocol. This name is the name you select when applying the 
protocol to a web cache policy. 

Comments A description given to the protocol. This is an optional setting. 
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Adding a protocol option

To add a protocol option, go to WAN Opt. & Cache > Protocol Options > Protocol Options and 
select the Create New icon, or, from the protocol options list page select Create New. Enter the 
information as shown in Figure 81 on page 98.

Select OK to add the new protocol option.

Editing protocol options

To edit a protocol option, go to WAN Opt. & Cache > Protocol Options > Protocol Options, 
select the protocol name from the protocol option list page and select Edit. 

Figure 83:Edit protocol options
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Web proxies

Explicit web proxies

Use the explicit web proxy to enable explicit HTTP proxying on one or more Fortinet interfaces.

To configure the explicit web proxy, go to WAN Opt. & Cache > Web Proxy > Explicit.

Figure 84:Explicit web proxy settings page

Explicit Web 
Proxy

Select an explicit web proxy to edit from the drop-down list.

Create New 
Icon

Creates a new explicit web proxy. See Adding a web filter profile.

Delete Icon Remove the current explicit web proxy.

View List Icon View the explicit web proxy list. See Figure 85 on page 102.

Name The name of the explicit web proxy.

Interface The interfaces that are being monitored by the explicit web proxy.

Enable FTP 
over HTTP

Select to enable FTP over HTTP.

HTTP Port The port number that traffic from client web browsers use to connect to the 
explicit proxy for the specific protocol. Explicit proxy users must configure 
their web browser’s protocols proxy settings to use this port.

HTTPS Port The port number that traffic from client web browsers use to connect to the 
explicit proxy for the specific protocol. Explicit proxy users must configure 
their web browser’s protocols proxy settings to use this port.

The default value of 0 means use the same port as the configured HTTP port.
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PAC Port Enter the port number that traffic from client web browsers use to connect to 
the explicit proxy for the specific protocol. Explicit proxy users must configure 
their web browser’s protocols proxy settings to use this port.

The default value of 0 means use the same port as the configured HTTP port.

PAC File 
Content

Select the Edit icon to change the contents in a PAC file, or import a PAC file.

The maximum PAC file size is 8192 bytes.

You can use any PAC file syntax that is supported by your users’s browsers. 
The FortiCache unit does not parse the PAC file.

To use PAC, users must add an automatic proxy configuration URL (or PAC 
URL) to their web browser proxy configuration. The default PAC file URL is:

http://<interface_ip>:<PAC_port_int>/<pac_file_str>

For example, if the interface with the explicit web proxy has IP address 
172.20.120.122, the PAC port is the same as the default HTTP explicit proxy 
port (8080) and the PAC file name is proxy.pac the PAC file URL would be:

http://172.20.120.122:8080/proxy.pac

From the CLI you can use the following command to display the PAC file url:

get web-proxy explicit

Realm The authentication realm to identify the explicit web proxy. The realm is a text 
string of up to 63 characters. If the ream includes spaces he name is enclosed 
in quotes.

When a user authenticates with the explicit proxy, the HTTP authentication 
dialog includes the realm so you can use the realm to identify the explicitly 
web proxy for your users.

Enable 
SOCKS proxy

Select to enable the SOCKS proxy protocol. The SOCKS proxy protocol is an 
optional protocol that routes packets between a client and a server through a 
proxy.

SOCKS is supported by many major web browsers.

The SOCKS proxy protocol does not support authentication.

Unknown 
HTTP version

The action to take when the proxy server must handle an unknown HTTP version 
request or message. 

• Best Effort attempts to handle the HTTP traffic as best as it can.

• Reject treats known HTTP traffic as malformed and drops it. This option is 
more secure. 
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Figure 85:Explicit web proxy list

Adding an explicit web proxy

To add a protocol option, go to WAN Opt. & Cache > Web Proxy > Explicit and select the Create 
New icon, or, from the explicit web proxy list page select Create New. Enter the information as 
shown in Figure 84 on page 101.

Select OK to add the new protocol option.

Forwarding servers

By default, a FortiCache unit monitors a web proxy forwarding server by forwarding a 
connection to the remote server every 10 seconds. If the remote server does not respond it is 
assumed to be down. Checking will continue so that, when the server does send a response, 
the server is assumed to be back up. If you enable health checking, every 10 seconds the 
FortiCache unit attempts to get a response from a web server by connecting through the remote 
forwarding server.

You can enable health checking for each remote server, and specify a different website to check 
for each one.

If the remote server is found to be down you can configure the FortiCache unit to either block 
sessions until the server comes back up or to allow sessions to connect to their destination 
using the original server. You cannot configure the FortiCache unit to fail over to another remote 
forwarding server.

Configure the server down action and enable health monitoring from the web-based manager 
by going to WAN Opt. & Cache > Web Proxy > Forward Server, selecting a forwarding server, 
and changing the server down action and health monitor settings.

Create New Creates a new explicit web proxy. When you select Create New, you are 
automatically redirected to the Explicit web proxy settings page; see Figure 84 
on page 101.

Edit Modifies settings to an explicit web proxy. When you select Edit, you are 
automatically redirected to the Explicit web proxy page. 

Delete Removes a protocol setting from the list on the Protocol Options page.

Name The name of the protocol. This name is the name you select when applying the 
protocol to a web cache policy. 

Comments A description given to the protocol. This is an optional setting. 
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Figure 86:Forward server list

Use the following CLI command to enable health checking for a web proxy forwarding server 
and set the server down option to use the original server if it is down.

config web-proxy forward-server

edit fwd-srv

set healthcheck enable

set monitor http://example.com

set server-down-option pass

end

Create New Select to create a new forwarding server. When you select Create New, you are 
automatically redirected to the Add Forwarding Server page; see “Adding a 
forwarding server” on page 104.

Edit Modifies settings to an forwarding server. When you select Edit, you are 
automatically redirected to the Edit Forwarding Server page. 

Delete Removes a forwarding server setting from the list.

Server Name The name of the forwarding server. 

Address The IP address of the forwarding server. 

Port The port number of the forwarding server. 

Health Check Indicates whether the health check is disabled or enabled for that forwarding 
server. A green checkmark indicates that health check is enabled; a gray x 
indicates that health check is disabled. 

Server Down The action that the FortiCache unit will take when the server is down. 
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Adding a forwarding server

To add a forwarding server, go to WAN Opt. & Cache > Web Proxy > Forward Server and select 
Create New. Enter the information below and select OK.

Figure 87:Adding a forwarding server

Server Name Enter the name of the forwarding server. 

Proxy 
Address Type

Select the type of IP address of the forwarding server. A forwarding server can 
have an FQDN or IP address. 

Proxy 
Address

Enter the IP address of the forwarding server. 

Port Enter the port number. 

Server Down 
Action

Select what action the FortiCache unit will take if the forwarding server is 
down. 

Enable Health 
Monitor

Select to enable health check monitoring. 

Health Check 
Monitor Site

Enter the URL address of the health check monitoring site. 
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Global explicit proxies

Use the global explicit web proxy settings to change the change the configuration of explicit 
web proxies. Go to WAN Opt. & Cache > Web Proxy > Global to change the global explicit web 
proxy settings.

Figure 88:Global explicit proxy

Proxy FQDN The fully qualified domain name (FQDN) for the global proxy 
server. This is the domain name to enter into browsers to access 
the proxy server.

Max HTTP request length The maximum length of an HTTP request that can be cached. 
Larger requests will be rejected.

Max HTTP message 
length

The maximum length of an HTTP message that can be cached. 
Larger messages will be rejected.

Add Client IP Header to 
Forwarded Requests

Enable to include the Client IP Header from the original HTTP 
request that is forwarded to the internal network.

Add VIA Header to 
Forwarded Requests

Enable to include the Via Header from the original HTTP request 
that is forwarded to the internal network.

Add X-Forwarded-For 
Header to Forwarded 
Requests

Enable to include the X-Forwarded-For (XFF) HTTP header. The 
XFF HTTP header identifies the originating IP address of a web 
client or browser that is connecting through an HTTP proxy, and 
the remote addresses it passed through to this point.

Add Front-End-Https 
Header to Forwarded 
Requests

Enable to include the Front-end HTTP Header from the original 
HTTPS request.

Enable Strict Web Check Enable strict web check to close the connection if errors are 
found in the HTTP header. For example, the connection would be 
closed if a single line header becomes a multiple line header, or if 
a request header shows up in a response.

Enable Forward Proxy 
Authentication

Enable to include proxy-authentication information in packets 
sent to the HTTP proxy behind the FortiCache explicit proxy.
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Proxy auto-config configuration

A proxy auto-config (PAC) file defines how a web browser can select a proxy server for receiving 
HTTP content. PAC files include the FindProxyForURL (url, host) JavaScript function that 
returns a string with one or more access method specifications. These specifications cause the 
web browser to either use a particular proxy server, or to connect directly to retrieve the 
content.

The FortiCache can be configured to serve a PAC file to define the proxy network and how it 
should be used by the client. The browser must be configured appropriately to point at the 
FortiCache device to retrieve the PAC file, for example:

http://<FortiCache IP>:8080/proxy.pac

Web Proxy Auto-Discovery Protocol 

The Web Proxy Auto-Discovery Protocol (WPAD) is a method for a browser to automatically 
discover the proxy configuration file, without any browser configuration, using settings in DNS 
or DHCP. For more information about this method, refer to the following Internet Engineering 
Task Force (IETF) draft:

http://tools.ietf.org/html/draft-ietf-wrec-wpad-01

When using DNS, the most widely supported resolution method, an entry is made in the local 
authoritative zone to map the name wpad (such as wpad.example.com) to one or more IP 
addresses. The browser is configured to automatically look in the following locations to find the 
WPAD configuration, which is in effect a PAC file, as described in “Proxy auto-config 
configuration” on page 106:

http://wpad.department.branch.example.com/wpad.dat

http://wpad.branch.example.com/wpad.dat

http://wpad.example.com/wpad.dat

To configure the FortiCache unit to issue a wpad.dat file, use the following CLI commands:

config web-proxy explicit

edit "web-proxy"

set ftp-over-http enable

set interface "port1"

set pac-file-name "wpad.dat"

set pac-file-server-port 80

set pac-file-server-status enable

set pac-file-data "<Put your PAD file content here, escaping 
quotes with \>"

next

end

If you are configuring the wpad file on port 80, you will receive an error, as the Web-based 
Manager is also configured on port 80 (even when not in use). To avoid this error, first move the 
Web-based Manager to a different port with the following commands:

config system global

set admin-port 81

end
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WAN Optimization Profile

FortiCache WAN optimization consists of a number of techniques that you can apply to improve 
the efficiency of communication across your WAN. These techniques include protocol 
optimization, byte caching, web caching, SSL offloading, and secure tunnelling.

Protocol optimization can improve the efficiency of traffic that uses the CIFS, FTP, HTTP, or 
MAPI protocol, as well as general TCP traffic. Byte caching caches files and other data on 
FortiCache units to reduce the amount of data transmitted across the WAN. Web caching stores 
web pages on FortiCache units to reduce latency and delays between the WAN and web 
servers. SSL offloading offloads SSL decryption and encryption from web servers onto 
FortiCache SSL acceleration hardware. Secure tunnelling secures traffic as it crosses the WAN.

You can apply different combinations of these WAN optimization techniques to a single traffic 
stream depending on the traffic type. For example, you can apply byte caching and secure 
tunneling to any TCP traffic. For HTTP and HTTPS traffic, you can also apply protocol 
optimization and web caching.

To create a WAN Optimization profile, go to WAN Opt. & Cache > WAN Opt. Profile > Profile, 
and select Create New.

Figure 89:Create a new WAN Optimization profile

Name Enter a name for the WAN Optimization Profile.

Comments Optional comment field.

Transparent 
Mode

Select checkbox for Transparent mode.

Authentication 
Group

Select the Authentication Group from the drop down menu that you want to 
be applied to the WAN Optimization profile.

Protocol Options Select to enable the following protocols:

• CIFS

• MAPI

• FTP

• TCP

• HTTP

Enable SSL Select to enable SSL.

SSL offloading offloads SSL decryption and encryption from web servers 
onto FortiCache SSL acceleration hardware.
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Exempting web sites from web caching

You may want to exempt some URLs from web caching. For example, if your users access 
websites that are not compatible with FortiCache web caching, you can add the URLs of these 
web sites to the web caching exempt list. All traffic accepted by a web cache policy for these 
websites will not be cached. You can add URLs and numeric IP addresses to the web cache 
exempt list.

Figure 90:Web cache exempt list

You can add URLs to the web cache exempt list from the Web-based Manager by going to 
WAN Opt. & Cache > Exempt List > Exempt List. Make sure that Cache Exemption is enabled 
and then select Create New to add URLs to exempt. Enter the URL pattern to exempt and then 
select OK.

From the CLI, enter the following command to add www.example.com to the web cache 
exempt list:

config wanopt webcache

set cache-exemption enable

config cache-exemption-list

edit 1

set url-pattern www.example.com

set status enable

end

end

Enable Secure 
Tunnel

Select to enable Secure Tunnel.

To use secure tunneling, you must select Enable Secure Tunnel in a WAN 
optimization rule and add an authentication group. The authentication 
group specifies the certificate or pre-shared key used to set up the secure 
tunnel. The Peer Acceptance setting of the authentication group does not 
affect secure tunneling.

The FortiCache units at each end of the secure tunnel must have the same 
authentication group with the same name and the same configuration, 
including the same pre-shared key or certificate. 

Enable Byte 
Caching

Select to enable Byte Caching.

Byte caching breaks large units of application data (for example, a file 
being downloaded from a web page) into small chunks of data, labelling 
each chunk of data with a hash of the chunk and storing those chunks and 
their hashes in a database. The database is stored on a WAN optimization 
storage device.

Port Specify the port number (1 - 65535).
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Enter the following command to enable the web cache exempt list and add two IP address 
URLs and a web page URL to the list:

config wanopt webcache

set explicit enable

set cache-exemption enable

config cache-exemption-list

edit 1

set url-pattern "192.168.1.121"

next

edit 2

set url-pattern "google.com/test123/321"

next

edit 3

set url-pattern "1.1.1.1"

next

end

end

Monitoring web caching performance

Using web cache monitoring, you can confirm that the FortiCache unit is accepting and caching 
traffic and view web caching performance. The monitor presents collected log information in a 
graphical format to show network traffic summary and bandwidth optimization information.

To view the web cache monitor, go to WAN Opt. & Cache > Monitor > Monitor.
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Figure 91:Web Cache monitor

Traffic Summary This section provides traffic optimization information. The table displays 
how much traffic has been reduced by web caching by comparing the 
amount of client and server traffic.

Refresh icon Refresh the Traffic Summary.

Period Select a time period to show traffic summary for. You can select:

• Last 10 Minutes

• Last 1 Hour

• Last 1 Day

• Last 1 Week

• Last 1 Month

Type Lists the type of information displayed. Includes web cache performance, 
as well as the number of requests, the number of cacheable requests, and 
the number of Hit requests.

Summary Displays the web cache bandwidth savings. For example, a rate of 80% 
means the amount of web traffic bandwidth use has been reduced by 20%.

Web Cache 
Monitor

This section shows web cache performance per time period. A line or 
column chart compares an application’s pre-optimized (LAN data) size with 
its optimized size (WAN data).
Fortinet Technologies Inc. Page 111 FortiCache v2.0 MR1 Administration Guide

http://www.fortinet.com/


Changing web cache settings

In most cases, the default settings for the WAN optimization web cache are acceptable. 
However, you may want to change them to improve performance or optimize the cache for your 
configuration. To change these settings, go to WAN Opt. & Cache > Settings > Settings.

From the CLI, you can use the config wanopt webcache command to change these web 
cache settings. 

Refresh icon Select to refresh the Bandwidth Optimization display.

Period Select a time frame to show bandwidth optimization. You can select:

• Last 10 Minutes

• Last 1 Hour

• Last 1 Day

• Last 1 Week

• Last 1 Month

Appliance You can display all data or date for traffic, bandwidth saving, transaction, 
and video cache.

Chart Type Select to display bandwidth saving with a line chart or a column chart.

For more information about many of these web cache settings, see RFC 2616.
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Figure 92:Web Cache Settings

Always revalidate Select to always revalidate requested cached objects with content on 
the server before serving them to the client.

Max cache object 
size

Set the maximum size of objects (files) that are cached. The default size 
is 512000 KB and the range is 1 to 4294967 KB. This setting determines 
the maximum object size to store in the web cache. Objects that are 
larger than this size are still delivered to the client but are not stored in 
the FortiCache web cache. 

Negative response 
duration

Set how long in minutes that the FortiCache unit caches error responses 
from web servers. If error responses are cached, then subsequent 
requests to the web cache from users will receive the error responses 
regardless of the actual object status. 

The default is 0, meaning error responses are not cached. The content 
server might send a client error code (4xx HTTP response) or a server 
error code (5xx HTTP response) as a response to some requests. If the 
web cache is configured to cache these negative responses, it returns 
that response in subsequent requests for that page or image for the 
specified number of minutes. 

Fresh factor Set the fresh factor as a percentage. The default is 100, and the range is 
1 to 100%. For cached objects that do not have an expiry time, the web 
cache periodically checks the server to see if the objects have expired. 
The higher the Fresh Factor the less often the checks occur. 

For example, if you set the Max TTL value and Default TTL to 7200 
minutes (5 days) and set the Fresh Factor to 20, the web cache check 
the cached objects 5 times before they expire, but if you set the Fresh 
Factor to 100, the web cache will check once.
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Max TTL The maximum amount of time (Time to Live) an object can stay in the 
web cache without the cache checking to see if it has expired on the 
server. The default is 7200 minutes (120 hours or 5 days) and the range 
is 1 to 5256000 minutes (5256000 minutes in a year). 

Min TTL The minimum amount of time an object can stay in the web cache 
before the web cache checks to see if it has expired on the server. The 
default is 5 minutes and the range is 1 to 5256000 minutes (5256000 
minutes in a year). 

Default TTL The default expiry time for objects that do not have an expiry time set by 
the web server. The default expiry time is 1440 minutes (24 hours) and 
the range is 1 to 5256000 minutes (5256000 minutes in a year).

Ignore

If-modified-since By default, if the time specified by the if-modified-since (IMS) header in 
the client's conditional request is greater than the last modified time of 
the object in the cache, it is a strong indication that the copy in the 
cache is stale. If so, HTTP does a conditional GET to the Overlay 
Caching Scheme (OCS), based on the last modified time of the cached 
object. 

Enable ignoring if-modified-since to override this behavior.

HTTP 1.1 
conditionals

HTTP 1.1 provides additional controls to the client over the behavior of 
caches toward stale objects. Depending on various cache-control 
headers, the FortiGate unit can be forced to consult the OCS before 
serving the object from the cache. For more information about the 
behavior of cache-control header values, see RFC 2616.

Enable ignoring HTTP 1.1 Conditionals to override this behavior.

Pragma-no-cach
e

Typically, if a client sends an HTTP GET request with a pragma 
no-cache (PNC) or cache-control no-cache header, a cache must 
consult the OCS before serving the content. This means that the 
FortiGate unit always re-fetches the entire object from the OCS, even if 
the cached copy of the object is fresh.

Because of this behavior, PNC requests can degrade performance and 
increase server-side bandwidth utilization. However, if you enable 
ignoring Pragma-no-cache, then the PNC header from the client request 
is ignored. The FortiGate unit treats the request as if the PNC header is 
not present. 
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Cache Expired 
Objects

Applies only to type-1 objects. When this option is selected, expired 
type-1 objects are cached (if all other conditions make the object 
cacheable). 

Revalidated 
Pragma-no-cache

The pragma-no-cache (PNC) header in a client's request can affect how 
efficiently the FortiGate unit uses bandwidth. If you do not want to 
completely ignore PNC in client requests (which you can do by selecting 
to ignore Pragma-no-cache, above), you can nonetheless lower the 
impact on bandwidth usage by selecting Revalidate Pragma-no-cache. 

When you select Revalidate Pragma-no-cache, a client's 
non-conditional PNC-GET request results in a conditional GET request 
sent to the OCS if the object is already in the cache. This gives the OCS 
a chance to return the 304 Not Modified response, which consumes 
less server-side bandwidth, because the OCS has not been forced to 
otherwise return full content.

By default, Revalidate Pragma-no-cache is disabled and is not affected 
by changes in the top-level profile. When the Substitute Get for PNC 
configuration is enabled, the revalidate PNC configuration has no effect.

Most download managers make byte-range requests with a PNC 
header. To serve such requests from the cache, you should also 
configure byte-range support when you configure the Revalidate 
pragma-no-cache option. 
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FortiCache and WCCP
The Web Cache Communication Protocol (WCCP) can be used to provide web caching with 
load balancing and fault tolerance. In a WCCP configuration, a WCCP server receives HTTP 
requests from user’s web browsers and redirects the requests to one or more WCCP clients. 
The clients either return cached content, or request new content from the destination web 
servers, before caching it and returning it to the server. The server then returns the content to 
the original requestor. If a WCCP configuration includes multiple WCCP clients, the WCCP 
server load balances traffic among the clients and can detect when a client fails and failover 
sessions to still operating clients. WCCP is described by the Web Cache Communication 
Protocol internet draft.

FortiCache units can operate as WCCP clients and supports WCCPv2. FortiCache units use 
UDP port 2048 for WCCP communication, with user traffic encapsulated in a GRE tunnel.

This section describes:

• WCCP service groups, service numbers, service IDs and well known services

• WCCP configuration overview

• Caching HTTP sessions on port 80 using WCCP

• WCCP packet flow

• Configuring the forward and return methods and adding authentication

• WCCP Messages

• Troubleshooting WCCP

WCCP service groups, service numbers, service IDs and well known 
services

A FortiCache unit configured as a WCCP client can include multiple client configurations. Each 
of these configurations is called a WCCP service group. A service group consists of one or 
more FortiGate units configured as WCCP servers (or routers) and one or more FortiCache 
WCCP clients working together to cache a specific type of traffic. The service group 
configuration includes information about the type of traffic to be cached, the addresses of the 
WCCP clients and servers, and other information about the service. 

A service group is identified with a numeric WCCP service ID (or service number) in the range 0 
to 255. All of the servers and clients in the same WCCP service group must have service group 
configurations with the same WCCP service ID.

The value of the service ID provides some information about the type of traffic to be cached by 
the service group. Service IDs in the range 0 to 50 are reserved for well known services. A well 
known service is any service that is defined by the WCCP standard as being well known. Since 
the service is well known, just the service ID is required to identify the traffic to be cached.

Even though the well known service ID range is 0 to 50, at this time only one well known service 
has been defined. Its service ID is 0, which is used for caching HTTP (web) traffic.

To configure WCCP to cache HTTP sessions you can add a service group to the FortiGate 
WCCP router and FortiCache WCCP clients with a service ID of 0. No other information about 
the type of traffic to cache needs to be added to the service group.
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Since service IDs 1 to 50 are reserved for well know services and since these services are not 
defined yet, you should not add service groups with IDs in the range 1 to 50.

To cache traffic other than HTTP traffic you must add service groups with IDs in the range 51 to 
255. These service group configurations must include the port numbers and protocol number of 
the traffic to be cached. It is the port and protocol number configuration in the service group 
that determines what traffic will be cached by WCCP.

WCCP configuration overview

To configure WCCP you must create a service group that includes FortiGate units configured as 
WCCP servers and FortiCache units configured as WCCP clients. WCCP servers intercept 
sessions to be cached (for example, sessions from users browsing the web from a private 
network). To intercept sessions to be cached, the WCCP server must include a firewall policy 
that accepts sessions to be cached and WCCP must be enabled in this firewall policy.

The server must have an interface configured for WCCP communication with WCCP clients. 
That interface sends and receives encapsulated GRE traffic to and from WCCP clients. The 
server must also include a WCCP service group that includes a service ID and the addresses of 
the WCCP clients, as well as other WCCP configuration options.

To use a FortiCache unit as a WCCP client, you must configure an interface on the unit for 
WCCP communication. The client sends and receives encapsulated GRE traffic to and from the 
WCCP server using this interface.

The client must also include a WCCP service group with a service ID that matches a service ID 
on the server. The client service group also includes the IP address of the servers in the service 
group, and specifies the port numbers and protocol number of the sessions that will be cached 
on the FortiCache unit.

When the client receives sessions from the server on its WCCP interface, it either returns 
cached content over the WCCP interface or connects to the destination web servers using the 
appropriate interface, based on the client routing configuration. Content received from web 
servers is then cached by the client and returned to the WCCP server over the WCCP link. The 
server then returns the received content to the initial requesting user’s web browser.

Finally, you may also need to configure routing on the FortiGate server unit and FortiCache 
client units, and additional firewall policies may have to be added to the server to accept 
sessions not cached by WCCP.

Caching HTTP sessions on port 80 using WCCP

In this configuration (shown in Figure 93), a FortiGate unit is operating as an Internet firewall for 
a private network and is also configured as a WCCP server. The port39 interface of the 
FortiGate unit is connected to the Internet, and the port38 interface is connected to the internal 
network.

All HTTP traffic on port 80 that is received at the port38 interface of the FortiGate unit is 
accepted by a port39 to port38 firewall policy with WCCP enabled. All other traffic received at 

FortiCache allows you to add service groups with IDs between 1 and 50. However, since these 
service groups have not been assigned well known services, they will not cache any sessions. 
Service groups with IDs 51 to 255 allow you to set the port numbers and protocol number of the 
traffic to be cached. So you can use service groups with IDs 51 to 255 to cache different kinds 
of traffic based on port numbers and protocol number of the traffic. Service groups 1 to 50 
however, do not allow you to set port or protocol numbers, so they cannot be used to cache 
any traffic.
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the port2 interface is allowed to connect to the Internet by adding a general port38 to port39 
firewall policy below the HTTP on port 80 firewall policy.

A WCCP service group is added to the FortiGate unit with a service ID of 0 for caching HTTP 
traffic on port 80. The port1 interface of the FortiGate unit is configured for WCCP 
communication.

A FortiCache unit connects to the internet through the FortiGate unit. To allow for this, a port1 to 
port39 firewall policy is added to the FortiGate unit.

Figure 93:FortiGate WCCP server and FortiCache WCCP client configuration
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Configuring the WCCP server 

Use the following steps to configure the FortiGate unit as the WCCP server for the example 
network. The example steps only describe the WCCP-related configuration.

To configure the FortiGate unit as a WCCP server

1. Add a port38 to port39 firewall policy that accepts HTTP traffic on port 80 and is configured 
for WCCP:

config firewall policy

edit 0

set srtintf port38

set dstintf port39

set srcaddr all

set dstaddr all

set action accept

set schedule always

set service HTTP

set wccp enable

set nat enable

end

2. Add another port38 to port39 firewall policy to allow all other traffic to connect to the 
Internet:

config firewall policy

edit 0

set srtintf port38

set dstintf port39

set srcaddr all

set dstaddr all

set action accept

set schedule always

set service ANY

set nat enable

end

3. Move this policy below the WCCP policy in the port38 to port39 policy list.

4. Enable WCCP on the port1 interface:
config system interface

edit port1

set vdom “root”

set ip 192.168.1.1 255.255.255.0

set allowaccess ping https ssh snmp http telnet

set type physical

set wccp enable

end

5. Add a WCCP service group with service ID 0:
config system wccp

edit 0

set router-id 192.168.1.1

set server-list 192.168.1.0 255.255.255.0

end
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6. Add a firewall policy to allow the WCCP clients to connect to the internet:
config firewall policy

edit 3

set srcintf port1

set dstintf port39

set srcaddr all

set dstaddr all

set action accept

set schedule always

set service ANY

set nat enable

end

Configuring the WCCP client 

Use the following steps to configure the FortiCache unit as the WCCP client for the example 
network. The example steps only describe the WCCP-related configuration.

To configure the FortiCache unit as a WCCP client

1. Configure the FortiCache unit to operate as a WCCP client:
config system settings

set wccp-cache-engine enable

end

2. Enable WCCP on the aggregate interface aggr1:
config system interface

edit agr1

set ip 192.168.1.2 255.255.255.0

set allowaccess ping https ssh snmp http telnet

set type aggregate

set explicit-web-proxy enable

set member port1 port4

set wccp enable

end

3. Add a WCCP service group with service ID 0:
config system wccp

edit 0

set cache-id 192.168.1.2

set router-list 192.168.1.1

end

You cannot enter the wccp-cache-engine enable command if you have already added a 
WCCP service group. When you enter this command an interface named w.root is added to the 
FortiCache configuration. All traffic redirected from a WCCP router is considered to be received 
at this interface of the FortiCache unit operating as a WCCP client. A default route to this 
interface with lowest priority is added.
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4. Add a port w.root to aggr1 firewall policy that accepts HTTP traffic on port80 and is 
configured for WCCP:

config firewall policy

edit 1

set srcintf w.root

set dstintf aggr1

set srcaddr all

set dstaddr all

set action accept

set service HTTP

set webcache enable

set transparent disable

end

Verify the WCCP status

After setting up the FortiGate and FortiCache units as WCCP server and clients, you should 
verify to confirm that they are configured correctly.

Verify the WCCP status on the server

diagnose test application wccp 1

vdoms=1

pkts=0

diagnose test application wccp 2

vdom-root: work mode:router wokring NAT first_ohy_id=39

interface list:

intf=port1, gid=5 phy_ide=5

intf=port35, gid=39 phy_id=39

service list:

service: 0, router_id=192.168.1.1, group=0.0.0.0, auth(no) 
access      access:192.168.1.0/255.255.255.0) forward=1

return=1, assign=1.

erouter_id=192.168.1.1

diagnose test application wccp 3

service-0 in vdom-root: num=1, usable=1

cache server ID:

len=44, addr=192.168.1.2, weight=0, status=0

rcv_id=23560, usable=1, fm=1, nq=0, dev=5(k5), to=192.168.1.1

ch_no=0, num_router=1:

192.168.1.1
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diagnose test application wccp 4

service-0 in vdom-root:

total_servers=1, usable_servers=1, assign_m=1, rtun_m=1, 
wcid_len=48, rcv_id=23560, ch_no=2

ID=0, type=0, pri=0, pro=0 f=00000000

Port: num-routers=1:

192.168.1.1

diagnose test application wccp 5

service-0 in vdom-root: installed

key: ip=192.168.1.2, change-number=2

cache_list: 1

0. 192.168.1.2

primary assignment:

key=192.168.1.2 change-number=2

num_routers=1

router element[0]: router_id=192.168.1.1, receive_id=4, ch_no=2

cache-server-num=1, format=not standard:

  192.168.1.2

buckets:

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Verify the WCCP status on the FortiCache

diagnose test application wccp 2

vdom-root: work mode:cache working NAT first_phy_id=8

interface list:

intf=aggr1, gid=8 phy_id=8

service list:

service: 0, cache_id=192.168.1.2, group=0.0.0.0, auth(no)

forward=1, return=1, assign=1.

router list:

192.168.1.1

port list:

ecache_id=192.168.1.2

diagnose test application wccp 6

service-0 in vdom-root

erouter_list: 1 routers in total

0. 192.168.1.1

receive_id:23573 change_number:2

cache servers seen by this router:

0. 192.168.1.2 weight:0 (*Designated Web Cache)

WCCP packet flow

The following packet flow sequence assumes you have configured a FortiGate unit to be a 
WCCP server and one or more FortiCache units to be WCCP clients.

1. A user’s web browser sends a request for web content.

2. The FortiGate unit configured as a WCCP server includes a firewall policy that intercepts the 
request and forwards it to a FortiCache WCCP client. 

3. The firewall policy can apply UTM features to traffic accepted by the policy.

4. The FortiCache WCCP client receives the WCCP session. 

5. The client either returns requested content to the WCCP server if it is already cached, or 
connects to the destination web server, receives and caches the content, and then returns it 
to the WCCP server.

6. The WCCP server returns the requested content to the user’s web browser.

7. The WCCP router returns the request to the client web browser.

The client web browser is not aware that all this is taking place and does not have to be 
configured to use a web proxy.

Configuring the forward and return methods and adding authentication

The WCCP forwarding method determines how intercepted traffic is transmitted from the 
WCCP router to the WCCP cache engine. FortiCache units use GRE forwarding.

GRE forwarding encapsulates the intercepted packet in an IP GRE header with a source IP 
address of the WCCP router and a destination IP address of the target WCCP cache engine. 
The results is a tunnel that allows the WCCP router to be multiple hops away from the WCCP 
cache server.
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By default the WCCP communication between the router and cache servers is unencrypted. If 
you are concerned about attackers sniffing the information in the WCCP stream you can use the 
following command to enable hash-based authentication of the WCCP traffic. You must enable 
authentication on the router and the cache engines and all must have the same password.

config system wccp

edit 1

set authentication enable

set password <password>

end

WCCP Messages

When the WCCP service is active on a web cache server it periodically sends a WCCP HERE I 
AM broadcast or unicast message to the FortiGate unit operating as a WCCP router. This 
message contains the following information:

• Web cache identity (the IP address of the web cache server).

• Service info (the service group to join).

If the information received in the previous message matches what is expected, the FortiCache 
unit replies with a WCCP I SEE YOU message that contains the following details:

• Router identity (the FortiGate unit’s IP address).

• Sent to IP (the web cache IP addresses to which the packets are addressed).

When both ends receive these two messages the connection is established, the service group 
is formed and the designated web cache is elected.

Troubleshooting WCCP

Two types of debug commands are available for debugging or troubleshooting a WCCP 
connection between a FortiCache unit operating as a WCCP router and its FortiCache WCCP 
cache engines.

Real time debugging

The following commands can capture live WCCP messages:

diag debug en

diag debug application wccpd <debug level>

Application debugging

The following commands display information about WCCP operations:

get test wccpd <integer>

diag test application wccpd <integer>

Where <integer> is a value between 1 and 5:

1. Display WCCP stats

2. Display WCCP config

3. Display WCCP cache servers

4. Display WCCP services
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5. Display WCCP assignment

Enter the following command to view debugging output:

diag test application wccpd 3

Sample output from a successful WCCP connection:

service-0 in vdom-root: num=1, usable=1

cache server ID:

len=44, addr=172.16.78.8, weight=4135, status=0

rcv_id=6547, usable=1, fm=1, nq=0, dev=3(k3),

to=192.168.11.55

ch_no=0, num_router=1:

192.168.11.55

Sample output from the same command from an unsuccessful WCCP connection (because of a 
service group password mismatch):

service-0 in vdom-root: num=0, usable=0

diag debug application wccpd -1

Sample output:

wccp_on_recv()-98: vdom-root recv: num=160, dev=3(3),

172.16.78.8->192.168.11.55

wccp2_receive_pkt()-1124: len=160, type=10, ver=0200,

length=152

wccp2_receive_pkt()-1150: found component:t=0, len=20

wccp2_receive_pkt()-1150: found component:t=1, len=24

wccp2_receive_pkt()-1150: found component:t=3, len=44

wccp2_receive_pkt()-1150: found component:t=5, len=20

wccp2_receive_pkt()-1150: found component:t=8, len=24

wccp2_check_security_info()-326: MD5 check failed
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User Authentication
This section introduces you to the User menu.

The following topics are included in this section:

• User

• User Group

• Remote (Authentication Servers)

• Monitor

User

The User menu allows you to configure authentication settings and user accounts. The User 
menu also allows you to configure user groups, remote servers, as well as monitor users.

To configure User options go to User > User > User.

User accounts

A user is a user account that consists of a user name, password and in some cases, other 
information that can be configured on the unit or on an external authentication server. Users can 
access resources that require authentication only if they are members of an allowed user group.

Figure 94:Create a new user

A local user is a user configured on a unit. The user can be authenticated with a password 
stored on the unit (the user name and password must match a user account stored on the unit) 
or with a password stored on an authentication server. The user name must match a user 
account stored on the unit and the user name and password must match a user account stored 
on the authentication server associated with the user.

Authentication settings

The Authentication submenu provides settings for configuring authentication timeout, protocol 
support, and authentication certificates. When user authentication is enabled within a security 
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policy, the authentication challenge is normally issued for any of the four protocols (depending 
on the connection protocol):

• HTTP (can also be set to redirect to HTTPS)

• HTTPS

• FTP

• Telnet.

The selections made in the Protocol Support list of the Authentication Settings screen control 
which protocols support the authentication challenge. Users must connect with a supported 
protocol first so they can subsequently connect with other protocols. If HTTPS is selected as a 
method of protocol support, it allows the user to authenticate with a customized Local 
certificate.

When you enable user authentication within a security policy, the security policy user will be 
challenged to authenticate. For user ID and password authentication, users must provide their 
user names and passwords. For certificate authentication (HTTPS or HTTP redirected to HTTPS 
only), you can install customized certificates on the unit and the users can also have customized 
certificates installed on their browsers. Otherwise, users will see a warning message and have 
to accept a default Fortinet certificate. Authentication settings are configured in User > User > 
Authentication. Use the following table when configuring authentication settings.

Figure 95:Authentication Settings

Authentication Settings
Provides settings for defining how users authenticate a session. For example, the
authentication timeout is configured for 10 minutes so a user’s session, if idle for 10
minutes, will log them out of the session automatically.

Authentication 
Timeout

Enter a length of time in minutes, from 1 to 480.

Authentication timeout controls how long an authenticated firewall 
connection can be idle before the user must authenticate again. The 
default value is 5.
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Directory Service

Fortinet units use security policies to control access to resources based on user groups 
configured in the policies. Each Fortinet user group is associated with one or more Directory 
Service user groups. When a user logs in to the Windows or Novell domain, a Fortinet Single 
Sign-On agent (FSSO) sends the user’s IP address and the names of the Directory Service user 
groups to which the user belongs to the FortiCache unit.

The Fortinet Single Sign On Agent has two components that you must install on your network:

• The domain controller (DC) agent must be installed on every domain controller to monitor 
user logins and send information about them to the collector agent.

• The Collector agent must be installed on at least one domain controller to send the 
information received from the DC agents to the Fortinet unit. Alternately a FortiAuthenticator 
server can take the place of the Collector agent in an FSSO polling mode configuration.

The unit uses this information to maintain a copy of the domain controller user group database. 
Because the domain controller authenticates users, the unit does not perform authentication. It 
recognizes group members by their IP address. You must install the Fortinet Single Sign On 
Agent on the network and configure the unit to retrieve information from the Directory Service 
server.

To view the Directory Service list, go to User > User > Directory Service.

Figure 96:Directory Service list

To create a new Directory Service entry, go to User > User > Directory Service, and select 
Create New.

Protocol Support Select the protocols to challenge during firewall user authentication. The 
following protocols are supported:

• HTTP

• Redirect HTTP Challenge to a Secure Channel (HTTPS)

• HTTPS

• FTP

• Telnet

Certificate If using HTTPS protocol support, select the local certificate to use for 
authentication. Available only if HTTPS protocol support is selected.

Apply Select to apply the selections for user authentication settings.
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Figure 97:Create a new directory service entry

User Group

A user group is a list of user identities. An identity can be:

• a local user account (user name and password) stored on the Fortinet unit

• a local user account with a password stored on a RADIUS, LDAP, or TACACS+ server

• a RADIUS, LDAP, or TACACS+ server (all identities on the server can authenticate)

• a user or user group defined on a Directory Service server.

Each user group belongs to one of three types: Firewall, Directory Service or SSL VPN.

User Group

For each resource that requires authentication, you specify which user groups are permitted 
access. You need to determine the number and membership of user groups appropriate to your 
authentication needs.

Users that are associated with multiple groups have access to all services within all the user 
groups that they are associated with. This is only available in the CLI. The command used is 
auth-multi-group, which is enabled by default. This feature checks all groups a user belongs to 
for firewall authentication.

To view the User Group list, go to User > User Group > User Group. User Groups are organized 
in the list under Firewall and Directory Service.

Name Enter a name of the new Directory Service entry.

FSSO Agent 
IP/Name

Enter the IP address or name of the Directory Service server where the 
collector agent is installed. The maximum number of characters is 63.

Port Enter the TCP port used for Directory Service. This must be the same as 
the Fortinet listening port specified in the Fortinet Single Sign-On 
(FSS)O) agent collector agent configuration.

Password Enter the password for the collector agent. This is required only if you 
configured your FSSO agent collector agent to require authenticated 
access.

LDAP Server Select the check box and select an LDAP server to access the Directory 
Service.
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Figure 98:User group list

To create a new User Group, go to User > User Group > User Group, and select Create New.

Figure 99:Create a new user group

Name Enter the name of the user group. User group names are listed by the 
type of user group: Firewall, and Directory Service.

Type Enter the user group type.

Firewall: Select this group in any security policy that requires Firewall 
authentication.

Directory Service: Select this group in any security policy that requires 
Directory Service authentication

Available Users The list of Local users, RADIUS servers, LDAP servers, TACACS+ 
servers, or Directory Service users/user groups that can be added to the 
user group.

To add a member to Available Users list, select the name and then 
select the -> arrow. To remove a member from the Members list, select 
the member and then select the <- arrow. 

* Available Members displays only if the user group type is Directory 
Service.

Members The list of Local users, RADIUS servers, LDAP servers, TACACS+ 
servers, or Directory Service users/user groups that belong to the user 
group.

To remove a member, select the name and then select the <- arrow.
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Remote (Authentication Servers)

FortiCache units support the use of external authentication servers. An authentication server 
can provide password checking for selected FortiCache users or it can be added as a member 
of a FortiCache user group.

If you are going to use authentication servers, you must configure the servers before you 
configure FortiCache users or user groups that require them.

LDAP servers

Lightweight Directory Access Protocol (LDAP) is an Internet protocol used to maintain 
authentication data that may include departments, people, groups of people, passwords, email 
addresses, and printers. LDAP consists of a data-representation scheme, a set of defined 
operations, and a request/response network.

The scale of LDAP servers range from big public servers such as BigFoot and Infospace, to 
large organizational servers at universities and corporations, to small LDAP servers for 
workgroups that may be using OpenLDAP. This document focuses on the institutional and 
workgroup applications of LDAP.

To create a new LDAP server, go to User > Remote > LDAP, and select Create New.

Add Select to add a new remote authentication server. When you select add 
the following appear:

• remote server drop-down list

• Any and Specify and its field

• Delete icon

Remote Server Select a remote server from the drop-down list.

Group Name Select to specify the group name or to have any group name. If you 
select Specify, you must enter the name in the field provided. If you 
want to specify more than one, use a comma to separate each name.

Delete Select to remove the remote server from within the list.
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Figure 100:Create a new LDAP server

Name Enter the name that identifies the LDAP server on the Fortinet unit.

Server Name/IP Enter the domain name or IP address of the LDAP server.

Server Port Enter the TCP port used to communicate with the LDAP server.

By default, LDAP uses port 389.

If you use a secure LDAP server, the default port changes when you 
select Secure Connection.

Common Name 
Identifier

Enter the common name identifier for the LDAP server. The maximum 
number of characters is 20.

Distinguished Name Enter the base distinguished name for the server using the correct X.500 
or LDAP format. The unit passes this distinguished name unchanged to 
the server. The maximum number of characters is 512.

Query icon

View the LDAP server Distinguished Name Query tree for the LDAP 
server that you are configuring so that you can cross reference to the 
Distinguished Name. The Query icon is located beside the Distinguished 
Name field.
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RADIUS servers

Remote Authentication and Dial-in User Service (RADIUS) is a broadly supported clientserver 
protocol that provides centralized authentication, authorization, and accounting functions. 
RADIUS clients are built into gateways that allow access to networks such as Virtual Private 
Network servers, Network Access Servers (NAS), as well as network switches and firewalls that 
use authentication. FortiCache units fall into the last category.

RADIUS servers use UDP packets to communicate with the RADIUS clients on the network to 
authenticate users before allowing them access to the network, to authorize access to 
resources by appropriate users, and to account or bill for those resources that are used. 
RADIUS servers are currently defined by RFC 2865 (RADIUS) and RFC 2866 (Accounting), and 
listen on either UDP ports 1812 (authentication) and 1813 (accounting) or ports 1645 
(authentication) and 1646 (accounting) requests. RADIUS servers exist for all major operating 
systems.

You must configure the RADIUS server to accept the FortiCache unit as a client. FortiCache 
units use the authentication and accounting functions of the RADIUS server.

Bind Type Select the type of binding for LDAP authentication.

Regular

Connect to the LDAP server directly with user name/password, then 
receive accept or reject based on search of given values. When you 
select Regular, the Use DN and Password fields appear.

Anonymous

Connect as an anonymous user on the LDAP server, then retrieve the 
user name/password and compare them to given values.

Simple 

Connect directly to the LDAP server with user name/password 
authentication.

User DN 

Enter the Distinguished name of the user to be authenticated. This is 
available if Bind Type is Regular.

Password 

Enter the password of the user to be authenticated. This is available if 
Bind Type is Regular.

Secure Connection Select to use a secure LDAP server connection for authentication.

Protocol

Select a secure LDAP protocol to use for authentication. Depending on 
your selection, the value in Server Port will change to the default port for 
the selected protocol. This is available only if Secure Connection is 
selected.

• LDAPS: port 636

• STARTTLS: port 389

Certificate

Select a certificate to use for authentication from the list. 
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When a configured user attempts to access the network, the FortiCache unit will forward the 
authentication request to the RADIUS server which will match the username and password 
remotely. Once authenticated the RADIUS server passes the authorization granted message to 
the FortiCache unit which grants the user permission to access the network.

The RADIUS server uses a “shared secret” key along with MD5 hashing to encrypt information 
passed between RADIUS servers and clients, including the FortiCache unit. Typically only user 
credentials are encrypted.

To create a new RADIUS server, go to User > Remote > RADIUS, and select Create New.

Figure 101:Create a new RADIUS server

Name Enter the name that is used to identify the RADIUS server on the unit.

Primary Server 
Name/IP

Enter the domain name or IP address of the primary RADIUS server.

Primary Server 
Secret

Enter the RADIUS server secret key for the primary RADIUS server. The 
primary server secret key length can be up to a maximum of 16 
characters.

Note: Best practices dictate that the server secret key should be the 
maximum length for security reasons.

Secondary Server 
Name/IP

Enter the domain name or IP address of the secondary RADIUS server, 
if applicable.

Secondary Server 
Secret

Enter the RADIUS server secret key for the secondary RADIUS server. 
The secondary server secret key can be up to a maximum length of 16 
characters.
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TACACS+ servers

When users connect to their corporate network remotely, they do so through a remote access 
server. As remote access technology has evolved, the need for security when accessing 
networks has become increasingly important. This need can be filled using a Terminal Access 
Controller Access-Control System (TACACS+) server.

TACACS+ is a remote authentication protocol that provides access control for routers, network 
access servers, and other networked computing devices via one or more centralized servers. 
TACACS+ allows a client to accept a username and password and send a query to a TACACS+ 
authentication server. The server host determines whether to accept or deny the request and 
sends a response back that allows or denies the user access to the network.

TACACS+ offers fully encrypted packet bodies, and supports both IP and AppleTalk protocols. 
TACACS+ uses TCP port 49, which is seen as more reliable than RADIUS’s UDP protocol.

There are several different authentication protocols that TACACS+ can use during the 
authentication process.

Authentication 
Scheme

Select Use Default Authentication Scheme to authenticate with the 
default method. The default authentication scheme uses PAP, 
MSCHAP-V2, and CHAP, in that order.

Select Specify Authentication Protocol to override the default 
authentication method, and choose the protocol from the list: 
MSCHAP-V2, MS-CHAP, CHAP, or PAP, depending on what your 
RADIUS server needs.

NAS IP/Called 
Station ID

Optionally enter the NAS IP address (RADIUS Attribute 31 outlined in 
RFC 2548). In this configuration, the FortiCache unit is the Network 
Access Server (NAS) and this is how the RADIUS server registers all 
valid servers that use its records.

If you do not enter an IP address, the IP address that the Fortinet 
interface uses to communicate with the RADIUS server will be applied.

Include in every 
User Group

Select the check box beside Enable to have the RADIUS server 
automatically included in all user groups.

Table 2: TACACS+ protocols

Protocol Definition

ASCII Machine-independent technique that uses representations of 
English characters. Requires user to type a username and 
password that are sent in clear text (unencrypted) and matched 
with an entry in the user database stored in ASCII format.

PAP Password Authentication Protocol (PAP) Used to authenticate 
PPP connections. Transmits passwords and other user 
information in clear text.

CHAP Challenge-Handshake Authentication Protocol (CHAP) 
Provides the same functionality as PAP, but is more secure as it 
does not send the password and other user information over 
the network to the security server.
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Figure 102:Create a new TACACS+ server

Monitor

You can go to the Monitor menu to view lists of currently authenticated users, and banned 
users. For each authenticated user, the list includes the user name, user group, how long the 
user has been authenticated (Duration), how long until the user’s session times out (Time left), 
and the method of authentication used. The Banned User list includes users configured by 
administrators.

Firewall monitor list

In some environments, it is useful to determine which users are authenticated by the Fortinet 
unit and allow the system administrator to de-authenticate (stop current session) users. With the 
Firewall monitor, you can de-authenticate all currently authenticated users, or select single 
users to de-authenticate. To permanently stop a user from re-authenticating, change the 
Fortinet configuration (disable a user account) and then use the User monitor to immediately 
end the user’s current session.

Monitored firewall users are viewed from User > Monitor > Firewall.

MS-CHAP MS-CHAP MicroSoft Challenge-Handshake Authentication 
Protocol v1(MSCHAP) Microsoft-specific version of CHAP.

default The default protocol configuration, Auto, uses PAP, MS-CHAP, 
and CHAP, in that order.

Name Enter the name of the TACACS+ server.

Server Name/IP Enter the server domain name or IP address of the TACACS+ server.

Server Key Enter the key to access the TACACS+ server. The server key can be a 
maximum of 16 characters in length.

Authentication Type Select the authentication type to use for the TACACS+ server. Selection 
includes: Auto, ASCII, PAP, CHAP, and MSCHAP. Auto authenticates 
using PAP, MSCHAP, and CHAP (in that order).

Table 2: TACACS+ protocols

Protocol Definition
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Figure 103:Monitor Firewall users

Banned User monitor list

The Banned User list shows all IP addresses and interfaces blocked by NAC quarantine.

The list also shows all IP addresses, authenticated users, senders, and interfaces blocked by 
Data Leak Prevention (DLP). The system administrator can selectively release users or 
interfaces from quarantine or configure quarantine to expire after a selected time period.

Firewall page
Lists all authenticated firewall users that are currently authenticated by the Fortinet unit and are 
active. This page allows you to refresh the information on the page, as well as filter the 
information.

Page Controls Use to navigate through the list.

Refresh Refresh the Firewall user monitor list.

Column Settings Customize the table view. You can select the columns to hide or display 
and specify the column displaying order in the table.

Clear All Filters Select to clear all filters.

De-authenticate All 
Users

Stop authenticated sessions for all users in the Firewall user monitor list. 
Users must re-authenticate with the firewall to resume their 
communication session.

User Name The user names of all connected remote users.

In the User Name column heading, there is a green arrow beside the 
name. This green arrow allows you to sort the list alphabetically. By 
default, the green arrow is up and when you select it, the green arrow is 
down. The green up arrow indicates that the list is in alphabetical order, 
starting with the letter A; when the green arrow is down, the list is the 
opposite.

User Group The user group that the remote user is part of.

Policy ID The policy identification number.

Duration Length of time since the user was authenticated.

IP Address The user’s source IP address.

Traffic Volume The amount of traffic that is going through the unit, that is generated by 
the user.

Method Authentication method used for the user by the unit (authentication 
methods can be Fortinet Single Sign On Agent, firewall authentication, 
or NTLM).
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All sessions started by users or IP addresses on the Banned User list are blocked until the user 
or IP address is removed from the list. All sessions to an interface on the list are blocked until 
the interface is removed from the list.

Monitored banned users are viewed from User > Monitor > Banned User.

Figure 104:Monitor Banned users

Banned User page
Lists all banned users.

Page Controls Use to navigate through the list.

Clear Removes all users and IP addresses from the Banned User list.

# The position number of the user or IP address in the list.

Ban Key The Ban key.

Application 
Protocol

The protocol that was used by the user or IP address added to the 
Banned User list.

Cause or rule The Fortinet function that caused the user or IP address to be added to 
the Banned User list.

Created The date and time the user or IP address was added to the Banned User 
list.

Expires The date and time the user or IP address will be automatically removed 
from the Banned User list. If Expires is Indefinite, you must manually 
remove the user or host from the list.
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Logging
This section introduces you to the Log&Report menu.

The following topics are included in this section:

• Log configuration settings

• Alert E-mail

• Event Logging

• Accessing and viewing log messages

Log configuration settings

The type and frequency of log messages you intend to save determines the type of log storage 
to use. For example, if you want to log traffic and content logs, you need to configure the unit to 
log to a syslog server. The FortiCache system memory is unable to log traffic and content logs 
because of their frequency and large file size. 

Storing log messages to one or more locations, such as a syslog server, may be a better 
solution for your logging requirements than the FortiCache system memory. 

This topic contains information about logging to a Syslog server and logging to memory since 
most logging is now available only in the CLI. 

This topic contains the following:

• Local logging and archiving

• Remote logging to a syslog server

Local logging and archiving

The FortiCache system memory has a limited capacity for log messages. The FortiCache 
system memory displays only the most recent log entries. It can store traffic and content logs in 
system memory. When the system memory is full, the unit overwrites the oldest messages. All 
log entries in memory are cleared when the unit restarts.

The FortiCache system can also store log messages on disk. It can store traffic and contents 
logs on the system disk or disks. When the log disk is full, logging to disk can either be 
suspended, or the oldest logs can be overwritten.

The following are system memory and disk logging configuration settings in Log&Report > Log 
Config > Log Setting.
Fortinet Technologies Inc. Page 138 FortiCache v2.0 MR1 Administration Guide

http://www.fortinet.com/


Figure 105:Log Settings Local Logging and Archiving options

Remote logging to a syslog server

A syslog server is a remote computer running syslog software and is an industry standard for 
logging. Syslog is used to capture log information provided by network devices. The syslog 
server is both a convenient and flexible logging device, since any computer system, such as 
Linux, Unix, and Intel-based Windows can run syslog software. 

When configuring logging to a syslog server, you need to configure the facility and the log file 
format, which is either normal or Comma Separated Values (CSV). The CSV format contains 
commas whereas the normal format contains spaces. Logs saved in the CSV file format can be 
viewed in a spread-sheet application, while logs saved in normal format are viewed in a text 
editor (such as Notepad) because they are saved as plain text files. 

Configuring a facility easily identifies the device that recorded the log file. You can choose from 
many different facility identifiers, such as daemon or local7. 

If you are configuring multiple Syslog servers, configuration is available only in the CLI. You can 
also enable the reliable delivery option for Syslog log messages in the CLI. 

From the CLI, you can enable reliable delivery of syslog messages using the reliable option 
of the config log {syslog | syslog2 | syslog3} settings command. The 
FortiCache unit implements the RAW profile of RFC 3195 for reliable delivery of log messages. 
Reliable syslog protects log information through authentication and data encryption and 
ensures that the log messages are reliably delivered in the correct order. This feature is disabled 
by default.

Memory Select to store logs on the unit’s system memory. 

Minimum log level The unit logs all messages at and above the logging severity level you 
select. 

Select the log level you want to records logs at. 

Disk Select to store logs on the unit’s disk. 

Minimum log level The unit logs all messages at and above the logging severity level you 
select. 

Select the log level you want to records logs at. 

When log disk is 
full

Select the action to take when the log disk is full.
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The following are Syslog server configuration settings in Log&Report > Log Config > Log 
Setting.

Figure 106:Log Setting Remote Logging and Archiving options

Syslog Select to enable remote logging and archiving.

IP/FQDN The IP address or fully qualified domain name of the syslog server. For 
example, the FQDN could be log.example.com.

Port The port number for communication with the syslog server, typically port 
514.

Minimum log level The unit logs all messages at and above the logging severity level you 
select. 

Facility Facility indicates to the syslog server the source of a log message. By 
default, the unit reports Facility as local7. You may want to change Facility 
to distinguish log messages from different units.

Enable CSV 
Format

If you enable CSV format, the unit produces the log in Comma Separated 
Value (CSV) format. If you do not enable CSV format the FortiCache unit 
produces plain text files.

If more than one syslog server is configured, the syslog servers and their settings appear on the 
Log Settings page. You can configure multiple syslog servers in the CLI using the config log 
{syslog | syslog2 | syslog3} settings CLI command.

You can specify the source IP address of self-originated traffic when configuring a Syslog 
server; however, this is available only in the CLI.
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Alert E-mail

You can use the Alert E-mail feature to monitor logs for log messages, and to send email 
notification about a specific activity or event logged. For example, if you require notification 
about administrators logging in and out, you can configure an alert email that is sent whenever 
an administrator logs in and out. 

You can also configure to send alert email messages based on the severity levels of the logs. 
These alert email messages are sent only when the specified severity level was reached. 

Alert E-mail configuration settings

The following are alert email configuration settings in Log&Report > Log Config > Alert E-mail. 
They provide settings for configuring the type of alert email notifications you want to send.

Figure 107:Alert E-mail page

SMTP Server The name/address of the SMTP email server.

Email from The email address the alert messages will come from.

Email to Enter up to three email address recipients for the alert email 
message.

Authentication Select the authentication Enable check box to enable SMTP 
authentication.

SMTP user Enter the user name for logging on to the SMTP server to send alert 
email messages. You need to do this only if you have enabled the 
SMTP authentication.

Password Enter the password for logging on to the SMTP server to send alert 
email. You need to do this only if you selected SMTP authentication.
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Event Logging

In Log&Report > Log Config > Event Log, you can enable all or some of the event activities that 
are recorded by the unit. 

The Log Setting page lists all the events that you can enable logging for. This list will vary 
depending on the unit and the type of mode the unit is in.

Figure 108:Event Log settings window

Send alert email for the 
following

Select to have the alert email sent for one or multiple events that 
occur, such as an administrator logging in and out. 

Interval Time  
(1-9999 minutes)

Enter the minimum time interval between consecutive alert emails. 
Use this to rate-limit the volume of alert emails. 

Administrator 
login/logout

Select if you require an alert email message based on whether 
administrators log in or out. 

Configuration 
changes

Select if you require an alert email message based on any changes 
made to the FortiCache configuration. 

Disk Usage Select if you require an alert email when the internal hard disk or 
AMC disk reaches a disk usage level. You can set the disk usage 
level at which the alert email is sent.

Send alert email for 
logs based on severity

Select if you want to send an alert email that is based on a specified 
log severity, such as warning. 

Minimum log level Select a log severity from the list. 

You can specify the source IP address of self-originated traffic for an alert email message, 
however, this is available only in the CLI. 

Enable Select to enable event logging. 

System activity event All system-related events, such as ping server failure and gateway 
status. 
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Accessing and viewing log messages

From the Log Access menu you can view event, traffic, and UTM log messages. Go to 
Log&Report > Log Access > Event to view the Event Log page.

Figure 109:Event Log page

Admin event All administration events, such as user logins, resets, and 
configuration updates. 

CPU & memory usage 
(every 5 minutes)

All real-time CPU and memory events at five minute intervals. 

Firewall authentication 
event

All real-time Firewall events at five minute intervals.

Refresh Select whenever you want to update the list and view current log messages. 

Download 
Raw Log

Select to download the log file in the raw log format. The log file can be view 
within any text editor, such as Notepad. 

Column 
Settings

Select to add or remove columns. This changes what log information appears 
in Log Access.
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Filter Settings Select to filter the information on the page. Filters appears automatically after 
selecting Filter Settings, below the column headings. Use to configure filter 
settings. 

Note: Filter Settings configures all filter settings. Filter icons are used to 
configure filter settings within that column. 

To apply a filter setting, select Filter Settings, then select the plus sign beside 
Add new filter, and then select and enter the information required. Repeat to 
add other filter settings. 

To modify an existing filter’s settings, select Change beside the setting and 
edit the settings. 

To use a filter icon to configure filter settings within a column, select the filter 
icon in the column; Filters appears. Within Filters, configure the settings for 
that column. 

Detailed 
Information

Select the down arrow to view the detailed information of a log message, 
either at the bottom of the page or at the right of the page. Select Hidden to 
hide the table. By default, the table appears at the bottom of the page. 

Log location: 
<log_device>

Indicates where the logs are currently being stored in. For example, the unit’s 
local disk. 

Page Controls Use to navigate through the list. The page controls for viewing logs does not 
contain the Last page arrow, as well as the total number of pages. 

Note: If you are not logging to the unit’s local disk or the unit does not contain 
an SQL database, page controls for viewing logs remains the same as when 
viewing other lists in the web-based manager. 
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